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DRAFT INCOMPLETE Memo outlining conclusions from procedures performed as outlined in Change Order Number 06 (Version 1)_ 

(a) Project scope, objectives and background 

Background 
POL continues to respond to al legations that the "Horizon" IT system used to record transactions in POL branches is defective and the 
processes associated with it are inadequate (the "Allegations"). In response to recent formal isation of these accusations into 
commencement of litigation proceedings, Deloitte has previously been instructed to plan and execute procedures against three scope areas 
to provide assurance that the Horizon system operates as expected, and there are reasonable controls and safeguards in place to prevent 
incorrect system operation that could have resulted in Sub-postmaster detriment. 

We have conducted 'Phase 0' a planning phase in which we performed interviews and documentation reviews in order to assess the 
procedure options in the delivery of 'Phase 1' and we have also conducted 'Phase 1' in which we performed those procedures. Following 
this 'Phase 1' of work we have also conducted a further planning phase 'Phase 2' in which we have conducted further planning and formative 
procedures against particular scope areas, and 'Phase 3' in which further procedures against particular scope areas have been performed. 

Scope and Objective 
This additional phase of work will constitute 'Phase 3b', the 'Non-Counter Transactions Phase' whereby Deloitte will perform procedures 
agreed with POL in relation to Non-Counter Transactions to provide an assessment as fully as possible in the time allotted by the 
exercise, on the factors to consider, controls and risks, in answering the fol lowing questions: 

1. Are there any gaps in the controls around Non-Counter transactions that could cal l into question the Integrity of the data 
generated in relation to these transactions? 

2. If there are gaps: 
a. Could they be the cause of discrepancies in branch accounts (or could they mean that errors in Horizon would not be 

revealed and those errors could then be the cause of discrepancies in branch accounts); and 
b. What is the risk of those gaps (or resulting discrepancies) materialising? 

The procedures to be performed are as follows: 

1. Initial Workshop to corroborate understanding of data flows and validate the existence and completeness of controls over the current 
reconcil iation process and how Transaction Acknowledgements are utilised. 

2. Review and test key reconciliation controls between key data sources within the data flow as highlighted within separate table (Appendix 
1) 

3. Perform detailed walkthrough of the Transaction Acceptance (TA) process to confirm the granularity of the information the Postmaster 
is provided with. Perform procedures to corroborate a TA is required for all Non Counter transactions. 
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4. Analytics pilot to assess feasibility and then perform reconciliation between raw data files received by PODG and the interpretation of 
these non-counter transactions into the BRDB transaction files. 

(b) Deliverables 
Our deliverable for Phase 3b will be a memo outlining work performed and conclusions and providing an assessment, as fully as possible 
within the time allotted to this exercise, on the factors to consider, controls and risks in answering the questions POL has posed. 

Usage of our Deliverables 
For the avoidance of doubt, our deliverables, are for the use and review of POL only, and are not permitted to be shared with any other 
third party without Deloitte's prior written consent. 

DELIVERABLE 

Please find below the four scope areas as outlined in the statement of work, and responses to them in red: 

1. Initial Workshop to corroborate understanding of data flows and validate the existence and completeness of controls over the current 
reconciliation process and how Transaction Acknowledgements are utilised. 

This workshop was performed with Fujitsu on the 9ti: May 2017. Attendees from Fujitsu were: 

• Pete Newsome - Fujitsu, Post Office Account Manager 
• Torstein O'Godeseth - Fujitsu, Horizon Systems Architect 
• Russell Norman - Fujitsu, Project Manager 
• Pete Jobson - Fujitsu, Horizon SME 

As a result of the workshop the understanding that Deloitte had originally obtained on the operation of the interfaces between the 
systems was validated with a couple of amendments. The attached diagram displays the finalised viewpoint in relation to the dataflows. 

As part of this review the decision to exclude ATMs from scope as Non-Counter Transactions was examined and it was highlighted by 
Fujitsu that all interactions between ATMs and the Counter/BRDB are by rekeying of the data - i.e. this is not a system driven process. 
Therefore the original decision to exclude ATMs from scope was adhered to. 

2. Review and test key reconciliation controls between key data sources within the data flow as highlighted within separate table (Appendix 1) 
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Fujitsu discussion highlighted that one of the controls identified for potential testing was only operated temporarily during the switch 
from Riposte to the Branch Database, and as a result no control exists to test in the present day. The remaining two controls are 
legitimate controls to test, as they are currently worded, and one requires a wording tweak in order to test. 

The below table captures the controls in scope, and the required updates to the original control wording where required: 

Stmirnary Control Wordiii , 

I ,t, vier 7al transactions sent via POl)G such that the Lvternal 'Not an existing control. Il'S 13RDB is a rec, not Credence -- LIRIM. 
Ti-mi.,eictton fllc,' that arc currently se01 from Ingenico 
{ /4 ) SJ'A ION) and P '1stE'(lY' N1.2 ~l0rf ('6_ ST&Gt ) are routed to the (fpdate final sentence of control wording to `.here is a 

Bri mch i )atahase as well as sending the data to the Credence veonclltalton between 7R and BRDB. '. 
sic/e,/n. There is a rec'oncili,alinn between. C/a[/Lace and BRDB. 

2 t'u, each Pronsacn(m r)cAitowleiiii;err2ertl enc'l''i /ed, a new Control exists. 

tiQitts(1(1ir)ii1pair'ik c°ic°auiliar l'01„SAl'. lb ataiitial tiMl dtliyered 
tra Pt )l 11' ktit'h hcnle ct ic°L' f"11ait#b lhtatt 1a1 a hL yre rc'js r ene  i3 . 

jimamc tiled in the Trai?:maclion 4( 11 rE'G1; L'lic,li iuvord I 

C'r0 i'ttldlrii II ii ,l//a .s P01,.SAP to it/ac/i t1, oh ifie l i'tansaaciir?id t i F ; 
Acknowlc'J.tet kn1 0//CC thc? 14 has been tact: L'l;tt c° hi' the Postmaster. 

30 APCliaia [Be l?ecanccii/rliirrn No longer pan existin control no further testing to he performed. 
AP-S' . . ,. .A,Ah iii.. ! rccuu:/be the f! data /ti lip' fl!{','S that it delivered to 

a Client wiih /1w data it 3 ft'L' lies that t 1 eticftee de'tirered to a 

Client. 
31 TPS to AP Reconciliation Control exists. 

TPSC227 writes APS transact/cat data to ii, formatted f lc' th.al will 
later be used by the SIPS host prca; i'am AP502051 to i ecuttc ile 
crate ui'otn LIPS with that Jroni A Ph'. 

The results of the testing of these controls is documented below: 

TO BE ADDED WHEN COMPLETED 

3. Perform detailed walkthrough of the Transaction Acceptance (TA.) process to confirm the granularity of the information the Postmaster is 
provided with. Perform procedures to corroborate a TA is required for all Non Counter transactions. 
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Detailed analysis of the TAs process was conducted through the following steps: 

i) Review of Horizon Online functionality within the Model Office at Finsbury Dials on xx/yy/zzzz with assistance from Mark 
Underwood and Phil XX'. 

ii) Confirmation via review of the system screens that the Horizon system included TA functionality relating to all of the non-counter 
transaction areas under review, including: 
a. Post and Go; 
b. Paystation; and 
c. Camelot. 

No evidence was witnessed during this review, that there were other transaction types for which TAs would apply, although this 
should not be construed by the reader to categorically mean other NCTs for which Transaction Acknowledgements would be 
processed do not exist. To provide fuller assurance over the completeness of the transaction population for which TAs are 
produced and relevant a detailed review of product types, and the related population of transaction types, would be required, 
and this was beyond the scope of this piece of work. 

iii) Walkthrough of the receipt and processing of Transaction Acknowledgements on the Model Office test system. This walkthrough 
highlighted the following key points: 

1. On Receipt of a TA the postmaster is able to review both at a header and line level of granularity. 
2. On Receipt of a TA the postmaster must complete the processing of it, before trading can continue. 
3. If the postmaster disputes the TA, then the TA ID should be noted to dispute with the helpline after the TA is processed (this 

could then trigger a further Transaction Correction), 

iv) Review of the Model Office counter for each of these transaction types, in particular the Horizon Online Help Guide pages (which 
are available within the system to all subpostmasters, confirmed that various reports on the balances are available to allow 
reconciliation between the terminals involved and the TAs received and values within the Branch Database, as well as guidance 
on the usage of TA functionality. Below is a summary of the findings against each of the three transaction types which have been 
represented by Fujitsu and Post Office to formulate the population of Non-Counter transaction types for this work. 

Paystaton TAs 
The following sections of the Horizon Online Help Guide were reviewed: 

'Paystation Transaction Acknowledgements' 
This is a ten page document which upon review provides guidance on: 
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1. What TAs are. (Page 1) 
2. Accounting for TAs (page 2) 

Including having to reconcile / check against all paystation transactions, 
3. Non Receipt of TAs (Page 3) 
4. Receipt & Processing TAs (page 6) 
5. Including guidance on checking/reconcil ing the TAs against paystation transactions 
6, Office Daily Reports (Page 9) 

Including details of a `Outstanding & Processed TAs' report that is available 
• This report gives detailed information on all TAs that have been received over the last 40 days and their existing 

status, 
• '"There are no audit requirements for you to print and retain this report. However you may find it useful if you 

need to verify information contained within the TAs against any terminal reports" 

'Accounting and Balancing Instructions for Paystation' 
This is a four page document, which upon review provides guidance on: 

1, What a TA is (page 1) 
2. Reconciling transactions from Paystation against the TAs 

Post and Go TAs 
The following section of the Horizon 

Online 

Help Guide was reviewed:' 

'Transaction Acknowledgements for Post & Go' 
This is an eight page document which upon review provides guidance on: 

1. What a TA is in relation to Pay & Go (Page 1) 
2, Daily processing of a trading report at close of business & prior to business the next day to compare against TAs 

received. (Page 2 & 3) 
3. Non Receipt of TAs 
4, Receipt and Processing of TAs (Page 6) 

0 Including recommending all Post & Go transactions are checked/reconci led against the TAs received. 
5. Office Daily Reports (Page 7) 

• Including details of a `Outstanding & Processed TAs' report that is available: 
This report gives detailed information on all TAs that have been received over the last 40 days and their existing 
status. 
"There are no audit requirements for you to print and retain this report. However you may find it useful if you 
need to verify information contained within the TAs against any terminal reports" 

6, TA Accounting Arrangements (Page 8) 
• Including recommendation to check and reconci le the cash against the TAs received the following working day. 
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Camelot TAs 
The following section of the Horizon Online Help Guide was reviewed: 

`Transaction Acknowledgements for Camelot' 
This is a three page document which upon review provides guidance on: 

1. What a TA is. (Page 1) 
2. Accounting instructions for TAs 

Including check and reconcile the cash against the TAs received the following day (Page 2) 

3. Non Receipt of TAs (Page 2) 
4. TA report (page 3) 

Additional Sections of Horizon Online Guide Identified as of Relevance 
In addition to the above it was confirmed that there is a help page within Horizon Online Help providing contact details which 
subpostmasters can use should they have issues with Transaction Acknowledgements for Paystation. This page was entitled 
Contact Names, Addresses and Telephone Numbers' and was two pages long, 

v) To supplement these procedures further a review of additional sources of process narrative and guidance were obtained and 
reviewed from POL staff, The documents reviewed as part of this further exercise were: 

• 'Self Serve Kiosk User Guide V4. 1
• `HNG Branch Trading Reports 310317' 

'HNG BT Balancing and despatch of docs 310317' 
`HNG Camelot Lottery On-fine games 030417' 

• 'HNG Camelot Scratchcard games 030417 
`HNG Cash and Secure Stock Rem Services 310317' 

• 'HNG Equipment and Admin Pages 310317' 

Review of these documents, highlighted a number of areas which provided additional context/assurance: 

Guide 'HNG BT Balancing and despatch of docs 310317' 
This document makes reference to an Office Snapshot Report and details how to create the report, but does not explicitly say 
this can be used to reconcile against TA's: 

a. `Producing the Office Snapshot report to list stock and cash on hand and all the transactions carried out during the 
current Branch Trading Period up to the time the report was requested, for all stock units in your branch.' (Page 109) 
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Guide HNG Camelot Scratchcard games 030417' 
This document has a section that details account of scratchcards. This section highlights that National Lottery transactions are 
accounted for via Transaction Acknowledgements and that a Camelot terminal creates a report which shows: 

b. The total daily scratchcards sales 
c. The dai ly prize payments 
d, Any returns 
e. Commissions (this figure will always be zero) 

However the guide does not explicitly say that this report that shows all NCTs for National lottery should be reconciled against 
the TA which accounts for National Lottery transactions. 

(c) Recommendations on the further work to be performed in relation to Non-Counter Transactions. 

1. In branch running of live reports and demonstration they can be used to verify that TAs match to records of activity on the respective 
terminal. 

2. Review of training materials courses available to SPMs, to support communication of these mechanisms to them. 
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