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1 Executive Summary

Post Office Limited (POL) continues to respond to allegations that the “Horizon” IT system used to record
transactions in POL branches is defective and the processes associated with it are inadequate (the “Allegations”).
The ‘Allegations’ span a period of over 15 years, some pre date 2000 and others relate to 2016. In response to the
commencement of litigation proceedings, Deloitte has been instructed to plan and execute procedures and respond
to three scope areas supporting POLs ability to understand how Horizon (HNG-X) has been operated to prevent
incorrect system operation that could have resulted in Sub-postmaster detriment.

After the completion of the initial procedures (Phase 1) over the three»séd_pe éreas, it was identified that further
investigations would be required following the identification of exceptidng in key controls tested by Deloitte and
identification of key areas of risk that could result in inappropriate transactions/data amendments that would be to
the detriment of Sub-postmasters. As such, Deloitte was instructed to provide responses to specific questions in
these areas to aid POL’s ability to understand a number of areas within Horizon (HNG X), namely:

1. The usage of privileged users and the configuration of audit Iogs (specmcally over the actions of Super
Users, including audit logs over Riposte); and ‘
2. The control environment over non-counter transactions.

All procedures performed throughout the various phases. of work have been in response to relevant risks
surrounding financial loss to sub-postmasters or ¥evels of reizance that can be placed on data used by case
handlers. : v

It should be noted that this:report is to be considered a ‘living’ document, and in its current format represents the
final format following the completlon of Phases 0 —4. Future updates may be required if additional work is scoped
in at a future date. -

Phase 1

The scope areas over which Deloitte have been requested to perform procedures are as follows:

1. Scope Area 1.- To carry out an analy5|s of the relevant transaction logs for branches within the Scheme to
confirm, insofar as possible, whether any bugs in the Horizon system are revealed by the dataset which
caused discrepancies in the accounting position for any of those branches (see 1.2.1).

2. Scope Area 2 - To carry out a full review of the use of Balancing Transactions throughout the lifetime of the
Horizon system, insofar as possible, to independently confirm from Horizon system records the number
and circumstance of their use (see 1.2.2).

3. Scope Area 3 - To carry out a full review of the controls over the use and capability of authorised Fujitsu
personnel to create, amend or delete baskets within a sealed audit store throughout the lifetime of the
Horizon system, insofar as possible (see 1.2.3).

Against each of these three scope areas the main body of this report will outline further:

1. Background and context in relation to this engagement;
2. The approach Deloitte have taken to planning the procedures;
3. The testing procedures POL has requested Deloitte undertake in response to the planning activities; and
4. Results of these testing procedures.
Phase 2

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT 2
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This additional phase of work constituted ‘Phase 2’, the ‘Further Investigations Phase’, whereby Deloitte performed
procedures specified by POL in response to certain findings or outcomes of ‘Phase 1’ against the three scope
areas examined during that phase.

The three additional scope areas specified by POL were:

1. Additional Scope Area 1 — To perform an investigation of Super User Audit Logs from Branch Database,
the controls over them, and corresponding data extract and interrogation options (see 1.2.4).

2. Additional Scope Area 2 — To perform an investigation of analytics test results 1: ‘Identify Gaps in Audit
Logs Sequencing’, and 6: ‘Identify branches which are out of balance based on fransactional data
available’ (see 1.2.5).

3. Additional Scope Area 3 — To perform an investigation of controls over the integrity of non-counter initiated
transactions, e.g. Paystation (see 1.2.6).

Phase 3

This additional phase of work constituted ‘Phase 3, the ‘Non-Counter Transactions Phase’ whereby Deloitte
performed procedures agreed with POL in relation to Non- Counter trahsactlons to provide an assessment as fully
as possible in the time allotted by the exercise, on the factors to.consider, controls and risks, in answering the
following questions: ‘

1. Are there any gaps in the controls around Non-Coupter transactions that could call.into question the
Integrity of the data generated in relation to these transactions? (see 1.2.7)
2. Ifthere are gaps (see 1.2.8): v
a. Could they be the cause of discrepancies in branch a{:counts (or could they mean that errors in
Horizon would not be revealed'and those errors could then be the cause of discrepancies in
branch accounts); and o :
b. Whatis the risk of those gaps (or resultmg dlscrepanmes) mateﬂallsmg’?

Phase 4

This additional phase of work cohsti,tuted ,',Pihase 4 wherebyfpeloitte performed procedures agreed with POL in
relation to the Fujitsu Report ‘Database Security in Horizon Online’, specifically:

1. Deloitte review of Fujitsu' Report in conjunction with initial comments raised (see 1.2.9).
2. Workshop with appropriate Eujitsu resource to (see 1.2.10):
c. Answer any outstanding comments / questions on the report.
d. Produce a detailed commentary on what steps would need to be taken to replace the message log,
as per section 2.2 of the Fujitsu report.

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT
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A summary of key controls tested and results are set out below for all Phases (1-4). A full set of agreed procedures
tested and associated results has been included in Section 4 of this report. These should be reviewed in tandem
with the assumptions and limitations that have been included in Section 5 and at the end of this executive

summary.

o
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Scope Area 1: To carry out an analysis of the relevant transaction logs for branches within the Scheme to confirm, insofar
as possible, whether any bugs in the Horizon system are revealed by the dataset which caused discrepancies in the
accounting position for any of those branches.

We have performed testing of key inherent system controls, together with a review of some of the source code
which supports the correct operation of the system in relation to ‘bugs’ (error, flaw, failure or fault in a system that
causes it to produce an incorrect or unexpected result, or to behave in unintended ways) which may have given
rise to or contributed to the allegations under investigation. These are controls which in our scoping discussion with
POL and Fujitsu have been determined to be fundamental to protecting the integrity of transaction data within the
system.

The key controls identified were:

1. All transactions on the Horizon Counter balance to zero — No Rel_e\)ant Exceptions Noted.

2. Transactions are atomically (either in entirety, or not at all) written to the Branch Database — No Relevant
Exceptions Noted.

3. Digital Signature controls are applied to the Message Joumal durmg initiation of transfer to Branch
Database, ensuring the integrity of data. — No Relevant Exceptions Noted.

4. Access to mechanisms for managing the digital signatures are segregated from database administration
responsibilities (via system access rights restrictions), meaning that even if such access rights be abused
the digital signature that is included with every Counter and Kiosk transaction could not be spoofed. —
Relevant Exceptions Noted.

The exception noted was

- ‘A number of IT users (i.e. non-Branch staff):have access to mechanisms for managing the digital
signatures (i.e. access fto the key management server and related technologies) and have database
administration responsibilities and access. This raises the theoretical risk of a user ‘spoofing’ the digital
signature. It is understood that for this risk to.be realised, due to time limitations and volume of work
required in order to sucoessfutly ‘spoof’ the signature, a program would have to be written.’

5. Transaction Acceptance (m relation to interface file recelpt for non-Counter originated interface files) is
required by sub—postmasters in order to be accepted mto branch accounting records. — No Relevant
Exceptions Noted. ]

6. Recovery processes are-in place for transactions in the event of connectivity failure. — Relevant Exceptions
Noted.

The exceptions noted were:

- For one of the transaction recovery scenarios tested (whereby a user session is automatically logged
out after a period of inactivity — 59 minutes after the session screen being locked), it was noted that Post
Office business rules are in place for Horizon to automatically commit unprocessed transactions to the
branch database tables. This would have the effect of committing any unprocessed transactions within
a basket to the branch database. However when next authenticating into Horizon, after being
automatically logged outl, the user is immediately presented with a till receipt confirming that the
transactions had been committed to the branch database.’

- ‘Where a new product is created, the recovery script could theoretically be coded to do nothing, meaning
no recovery of transactions would occur in the event of connection failure - no rollbacks or roll-forwards
would happen in this case.’

The first exception could lead to an increased risk that Sub-postmasters are unaware of transactions being posted
in a power failure, although they are notified by receipt that this has occurred. The second exception could lead to
the risk of inappropriate/inaccurate resolution to a recovery situation.

The above controls were tested at a recent point in time, as they are system controls. Given this limitation the
following procedures were undertaken over change control, as changes to the system are subject to the change
control process in place over the Horizon system:

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT
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1. Areview of sources of assurance around change control was performed and it was noted that three
ISAE3402 reports were performed covering the period April-December in 2012, 2013 and 2014 by
professional services firm Ernst & Young LLP. The scope of the report was seen to include 'Fujitsu's
system of IT Infrastructure Services supporting POL's POLSAP and HNG-X applications'. Within each
reports’ scope was a control objective relating to change management, and in each report reviewed no
deviations were noted against this objective, or any related controls.

2. Further it was identified through change documentation review, and discussion with Fujitsu SMEs that
various controls tested had specifically changed, either since inception of HNG-X (replacing Riposte) in
2010, or changed during the lifespan of Riposte. Please see Appendix 5 for a full list of controls tested and
a view on whether the controls have been consistent.

In summary the major change affecting the operation of controls in relation to this scope area is the creation of the
Branch Database (BRDB) to replace individual branch databases (2010). This change fundamentally altered the
operation of many controls tested. Whilst Fujitsu have attempted to give a yiew on controls in operation in the
Riposte system, much of the knowledge of this system has left the business.

Whilst not causing an exception to one of the controls covered by the ”sc_ope of our work the following exception
relating to General IT Controls over Horizon was noted: ' '

- One Fujitsu user has access to both development and live environménts.of HNG-X, contravening typically
expected segregation between environments in-a change control process.

Fujitsu stated that:

“Whilst we appreciate that there is lack of segregation of duties here for the <specified user> between Live
and e

Development, it is felt that there is a strong business need for this access for <specified user>. He provides

4th line/final line support for the audit service and is in regular weekly contact with the Security audit team

to assist them in resolving queries with the audit service. He is the lead designer/developer and system

owner. » ‘ :

Additionally there are compensating controls in place such as CCTV, and the auditing (performed by
Fujitsu) we have in place {and the technical controls around not being able to change audit items for 7
years) acts as a safequard against anyone with access trying to change anything in an unauthorised way.”

In addition to the éystem confrols_ noted above, the followihg analytics procedures were performed to support this
scope area:

1. Review of the case data available (relevant to allegations) for transactions indicating items of risk from a
system functionality perspective. The analytical procedures outlined in Appendix 6 were undertaken, and a
number of items of interest were noted, see Appendix 6a for details and summary of findings. One finding
of note is that 'there were 48 (0.0015%) session ids from a total of 3,124,140 which were out of balance
based on the transactional data received. Those 48 session ids out of balance related to 18 distinct
branches from 118 in total. The session ids out of balance were all pre system migration to HNG-x in 2010.

2. POL investigators have been handed this information for further investigation. In short, whilst various
characteristics were noted that could be indicative of risk within the system, further manual investigation
will be required by POL’s investigators to conclude. This has been discussed with POL management during
the course of our work.

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT
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Scope Area 2: To carry out a full review of the use of Balancing Transactions throughout the lifetime of the Horizon
system, insofar as possible, to independently confirm from Horizon system records the number and circumstance of their

use.

In performing our procedures against this scope area, we have worked with POL and Fujitsu to identify other
methods of posting transactions which impact a branch accounts, without knowledge of the sub-postmaster which
in the context of the allegations present similar risks to that of Balancing Transactions. This highlighted other areas
of risk, such as:

1. ‘Global Users’ — being central users who can access branches remotely for support purposes. Critically
such users are not able to post transactions remotely, but only when physically in the branch.

2. Database and Operating System Users with sufficient privileges to post transactions directly to the
database from outside of Horizon, thereby bypassing the system gontrols to manage activity.

These areas have been brought into scope.

In summary across each of these areas, including Balancing Transectiohs, controls were noted to be operating
effectively. In particular, based on the procedures we have performed

1. Logical Access rights to these sensitive functions had been approprlately restricted. — No Relevant
Exceptions Noted.

2. Any writes by the Shared Service Centre (SSC) to the Branch Database (BRDB) must be audited. The
mechanism for inserting a correction record must ensure that the auditing of that action performed must be
atomic. — No Relevant Exceptions Noted. o

3. Access to these mechanisms is segregated from key management responsibilities (via system access
rights restrictions), meaning that should such access rights be abused the digital signature that is included
with every Counter and Kiosk transaction could not be spoofed. — Relevant Exceptions Noted.

The exception noted was:

- ‘A number of IT users have access fto mechanisms for managing the digital signatures and have
database administrai‘ion respoﬁsibilities and access. This raises the theoretical risk of a user ‘spoofing’
the digital signature. It is understood that for this risk to be realised, due to time limitations and volume
of work required in ‘order to successfully ‘spoof’ the signature, a program would have to be written.’

4. ltwas also noted via a control walkthrough that any Transaction Corrections created by POL Finance must
be accepted by a Postmaster at branch prior to affecting branch accounts. — No Relevant Exceptions
Noted. ‘

5. Inherent system controls around Global Users were tested, notably that Global users with a Role of ADMIN
cannot log onto any Branch other than Global (including Remote access controls to branch infrastructure
(e.g. Counter)). — No Relevant Exceptions Noted.

6. SSC will have privileges of only inserting balancing / correcting transactions to relevant tables in the
database. SSC will not have any privileges to update or delete records in the database. — Relevant
exception noted.

The exception noted was:

- ‘The control wording is not accurate. A small number of users are granted extended privileges which
enable them to update / delete records. However the control is operating in line with management’s
expectations. Access to the privileged role is restricted to users explicitly authorised for this access. User
actions are audit logged, and not proactively reviewed.’

The above controls were tested at a recent point in time, as they are system controls. Given the limitations around
this the following procedures were undertaken over change control, as changes to the system are subject to the
change control process in place over the Horizon system:
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1. Areview of sources of assurance around change control was performed and it was noted that three
ISAE3402 reports were performed covering the period April-December in 2012, 2013 and 2014 by
professional services firm Ernst & Young. The scope of the report was seen to include 'Fujitsu's system of
IT Infrastructure Services supporting POL's POLSAP and HNG-X applications'. Within each reports scope
was a control objective relating to change management, and in each report reviewed no deviations were
noted against this objective, or any related controls.

2. Further it was identified through change documentation review, and discussion with Fujitsu SMEs that
various controls tested had specifically changed, either since inception of HNG-X (replacing Riposte) in
2010, or changed during the lifespan of Riposte. Please see Appendix 5 for a full list of controls tested and
a view on whether the controls have been consistent.

In summary the major change affecting the operation of controls tested is the creation of the BRDB to replace
individual branch databases (2010). This change fundamentally altered the operation of many controls tested. It is
not known whether balancing transactions existed in Riposte, as much of the knowledge of this system has left the
business. -

An exception was noted relating to a core General IT Control excepticih gfound Segregation of Duties, please see
section 1.2.1 above where this issue is described in detail. L

In addition to the system controls noted above, the following analytics procedures were performed to support this
scope area: .

1. All available audit data over the use of Balancing Transactions was inspected (12/03/2010 — 28/05/2016)
and it was noted that only 1 ‘true’ Balancing Transaction was inserted, it did not relate to a branch involved
in the allegations, and the branch was made aware of the transaction prior to insertion: Other uses of the
tool used to insert Balancing Transactioﬁs’were noted, howéVer they did not affect transactional data and

related to the update of a specific flag (SU) to enable continued processing.

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT
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Scope Area 3: To carry out a full review of the controls over the user and capability of authorised Fujitsu personnel to
create, amend or delete baskets within a sealed audit store throughout the lifetime of the Horizon system, insofar as

possible.

In performing our procedures against this scope area, we have worked with POL and Fujitsu to identify how
baskets of transactions flow from creation at the counter, through the sealed audit store (See Background section
for a high level overview).

Further we have tested controls over the accuracy, completeness and validity of the flow of data into the audit
store, which is used as the master data point for audit purposes. We highlight the following key controls during
scoping as being fundamental to ensuring the accuracy, completeness and validity of this data flow:

1. The flow of data from counter to audit store was mapped at a detailed level (See Section 1 for high level
overview). Security controls over data at rest (when held in an intermediate location), and completeness
and accuracy controls over data in transit (transfer of data from one holding location to another) including
exception monitoring were tested. — No Relevant Exceptions Noted.

2. Security controls over access to the audit servers, and audit store ' were tested, specifically that there are
separate roles and a clear segregation between audi-t server administration staff, who administer the
architecture, and Fujitsu service audit staff, who have access to retrieve data from the audit store via an
audit workstation. — No Relevant Exceptions Noted:

3. Access to mechanisms for managing the digital S|gnatures are segregated from database administration
responsibilities (via system access rights restrictions), meaning that even if such acgess rights be abused
the digital signature that is included with every Counter and Krosk transaction could not be spoofed. —
Relevant Exceptions Noted. '

The exception noted was:

- ‘A number of IT users have access (o mechamsms for managmg the digital signatures and have
database administration responsibilities and access. This raises the theoretical risk of a user ‘spoofing’
the digital signature. It is understood that for this risk to be realised, due to time limitations and volume
of work required in order.to sucbessfully ‘spoof’ the signature, a program would have to be written.’

4. The ATS (Audit Track Scheduler) collects files for sealing and records a log of its activities to the ATD
(Audit Track Database). In sealing a file the seal is generated using a MD5 hash algorithm. Once a file has
had a seal calculated the file is written to Centera and details are stored in the Audit Track Seal Database.
— No Relevant Exceptions Noted.

5. Audit tracks and seals are copied to the equivalent import area on the remote audit server as part of Audit
server overnight schedule. On arrival, the sealer on the remote audit server recalculates the seal value of
the imported audit track and compares it with the original value in the imported seal file. Assuming they
match, the file is then written to the remote Audit archive. If the seals do not match, the Audit track and seal
file are moved to a holding area and an event is raised. Manual investigation is necessary to investigate the
cause of the discrepancy (which could be indicative of tampering with the data in between the two Audit
servers). — No Relevant Exceptions Noted.

6. Audit tracks that are gathered at one data centre are replicated to the Audit server at the remote data
centre. — No Relevant Exceptions Noted.

7. As Audit tracks are retrieved from the archive, their seals are checked (by re-application of the MD5
message digest function) to ensure that the source data has not been tampered with while it was stored in
the archive. The digital signature check is also applied at this point to ensure data integrity. — No Relevant
Exceptions Noted.

8. The remote directories from which the Audit Server gathers Audit Tracks is configured so that only the
Audit Server (or an administrator who has been explicitly given permission) is able to delete files in the
directory. — No Relevant Exceptions Noted.

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT 3
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9. All users (including administrators) of the Audit Workstation and Audit Server log onto systems using two
factor authentication in conjunction with the HNG-X Active Directory system. Each user is uniquely
identifiable. — No Relevant Exceptions Noted.

10. The following operating system level events on the Audit Server are audited via the System Management
event monitoring facilities:

a. Log on/Log off (including unsuccessful log on attempts)

File Creation, Deletion and Modification (on selected files)

Maodifications to system configuration (incl. software configuration and account details)

System start up and shut down

Change of user rights

®ao0oT

Relevant Exceptions Noted:

- ‘Review of the audit settings for the Audit Server noted that the audit policy change which relates to
change of user rights was set to log success events only, with failure not enabled.’

The above controls were tested at a recent point in time, as they are system controls. Given the limitations around
this the following procedures were undertaken over change control, as changes to the system are subject to the
change control process in place over the Horizon system: :

1. Areview of sources of assurance around change control was performed and it was noted that three
ISAE3402 reports were performed covering the period April-December in'2012, 2013 and 2014 by
professional services firm Ernst & Young. The scdpe_of the report was seen to include 'Fujitsu's system of
IT Infrastructure Services supporting POL's POLSAP and HNG-X applications'. Within each reports scope
was a control objective relating to change management, and in each report reviewed no deviations were
noted against this objective, or any related controls.

2. Further it was identified through change documentation rewew and discussion with Fujitsu SMEs that
various controls tested had specifically changed, either since inception of HNG-X (replacing Riposte) in
2010, or changed during.the hfespan of Riposte. Please see Appendix 5 for a full list of controls tested and
a view on whether the controls have been consistent:

3. Insummaryitis understood controls relating to the audit server and store have been relatively consistent
throughout the lifetime of Riposte and Horizon. It should be noted that whilst Fujitsu have attempted to give
a view on controls in operatton in the Rlposte system much of the knowledge of this system has left the
busmess

An exception was noted relatmg to.a core General IT Control excepnon around Segregation of Duties, please see
page 4 above where this issue is described'in detail.

In addition to the syStem controls notéd:above,v the following procedures were performed to support this scope
area: ; v '

1. The process of Journal-Sequence-Numbering (each transaction is given a unique ID of 1 greater than the
previous transaction), whereby completeness checks are performed over these JSNs, is an optional setting
within the system (which assures the completeness of messages from the counter in the audit store).
Testing supported that this control has been enabled since 2010 and not turned off since inception in 2010.

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT 10
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Scope Area 1: Investigation of Super User Audit Logs from Branch Database, the controls over them, and corresponding

data extract and interrogation options.

In performing our procedures against this scope area, we have worked with POL to hold a workshop with Fujitsu in
which the approach was decided for future phases, and centred on a report produced by Fujitsu on how privileged

access would be controlled within the organisation.
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Scope Area 2: Investigation of analytics test results 1: ‘Identify Gaps in Audit Logs Sequencing’, and 6: ‘Identify branches

which are out of balance based on transactional data available’.

We performed further investigations over the analytics test results from Phase 1 of most concern being Analytic 1 —
‘Identify gaps in audit log sequencing’ and Analytic 6 ‘Identify branches which are out of balance based on
transactional data available (should not be possible based on inherent system controls)’. These further procedures
highlighted in each case that there was a reason for each of the results, and they were not therefore indicative of a
problem with the operation of the Horizon system.

The challenges highlighted were:

1. Analytic 1 - In order to identify gaps in audit log sequencing, the transactions data was sorted into
ascending order on session id and txn id, and any gaps in the sequence at both the session and txn level
were identified. There were 212,372 (1.60%) gaps in audit log sequencing from a total of 13,666,238
transactions.

2. Analytic 6 - In order to identify branches which were out of balanCe based on transactional data available
(which should not be possible based on inherent system controls), the transactions data was summarised
by branch (Group) and session id and those session ids that do not sum to zero were identified, and are
ordered by balance descending. The data used was filtered for transaction mode ‘SC’ only. There were 48
(0.0015%) session ids from a total of 3,124,140 which were out of balance based on the transactional data
received. Those 48 session ids out of balance related to 18 distinct branches from 118 in total. The session
ids out of balance were all pre system migration to HNG-X in 2010.

The results after responding to the challenges in:the original anal'ytie Were'

1. Analytic 1 -The analytic logic was revised following discussion thh Fu1|tsu and following this revision there
were no gaps in audit log sequencing. :

2. Analytic 6 — There was:a loglc error in the pfoductlon ofthe extracts engmaIIy provided by Fujitsu. A
sample of 15 items which were errored in the original data was investigated to confirm they were fixed
when looking at the revised data provided by Fujitsu and confirmed the root cause was issues with the data
extraction rather than the underlylng data within the system.

Given the original dlscrepanmes in these analytrcs have been explanned away, no further work against this area is
recommended or required.
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Scope Area 3: Investigation of controls over the integrity of non-counter initiated transactions, e.g. Paystation.

Our work highlighted that there were a number of controls over the integrity of the Horizon system with regards to
the data which is interfaces in from non-Counter sources. The primary sources of such data have been:

1. Camelot (Current)
2. Paystation (Current)
3. Post and Go (Historic)

A key area of focus in the operation of these controls is the ability of the sub-postmaster to validate the data being
received from these external data sources is correct, and this has been incorporated within the procedures which
have then been suggested for inclusion and testing in Phase 3. In addition a diagram highlighting the
understanding gained of the dataflows, and the related controls understood from technical documentation has been
included within Appendix 8. .

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT 13
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Question 1: Are there any gaps in the controls around Non-Counter transactions that could call into question the Integrity

of the data generated in relation to these transactions?

For this specific scope area our procedures centred on understanding data flows and controls over the current
reconciliation process and how Transaction Acknowledgements are utilised; testing key reconciliation controls
between key data sources within the data flow, performing detailed walkthroughs of the Transaction Acceptance
process to confirm the granularity of the information sub-postmasters are provided with, and performing an
analytics pilot to assess the feasibility of performing a reconciliation between raw data files received by PODG.

In the context of the allegations, this is to aid in addressing the risk of data relating to non-counter transactions not
being complete and accurate and being at risk of interference.

The first key area of weakness from a controls perspective in relation to the completeness and accuracy of the flow
of data, is around the sending, processing by, and subsequent receipt of data from third parties. The primary
control in relation to this is the requirement for sub-postmasters to ‘Transaction Acknowledge’ such data before it is
accepted into their accounts, but the formalisation of the processes and controls ensuring SPMs do this has not
been enforced. Reviews of the supporting documentation primarily from the Horizon Online Help alludes to a
number of reports which are available to facilitate this, but concrete conclusions on the ability of SPMs to reconcile
data received from third parties, to that originally transmltted are not possible wnthout the procedures recommended
below to validate whether the SPMs can reconcile (or not).:

Originally it was theorised there was a second key area of_ risk, being that no digital signature is applied to NCTs,
potentially opening up this category of transactions to greate;“risk of interference subsequent to processing into the
BRDB. Further discussion with Fujitsu has highlighted that when the BRDB. receives NCT data, it pushes it down to
the counter for acceptance by the SPM, at which point the Counter digitally signs the acknowledgement of the
transaction and therefore in theory a reconciliation between these digitally signed TAs and the raw data files
received from the third parties (which are interfaced into the Audit Store) should also be possible mitigating this
risk. Note however that this means the data is digitally signed only from the. point it is accepted by the SPMs, and
not prior to that point, making visibility and reconciliation of the data back to source by the SPM at the point of
acceptance even more 1mportant
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Question 2: If there are gaps:
a) Could they be the cause of discrepancies in branch accounts (or could they mean that errors in Horizon would not
be revealed and those errors could then be the cause of discrepancies in branch accounts); and
b) What is the risk of those gaps (or resulting discrepancies) materialising?

For this specific scope area our procedures centred on understanding for any gaps in controls over the current
reconciliation process and how Transaction Acknowledgements are utilised, whether they could the cause for
discrepancies in branch accounts and the risk of this occurring.

In the context of the allegations, this is to aid in addressing the risk of data relating to non-counter transactions not
being complete and accurate and being at risk of interference.

1. Theoretically they could — if a third party incorrectly reflected the data they had received from a non-
Counter system, and this incorrect total was then downloaded into the Branch accounts, then in the
absence of formal controls to reconcile data transmitted to the third party, back to data received, the branch
could cause discrepancies in the branch accounts. The cor;trolwhlch POL relies on to mitigate this is the
Transaction Acknowledgements.

2. Without a full investigation of the controls at the third partles and any other mitigating controls which may
exist, it is difficult to quantify the risk exposure.

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT



POL00041491
POL00041491

188 Phase 4.4

A

N
:
i
b
%
i
P
%
e

' Question 1: 7o perform a review of Fujitsu Repor( in conjunction with initial comments raised.

For this specific scope area our procedures centred on performing a review of the Fujitsu report in conjunction with
initial comments raised.

In the context of the allegations, this was to provide POL with independent challenge on the content of the report
produced by Fujitsu, and commentary on where this left the residual risks and circumstances.

This review has been performed with an email provided as per the agreed deliverable in the Statement of Work and
was then supplemented by the workshop and challenge described in the next section.
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Question 2: Hold a workshop with appropriate Fujitsu resource to:
a) Answer any outstanding comments / questions on the report; and
b)  Produce a detailed commentary on what steps would need to be taken to replace the message log, as per section
2.2 of the Fujitsu report.

For this specific scope area our procedures centred on holding a workshop with appropriate Fujitsu personnel in
order to answer specific questions on the Fujitsu report and address any outstanding comments. Further, Deloitte
provided detailed commentary on next steps required to replace the message log as per section 2.2 of the Fujitsu
report.

Our review of the Fujitsu deliverable highlighted that (in drawing the conclusions below taking what Fujitsu have
said on its merit, and in the absence of other mechanisms/technical capabilities we are not aware of and have not

seen within or external to the Horizon system):

1. Fujitsu have acknowledged within their report that there is a theoretical risk of superusers making edits to
the Branch Database and then covering their tracks, as has:been highlighted by the work we have
performed for Phase 1 (however unlikely such a risk might be viewed to be).

2. Fujitsu also acknowledge that the audit trails have been limited to !ogon/logoff events prior to 2015, limiting
the value of the audit trail in trying to determine any misuse (or indeed Iegxtlmate use, of privileged
accounts prior to this date). :

3. Therefore the value of further work over Prlvneged users is diminished due to the lack of granularity of audit
trail pre-2015, and the capability of users to only Ieave a trace audlt trail (their final delete action), covering
up this activity. -y :

4. Therefore we should focus on looking at logon events to thé key management servers by those individuals
who have access to subvert the segregation of duties (whilst noting they could also potentially tamper with
the logs there as well), as well as tying such access down to service desk requests (i.e. a substantive
response to the residual rxsk exposure)
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Any procedures performed during our work against each scope area are subject to a number of assumptions and
inherent limitations.

Phase 1

1. Specifically it should be noted that controls tested/to be tested for Phase 1 relating to the system were
tested on the system (HNG-X) operating at the time of our review, and Finance controls testing covered
controls in place at the time of our review. It must be noted that at the time of some allegations the Legacy
Horizon system was still in use, and further there is currently a refresh of POL Finance Centre controls
underway. In performing our testing we have commented on the evidence that supports the view that the
control was operating in the relevant period where we were able to do so.

2. Further all analytical procedures for Phase 1 were subject to the availability of data / evidence, it is noted
that while a full transactional audit log is available for up to 8.5 years, logistical / time constraints limited the
volume of data that is able to be retrieved and interrogated. Also any controls testing is subject to the
availability of evidence.

3. Finally our work performed for Phase 0 and proposed/tested procedures for Phase 1 are specifically limited
to the three scope areas outlined in the scope section above. Our work is focused on identifying, and
performing procedures to validate, the facts in re!at;oﬂ to the Horizon system with regard to the three scope
areas as above.

4. Please see Section 5 for a full list of assumptrons and inherent limitations.

Phase 2

1. Specifically it should be noted that procedures performed for Phase 2 relating to the system were tested on
the system (HNG-X) operating at the time of our review. It must:be,noted that at the time of some
allegations the Legacy Horizon system was still in'use, and further there is currently a refresh of POL
Finance Centre controls underway. In performing our testing we have commented on the evidence that
supports the view that the control was operating.in the relevant period where we were able to do so.

2. Non-Counter Transactions work was dependent on technical documentation and our understanding was
based off these documents. Subsequent conversations with Fujitsu highlighted that in a number of cases
this documentation was out of date. Certain controls were originally scoped in for testing and then
descoped as a result of these dlsc:repancves thhln the available technical documentation.

3. Further all analytical procedures for Phase 2 were subject to the availability of data / evidence, and reliance
was placed on Fujitsu around the successful extraction of data.

4. Finally our work performed for Phase 2 was specifically limited to the scope areas outlined in the scope
section above. :

5. Please see Sectiqn 5 for a full HSt of assumptions and inherent limitations.

Phase 3

1. Specifically it should be noted that procedures performed for Phase 3 relating to the system were tested on
the system (HNG-X) operating at the time of our review. It must be noted that at the time of some
allegations the Legacy Horizon system was still in use, and further there is currently a refresh of POL
Finance Centre controls underway. In performing our testing we have commented on the evidence that
supports the view that the control was operating in the relevant period where we were able to do so.

2. Further any analytical procedures for Phase 3 were subject to the availability of data / evidence.

3. Our identification of non-counter transaction flows has been dependent on the availability of technical
documentation, and the accuracy of the facts and figures communicated within this technical
documentation.

4. Our testing of reporting available to sub-postmasters in Branches was based upon testing at the Model
Office facility within Finsbury Dials, and we are therefore reliant on this being representative of the live
environment.
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5. We have not been able to validate or test controls at third parties such as Wincor, Ingenico and Camelot,

which would be a key component in managing the risks associated with completeness and accuracy of the
data flows associated with non-counter transactions.

6. Finally our work performed for Phase 3 is specifically limited to the scope areas outlined in the scope
section above.

Phase 4

1. Any analytical procedures for Phase 4 were subject to the availability of data / evidence.

2. Our work for this phase was based on a report produced by Fujitsu, and reliance placed on the accuracy of
the content within that report.

3. Further our work performed for Phase 4 is specifically limited to the scope areas outlined in the scope
section above.
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2 Background

The Horizon system was developed by Fujitsu and is the core operational and Electronic Point of Sales (EPOS)
platform for the Post Office network. Whilst formal benchmarking data is not available, it is considered by
interviewed stakeholders to be one of the largest computer systems in existence in terms of the number of
transactions it processes on a daily basis, and it sits at the core of a complex systems estate with multiple
interfaces with other Post Office systems as well as third party systems.

The system has been in use for over 15 years and is audited by multiple parties for statutory audit, service auditor
reporting, and accreditation purposes. Given its size and scale, and the considerable intellectual property that
Fujitsu has built within the system, in relation to this piece of work, there is a significant quantity of documentation
articulating how the various modules and features comprising the system operate. Much of this documentation has
formed the focus of our review during Phase 0 of the work.

In understanding Horizon it has been important to distinguish between features which are of relevance today, and
the time period to which that relevance applies. In particular we would highlight the migration between the system
commonly referred to as Legacy Horizon, and the online variant operated today, referred to as Horizon HNG-X.
The key difference between these two iterations of the platform is the way data is stored, In the Legacy version
data was replicated between the data centre and the branches (this system was called Riposte), whilst over the
course of 2010 a migration event occurred whereby the Riposte system was replaced by the Branch Database
model, the Branch Database being a data centre only database storing the transactional and accounting data for
the branches, with a Counter application held locally within the branch which connects to the branch database as
necessary. This change may have influenced the relevance of some of the gontrols in existence at the present time
and care must be taken to congider this when prioritising procedures.

The Branch Database is alsa key to understanding the flows of data to the Audit Store given that it acts as a hub
for all branch transactional and acgounting records. The diagram below provides clarity on the high level flow of
data from transaction.origination through to the Audit Store:

Indicative Data Flow Overview

IRRELEVANT
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This diagram shows most but not all of the data feeds associated with the Branch Database, but does show all of
the direct transactional feeds to the Branch Database. It demonstrates the convergence of the data flows at the
Branch database and the chain of subsequent data movements.

In considering these diverse data feeds a key concept is those which use a public key infrastructure (Counter) for
completeness and accuracy of the message journals to the Branch Database, versus those which use a
combination of interface controls (header and footer records) for completeness, combined with manual
interventions from Branch staff around the completeness of the associated data (being the data feeds external to
the Horizon infrastructure e.g. Paystation).

Our view of the potential risks which are inherent in the high-level procedures requested by POL are listed below,
broken down by each phase of work. In creating this list of potential risks we have considered the high-level
procedures themselves, our understanding of the allegations made by the: sub-postmasters and our knowledge of
the Horizon system through workshops with POL and Fujitsu personnel;

Phases 0 & 1

The table below shows how each potential risk relates to POL's scope areas:

R1

R2

R3

R4

1 - To carry out an analysis of the
relevant transaction logs for
branches within the Scheme to
confirm, insofar as possible,
whether any bugs in the Horizon
system are revealed by the dataset
which caused discrepancies in the
accounting position for any of those
branches. e

J i

2 - To carry out a full review of the

~ use of Balancing Transactions
throughout the lifetimie of the

Hotizon system, insofar as

* possible, to independently ¢onfirm

from Horizon system records the
number and circumstance of their

i use.

v

3 -To carry out a full review of the
controls over the user and
capability of authorised Fujitsu
personnel to create, amend or
delete baskets within a sealed audit
store throughout the lifetime of the
Horizon system, insofar as
possible.

v

* Note: Scope areas preceded by a numeric reference, were those originally requested for review by POL legal counsel. Those without a

numerical prefix were additional scope areas, reéognised after the performance of phases 0 and 1.

Key to potential risks

R1.

R2.

R3.

R4.

If Horizon does not process transactions correctly and these are not identified and resolved, these
could lead to sub-postmaster financial loss.

If inappropriate transactions can be created centrally by POL or Fujitsu which branch staff and sub-
postmasters are unaware of, this would undermine the sub-postmasters’ ability to trust the transactions in
Horizon are authentic and could cause sub-postmaster financial loss.

If data flow to the audit store is not complete, accurate or valid, the conclusions from the investigations
by case handlers or other parties dependent on these records cannot be relied on.

If once data is in the Audit Store or extracted to support case investigation it is subject to
amendment, modification or deletion, this would also reduce confidence in case handlers’ conclusions.
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Phases 2 -4

The table below shows how each potential risk relates to POL’s scope areas:

To investigate Super User Audit Logs from Branch Are there any gaps in the controls around Non-Counter
Database, the controls over them, and Transactions that could call into question the integrity of
corresponding data extract and interrogation options. = the data generated in relation to these transactions?

R5 v

R6 v

R7 v v

e 4. ‘

R9

R10

R11

* Note: Scope areas preceded by a numeric reference, were those originally requested for review by POL legal counsel. Those without a
numerical prefix were additional scope areas, recognised after the performance of phases 0:and 1.

Key to potential risks

R5. If Horizon does not édeqyately cofh;trol and log écti_ons of Super Users to prevent inappropriate
transactions or the detection thereof, these could Jead to sub-postmaster financial loss.

R6. If Horizon’audit.ldgs‘are no( cdmplete ahd éccurate,; this would undermine the reliance placed on the
logs and the trust placed by sub-postmasters in POL's ability to detect inappropriate transactions which have
led to sub-postmaster financial loss. ‘

R7. If the control environment over non-counter transactions is insufficient and/or immature, these could
call into question the integrity of the data therein and could be causes of transactional discrepancies in
branch accounts that could lead to sub-postmaster financial loss.

R8. Sub-postmasters may not have sufficient visibility or reporting capability over the posting of non-
counter transactions to their branch ledgers.
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POL management are responsible for ensuring there is a system of internal control designed to mitigate these
potential risks and that these controls are operating effectively.

No system of internal controls can be expected to guarantee the associated potential risk has not been realised.
For example, in our experience it is not reasonable to expect any enterprise software to be free from bugs
throughout the duration of its use. However, the design of enterprise software should take into account the key
risks to the application’s ongoing security and operation. Where possible inherent system controls should be
developed to prevent these potential risks being realised. Monitoring controls may also be implemented to detect
issues so they can be resolved in a timely manner by the right people. A robust change management process
should be in place to ensure only authorised changes are made and changes are tested thoroughly prior to being

implemented.
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We have structured our work around the three scope areas POL have asked us to review, as shown in the table
below:

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT

1 POL consider instructing a suitably qualified partyto POL will instruct Deloitte to
carry out an analysis of the relevant transaction Icgé' determine whether such an
for branches within the Scheme to confirm, insofar as _ analysis/review is feasible, and if it
possible, whether any bugs in the Horizon system are s, to provide an indication of the
revealed by the dataset which caused discrepancies  cost, time and process that would
in the accounting position for any_gf‘_mp:se branches. be incurred.

2 POL instruct a suitably qualified partjk to carry out a POL will instruct Deloitte to
full review of the use of Balancing Transactions : determine whether such an
throughout the lifetime of the Horizon system, irisofar = analysis/review'is feasible, and if it
as possible, to independently confirm from Horizon is, to provide an indication of the
system records the number and circumstance of their  cost, time and process that would
use. I . beincurred.

3 POL instruct a suitably qualified party to carry outa  POL will instruct Deloitte to
full review of the controls over the user and capability. = undertake this review, throughout
of authorised Fujitsu personnel to Créété, amendor ' the lifetime of the Horizon system,
delete baskets within a sealed audit Stbre throughout | insofar as is possible.

..;.;.?h.‘?;.U.f.‘?_t.im.‘?...?f.,.t?!.‘?ﬂ?????ﬂ.ﬁ)’.ﬁ??m, insofar as possible.




Phase 2

The three additional “Scope Areas” specified by POL were:

Investigation of Super User Audit Logs from Branch
Database, the controls over them, and corresponding
data extract and interrogation options.

POL00041491
POL00041491

Hold a series of workshops and
discussion meetings with Fujitsu
personnel in order to discuss the
relevant controls and audit trail
configurations.

counter initiated transactions e.g. Paystation.

2 Investigation of analytics test results 1: ‘ldentify Gaps | Pick a sample of 15 items from
in Audit Logs Sequencing’, and 6: ‘Identify branches each analytic population for further
which are out of balance based on transactional data investigation in conjunction with
available’. . POL investigators and Fujitsu.

3 Investigation of controls over the integrity of non v . Hold a series of workshops and

_ discussion meetings with Fujitsu

pérsonnel in order to discuss the
relevant_controls and audit trail
configuration.

The approach to ‘Phase 2’ was to hold workshops with relevant stakeho!ders from POL Finange to support the
delivery of the analysis described above.

Phase 3

This additional phase of work constituted ‘Phase 3', the ‘Non Counter Transactians Phase’, whereby Deloitte
performed procedures agreed with POL in relation to Non Counter Transactions to provide an assessment, as fully
as possible within the time allocated to this exercise, on the factors to consider, controls, and risks in answering the
following questions:

1.

Are there any gaps inthe controls around ncm-counter initiated transactions that could call into question the
mtegnty of the data generated in relatlon to these transact|ons’>

If there are gaps:

a. Could they be the cause of dlscrepancles in branch accounts (or could they mean that errors in Horizon
would not be revealed and those errors cauld then be the cause of discrepancies in branch accounts); and
b. What is the risk.of those gaps (or resulting discrepancies) materialising?

The procedures to be perfbr’r'ﬁeq were as follows:

1.

Provisional workshop to corroborate understanding of data flows and validate the existence and
completeness of controls over the current reconciliation process, and how Transaction Acknowledgements
are utilised.

2. Review and test key reconciliation controls between key data sources within the data flow as highlighted
within separate table (Appendix 8).

3. Perform detail walkthrough of the Transaction Acceptance (TA) process to confirm the granularity of
information the Postmaster is provided with. Perform procedures to corroborate a TA is required for all Non
Counter Transactions.

4. Analytics pilot to assess feasibility and then perform reconciliation between raw data files received by

PODG and the interpretation of these non-counter transactions into the BRDB transaction files.

The approach to ‘Phase 3’ was to hold workshops and meetings with relevant stakeholders from POL and Fujitsu
to support the delivery of the analysis described above.
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Phase 4

This additional phase of work constituted ‘Phase 4’, whereby Deloitte performed procedures agreed with POL in
relation to the Fujitsu Report ‘Database Security in Horizon Online’, specifically:

1. Deloitte review of Fujitsu Report in conjunction with initial comments raised.
2. Workshop with appropriate Fujitsu resource to:
a. Answer any outstanding comments / questions on the report.
b. Produce a detailed commentary on what steps would need to be taken to replace the message log, as

per section 2.2 of the Fujitsu report.
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3.2 Summary of Approach and Work Performad

The work was performed in multiple phases. Phase 0 was ‘Discovery’ and Phase 1 was ‘Testing’ of the original
scope. With additional phases of work commissioned for further investigation and the performance of specific
procedures agreed between Deloitte and POL in response to certain findings or outcomes of Phase 1 against the
three scope areas performed during that phase (Phases 2-4).
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This phase of work constituted ‘the ‘Discovery Phase’, whereby Deloitte performed initial enquiries and
investigations across the three scope areas to identify procedures which POL could undertake for each scope area.

In performing work for Phase 0, Deloitte conducted the following procedures:

1. Reviewed relevant technical documentation as requested and provrded by Fujitsu/POL during the course of
this engagement.

2. Held workshops with POL Finance staff in Chesterfield on 14th and 23rd March, and 18th April 2016.

Held workshop with Fujitsu staff in Bracknell on 14th April 2016.

4. Held workshop with Case Handlers in Chesterfield on 8th April 2016

w

The aim of these procedures was:

1. To enhance Deloitte’s previous understanding of the key concepts, processes, risks and controls
associated with the Horizon system, relevant to the three scope areas highlighted above (see 2.1).

2. To identify the fundamental limitations and assumptions which will need to be made and considered by
management when deciding which procédures they wish'tofcbnduct during Phase 1 (see 1.3).

3. Asaresult of 1) and 2) above the identification of possible proceédures which could be adopted by
management in order to provide assurance over the risks posed in relation to the three scope areas
highlighted above (see 1 B 4) We identified three core procedure types which were then utilised during
Phase 1: '

a. Analytics — Procedures using data tools to analyse large volumes of data for particular
characteristics of interest of the absence thereof. For example verification for a given set of case
data that the JSN sequence is complete

b.;' Controls review and testmg Verification through walkthrough, enquiry, and subsequent evidence
__gathering that controls relating to the Horizon system operate as expected or otherwise, to support
in mitigation of the associated risks. For example testing the population of Fujitsu users who can
administer the Oracle DB estate underpinning Horizon directly is appropriate.

¢. Substantive procedures — Direct inspection of selected samples or information for confirmation of
its qualities gr:characteristics of note (Analytics is an example of full population’ substantive
procedures). In this instance the main substantive procedures expected will be inspection of
source code to verify that the system functions as expected.

Sy ey oS FhEe & B SR
8.8 Phase 1 - Testing

Deloitte conducted the following procedures:

1. Performed on-site review and visit to Fujitsu and tested controls between May 2016 and September 2016.

2. Reviewed case data provided by POL case handlers and tested for characteristics which could illustrate
the Horizon system has not operated as expected.

3. Reviewed relevant technical documentation as requested and provided by Fujitsu/POL during the course of
this engagement.
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The objective of the further investigations phase was to obtain sufficient information and background on the specific
areas in response to findings in certain scope areas looked at in Phase 1, and report on the associated findings
from these procedures.

In performing work for Phase 2, Deloitte conducted the following procedures:

1. Held workshops with Fujitsu personnel to investigate the controls over Super User Audit Logs from Branch
Database

2. Tested a sample of items from each analytic population, 1: ‘Identify Gaps in Audit Logs Sequencing’, and 6:
‘l[dentify branches which are out of balance based on transactional data available’

3. Held workshops with Fujitsu personnel to investigate controls over the integrity of non-counter initiated
transactions, e.g. Paystation

The aim of these procedures was to answer the following questions, pravided by POL.:

1. What exact information is logged by the Super User Audit.Logs?
2. Would this logged information definitively reveal that:
a. A super user had done something that could change a branch’s accounts in the real-world; and
b. What that super user had done (e.g. does it show the change in such a way that it could be identified
and either isolated or reversed out)?

3. If the Super User Audit Logs would not reveal all actions by Super Users that could affect branch accounts,
please describe (in detail) the types of ways that a Super User could amend a branch's accounts in a way
that would not leave behind a footprint of their activity?

4. What is the root cause of the gaps identified in analytics 1 and 6’?

a. Are these root causes indicative of problems in Horizon / ewde:nce of flaws in Horizon’s controls
around the core audit process?
b. Would these issues cause discrepancies nn the branch accounts'>

5. Are there any gaps in the controls around non—counter initiated transactions that could call into question the
integrity of the dvatva generated in.relation to these transactions?

6. If there are gaps

a. Could they be the cause of dlscrepanmes in branch accounts (or could they mean that errors in
Honzon would not be revealed and those errors could then be the cause of discrepancies in branch
accounts); and '
What is the nsk of those gaps (or resultlng discrepancies) materialising?

o
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This additional phase of work will constitute ‘Phase 3', the ‘Non-Counter Transactions Phase’ whereby Deloitte will
perform procedures agreed with POL in relation to Non-Counter Transactions to provide an assessment as fully as
possible in the time allotted by the exercise, on the factors to consider, controls and risks, in answering the
following questions:

1. Are there any gaps in the controls around Non-Counter transactions that could call into question the

Integrity of the data generated in relation to these transactions?

2. Ifthere are gaps:

a. Could they be the cause of discrepancies in branch accounts (or could they mean that errors in
Horizon would not be revealed and those errors could then be the cause of discrepancies in branch
accounts); and

b. What s the risk of those gaps (or resulting discrepancies) materialising?
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The procedures performed were as follows:

1. Held initial workshop to corroborate understanding of data flows and validate the existence and
completeness of controls over the current reconciliation process and how Transaction Acknowledgements
are utilised.

2. Reviewed and tested key reconciliation controls between key data sources within the data flow as
highlighted within separate table

3. Performed detailed walkthrough of the Transaction Acceptance (TA) process to confirm the granularity of
the information the Postmaster is provided with. Performed procedures to corroborate a TA is required for
all Non Counter transactions.

4. Performed analytics pilot to assess feasibility and then performed reconciliation between raw data files
received by PODG and the interpretation of these non-counter transactions into the BRDB transaction files.

aoey g T NN TS S
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This additional phase of work constituted ‘Phase 4’, whereby Deloitte pefrfom:wed procedures agreed with POL in
relation to the Fujitsu Report ‘Database Security in Horizon Online’{inqmzqing a review of the report and a
subsequent workshop to clarify understanding on certain areas..
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4 Work Performed
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For each scope area for Phase 1 we have laid out our work performed as follows:

1. Setting the Scene — We have described in a narrative format the work we have performed, and our
understanding of the relevant subject matter.

2. Atabular format of the procedures performed in Phase 0, and the key learnings relevant to our planning.

3. The procedures which have been performed in Phase 1 as per POL instruction, and the findings obtained
from the performance of those procedures.

For each scope area for Phases 2 to 4 we have laid out our work perfb'rm'ed as follows:
1. Setting the Scene — We have described in a narrative format the work we have performed, and our
understanding of the relevant subject matter.

2. The procedures which have been performed in thi;s phase as per POL instruction, and the findings obtained
from the performance of those procedures.
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Scope Area 1: To carry out an analysis of the relevant tranisaction logs f()r branches within the Scheme to confirm, insofar
as possible, whether any bugs in the Horizon system are r evealed by fke dataset Whl(‘]l caused discrepancies in the

accounting position for any oflh()ae b;anche
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Our procedures centred on the workshops and documentation reviews highlighted in Section 3.1 and 3.2. In
addition, specific to this scope area we reviewed the case data which had been provided to us, and assessed the
feasibility of performmg analytics over the available case data in order to ascertain whether evidence of the system
not operating m accordance WIth.expectattons could be identified.

Our work has hlghllghted a number of fundamental system controls designed to ensure the integrity of processing,
and correct functionality. Key prmmplesﬂtems |deﬂtn‘|ed include:

1. Ata holistic level, IT change control processes and procedures operate over the Horizon system, and the
related controls around testing, approval, and the overall software development lifecycle should provide
assurance over the correct operation of the system. The operational effectiveness of this control framework
has, since 2012 been assessed on a regular basis, via Service Auditor Reports (ISAE3402 produced by
EY). Further sources of assurance is provided by regular ISO27001 certification and ongoing audit and
attestation regime, and ongoing IT focused Internal Audit and External Audit activity. ‘Bugs’ in the system
would be more likely in an environment with inadequate change control procedures, and the level of
comfort that can be gained over such controls provides a view on the inherent risk of such errors.

2. There are some fundamental inherent system controls, specifically designed to support correct processing
within the system. These include:

a. Journal Sequence Numbers (JSNs) are applied to each Counter transaction within the Horizon
system. These JSNs are generated using Public Key Encryption and are used by each piece of
Counter Hardware to ‘digitally sign’ a transaction. The digital signature is passed to all latter stages
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of the infrastructure including the Audit Store (and beyond). This signing process provides two
critical control points over the data captured:

i. The completeness (‘density’) of the flow of transactions for a particular Branch, meaning that
completeness of the audit trail behind transactions can be ascertained.

i. The validity and accuracy of the transactions as any changes to a transaction after the
application of the digital signature would invalidate the signature. The Audit Store extraction
routines check for this at the point of extraction.

b. Transaction Acknowledgements — Whilst JSNs are a powerful inherent system control over the
correct origination and completeness of the Message Journals from the Counter, other feeds to the
Branch Database are not subject to this control. However as an alternative control mechanism the
interface files, which issue data to the Branch Database contain Header and Footer records which
allows Horizon to automatically check the completeness of data. In addition, Branch staff accept
these interface files into their Branch accounts via Transaction Acknowledgements, meaning these
staff are directly responsible for verification that the daté beihg received into the Branch Database
via sources outside the Counter are valid and accurate.

c. Recovery Procedures — In acknowledging that the Horizon system is dependent upon connectivity
between a data centre, a branch, and various third parties, seven recovery processes have been
designed to combat instances when a lgss of connection causes an.error in the completion of
transaction processes. The recovery process used depend on the nature of the connectivity issue.
Recovery scripts designed by POL are an integral part of this process.

d. The commit of transactions to the Branch Database is all performed as one Oracle DB write action,
i.e. it is atomic in nature. F

e. All transactions from the Counter are checked by Horiz{in to ensure they balance to zero (double
entry principle). If the Counter attempts to write a transaction which does not balance to zero, this
should be rejegted via the Counter. .

f. External file feeds (i.e. for data feeds not.from the Counter or Kiosks) are received by the Branch
Database and into the database by Horizon before being sent to the Audit Store. Alongside this
data flow, the raw‘interfacefﬁ!es are also processed directly to the Audit Store.

3. Alongside _thfe i_nvhe;)rent systém,ﬁokht“rols avé_ilab_,le for our review, there are two tranches of data analytics
work thatwe can perform to highlight the inherent risk of system failure or ‘bugs™

b." Using the case data we have been provided with we can perform specific profiling tests which
support the operation of these inherent controls or rule out the occurrence of particular risky events
from within the relevant data set.

c. The BRSS {Branch Support Database) is a copy of the main Branch Database used by Fuijitsu staff
for support purposes. This database contains the most recent six months’ worth of transactional
data (the Branch database itself contains only 5 days’ worth). Using tools already available via
Fujitsu we can proﬁie this data to look for characteristics of risk (such as recovery situations,
Balancing Transactions, transactions posted by staff not related to a Branch etc).
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Carry out an analysis of the relevant Identified relevant business processes and There are a set of inherent system controls within Horizon targeting the

transaction logs for branches within the | areas of interest. completeness, accuracy and validity of the flow of data from Counter and

Scheme to confirm, insofar as possible, other in-branch data sources, onwards to Branch Database, and ultimately

whether any bugs in the Horizon system | Review of existing technical documentation and the_fAtjdit Store.

are revealed by the dataset which identification of key inherent system controls. q L »

caused discrepancies in the accounting _ | Central to these controls is the digital signature applied to each message

position for any of those branches. Workshops with Case Handlers (POL) inorder . journal of branch transactional data sent from Counter to Branch Database
to understand how to interpret the case data. and beyond. |

Workshops with Systems Architects (Fujitsu)in | Connectivity issues@are managed via Recovery processes, and so issues

order to understand how to interpret the case . with loss of connectivity have been built into the design of the system from
data and technical documentatign. k. therbutset, in recognition this could be an area of potential data corruption
L | orloss.
A walkthrough on-screen as to how the system -
works. o © . | Astrategy for our analytic procedures is to profile the available case data
' ¢ for chafacte_:ristics of interest in relation to the correct operation of the
\ system.
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Performed Procedures

Controls Controls.

1. Validate inherent system controls around: 1a. No.issues noted
a) All transactions on Counter system balancing to zero. . :

b) Atomic write and commit controls of transactions to the Branch Database. \

c) Digital Signature controls applied to Message Journal during initiation of transfer

to Branch Database.

1b. No issues.noted

d) Transaction Acceptance in relation to interface file receipt for non-Counter o 1c. Issue noted. ‘A number of IT users have access to mechanisms for
originated interface files. . managing the digital signatures and have database administration
&) Recovery of transactions in the event of connectivity failure. | responsibilities and access. This raises the theoretical risk of a user

2. Review of existing sources of assurance around Change Control and ccnfirmation of M :spo'oﬁng the d/grta/ srgrratgre. Itis understood that for thrs r/s'k fo be
relevant coverage — plus targeted testing to attempt to identify changes relevant to realised, due to time limitations and volume of work required in order to
the key controls on Horizon. successfully ‘spoof’ the signature, a program would have to be written.’

Data ; ‘ ‘ ‘ _1d. No iééUés noted

3. Review case data for transactions indicating items :of risk from a system funct:bnali’cy 1e. issue noted. ‘For one of the transaction recovery scenarios tested as part of
perspective (e.g. recovery transactions are present in the case data) See AppendiX recovery scenario 6, whereby a user session is automatically logged out after a
2and 6 o . _ _: o :” . period activity, it was confirmed that Post Office business rules are in place for

EHorizon to automatically commit unprocessed transactions to the branch

database tables. As part of the walkthrough testing performed, it was observed

that Horizon is configured to automatically lock a user account after 15 minutes
of inactivity, at which point the user is required to re-enter their user credentials.

After a further period of 59 minutes of inactivity, Horizon is configured to

4. Review of population of balancing transactlons (to vahdate populatlon of Balancrng
Transactions relative to total transactson volumes)

Substantive

5. Review source code on screen at Fujitsu headquarters which supports the key automatically log the user out, ending a user session and committing any
inherent control operation around: , unprocessed transactions within a basket to the branch database. When next
a) All transactions on counter balancing to zero. = ‘ authenticating into Horizon, after being automatically logged out, the user is

b)  Atomic write and commit controls of transactions to the Branch Database. immediately presented with a till receipt confirming that the transactions had
¢) Digital Signature controls applied to Message Journal during initiation of transfer

to Branch Database. been committed to the branch database. From review of the printed receipt, an
d) Transaction Acceptance in relation to interface file receipt for non-Counter enhancement point was noted in that there is scope for the till receipt to include

originated interface files. further detail to the user, highlighting that an unattended transaction had
e) Recovery of transactions in the event of connectivity failure.
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automatically been committed by Horizon to provide greater visibility to Pos
Masters that a recovery session had been initiated.’

2. Issue notgd. See Appendix 5 for details of which controls have been subject
to change; -

It was noted one user has access to both development and live environments of

 HNG-X.

G

Fujitsu stated that;i ‘

W §“Whl/St we appreciate that there is lack of segregation of duties here for Gerald
'between Live and Development it is felt that there is a strong business need for

this access for Gerald. He provides 4th line/final line support for the audit
service and is in regular weekly contact with the Security audit team to assist
‘them in resolwng queries with the audit service. He is the lead

E des:gner/developer and system owner.

. ‘, ‘Addition‘a!ly. there are compensating controls in place such as CCTV, and the

auditing we have in place (and the technical controls around not being able to

" . change audit items for 7 years) acts as a safeguard against anyone with access
‘ §trying to change anything in an unauthorised way.”

Data

3. Review of the case data available (relevant to allegations) for transactions
indicating items of risk from a system functionality perspective. The
analytical procedures outlined in Appendix 6 were undertaken, and a
number of items of interest were noted, see Appendix 6a for details and
summary of findings. One finding of note is that 'there were 48 (0.0015%)
session ids from a total of 3,124,140 which were out of balance based on
the transactional data received. Those 48 session ids out of balance related
to 18 distinct branches from 118 in total. The session ids out of balance
were all pre system migration to HNG-X in 2010.
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short, whilst various characteristics were noted that could be indicative of

risk within the system, further manual investigation will be required by
POL’s investigators to conclude. This has been discussed with POL
management during the course of our work.

4. Nd'i;ésues noted. 1 Balancing Transaction identified (in the period where
. data was available for review 12/03/2010 — 28/05/2016) which did not relate

toa brahbhkinvolved in the allegations and was appropriately approved and

governed.

% . Substantive

v§51a:.3No*E‘ssues noted

5b. No 'ié‘sues noted

56 No issues noted
5d. No issues noted

. _ 5e Post Office have the ability to create their own APADC transactions. So they
»§can create a product, and a transaction and then also specify the recovery

script which would be initiated when any of the recovery scenarios kick in.

This could, theoretically cause an issue where a new product is created, and
the recovery script is then coded to do nothing. So if the cashier sold that
product for the customer, and then in the event of the connection going down
and the recovery process kicking in - no rollbacks or roll-forwards would happen
in this case.

Our testing has shown no evidence which would suggest this has happened,
although we have not specifically performed procedures to verify this.
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Scope Area 2: Carry out a full review of the use of Balancing Transactions throughout the lifetime of the Horizon system,

insofar as possible, to independently confirm from Horizon system records the number and circumstance of their use.

& e IR ovele Do s fon stadh o o P 3 e
A3 Work Performed, and Analysis Results

Our procedures centred on the workshops and documentation reviews highlighted in Section 3.1 and 3.2 above.

Balancing Transactions are exceptional processes used by Fujitsu support staff to correct exceptional errors in
system processing/fix issues or bugs in the recording of data. The inherent controls around the integrity of data
recording are designed to ensure that such issues manifest themselves in the data on an exceptionally rare basis,
and therefore volumes of Balancing Transactions should be inherently low (substantive procedures performed
support management representation there has been only 1 true Balancing Transaction since 2010).

Balancing Transactions should not be confused with Transaction Corrections which is a more routine process,
used to centrally correct issues by POL Finance staff, which are then subject to Transaction Acknowledgement by
sub-postmasters prior to being accepted into a Branches aocounts

Fujitsu have advised that whilst there have been severa| hundred instances of Balaneing Transactions used
throughout the known lifecycle of the HNG-X system, only one has been.a complex usage of the functionality, to
correct a bug around double writing of a transaction, immediately subsequent to the migration to Horizon HNG-X.
The remainder relate to switching a flag on $tock Units (SU are g Counter concept to allocate transactions to a
particular ‘'sub-branch’ area to enable users to process transactions on that stock unit (following communications
failure Stock Units occasionally become locked to editing): '

Our work has highlighted a number of fundamental'cbntrols whtch are desighed within the system to control the
use of Balancing Transactions and to ensure that the use of Balancmg Transactlons is recorded. Key
principles/items identified mclude

1. Balancing Transactions ére the only transactions that do not either originate at Branch, or have to be
acknowledged / accepted by branch As such the use of Balancing Transactions is very rare.

2. Any wntes by FUJItSu Support to BRDB must be audlted (record created and stored in audit store). The
mechanism for inserting a correctlon record must ensure that the auditing of that action is atomic with the
insert of the record.

3. Fujitsu Support with access to post Balancing Transactions cannot amend the related audit files.

4. Fujitsu Support will have privilegas of only inserting balancing / correcting transactions to relevant tables in
the database. They will hot haVe any privileges to update or delete records in the database.

5. There are various inherent system controls around Balancing Transactions, notably that each Balancing
Transaction must only contain 1 transaction (single SQL statement) and the balancing transaction module
can only be run by limited appropriate personnel.

In assessing the risk posed by Balancing Transactions we have also enquired as to additional ‘privileged account’
transactions which could also be used to post transactions centrally without the knowledge of Branch staff. These
enquiries have highlighted two additional areas of consideration against this risk:

1. Global Users of the Horizon System — These are users that can log on at any HNG-X Branch, and are used
for a number of purposes including global user administration.

2. Other ‘Superusers’ — At various layers of the Horizon infrastructure there exist accounts with privileged
access rights which could be used to modify or insert data relevant to transactions at branches should they
not be adequately controlled. For example a superuser account on the Oracle DB forming the nucleus of
the Branch Database could insert transactions directly onto the backend (effectively Balancing
Transactions are a specialised ‘legitimised’ way of using such Oracle access).
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A number of key controls were noted to operate on Horizon to mitigate these broader ‘superuser’ risks:

1. Global Users are subject to two fundamental controls reducing their risks. The first is that they cannot post
transactions in a branch unless they are physically present at that branch. The second is that the Global
Admins can only create users and there is therefore a Segregation of Duties between users who can
create users, and users who can post transactions.

2. Superuser activity is monitored via log files which are transferred to the Audit Store following aggregation
by the Event Management System which collects log files from across the Horizon estate. Regardless of
this control, for transactions related to the Counter and Kiosks any attempt to insert transactions into the
database by an individual with the privileged access rights to do so, would be identifiable due to the Digital
Signature process applied to Message Journals from the Counter. To circumvent this a ‘superuser would
require the relevant access rights to the key management infrastructure which controls the Digital
Signature processes, and therefore the segregation of duties between such infrastructure and the
remaining Branch infrastructure is a key control.

Alongside the inherent system controls around balancing transactions; and the completeness and accuracy of the
audit log of Balancing Transactions available for our review, there are various data analytics procedures which can
be performed: 7

1. As discussed above Fujitsu highlighted that while the Balancing Transaction module has been used
approximately 200 times in the past 7.5 years,.only 1 of these uses has been a ‘complex’ Balancing
Transaction. Analytical procedures could be perfcfrmed to validate the number and nature of Balancing
Transactions which have been performed in: . .

a. The Case Data available
b. The BRSS most recent 6 months data available
¢. The full period of data available ~ (7._5 yeérs),_ "

Sample (or full population) testing could then be performed to validate that for all Balancing Transaction records
(except the 1 known Balanging Transaction; for which the branch was aware of) no transactional postings were
made using Balancing Transactions.
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POL instruct a suitably qualified party to
carry out a full review of the use of Balancing
Transactions throughout the lifetime of the
Horizon system, insofar as possible, to
independently confirm from Horizon system
records the number and circumstance of
their use.

Identified relevant business processes and areas of
interest.

Review of existing technical documentation and o

identification of key inherent system controls, and
support in interpreting the transactional data.

Workshops with Systems Architects (Fujitsu) in order
to understand how to interpret the technical

documentation and the availability of Audit Store data.

A walkthrough on-screen as to how the syétam wdrks.

There are a sequence of inherent system controls within
Horizon which ensure Balancing Transactions have certain
standard characteristics, use of them is controlled, and usage
is recorded in the Audit Store.

’ _ Other privileged access rights which would lead to similar risks
: i‘of‘central posting of transactions with sub-postmaster

knowledge, such as Global Users, and ‘superuser’ accounts on
the Horizon infrastructure, are also subject to key controls,
most notably the segregation of duties between the key
infrastructure for digital signatures and the infrastructure
supporting the processing of Branch transactions. These
controls have been tested at a point in time.

. . The strategy to be adopted across our analytical procedures

L §.Iwill be to Investigate a sample / full population of all Balancing
Transaction records found to validate the branch was aware of

their usage / no transactional postings were made in the

balancing transaction.
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Controls

1. Validate inherent system controls around Balancing Transactions (See Appendix 3
for detail of controls A — 1).

2. Validate any writes by Fujitsu support staff to BRDB must be audited. The
mechanism for inserting a correction record must ensure that the auditing of that
action performed is atomic.

3. Validate Fujitsu support staff cannot amend audit files for Balancing Transactioné.

4. Validate Fujitsu support staff only have privileges for only inserting balancing /
correcting transactions to relevant tables in the database. Confirm SSC do not have
any privileges to update or delete records in the database.

5. Validate broader population of Balancing Transaction controls identified: (See
Appendix 3a for detail of controls A — N)

6. Validate there is a Segregation of Duties between BRDB Admlnzstranon and Key
Management Software Administration. - ‘ .

7. Validate inherent system controls around Global Users, jnotably that Global users
with a Role of ADMIN cannot log onto to.any Branch other than Gl obal (Iﬂcludlng
Remote access controls to branch mfrastructure ey Counter)) L

Data

8. Review case data for Balancing Transactions to validate popumtion of Bzalancing
Transactions relative to total transaction volumes (Balancing transactions should be
inherently rare, and only deployed in response to actual loss/bugs in code.)

9. Review full population (already extracted by Fujitsu - 7.5 years) of balancing
transactions (sample vs full population depending on feasibility) to validate the
branch was aware of their usage / no transactional postings were made in the
balancing transaction.

Substantive

Controls.

No issues noted

= N

2w N

No'issues noted
No issues noted

‘Through discussion with Fujitsu management it was noted that the
control wording is not accurate. A small number of users are granted
extended privileges which enable them to update / delete records.
However in mitigation this access is appropriately restricted to

. authorised users. Users do not have the ability to bypass this role
restriction by running SUDO command. User actions are audit logged
and not proactively reviewed, and all instances of users being granted
the APPSUPP role are also captured in audit logs.’

5. fssues noted for control 2A and 2C.

2a finding noted ~ ‘Through discussion with Fujitsu management it was
noted that the control wording is not accurate. A small number of users are
granted extended privileges which enable them to update / delete records.
However in mitigation this access is appropriately restricted to authorised
users. Users do not have the ability to bypass this role restriction by running
SUDO command. User actions are audit logged and not proactively
reviewed, and all instances of users being granted the APPSUPP role are
also captured in audit logs.’

2c¢ finding noted — ‘The technical document <DESAPPLLD0142> is
inaccurate. The user OPS$SUPPORTTOOLUSER does require update
access to the table BRDB_BRANCH_INFO, however the document does not
reflect this.” This is a documentation finding only.

6. Issue noted: ‘A number of IT users have access to mechanisms for
managing the digital signatures and have database administration
responsibilities and access. This raises the theoretical risk of a user
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inherent control operation around Balancing Transactions.

11.

Review of Transaction Correction source code on screen at Fujitsu headquarters to
validate that Transaction Corrections must be accepted by Branches, in order to
validate Balancing Transactions are the only transactions Branches would not have
to accept.

Review the 9 Balancing Transaction Templates to validate balancing transactions

would, if the template was followed, logically perform as expected.

Walkthrough a Transaction Correction being raised by SCC, and the notificatiqn/ '

acceptance of it by a branch.

POL00041491
POL00041491

P g [¢] g -
realised, due to time limitations and volume of work required in order to

successfully ‘spoof’ the signature, a program would have to be written.’

No issues noted

Review of the case data available (relevant to allegations) for
transactions:indicating items of risk from a system functionality
perspective. The analytical procedures outlined in Appendix 6 were
undertaken, and a number of items of interest were noted, see Appendix
6a for details and summary of findings. One finding of note is that 'there

‘ were 48 (0.0015%) session ids from a total of 3,124,140 which were out
_of balance based on the transactional data received. Those 48 session

ids out of balance related to 18 distinct branches from 118 in total. The
seﬁsipn ids out of balance were all pre system migration to HNG-X in
2010,

_ POL in\)estigators have been handed this information for further

ihvestigation. In short, whilst various characteristics were noted that
could be indicative of risk within the system, further manual investigation
will be required by POL's investigators to conclude. This has been
discussed with POL management during the course of our work.

No issues noted. 1 Balancing Transaction identified (in the period where
data was available for review 12/03/2010 — 28/05/2016) which did not
relate to a branch involved in the allegations and was appropriately
approved and governed.

Substantive

10. No issues noted

11. No issues noted
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12. No issues noted

13. No issues noted
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4.4 Phase T Scops Area 3

Scope Area 3: Carry out a full review of the controls over the user and capability of authorised Fujitsu personnel to create,

amend or delete baskels within a sealed audit store throughout the lifetime of the Horizon system, insofar as possible.

441 Work Performed, and Analysis Results

Our procedures centred on the workshops and documentation reviews highlighted in Section 3.1 and 3.2 above.
For this specific scope area our procedures centred on understanding the specific controls and processes around
protecting the integrity of data from inception to Branch Database, and subsequently to the Audit Store. Our work
highlighted a number of core concepts relevant to understanding the related risks and controls during this data
flow:

In essence the data journey can be divided into a number of distinct phases:

1. Transaction initiation within either the Counter, Kxosk or ‘third party mterface source’, and subsequent
interface to the Branch Database.

2. Archival from the Branch Database to the Audit Sérvér.

3. Sealing of Audit Tracks via MD5 Message Digest and Archlve to the Audit Store itself (Now based on
Eternis technology). o .

4. Subsequent Retrieval of Tracks, vallidati‘c’)n»via the ARQ (Audit Track Retrieval) process, and Investigator
validation on the received data. '

5. Non-Branch Transaction Data Records of Relevance

A. Transaction Initiationi within either the Counter, Kiosk or ‘third party interface source’

1. For Counter and SSK (Kiosk) initiated transaction data, the JSN remains a core element of control for the
Audit Store process as it validates the origination and completeness of data for a particular Counter and is
independent of the MD5 message digest elements,

2. Given the wealth of ‘data at rest’ (stored in a directory/database awaiting onward processing) and ‘data in
transit’, security controls over access to ‘data at rest’ and interface controls over monitoring completeness
and accuracy of ‘data in transit' are both pertinent. However the JSN concept provides assurance
regardless giveﬂ'interruptions in the sequence, or mis-match between signature value and message
content, would highlight downstream risks of data corruption.

3. The other interfaces per‘ﬁnent‘ to our understanding have been represented by Fujitsu systems architects to
be: .

a. Logistic Feeder Service

b. Post and Go (discontinued in 2015, but relevant prior to that date)
c. Near Real Time (NRT) feeds

d. Paystation

e. Camelot

4. For non-Counter and Kiosk interfaces to the Branch Database completeness is provided by the interface
file header and footer record, with accuracy and validity provided by manual inspection by Branch staff
themselves via the Transaction Acknowledgements process.

5. For many of these interfaces the Post Office Data Gateway (PODG) provides the point of entry to POL
infrastructure.

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT 42



POL00041491
POL00041491

B. Archival from the Branch Database to the Audit Server

1. Archival from the Branch Database of data take place to the Audit Server (which is the gateway to the Audit
Store infrastructure) in accordance to an automated routine which is central to the operation of the Horizon
system. If archival did not take place then very quickly the system would run out of available capacity. Two
intermediate directories are used to hold records prior to transfer to the Audit Server.

2. Asreferenced above both ‘data at rest’ and ‘data in transit’ controls are therefore relevant to this stage of
the process.

o

Sealing of Audit Tracks via MD5 Message Digest and Archive to the Audit Store itself

1. The Audit Track Gatherer (ATG) is a routine which is permanently scanning for new Audit files on the
upstream infrastructure (including the Branch Database) which are then copied to the Audit Server, sealed
by the Audit Track Sealer (ATS), using the MD5 message digest algorithm, copied to the Audit Store
Eternis architecture itself, and then purged from the Audit Server when copied across.

2. The Audit Server maintains a database of sealed files and théirséal values, for later interrogation when
locating files, and validating their integrity has not been v&olated

3. Therefore once again both ‘data at rest’ and ‘data in transit’ controls are relevant to this stage of the
process.

4. Once on the Eternis hardware which has now repiaced the EMC Centera hardware solution, the data is
subject to a number of controls around access, deletion and amendment, all of which are designed to
maintain the integrity of the audit trail.during storage. Both. EMC Centera (historical sglution) and Eternis
(current solution) are specialised hardware solutions for the storage of audit trail data intended to be used
forensically.

5. Previously there was a seven year limit to the retention.of data in the Audit Store, after which it was purged
by the system in line with Retention reqmrements Given recent history this policy has recently been
changed to indefinite retention of all Audit Store data. As a result all transactions should be available for as
long as the Audit Store continues tQ exist from 04[1012007, and therefore a complete audit trail of all
transactions ever posted on Horizon HNG-X should exist (given the migration date).

D. Subsequent Retneval af Tracks valldat/on via the ARQ (Aud/t Track Retrieval) process, and Investigator
validation on the received data itself '

1. Extractlon of the data from the Audit Store is via a defined process known as the ARQ process. A
specialised Audit Desktop estate is utilised to interrogate the Audit Server database, retrieve relevant
sealed files, process the data, and burn to CD (or email as a data file), whereby it is made available to POL
investigative staff. '

2. There are a number of loglcal access controls operating over this process, including role based access
mechanisms, a strict segregatlon of duties’ from POL staff and audit logs over the process.

3. Upon receipt of the data files POL investigators carry out a number of additional checks themselves in
order to validate the data integrity.

E. Non-Branch Transaction Data Records of Relevance

1. Alongside the Branch Database data flowing into the Audit Store there are a number of other relevant data
sources:

2. Interface files received from third party systems which are then processed into the Branch database, are
also sent directly to the Audit Store as raw files, allowing potential future reconciliation between the two
data sources.
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3. The Event Management System captures System Audit Logs from across the Horizon estate, and
processes these to the Audit Store.

Given the above understanding of the process gained from our work to date, our approach to assurance against
this scope area is largely based upon controls assurance, in combination with some limited analytics procedures to
support completeness, security and integrity of the data throughout the relevant data flows.
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Carry out a full review of the controls over the
user and capability of authorised Fujitsu
personnel to create, amend or delete baskets
within a sealed audit store throughout the
lifetime of the Horizon system, insofar as
possible.

Identified relevant business processes and areas of
interest. .

Review of existing technical documentation and
identification of key inherent system controls, and
support in interpreting the transactional data.

Workshops with Systems Architer}ts_‘(Fujitsu) in order
to understand technical dooumentatiqn.

A walkthrough on-screen as to how the system works.
Walkthrough of Audit Stdre; specific controls in order to

determine relevance and accuracy forinclusion within.
the scope of our work. k. ko

The Branch Database is a key point in the data journey at
which all Branch relevant data whether generated by the
Counter or by a third party data source external to Horizon will
interface to.

‘1 There are a number of intermediate points at which data is at
" rest during the flow of data to the Audit Store, and

understanding the Security controls over such data will support
the integrity of data flowing into the Audit Store.

Regardless vdf the opportunity or otherwise for interception and
tampering of data pre its arrival in the Audit Store, for key data
originating from the Counter and the Kiosks, the digital

.+ signatures should highlight any tampering with data prior to its
~__usage within the Cases.

The Case data provided can be reviewed with a view to re-
performing the key integrity checks performed by investigators,
over the completeness and accuracy of the data.

The Audit Store controls should have remained relatively
constant over the period of allegations when considering those
relating to infrastructure downstream of the Branch Database.
This is due to the HNG-X project which has influenced a
number of other key control areas, leaving the Audit Store
architecture relatively untouched.
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Performed Procedures

Controls Control
1. Validate Audit Store controls identified (See Appendix 4 for detail of controls 1A— 1 %Ndié'sues noted
10).

. 2. lIssue noted: ‘A number of IT users have access to mechanisms for

2. Digital Signature controls applied to Message Journal during initiation of trans_ferfto‘ managing the digita/ signatures and have database administration
Branch Database. W responsibilities and access. This raises the theoretical risk of a user

‘spoofing’ the digital signature. It is understood that for this risk to be

realised, due to time limitations and volume of work required in order to

. successfully ‘spoof’ the signature, a program would have to be written.’

3. Additional Audit Store Controls identified (See Appendix 4a for detail of controls 3A
- 3F). -

4. Identification of Audit Store Data Flows at a Detailed Level, including security 3. NO'l'SSples Noted except for control 3A.
controls over data at rest, and completeness, accuracy and validity controls over . 3Afinding - ‘Review of the audit settings for the Audit Server noted that the
data in transit. .. k \audit policy change which relates to change of user rights was set to log
sucoess events only, with failure not enabled.’

| 4. No issues noted

| » éData

Data
N/A N/A
Substantive “ ‘: . Substantive

5. No issues noted
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inherent control operation around digitally signing transactions posted from the
Counter to the Branch Database.

6. Identification of changes relevant to the Audit Store from review of historical
documentation, and validation that the Audit Store has remained broadly consistent
over time from a controls perspective for the period relevant to the allegations.
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451 Work Performed, and Analysis Results

Our procedures centred on the workshops and documentation reviews highlighted in Section 3.1 above.

In particular the following procedures were central in each case to our understanding:
Scope Area 1 — Audit Logs for Privileged Users

1. A work shop was conducted with Fujitsu in order to discuss privileged users, audit logs, and the controls
thereon.

Scope Area 2 — Analytic 1 and 6 Follow Up
1. Workshops were conducted with Fujitsu in order to determine the relevant root cause in each case.
2. Where necessary additional data was requested. ‘

3. Analytics were re-run with revised logic and the issues foqr_}dji;r_rih:e original analytic were found to have
been rectified by the changes made in each case. -

Scope Area 3 — Non-Counter Initiated Transactions

1. Technical documentation was reviewed in order to determlne the nature of non-counter transaction process
flows, the related risks, and the responding controls for the three non- countertransactlon sources
(Camelot, Paystation, Post and Go). :

2. A workshop was held with Fujitsu in er‘der to validate thls understandmg

3. A memo was produced highlighting the proposed recommended procedures which was then translated
into Phase 3b scope and approach.

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT

22



POL00041491
POL00041491

Performed Procedures

Scope Area 1 Scope Area 1
1. Perform workshop with Fujitsu in order to ask further questions around privileged 1 fThe“wcrkshop was held and an approach adopted whereby Fujitsu
accounts, and determine scope for future meetings. s : ‘produCed a report on the usage of Privileged accounts for future review

(See Phase 4).

Scope Area 2 v§$cope Area 2

Analytic 1 L . Analytic 1

2. Workshops were performed with Fujitsu in order to determine the root bause inthe 2. There was an error in the original analytic logic which was supposed to
gaps in sequencing highlighted by the original analytic. - = remove duplicated transactions from the dataset but was in actuality

3. The analytic was re-run with revised logic to determine if the correct root cause for removing both the duplicates and the original transactions from the data.
the gaps had been determined for these 25 data ltams ‘ When the analytic was corrected for this it was noted that there were no

gaps in JSN sequencing were identified based on the data provided.

Analytic 6 - Lk y  Analytic 6
4. The original data for the 40 session IDs which were noted to be out of balance were 4. The root cause for the 40 transactions appearing not to balance was
investigated. To do this a sample of 15 out of balance sesslon IDs were selected for determined as:
further investigation with Fujitsu support. - a. Some of the audit log sequences were missing a start time and
5. Root causes for the original data appearing to show a branch as belng outiof hence were not extracted properly.
balance were determined. ‘ b. Some of the audit log sequences were missing a SC (Serve
6. A workshop was performed with Fujitsu and the data prowded to support for all 15 Customer) record and hence were not extracted properly.
items the established root cause was responsible. - 5. These issues were shown to have been overcome by looking at the raw

audit log sequence data (as it was the extraction logic performed by Fujitsu
which was causing records to be dropped).

6. It was confirmed through the walkthrough with Fujitsu and through checking
the 15 sampled files independently that there were no session ids out of
balance based on the new transaction data provided and it was concluded
that the out of balance session ids identified on the initial run through were
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the raw audit log sequence.

Scope Area 3 Scope Ar@a 33

Theftébhhical documents were reviewed, analysed and used to highlight the
_ ‘controls and risks as documented in Appendix 8.
; fAn a'pprpach memo was produced and utilised in formulating the scope for
" Phase 3.
The review pé{'formed highlighted that the key area of risk was in ensuring
Sub-Postmas‘ters,had adequate visibility of the data being received from
systems external to Horizon and were in a position where they could
recancile the transadions acknowledgements they received back to the
data captured on Camelot, Paystation and Post and Go devices at source.

7. Avariety of Fujitsu technical documents pertaining to the Horizon system were
reviewed in order to understand the dataflows for Non-Counter transactions, and
identify the relevant risks and areas of control.

8. An approach memo was produced highlighting the relevant approach details and..
used as the basis for Phase 3. L
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Scope Area 1: Are there any haps in the controls around non-counter initiated transactions that could call

into question the integrity of the data generated in relation to these transactions?

sl Anabysis Results

In commissioning this work POL have asked for a Deloitte viewpoint on the below questions which we have
provided:

1. Are there any gaps in the controls around Non-Counter transactions that could call into question the
Integrity of the data generated in relation to these transactions?

The first key arga of weakness from a conitrols perspective in relgtion to the completeness and accuracy of
the flow of data, is around the sending, processing by, and subsequent receipt of data from third parties.
The primary contral in relation to this is the requirement forsumsostmasters to ‘Transaction Acknowlaedge’
such data before it is accepted into their accounts, but the fﬁrmaiisatzon of the processes and controls
ensuring SPMs do this has not been enforced. Reviews of the suppaftmg documentation primarily from the
Horizon Online Help alludes to a number of reports wmch are available to facilitate this, but concrete
conclusions on the ability of 3PMs to reconcile tlata received from third paréies to that originaily transmitted
are not possible without the procedures recommended below to vaiidate whether the SPMs can reconcile
{or not). ‘

Criginally it was theorised there was a gsécﬁnd kay area of risk being that ne digital signature is applied {0
NCTs, potentially opening up this category of fransactions to greater risk of interference subsequent to
processing into the BRDB. Further discussion with Fujitsu has highlighted that when the BRDB receives
NCT data, it pushes it downto the Counterfor acoeptaﬂ{:& by t 1@ SPM, at which point the Counter digitally
signs the acknowiedgemem m‘ the transaction aﬂd therefore | m theory a reconciliation between these
digitally signed TAs and the raw data files received from the third parties (which are interfaced into the
Audit Store) should alsa be possible mitngatmg this risk.

a Cou!d they be the cause of dlscrepaanes in branch accounts (or could they mean that errors in
_ Horizon would not be revealed and those errors could then be the cause of discrepancies in
branch accounts); and.

Theoret a‘:auy they (,oufd n‘ a third par’ty incorrectly reflected the data they had received from a
non-Counter system, and_thxs incorrect total was then downloaded into the Branch accounts, then
in the absence of fovrmai‘ sontrols to reconcile data transmitted to the third party, back to data
received, the b‘rancifs could cause discrepancies in the branch accounts. The control which POL
relies on to mitigate this is the Transaction Acknowledgements.

b. What is the risk of those gaps (or resulting discrepancies) materialising?

Without a full investigation of the controls at the third parties, and any other mitigating controls
which may exist, it is difficult to quantify the risk exposure.

Recommendations on the further work to be performed in relation to Non-Counter Transactions.

1. in branch running of live reports and demonstration they can be used {o verify that TAs match to records of
activity on the respective terminal, thus illustrating that regardiess of formally defined processes and
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controls for reconciliations o be performed, the tools were provided to SPMs to enable them to reconcile
between the two data sources.

2. Review of training materials courses available o SPMs, 10 support communication of these mechanisms 1o
them, with a similar aim of understanding the level of skills SPMs were imparted with to assist them in
responding o any srrors from NCTs.

3. Further analytics between TA data/other BRDB NCTs data and the raw data files, as indicated by the

Analytics pilot — the analytics discussions with Fuiitsu highlighted that such a review would be technicaily
feasible.
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Hold an initial workshop to corroborate understanding of data flows and validate the This workshop was performed with Fujitsu on the 9th May 2017. Attendees from
existence and completeness of controls over the current reconciliation process, and how Fujitsu were:

Transaction Acknowledgements are utilised

- Pete Newsome - Fuijitsu, Post Office Account Manager
Torstein O'Godeseth — Fujitsu, Horizon Systems Architect
Russell Norman - Fujitsu, Project Manager
Pete Jobson — Fujitsu, Horizon SME

e o I f.‘

.. As aresult of the wo:rkshop the understanding that Deloitte had originally

L obtained on the operatlon of the interfaces between the systems was validated
'Wlth a couple of amendments, The attached diagram displays the finalised
wewpcmt in relation to the dataflows.

b As part of this review the decision to exclude ATMs from scope as Non-Counter
W Transacnons was examined and it was highlighted by Fujitsu that all

A teract;ons between ATMs and the Counter/BRDB are by rekeying of the data
- f — i.e. this is not a system driven process. Therefore the original decision to
exclude ATMs from scope was adhered to.

Review and test key reconciliation controls between key data sources w;thm the data “ fl;Fuytsu discussion highlighted that one of the controls identified for potential
flow as highlighted within separate table o : . . testmg was only operated temporarily during the switch from Riposte to the

‘ " kK i . Branch Database, and as a result no control exists to test in the present day.
The remaining two controls are legitimate controls to test, as they are currently
worded, and one requires a wording tweak in order to test.

The below table captures the controls in scope, and the required updates to the
original control wording where required:

Summary Control Wording

1 External transactions sent via PODG Not an existing control. TPS —
such that the External Transaction BRDB is a rec, not Credence —
files that are currently sent from BRDB.
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Ingenico (PAYSTATION) and Wincor
Nixdorf (POST&GO) are routed to

the Branch Database as well as Update final sentence of control
sending the data to the Credence ~ wording to “There is a
system. There is a reconciliation reconciliation between TPS and
‘{I:::ﬁetween Credence and BRDB. BRDB'.
r ] 2 | For each Transaction Control exists.

Acknowledgement generated, a new
transaction pair is created for
o POLSAP. The transaction delivered

L to POLSAP will have a Reference

]' ‘ number that matches the reference

| number used in the Transaction
Acknowledgement record
generation. This allows POLSAP to
.| match with the Transaction

_ | Acknowledgement once the TA has
been accepted by the Postmaster.

30 | AP Client File Reconciliation No longer an existing control — no
APSS2222 ksh will reconcile the further testing to be performed.
data in the files that it delivered to a
Client with the data in the files that
Credence delivered to a Client.

31 | TPS to AP Reconciliation Control exists.
TPSC227 writes APS transaction
data to a formatted file that will later
be used by the APS host program
APSC2051 to reconcile data from
TPS with that from APS.
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) process to confirm the
granularity of the information the Postmaster is provided with. Perform procedures to
corroborate a TA is required for all Non Counter Transactions.

steps:

1. Review of Horizon Online functionality within the Model Office at
FinSbury Dials on 29/03/2017 with assistance from Mark Underwood
_and Phil Jeary.

. 2 ‘Confirmation via review of the system screens that the Horizon system
included TA functionality relating to all of the non-counter transaction
areas under.review, including:

a. Post and Go;

b. Paystation; and
¢, Camelot.

'§No jev‘i‘dénce was witnessed during this review, that there were other transaction

types for which TAs would apply, although this should not be construed by the
reader to gategorically mean other NCTs for which Transaction

__Acknowledgements would be processed do not exist. To provide fuller
1 iaészurance over the completeness of the transaction population for which TAs
i ~§afe produced and relevant a detailed review of product types, and the related
' '{populatib'n of transaction types, would be required, and this was beyond the

scope of this piece of work.

1. Walkthrough of the receipt and processing of Transaction
Acknowledgements on the Model Office test system. This walkthrough
highlighted the following key points:

i

a. On Receipt of a TA the postmaster is able to review both at a
header and line level of granularity.

b. On Receipt of a TA the postmaster must complete the
processing of it, before trading can continue.

c. If the postmaster disputes the TA, then the TA ID should be
noted to dispute with the helpline after the TA is processed (this
could then trigger a further Transaction Correction).

2. Review of the Model Office counter for each of these transaction types,
in particular the Horizon Online Help Guide pages (which are available
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within the system to all sub-postmasters, confirmed that various
reports on the balances are available to allow reconciliation between
the terminals involved and the TAs received and values within the

Branch Database, as well as guidance on the usage of TA functionality.
3Belbw is a summary of the findings against each of the three

- -}-j}transaction types which have been represented by Fujitsu and Post
Office to formulate the population of Non-Counter transaction types for
this work.

< . ‘Paystation TAs

The folldw;ﬁg sections of tﬁéf{—lorizon Online Help Guide were reviewed:
‘Pa;/séatjcn Transaction Acknowledgements’

FE : ;Fhus is a ten page document which upon review provides guidance on:

1. :'IWhat TAs are. (Page 1)
2. Accounting for TAs (page 2)

a. Including having to reconcile / check against all Paystation
transactions.

3. Non Receipt of TAs (Page 3)
4. Receipt & Processing TAs (page 6)

5. Including guidance on checking/reconciling the TAs against Paystation
transactions

6. Office Daily Reports (Page 9)

a. Including details of a ‘Outstanding & Processed TAs' report that
is available

b. This report gives detailed information on all TAs that have been
received over the last 40 days and their existing status.
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‘Ac‘couh;t‘ihg and Balancing Instructions for Paystation’

- This is a four pag‘e;'doloument, which upon review provides guidance on:

1.

E §This is an eight page document which upon review provides guidance on:

1.
2.

c. “There are no audit requirements for you to print and retain this
report. However you may find it useful if you need to verify
information contained within the TAs against any terminal
reports”

What a TA s (page 1)

. 32.,:@'3‘Reconci|ing transactions from Paystation against the TAs

' Postand Go TAs
. he ’foli@wing section of the Horizon Online Help Guide was reviewed:

‘Transaction Acknowledgements for Post & Go’

What a TA is in relation to Pay & Go (Page 1)

Daily processing of a trading report at close of business & prior to
business the next day to compare against TAs received. (Page 2 & 3)

Non Receipt of TAs
Receipt and Processing of TAs (Page 6)

a. Including recommending all Post & Go transactions are
checked/reconciled against the TAs received.

Office Daily Reports (Page 7)
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received over the last 40 days and their existing status.

reports”

6. TA Accouhting Arrangements (Page 8)

against théTAs received the following working day.

Camelot TAs

L Lrhe following section of the Horizon Online Help Guide was reviewed:

o §‘Tranééétion Acknowledgements for Camelot’

1. Whata TAis. (Page 1)
2. Accounting instructions for TAs

a. Including check and reconcile the cash against the TAs
received the following day (Page 2)

3. Non Receipt of TAs (Page 2)
4. TAreport (page 3)

Additional Sections of Horizon Online Guide Identified as of Relevance

In addition to the above it was confirmed that there is a help page within

_a. Including recommendation to check and reconcile the cash

This is a three page document which upon review provides guidance on:

a. Including details of a ‘Outstanding & Processed TAs' report that
is available:

_.b. This report gives detailed information on all TAs that have been

" ¢. “There are no audit requirements for you to print and retain this
, report. However you may find it useful if you need to verify
. information contained within the TAs against any terminal

Horizon Online Help providing contact details which sub-postmasters can use
should they have issues with Transaction Acknowledgements for Paystation.
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This page was entitled Contact Names, Addresses and Telephone Numbers’
and was two pages long.

1. To supplement these procedures further a review of additional sources
bf;prbcess narrative and guidance were obtained and reviewed from

; .E.jiF?OL staff. The documents reviewed as part of this further exercise
were:

- ' a 3 ‘Self Serve Kiosk User Guide V4.1’

b. 'HNG Branch Trading Reports 310317’
C. HNGBT Balancing and despatch of docs 310317’
_d. HNG Cérﬁélct Lottery On-line games 030417’
! e. 'HNG Camel‘dt‘ Scratchcard games 030417’
. +.f. "HNG Cash and Secure Stock Rem Services 310317’

' g. 'HNG Equipment and Admin Pages 310317’

Review df these documents, highlighted a number of areas which provided
1 additional context/assurance:

,EGuide ‘HNG BT Balancing and despatch of docs 310317’

This document makes reference to an ‘Office Snapshot Report’ and details how
to create the report, but does not explicitly say this can be used to reconcile
against TA's:

1. 'Producing the Office Snapshot report to list stock and cash on hand
and all the transactions carried out during the current Branch Trading
Period up to the time the report was requested, for all stock units in
your branch.” (Page 109)

Guide ‘HNG Camelot Scratchcard games 030417’
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is document has a section that details account of scratchcards. This section
highlights that National Lottery transactions are accounted for via Transaction
Acknowledgements and that a Camelot terminal creates a report which shows:

' if(zb)tal daily scratchcards sales
| he daily prize payments

© 3 Any gr'}e:turns

4. Comm‘ivszsv:‘_ians (this figure will always be zero)

.. However the guide dqés:_not explicitly say that this report that shows all NCTs
. for National lottery should be reconciled against the TA which accounts for
National Lottery transactions.
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Scope Area 1: Deloitte review of Fujitsu Report in conjunction with initial comments raised.

£F1 Work Pearformssg,

For this specific scope area our procedures centred on reviewing the Fujitsu report in conjunction with the
comments raised, and providing commentary on residual question areas or concerns back to POL.

Subsequent to these procedures a workshop was held with Fujitsu staff, whereby residual questions and concerns
were dealt with.

These procedures confirmed that a privileged user would be able to amend data in a manner where it looked
legitimate, and delete the audit trail of them carrying out such activity with minimal footprint. The technical hurdles
that would need to be overcome would be significant, and the user in:question would likely require access to a
programme to do so. The superuser would then be required to locate the programme on the correct hardware, and
Fujitsu have pointed to the state monitoring software which should detect if upauthorised programmes have been
added to the relevant hardware, whilst recognising this is not a formal control.
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Deloitte review of Fujitsu Report in conjunction
with initial comments raised.

This review has been performed with an email provided as per the agreed deliverable in the Statement of Work,

Workshop with appropriate Fujitsu resource to:

1. Answer any outstanding comments /
questions on the report.

2. Produce a detailed commentary on what
steps would need to be taken to replace
the message log, as per section 2.2 of
the Fujitsu report.

We have also produced section (c), which
includes, as requested recommendations on the
further work to be performed in relation to the
Fujitsu report.

We have also produced section (c), which incljudes, as requested recommendations on the further work to be
performed in relation to the Fujitsu report; ‘

A workshop was held on 11/05/203?33&&?1 attendees from;

- Deloiite (Mark Westbroék :‘Lsewis Keating)
- Fuijitsu (Torstein O’'Godeseth, Gareth Jenkms)
- Bond Dmkmson (Jcmathan erbben) ‘

a) The following agenda atems were dnscussed wxih Deto;tte asking the numbered questions (in black), and Fujitsu
prov:dmg respmses {in red ita/;cs) ‘

Hor,iz.o_n Online‘

Es the segregatlon of duties breach between database administration and the key management server, the only
~way m which a weakness could be exploited to overwrite transactional information in a way where it cannot be
_traced and looks Iegmm‘ate to the system?

i is the oﬁ?ﬁ; way khéx)vn,by Fujitsu‘st‘aﬁ‘, Fujitsu do however stress that there are numerous levels of security which

' . would make any way to break through very difficult.

2. Is1am fhe following day stipulated as the date and time by which overwrite would need to be achieved by due
_solely to the audit store, and if so are there other more timely data feeds which would highlight a discrepancy
betwaefm actual ‘transactional reality’ and what is recorded in the Audit Store or the BRDB?

Yes, tam is when ‘harvesting’ of data from BRDB to the audit store happens (the job is scheduled to run at 1am, so
actual harvesting is likely to happen in the minutes after this time). Therefore the maximum time slot for manipulation
would end at fam.
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in reality there are other interfaces which occur on a more frequent basis, (which would leave a footprint on another

systam / part of Horizon) however only certain products are involved in these interfaces {mainly transactions which
settle with clients, and are recorded in somebody else’s system). Therefore any manipulation would have to avoid these
specific products. This adds another layer of compﬁexxty theoretically however these transactions in the session could
be replaced ‘correctly’ (like for like), and not _!e‘aye a footprint if done before 1am.

3. For step 6 of the replacement routme can you remind us the technical reasons for requiring access to the BAL
Private Key?

The BAL private key signs mesééxgee which come from the éaur}ter. if you are going to creats a fake counter key, you
need the correct BAL private key to'?ﬂake the digital signature look legitimate.

4. Onstep9on the{SUpet‘ster audit log -~ how long can this log be edited by the Super-User? Same 1am
window before tra‘ﬁsmission*tb the Audit Store” Also a reminder that it is the hardware protection rather than
; the dlgital seal which | lS |mportant on the Audit Store due to the usage of the cracked MD5 algorithm for
 sealing? Ly

ftis a dé‘;éyzpuii occufﬁing at around 1am, therefore the window is as previously described.

5. ‘ On the pcv)'iinit{‘on editingv the log if I'm reading correctly it would always be possible to see the last action by the
SUper-_l)ser, even if they deleted all else?

L %Can we be prov’ided with further detail on how the attached would work — In order to make the changes to the Message
ELOQ’ described in section 2.2, the Super-User would need Read access to the Key Store database which runs on the
NPS aﬁdRea‘d:j/Write access to the BRDB. Note that should the rogue application run on the BAL, then this isn't
necessary as ;tvhe BAL'’s have access to the Key store based on the IP address.

You can always see the last action by a Super-User, if a Super-User deleted their actions, it would always leave a
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footprint of the deletion of logs. They could theoretically remove what they have done, but they cannot remove that they
have done something.

Fujitsu note that turning off audit iogs comptetely;*«*@fiﬁi‘break‘ the application.

A ‘Delete’ record on the audit trail is likely to'bé'h’ighly unusual & easy to spot. Please see Section (C) for suggested
procedures around this. it also rewmmended procadures are performed to validate that the audit logging feature
cannot be turned off without breakang t he application.

a. Coulda Super-Uéeiri‘{theoretically) cover their‘tvr‘é"cks completely by removing log on / log off activity
from the audlt log wnhout Ieavmg a trace? If not how feaS|ny is a comparison between all log on/ log off
actuvmes of Super-Users and MSCs in order to detect un-authorised access?

As gbove En answer to quéstion 5, 'thjé’y wouid aiwéyg .Jeave atrace.

ftis ncted ’fhat iog on /log offs by Super»Usem cm BRDB / BAL are likely to be very rare {(limited to system upgrades)
and shnuid a!ways ha approved by an MSC (record of the reason Super-User access is required and approval for this
access) .

. iPiéé;‘saz see Sét:;tiﬁﬁ:(‘C) for éuggestedprocedures around this,
6. Altho'ug‘h_ the D‘a't‘abjase Audit tables are not regularly examined they were recently checked as part of an

external A_udit of Horizon Online. — Could you provide further context on this audit? What was checked and
. why?

Fuijitsu to provide a response which remains outstanding as at the date of writing this report.

7. How often would the individuals who contravene access SoD between the NPS and BRDB tend to logon to the
NPS? Also does the point raised on not needing to logon with access to the BAL broaden this concern?
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Fujitsu advised they would not expect Super-Users o log onto the NPS on a regular basis (limited to upgrades /
changes stc).

8. Forstep 2, how big is the average message§log associated with any log on session. (i.e. is a log on session
generally all day and therefore the mességé log will hold thousands of transactions?)

Normally 2-3 hours if not all day. {(Some égis&i polsf‘dfﬁx:es it would be notably less)

A log on session likely to be hu:ndrefds { thousands of iihésif{'f audit line for every customer been server plus few extras
for printing reports ets.) E .

However even if a session was a small nﬁmbés‘ bf lines, a program Wculd still be required in order to effectively amend
transactions without !eavmg a footprmt due to the cemplex;ty of re~creating the digital signature for 1 transaction /
locating a suilable transacﬁon “

9 For step 4 are there any bamers to upfoadmg this application onto Fujitsu systems (if this would be required).
Presumably th|s would be. reqwred due to the volume of work required?

. Tdhers is @ detaﬁ{ed nfezeasg process Wh‘ich all releasss should follow. Howsver there are no preveniative logical access
* controls preventing a user from relsasing programmes outside of this process.

However if éameone'trieﬁj to not follow this process then File Integrity monitoring is in place on BRDE & BAL. This
ghecks if files‘a'ppear on a platform and flags things which have changed, the security ops team then investigate.

Please see Section (C) for suggested procedures around this.

10. On step 8, is there a formal control operated by Fujitsu which can be referenced which would provide evidence
for ‘any instance of slow running on the system would be investigated by the support teams’. If not can we
articulate how obvious this would be to evidence it would be picked up in BAU activity?
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Fujitsu noted that if the system behaves poorly this would be very obvious to Fujitsu employees whoe monitor system

performance on an ongoing basis,
Riposte

1. The Riposte product managed the Meééage Store and it did not allow any message to be updated or deleted. —
Is there any further information aizafilable on this control?

Each message also had an assoc‘iated'CRC, this was b‘asic‘:ally a checksum that was included to ensure that the
message had not become accidie:n:tI:y corrupted. Note that this was not a cryptographically secure seal and it would be
possible for a sufficiently technica"y%killed persorto alter a rheé.sage and recalculate the CRC if they had access to
the message outside the message store. }—_zi.e._the: level of protectibhfcn Riposte was lower?

The message store wa&éépec@}aiised database designed so that all you could do was add messages on, not amend
messages. . L L

There is ho"khé{zmipophale byfujit_gu to éme'nd: tran‘séctiens due to the nature of database.

As soeh;ész massagé$ arrived centraﬁy, they were copied into audit trall immediately.

. FUjitSu are to br%}vidé décﬁmenta‘tion as to the historical flow of data on Riposts.

2. The Di'g:ital Seal'fbr the Riposte Audit Store remained the same as for Horizon Online — i.e. MD5? And the
hardware protection was applied the same as well?

Yes

3. Due to the size of the Post Office Network, Branches were split into 4 separate Clusters. Each Cluster included

4 Correspondence Servers (2 in each Data Centre), thus ensuring that there were normally 4 copies of the data
held in the Data Centres. — Does this mean you would need to duplicate corrupted data across 4 servers?
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To inject rogue transactions theoretically a user would inject artificial messages into Ripeste, as they could not amend

messages due to this replication.

4. In Detecting Changes to the Audit Trail the fbllowing is stated, however, if such data were injected at the
Correspondence Server, it would be vc‘!éiar that this had occurred since the Node Id associated with the
message would be that of the Cojr:réspondEnQCe Server at which the message had been injected and not a
normal Counter Node Id. Thi‘s would be clearly visible in any audit extract. Could this not be spoofed?

Would need to run application oh thg counter remotely to inject ;ransacticns from the counter.
“Very difficult but notimpossible”.

{This was not a Fujitsu mfvned 'sy‘stem SQUrce céde owned and managed by another third party. As Fujitsu did not own
or manage the source c:oda changes o ihe s0UrCe c@de of the system would have to be applied by the third party, this
adds anothar &J:ep of compiex;ty in runmng a mgue ap;@ lication).

(b) Detailed commantary on what steps would need to be taken to replace the message log, as per section 2.2
of the Fugltsu report ‘

In theory, a Super-User coufd amend the Message Log for one or more Counters in one or more Branches. The
following descrlbes what would be’ requ|red to replace the Message Log for a single counter in a single branch. This
process could_b_e repeated for multiple counters / branches if required.

1. To explc}it'this, the work would need to be completed before 1am the following day (since the Message Log is
' extracted from BRDB at some point after 1am each night and the data is then sealed and held in the Audit
_Server). As such there is a limited window of opportunity. A log on session can last up to all day for a counter in
a bfanéh, and is essentially how long the counter machine is ‘logged into’ in any one sitting.
If a branch is still logged into a session, and performing transactions in that session whilst someone was

attempting to amend the transactions in the BRDB there are likely to be additional complications around
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maintaining JSN continuity and order, and ensuring the digital signature for all transactions in the session are

valid and ‘match’.

The entire Message Log associated with a ng On Session that is to be corrupted would need to be replaced,
as a new Counter private key would need to be generated, and as such all messages would need to be signed
by this key. ‘

This is because there is no known way to obtain the counter’s Private Key and so a new one would
need to be generated as described below.

oot i

The records being replaced wo'uld have\to correspond on a one-to-one basis to the original records otherwise
there would be: géps or.duplicates in the sequence of JSNs which would then be detected as part of the Audit
Retrieval procesé. Theré is an estimated 1:to 1 ratio between ‘records’ and transactions, as such there can be
hundreds of transactions in ény ane sessidnﬁ all of which would need to be re-signed. Amending or replacing
. cértain_ records relaﬁng_to transadtibn_s»which are involved in more regular interfaces from BRDB such as third
: party systems would have to be speciﬁdally avoided (or replaced on a like for like basis — this is replacing the
_transaction with a transat:tion which matches it exactly) otherwise they would trigger errors in other
fécanciliat_iahé; this adds an additional layer of complexity to this process.

An application / prograhﬁnﬁe would need to be run by a Super-User in order to correctly construct the revised
Audit Records due to the high level of complexity involved in generating new private keys / digital signatures,
and thé volumes of transactions these would be required for within the time limitations noted in point #1.
There is a release process which would have to be bypassed in order to get an application /
‘programme onto the relevant systems. It is expected file integrity monitoring / checks would identify if a
| ;user attempted to introduce a rogue application / programme onto the relevant systems.

This épplication would need to generate a Private / Public key pair similar to the one originally generated by the
counter. Called an “Attack Counter key” in the rest of the document.
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6. The application would need to have access to the BAL's Private Key. Since this is stored in the Key Store

which is an Oracle Database running on the NPS, then it is assumed that a Super-User would be able to read
this value and make it available to the application. This would then enable the application to generate a Log On
Message L.og message containing the fake;Counter Public Key and to sign it using the genuine BAL Private
Key. "

7. All subsequent messages forfthes'ession would then need to be amended as required and then re-signed using
the Attack Counter Private Key generated at step 5. An application would be needed to do this due to the high
complexity. . 4 |

8. Having constructed all these false Messége Log messages then the Super-User would need to delete all the
genuine messages from the Message Log in BRDB and replace them with the false messages on a one for one
basis.

9. Note that as stated earlier, cofrubting the Meseage Log in this way has no impact whatsoever on the Branch

_ Accounts, since these never,rvefe‘r to the Message Log. The Branch Accounts are based on copies of some of

the data hed in the Message Log being‘stored in “working tables” within the BRDB. Clearly any application that

' xs capable of corruptlng the Message Log in BRDB would also be capable of updating (i.e. corrupting) the data
used to calcutate the Branch Accounts. Therefore the above steps, if followed, could theoretically amend the
audlt store record without Ieavmg a trace, however there would be no impact on branch accounts unless a
programme was also conflgured to make the same amendments to data used to calculate Branch Accounts in
order‘tolmpact on branch accounting. This adds another layer of complexity to this hypothetical scenario.

(c) Recommendations on the further work to be performed in relation to the Fujitsu report.

1. As pef-section (a) question 5 above, it is suggested that the following procedures could be performed:
a. Identify how far back Super-User activity on the BRDB / BAL audit logs are held for
b. Obtain audit log records for as many years back as possible
c. Perform an analytic procedure over the log’s to identify:
i. Any DELETE record (there should be a very low volume / if any of these)
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ii. Anylog on records to the BRDB / BAL by Super-Users and match these to an MSC to confirm
the actions were known to the business, planned and approved.

iii. Validate that switching the audit logging off would ‘break’ the application.

This would provide information as to whether there have been ANY tampering of transactional data (through DELETE
audit record) (for the period data is avallab e)

This would also identify if there hayef béen any un-autherised accesses to BAL / BRDB by Super-Users or whether all
access was authorised (for the period data is available).

2. As per section (a) question 9 above, it is suggested that‘: fhe following procedures could be performed:
a. Obtai;n;dgcumentation"to%evidg;rice a detailed releaéefprocess is in place which all changes to systems
(incIUdihg introduction of épplications / programmes) should follow.
b. ldentify and test the flle mtegrlty momtormg controls in place which would identify if the release process
. had been bypassed )
L‘(:.Q Obtain documentatlon to ewdence the escalation process in place for items flagged by the file integrity
‘momtorlng che(:ks ’

. A Separate SOW Qa:'n be ﬁ'rQyided for this work once the scope has been agreed between all parties.
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5 General Assumptions and Limitations

Our work has been subject to the following exclusions:

1. We have not verified or tested any information or assertions pmwded directly by you, or directly or
indirectly by third parties;

2. For scope areas across all Phases, only matters relating to Horizon Features and Audit Store within
the Horizon processing environment have been consmjered durlng our workshops and discussions;

3. We have not provided a legal or any other opmxon as to the completeness and accuracy of processing
of Horizon at any point throughout the work;

4. We have not had direct contact with any third pames other than named contacts that you have
provided to us (Appendix 1);

5. We have not reviewed any contradtual.provisions in place between you and third parties;

6. Our work was limited by gaps existing in the information available, relating to both the granularity of
information and the existence of the Horizon Featlires' over the entire timeline of operation of Horizon
process documentanon T‘he effect of whlch is that there are gaps within what we are able to comment
upon over this timeline; ‘ ;

7. We have not vavlida‘ted or commented on the quelity of the AséUrance Work? supplied to us.

Our work was also based on the asSu‘mptién that the docunieh_ts provided and assertions made are a complete and
accurate representation of the Horizon design, and audit store process. We therefore cannot comment as to
whether other processes would need consideration in the context of the Matters.

We have performéﬁ work on control'in place ahd aperating at the time of the review, and not those operating at the
time of the allegations. Qther evidence has been obtained, where available, to provide a view as to whether the
control was likely to have operated at the time of the allegations.

1 “Horizon Features” is a term we have introduced to represent those features of the Horizon processing environment, including IT management
and business use controls, which provide that:
e  Movements in Branch ledgers have the full ownership and visibility of sub-postmasters; and

e Audit trails kept by the system are complete and accurate.

2 Since its implementation in branches, POL has commissioned or has received a number of pieces of work relating to the Horizon processing
environment, to provide comfort over its integrity. This work, referred to in our report as the “Assurance Work”, provides documented assertions
relating to aspects of the design and operation of the Horizon processing environment. The Assurance Work includes IT project documents;
operational policies and procedures; internal and external investigations and reviews; independent audits; and emails confirming otherwise
verbal assertions.
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Documents Reviewed
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DES/APP/HLD/0047 HNG-X Counter Application High Level Design

DES/APP/HLD/0020 Branch Database High Level Design

DES/APP/HLD/0030 Audit Data Collection and Storage High Level Design

DES/APP/HLD/0029 Audit Data Retrieval High Level Design

ARC/SOL/ARC/0006 HNG-X Architecture - Global Users ‘

DEV/APP/LLD/0065 BRDBC002 — BRDB Message Journal Auditing LLD

DEV/APP/LLD/0014 Host Branch Database Audit Archive Purge Low Level Design

DEV/APP/LLD/0142 Host BRDB Transaction Corregtion Toal Low Level Design

DES/APP/SPG/0001 Host branch database support guide ‘

DEV/APP/LLD/0199 Schema definition for:branch database, standby branch database and branch
support system : :

DES/APP/HLD/0035 Exceptions and logging frameworks high level design.

DES/APP/IFS/0002

HNG-X:RDDS to Branch Database - Counters and HBS Reference Data and
Memo Submission Interface Specification

DES/APP/IFS/0012

BAL Service Interface Specification .

DES/APP/HLD/0083

HNG-X Counter Slesystem : Recovéry Management

DES/APP/HLD/0021

Branch Database:Scheduling High Level Design

DES/APP/IFS/0007
DES/APP/IFS/0001

Branch Database to Legacy Host Interface Specification
HNG-X: RDMC / RDDS to Branch Database Application Interface Specification

DES/APP/HLD/0049 HNG-X Generic Reports Data Extract HLD

DES/APP/HLD/0057 HNG-X Counter Infrastructure: Service and Process Control High Level Design
ARC/SOL/ARC/0001 = 'HNG-X Solution Architecture Outline

DEV/APP/LLD/OO?‘i . | Audit Data Retrieval Low Level Design

POLSAP/DES/APP/STG/0001

POLSAP Archiving Strategy

DEV/INF/ION/QQ01 ' Archive Server Configuration

DES/SEC/HLD/0003 HNG-X KEY MANAGEMENT HIGH LEVEL DESIGN

DES/APP/HLDO0041 HNG-X Counter Applications: Business Logic Subsystem High Level Design
DES/APP/IFS/0018 XML Message Audit between Counter or HBS and BAL/OSR
DES/APP/HLD/0012 DVLA Ihternal Web Service High Level Design

ARC/SEC/ARC/0003 HNG-X Technical Security Architecture

DEV/APP/LLD/0204 Host BRDB Update Outstanding Recovery Transaction Tool Low Level Design
DES/APP/HLD/0070 Host Applications Monitoring High Level Design

DEV/APP/LLD/0151 HNGX BRDB HOST: BRANCH SUPPORT DATABASE LOW LEVEL DESIGN
DES/APP/DPR/0006 Design Proposal for Transaction Acknowledgments

EA/IFS/006 Application Interface Specification

SVM/SDM/SD/0020 End to End Reconciliation Reporting

REQ/APP/AIS/0004 Transaction Acknowledgements Application Interface Specification

N/A Post Office Pay Station Manual

N/A 1- Self Serve Kiosk Guide

N/A HNG Branch Trading Reports 310317

N/A HNG BT Balancing and despatch of docs 310317

N/A HNG Camelot Lottery On-Line games 030417

N/A HNG Camelot Scratchcard games 030417
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N/A

HNG Cash and Secure Stock Rem Service 310317

N/A

HNG Equipment and Admin pages 310317
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Individuals Interviewed
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Patrick Bourke

POL - ‘Bramble’ Project Manager

Mark Underwood

POL - ‘Bramble’ Project Manager

Rodric Williams

POL — POL Legal

Rod Ismay

POL - Head of Finance Service Centre

Lorraine Garvey

POL - Enquiries Manager

Sarah Haywood

POL - Finance Team Leader

Tracy Middleton

POL - Finance Team Leader

Paul Smith

Lorna Evans

POL - Operations Support Manager
POL - Central Data Manager

John Willacy POL - Financial Control Framework Manager
Neil Page POL - Client Settlement Team
Gillian Hoyland POL - Operational Support Manager

Joy Lennon POL — Master Data Manager y

Andy R Pearson

POL - Finance

Debbie Gratton

POL — Finance

Stuart Nesbit

POL — anénce Director. v

Phillip Jeary

| POL - Finance

Jon Hulme

POL — Domain Archifécf

John Simpkins

Paul Stewart

Ken Westfield :

SSC Team Leader

Fujitsu — Database Administrator

Fujitsu - Change Manager

Michael Greene

Michael Harvey

' 'f#lLFujitsuie Support Technician

| Fujitsu - Head of Commercial

Pete Newsome

Fujitsu - Business Change Manager

Torstein O'Godeseth

Steve Bansal

| Fujitsu - Chief Architect

. "’Fujitsu - Senior Service Delivery Manager

Alan Holmes

Fujitsu - Customer Solution Architect

Gerald Barnes

Fujitsu - Senior Software and Solutions Designer

Gareth Seemungal

Fujitsu - Senior Software and Solutions Designer
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Appendix 2

Scope area | — Potential Analytics Procedures

A Completeness Test - Identify gaps in audit log sequencing

Completeness Test - Identify gaps in transaction times during working hours

Cc Completeness Test - Identify two user logon events in sequence W|thout the expected logoff event in
between, an indicator of a connectivity issue -

D Completeness Test - Identify recovery transactions

Accuracy Test - Identify zero valued transactions

not be possible based on inherent system controls)

F Accuracy Test - Identify branches which are out of baiance based on transactlonal data available (should

G Integrity Test - Identify transactions posted by non branch users Wlthout subsequent branch

acknowledgement. E 7 L
H Integrity Test - Identify balancing transactions.
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Appendix 3

Scope area 2 — Balancing Transactions Controls

A SSC will have privileges of only inserting balancing / correcting transactions to relevant tables in the
database. SSC will not have any privileges to update or delete records in the database.

B If the process fails (e.g. transaction file is found to be invalid), then the transaction file will not be moved
and an error message will be written to standard output.

C Any writes by the SSC to BRDB must be audited. The mechani m for inserting a correction record must
ensure that the auditing of that action performed must be atomic.
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Appendix 3a

Scope area 2 — Balancing Transactions Controls (Broader population)

A All inserts will be audited in the table BRDB_TXN_CORR_TOOL_JOURNAL.

B The PL/SQL package PKG_BRDB_TXN_CORRECTION will be owned by Oracle user
“OPS$SUPPORTTOOLUSER”.

C The PL/SQL package PKG_BRDB_TXN_CORRECTION will execute with the permissions of the
OPS$SUPPORTTOOLUSER account and can only insert rows into the transaction tables as controlled by
an entry in BRDB_SYSTEM_PARAMETERS. The account will not have update or delete privileges.

D Each of the transaction tables that are allowed to have balancing transagctions inserted on them has an
associated template file. Each file contains a template of an INSERT statement for that table, in the
required format, and listing all of the columns on the table. Users should create their own transaction file
based upon the relevant template file, substituting the values they require into the SQL. Note that some of
the column values specified in the template should not be changed — these are annotated with comments
as appropriate.

E When execution is complete the file is then moved to directory fapp/brdb/trans/support/brdbx015/output’
and the log file is created in directory /app/brdb/trans/support/brdbxo15/Iog Log file will be named using
the following convention:

<transaction_file_names <CCYYMMDDHHM!SS> Iog

Access to these 2 dlrectones is appropriately r_estrlcted.

F it is expected that only a small number of skilled staff will run this tool and that they will have detailed
guidance as to when and how to use the tool (For example by restriction of staff to
“OPS$SUPPORTTOOLUSER?).

G From the Unix command:prompt, execute the follong

/BRDBX015.sh MyTransactionFile.sqgl 2001

where the first parameter is the transaction file name and the second parameter is the branch code where
the balancing transaction is going to be app]ied. Note that the branch code must exist in the database, and
must not be fora closed branch. [f this is not the case, then an error message will be shown and the run
aborted.

H The correction tool places a.number of constraints on the contents of the transaction file. These are
necessary in order to provide a defined baseline upon which it can base its operation. If any of the
constraints are violated then validation will detect it and abort the run with a meaningful error message.
The constraints are as follows:

e The transaction file must be less than 32K in size

e The transaction file must only contain Unix-style end of line markers (EOL), not DOS format end of line
markers (CR/EOL)

e The transaction file can only contain a single SQL statement. If more than one balancing transaction is
required then more than one transaction file must be created, each of which is executed with a separate run

of the tool

e [f the transaction file contains an introductory comment, then it mustbe a /* ...... */" style comment, not
a'- ... ' style comment

e The closing */’ of the introductory comment must have a trailing space (i.e. ..... */ )

e The run symbol at the end of the SQL mustbe a*;’, not /', and must have a trailing space (i.e. ".....; )
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e The SQL must be a valid SQL statement according to the normal Oracle SQL parsing rules (e.g. valid
syntax, objects accessible etc)
e The SQL must begin with INSERT INTO OPS$BRDB.’ and be of the form ‘INSERT INTO ..... SELECT
..... FROM dual, (SELECT ..... FROM .... WHERE .....).
e The table name must be one of the tables named in the
BRDB_TXN_CORRECTION_ALLOWED_TABLES1 or
BRDB_TXN_CORRECTION_ALLOWED_TABLES2 configuration parameters
e All of the columns that exist on the table in question must be explicitly named. It is not necessary for
every listed column to be on a separate line, but this is advisable for readability.
¢ The values to be inserted must be provided by the 'SELECT ... FROM dual ...". Each value must be on
a separate line. Trailing comments are allowed, but must be a - ..... " style comment. Any such comment
must not include any commas. All columns must have values provided for them (even if that value is NULL).
e Certain columns are common between a subset of the transagtion tables. In some cases, these columns
should be set to the same value no matter what table is in use. With the exception of the bind variables
listed earlier, the value that the SQL will try to insert is under the control of the user (i.e. it is determined by
the value specified in the SQL). However, the tool can be configured to validate that the value specified in
the SaL matches that expected..:  In order to do this, set the
BRDB_TXN_CORRECTION_ENFORCED VALUES configuration parameter to include the field and the
required value.
The parameter is populated as a comma-delimited list'of name/valye pairs, where the name is the name of
the column name, and the value is the value to be enforced As released, this configiiration parameter is
set to: ’ ’
NODE_ID=99,APP_SERVER_NODE_ NAME-—QQQ BRANCH USER :bind_SSC_user,BRDB_INSTANCE
_NAME=:bind_instance_name
which, for example. ensures that if a ‘node_id; column gxists on the transaction table, it's value is specified
as 99. If there is no ‘node;id’ on the transaction table, then no value is enforced for that field. Note that if
the parameter does not exist, then no values are enforeed in the SQL.

| The SQL statement being executed will be logged in the table BRDB_TXN_CORR_JOURNAL. The format
of the data to.be written to the calumn JOURNAL_XML is:

“<?xml version="1.0" encoding="UTF-8"?>

<Supp0rt Insert>

<Unix_User>Unix User Name</Un|x User>

<Oracle_ User>Oracle User Name</Oracle_User>

<Sql>SQL Statement</Sql> '

</Support_Insert>"

where : L .

e Unix User Name is the Unix user name under which the user logged in

e Oracle User Name is Oracle:user that is carrying out the actual inserti.e. SUPPORTTOOLUSER

e SQL Statement is the final (i.e. after substituting actual values for bind variables) SQL that is executed
to insert the balancing transaction

J As records are being written to the audit files, the process must optionally be able to monitor if the set of
Journal-Sequence-Numbers for a node in a Branch is dense. The check should only be performed when
the value of mandatory System-Parameter 'JJOURNAL_SEQ_DENSE_SET_CHECK_ENABLED' is
“TRUE”. When a missing journal entry is encountered, a message should be written on standard output
along the lines of “...records between sequence numbers M and N are missing...”. Once the list of
auditable messages for a node is completed, an Operational exception should be raised to indicate the
count of missing sequence numbers. Duplicate records are not possible due to the primary key on this
table.
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K Unix shell script BRDBX015.sh which is in the /app/brdb/trans/support/brdbx015 directory. It is deliberately
kept separate from the standard $BRDB_SH directory so that access to the script and the associated
components can be restricted to authorised users. The shell script calls the PL/SQL package
PKG_BRDB_TXN_CORRECTION.

L PL/SQL package PKG_BRDB_TXN_CORRECTION, which resides within the Branch Database and is
owned by Oracle user OPS$SUPPORTTOOLUSER. The PL/SQL package is the component that validates,
creates and audits the balancing transaction.

M If an Oracle node/instance failure occurs, the utility will fail with an error code of 99. For all other failures, it
will fail with an error code of 1 and log an operational exception in BRDB_OPERATIONAL_EXCEPTIONS.

N The SQL in the transaction file is validated as follows. Any validation failures are displayed to standard
output and logged to the log file. ‘

e Check that the file does not contain any carriage returns, indibéting DOS format EOL markers

e Check that the SQL in the transaction file parses accordiﬁg_;e the standard Oracle rules (e.g. syntax,
privileges etc). This is done using the standard Oracle DBMS_SQL PARSE procedure.

e Check that there is only a single SQL statement in the transaction file. Note that in most cases, this will
be detected by the previous parsing step. However, fhe fact that the péféing does this is not described in
the Oracle documentation, so it may be changed in future releases of Oracle. Therefore, this validation
provides security if the behaviour of the Oracle procedure is changed at a later date.

e Check that the SQL begins with INSERT INTO OPS$BRDB. ;

e Check that the table named in the SQL is one of the tables listed in the two
BRDB_TXN_CORRECTION ALLOWED TABLES<n> conﬂguratlon parameters. Note that as long as the
privileges are set up correctly (i.e. OPS$SUPPORTTOOLUSER only has insert privileges on the allowed
tables), any attempt to insert a balancmg transactlon on a non- allowed table will cause the previous parsing
step to fail (because the user:would not have the necessary pnwleges) -Therefore, this validation provides
security in case the privileges are not correctly setup.

e Check that all the columns named in the SQL exxst on the table, and that all the columns on the table
are named in the SQL :

e Check that the values to be mserted are provxded by a SELECT ... FROM dual, (SELECT ... FROM ...
WHERE) i.e. nota VALUES ; L

e Check that " if . any of the  name/value pairs that are listed in the
BRDB_TXN_CORRECTION. ENFORCED _VALUES configuration parameter are present on the table, they
are set to the listed value.

o Balancing transaction audit files (BRDBC033) unlike the files produced by BRDBCO002, are not
compressed, but are still encrypted.
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Appendix 4

Scope area 3 — Audit Store Controls Listing

A Audit tracks that are gathered at one data centre are replicated to the Audit server at the remote data
centre. This replication process is managed by the Audit Track Sealer. As Audit tracks are secured to the
Audit archive, they are moved to an export area awaiting transfer to the remote campus. A second file,
containing the calculated seal value for the audit track is also stored in the export area.

B Audit tracks and seals are copied, using robocopy, to the equivalent‘ import area on the remote audit server
as part of Audit server overnight schedule. On arrival, the sealer on the remote audit server recalculates the
seal value of the imported audit track and compares it with the orlgmal value in the imported seal file.
Assuming they match, the file is then written to the remote Audit archive. If the seals do not match, the Audit
track and seal file are moved to a holding area and an event is raised, Manual investigation is necessary to
investigate the cause of the discrepancy. . o

C There will be a single instance of the ATS that consurrently accepts files for séaling/seal checking from ATG
and ATR and notifies sealed files to the ATD and into the Sealer Database for subsequent use by the Audit
Track Extractor. '

The ATS shall collect files for sealing via I-ATS-4 and shall wrlte a Iog of its activities to the ATD via I-ATS-
2. In sealing a file the seal shall be generated using a secure hash algorithm, the MD5 algorithm has been
selected. ‘ ‘

Once a file has had a seal calculated the fle wa be written to Centera and details will be stored in the Audit
Track Seal Database via |-ATS-5.

D Access to the Audit Track files for gathering shall be via Samba {for Unix systems) or NTFS (for Windows
systems). Access to the sub directory shall be hmnted to the application generating the Audit Track and the
Audit Track Gatherer. Audit track files should be written in write-append mode.

E All users (including administrators) of the Audit Workstation and Audit Server shall log onto systems using
two factor authentncahon in conjunctlon with the HNG-X Active Directory system. Each user shall be
umquely identifiable.

F The remote directories from which the Audit Server gathers Audit Tracks will be configured so that only the
Audit Server (or an administrator who has been explicitly given permission) is able to delete files in the
directory. ‘

G All Audit Server and Audit Workstatlon and Centera hardware shall be held in physically secure areas
where physical access. to the systems is controlled.

H There shall be separate roles fdr:

° Audit Server (inc.’ Audit Workstation) Administration

° Fujitsu Services Audit Staff

The roles shall be mutually exclusive, i.e. no one individual shall be given access rights of more than one
role.

| The Fujitsu Services Audit Staff role shall not have any write, modify or delete access to the Audit Archive.
J The following integrity checks will be applied to the data

° Completeness of data — contiguous message sequence numbers

° Integrity of individual messages

o For Riposte data the message CRC should be checked

o For HNG-X data the message signature will be verified

Separate Riposte and HNG-X summaries of the results of the integrity checks are generated. They should
detail:
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° Summary of the message sequence runs broken down by counter Id. This should include start and
end date/times and start and end message sequence numbers. Any gaps in the message sequence runs
must be highlighted.

° Summary of messages that have failed individual message integrity checks

Any failure of the data integrity checks will not prevent subsequent execution of the query. The audit
workstation user will be warned of the failure via the server process status notification mechanism.

K As Audit tracks are retrieved from the archive, they are seal checked (by re-application of the MD5 message

digest function) to ensure that the source data has not been tampered with while it was stored in the

archive.

L Only authorised users may access the Audit workstation applications. Authorised users are required to log

on to the workstation using two factor authentication and the HNG-X Identity Management system. An

Active Directory group named AUDIT_USER will be created with the rights required to utilise the

workstation applications. Authorised users will be added to this gr_ou‘p_.

M All retrievals of audit data are performed using the Audit Extractdr:CIient, and all such user actions are

themselves audited. It is not possible for users to access the archive by any other means.

N Audit workstations and Atalla NSPs are located in secure areas. Only authorised users are given physical
access to these areas. '

0] All auditable messages logged during a calendar, day WIH be made avaﬂable to the audit system in

uncompressed form as a part of Branch Database batch overnight processing.

The message journal is implemented in the form of a single Oracle table named

BRDB_RX_MESSAGE_JOURNAL. Uniqueness is controlled at the level of a Branch counter using a dense

sequence known as the Journal-Sequence-Number
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Appendix 4a

Scope area 3 — Audit Store Controls Listing (broader population)

A The following operating system level events on the Audit Server will be audited via the System Management

event monitoring facilities:

e Log on/Log off (including unsuccessful log on attempts)

e File Creation, Deletion and Modification (on selected files)

e Modifications to system configuration (inc software conﬂguratlon and account details)

e System start up and shut down

e Recovery actions

e Exception conditions

¢ Change of user rights

B The Audit Server Administrator role shall have full access to manage all of the Audit Server and Audit

Workstation file stores and shall be granted the necessary Windows pr|v1|eges

c POL staff will not be given direct access to the Audit Workstation to safeguard other parts of the HNG-X

system. Instead nominated Fujitsu Services personnel will supplyaudit information as requested by Post

Office. wy

D User Log/On events are included in the Wmdows event Iog Users are allocated to a specific role which

enables them to access the Audit databases ,

E Baskets are stored for a defined period of time. The conﬁguratlon of 'dms parameter and the audit trail
around changes to it need to inspected in order to provide assurance over the maintenance time period for

audit purposes. . ' . A

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT 82



POL00041491
POL00041491

Appendix 5

Change Control — list of controls and their change dates.

Whilst it has not been
. corroborated by review of
1 1a ,r‘;]\llutsrtagaslaa%t::c;ntsoozr;fgunter No technical documentation /
’ testing it is expected this
control applied in Riposte.
In Riposte this control is of less
All controls of transactions: ... |mportanqe given each Branch
s e operated its own database.
to the branch database are | ) L
1 1b atomically written afid No There is no visibility of an
committe)é B reconciliation controls in place
’ between local and central
databases in Riposte.
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A Digital Signature is

applied to Message Journal

Transaction Accepted by

the Branch.

L ic during initiation of transfer No
to Branch Database.
Any non-Counter originated
interface files (POLSAP or

1 1d third party sources) must be

Yes

. | Release
notes

obtained
and

| reviewed.
© | Seento
|"document

various
managemen
t reviews /
approvals
and testing
steps.
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POL00041491

Digital Signature did not exist
in Riposte. However a CRC
check was applied, which
whilst Fujitsu assert that this is
less complex than the digital
signature check, and it is noted

The changes
introduced are

| Yes that this check has not been
tested in detail, if operating
correctly the check would
notify Fujitsu on retrieval of
audit data from the audit store
if any amendments to data had
been made.
assumed to be 'Win in
Mails'. As part of this
initiative an extra file
is received from
Paystation and used
to trigger Track and
Trace messages (to
N/A - see

Royal Mail). Items on
hand are updated
reflecting postal items
delivered to and from
the branch but there
is no financial impact
on the branch from
this.

The transactions
impacting the
financial state of the

change to left

N/A - see change to left
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in the same file as
previously - i.e. via
Transaction
Acceptance.

In the event of connectivity
failure there is a transaction
recovery process which is
initiated. i

Review case data for
transactions indicating .
items of risk from a system

1 3 functionality perspective. .
(e.g. recovery transactions
are present in the case

data).

_Procedure

N/AData |N/AData

‘Procedure

As each branch operated its
own database, transaction

ves recovery processes were of
less importance in Riposte.
N/A Data N/A Data
Procedure N/A Data Procedure Procedure N/A Data Procedure
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Review source code on
screen at Fujitsu
headquarters which
supports the key inherent

Yes

Source code was reviewed at
a point in time. The Digital
Signature did not exist in
Riposte. However a CRC
check was applied, which
whilst Fujitsu assert that this is
less complex than the digital

corvol opeaton aroung | N0 : , et o

digitally signing transactions tested in detail if operatin

posted from the Counter to correctly the cr;eck?/vould °

the Branch Database. notify Fujitsu on retrieval of
audit data from the audit store
if any amendments to data had
been made.

Review of existing sources

of assurance around ‘ - .

Change Controland . | . s Lo

confirmation of relevant N/A (this. | N/A (this N/A (this , N/A (this .

coverage — plus targeted procedure). | procedure) | procedure) N/A (this procedure) procedure) N/A (this procedure)

testing to attempt to identify g .

changes relevant to the key.

controls on Horizon. _

Review of population of ik

balancing transactions (to . o

validate population of N/A'Data | N/AData | N/AData N/A Data

Balancing Transactions Procedure | Procedure | Procedure N/A Data Procedure | oo coqure N/A Data Procedure

relative to total transaction kL

volumes)

Review source code on Source code was reviewed at

screen at Fujitsu No - - - a point in time. Please refer to

headquarters which

1.1-1.5.
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supports the key inherent
control operation around:
1 5a Refer to control 1.1
1 5b Refer to control 1.2
1 5¢ Refer to control 1.3
1 5d Refer to control 1.4
1 5e Refer to control 1.5
Any writes by Fujitsu
support staff to BRDB must .
be audited. The mechanism lBtzlaTaTc):tirlrgle'vrv:n\;v:gti:g; (or
2 2 ];Zgglcsjer:wsgt 2::&?:‘1?\2? the N/A equivalent) and associated tool
auditing of that action | existed in Riposte.
performed must be atomic. |
) F A It is not known whether
Fujitsu support staff cannot X )
e o Balancing Transactions (or
2 3 grz;:g?:ir?uqll‘tr;iessazi;hé o No " N/A equivalent) and associated tool
9 existed in Riposte.
Fujitsu support staff will
have privileges of only
inserting balancing / .
correcting transactions to g;?aﬁzﬁrfnﬂfgng:gﬁgﬁ; (or
2 4 relevant tables in the No N/A val 9 d iated |
database. SSC will not have eq't.utve(\jgntg{gn tassomate too
any privileges to update or existed in Riposte.
delete records in the
database.
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Review case data for
Balancing Transactions to
validate population of
Balancing Transactions . N
relative to total transaction N/A Data N/A Data N/A Data © | N/A Data
2 8 volumes (Balancing Procedure | Procedure | Procedure N/A“ Data Procedure . |yProcedure N/A Data Procedure
transactions should be . o £
inherently rare, and only
deployed in response to
actual loss/bugs in code.)
Review source code on
screen at Fujitsu : .v It is not known whether
5 10 headquarters which . : . N/A Balancing Transactions (or
supports the key inherent equivalent) and associated tool
control operation around existed in Riposte.
Balancing Transactions.
The Digital Signature did not
exist in Riposte. However a
| . e CRC check was applied, which
I . whilst Fujitsu assert that this is
\Slgggsggtri‘;:%;elit?es . less complex than the digital
between BRDB o signature check, and it is noted
2 6 Administration and Key | No . - - No that this check has not been
Management Software T tested in detail, if operating
Administration correctly the check would
’ notify Fujitsu on retrieval of
audit data from the audit store
if any amendments to data had
been made.
Validate inherent system .
2 7 control around Global No - - - Yes Fujitsu rep resented that no
Users, that Global users such equivalent role or ability
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with a Role of ADMIN to remote access onto
cannot log onto to any d . counters existed in Riposte.
Branch other than Global ' k.
(Including Remote access
controls to branch
infrastructure (e.g.
Counter)).

Review a sample of the full
population (already
extracted by Fujitsu - 7.5 o
years) of balancing e . E

2 9 transactions to validate the :;I? écggfj%ff._ ‘; g@cte)gfﬁe | gﬁ QCESL? é | N/A Data Procedure
branch was aware of their e oy gL

usage / no transactional L ‘ Lo
postings were made in the
balancing transaction.

N/A Data

Procedure N/A Data Procedure

Review of Transaction .~ |
Correction source code on |
screen at Fujitsu @
headquarters to validate
that Transaction . -
2 11 Corrections mustbe | No = g - N/A
accepted by Branches, in | ¢ L ‘

order to validate Balancing
Transactions are the only
transactions Branches
would not have to accept.

Source code reviewed at a
point in time.

Review the 9 Balancing
Transaction Templates to
2 12 validate balancing No - - - N/A
transactions would, if the
template was followed,

It is not known whether
Balancing Transactions (or
equivalent) and associated tool
existed in Riposte.
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logically perform as
expected.
Release.
notes =
obtained .| =
Jyyp,and " | The mechanisms for
Walkthrough of a | reviewed. | producing TAS
Transaction Correction Release | S€ento changed at Release
2 13 being raised by SCC, and Yes 55 _ [document | ogl Lo esult of See Left See Left
the notification / acceptance o | various™ | in.trodl.jc“:ii‘ﬁé Client File
of it by a branch. ' managemen Sbe:liver g
treviews/ | =°'°
approvals' ;
and testing
steps.
SSC will have privileges of | ' W
only inserting balancing /*
correcting transactions to It is not known whether
2 1a relevant tables in the - No . ) } N/A Balancing Transactions (or
database. SSC will not have o equivalent) and associated tool
any privileges to update or |, existed in Riposte.
delete records in the i
database.
All inserts will be audited in It is not known whether
> 53 the table No ) } N/A Balancing Transactions (or
BRDB_TXN_CORR_TOOL equivalent) and associated tool
_JOURNAL. existed in Riposte.
The PL/SQL package .
2 5b PKG_BRDB_TXN_CORRE | No ; ; ; N/A 1L 15 not known whether o
CTION will be owned by g
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Oracle user
“OPS$SUPPORTTOOLUS
ER”.
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equivalent) and associated tool
existed in Riposte.

The PL/SQL package
PKG_BRDB_TXN_CORRE
CTION will execute with the
permissions of the
OPS$SUPPORTTOOLUSE
R account and can only
insert rows into the
transaction tables as
controlled by an entry in
BRDB_SYSTEM_PARAME
TERS. The account will not
have update or delete
privileges.

No

Each of the transaction |

tables that are allowed to
have balancing transactions
inserted on them has an.
associated template file.
Each file contains a
template of an INSERT
statement for that table, in
the required format, and
listing all of the columns on
the table. Users should
create their own transaction
file based upon the relevant
template file, substituting
the values they require into
the SQL. Note that some of

No

It is not known whether
Balancing Transactions (or

N/A equivalent) and associated tool
existed in Riposte.
It is not known whether

N/A Balancing Transactions (or

equivalent) and associated tool
existed in Riposte.
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the column values specified
in the template should not
be changed — these are
annotated with comments
as appropriate.

When execution is complete
the file is then moved to
directory
‘fapp/brdb/trans/support/brd
bx015/output’ and the log
file is created in directory
‘fapp/brdb/trans/support/brd
bx015/log’. Log file will be
5e named using the following.....|
convention: .

It is not known whether
Balancing Transactions (or
equivalent) and associated tool
existed in Riposte.

N/A

5 <transaction_fiIe_n‘fame:>__<
CCYYMMDDHHMISS>¢ng

Access to these 2 i
2 directories is appropriately
restricted.

If the process fails (e.g.
transaction file is found to
be invalid), then the

2 1b transaction file will not be No - - - N/A
moved and an error
message will be written to
standard output.

It is not known whether
Balancing Transactions (or
equivalent) and associated tool
existed in Riposte.
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It is expected that only a
small number of skilled staff
will run this tool and that
they will have detailed
guidance as to when and
how to use the tool.

No

N/A

POL00041491
POL00041491

It is not known whether
Balancing Transactions (or
equivalent) and associated tool
existed in Riposte.

59

From the Unix command
prompt, execute the
following

/BRDBX015.sh
MyTransactionFile.sql 2001

where the first parameter is
the transaction file name
and the second parameter

is the branch code where |
the balancing transaction is

going to be applied. Note
that the branch code must
exist in the database, and .

must not be for a closed ™ |

branch. If this is not the
case, then an error
message will be shown and
the run aborted.

N/A

It is not known whether
Balancing Transactions (or
equivalent) and associated tool
existed in Riposte.
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The SQL statement being
executed will be logged in
the table
BRDB_TXN_CORR_JOUR
NAL. The format of the data
to be written to the column
JOURNAL_XML is:

“<?xml version="1.0"
encoding="UTF-8"7>
<Support_Insert>
<Unix_User>Unix User
Name</Unix_User>
<Oracle_User>Oracle User
Name</Oracle_User>
<8ql>SQL Statement</Sql>
</Support_Insert>"

where :

« Unix User Name is the
Unix user name under
which the user logged in

* Oracle User Nameis ... |
Oracle user that is carrying

out the actual inserti.e.
SUPPORTTOOLUSER,
+ SQL Statement is the final

(i.e. after substituting actual

values for bind variables)
SQL that is executed to
insert the balancing
transaction

No . -

N/A

It is not known whether
Balancing Transactions (or

equivalent) and associated tool

existed in Riposte.
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Any writes by the SSC to
BRDB must be audited. The
mechanism for inserting a
correction record must
ensure that the auditing of
that action performed must
be atomic. There also
needs a level of obfuscation
to ensure that the audit
mechanism is robust.

E £ 7 As each branch operated its
No - - N | | No own database, BRDB did not
£ o i exist in Riposte.

As records are being written
to the audit files, the
process must optionally be
able to monitor if the set of
Journal-Sequence-Numbers
for a node in a Branch is
dense. The check should.......}...
only be performed when the | . :
value of mandatory System- | L
Parameter . 5 k. ¢ L JSN check in its current format
‘JOURNAL_SEQ_DENSE__ £ Wi, did not exist in Riposte.

2 5 SET_CHECK_ENABLED’ is | No 1= k. - No However Fujitsu assert that a
“TRUE”. When a missing’ | E L data density check was
journal entry is L . applied.

encountered, a message o e
should be written on
standard output along the
lines of “...records between
sequence numbers M and
N are missing...”. Once the
list of auditable messages
for a node is completed, an
Operational exception
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should be raised to indicate
the count of missing
sequence numbers.
Duplicate records are not
possible due to the primary
key on this table.

5k

Unix shell script
BRDBX015.sh which is in
the
/app/brdb/trans/support/brd
bx015 directory. It is
deliberately kept separate
from the standard
$BRDB_SH directory so
that access to the script and
the associated components
can be restricted to

authorised users. The sh'é‘llv o

script calls the PL/SQL
package %
PKG_BRDB_TXN CORRE
CTION.

POL00041491
POL00041491

N/A

It is not known whether
Balancing Transactions (or
equivalent) and associated tool
existed in Riposte.

5l

PL/SQL package ]g |

PKG_BRDB_TXN_ CORRE
CTION, which resides
within the Branch Database
and is owned by Oracle
user
OPS$SUPPORTTOOLUSE
R. The PL/SQL package is
the component that
validates, creates and

No

N/A

It is not known whether
Balancing Transactions (or
equivalent) and associated tool
existed in Riposte.
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audits the balancing
transaction.
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If an Oracle node/instance
failure occurs, the utility will
fail with an error code of 99.
For all other failures, it will
fail with an error code of 1
and log an operational
exception in
BRDB_OPERATIONAL_EX
CEPTIONS.

No

5n

The SQL in the transaction
file is validated as follows.

Any validation failures are

displayed to standard

file.

output and logged to the!og o

* Check that the file does

not contain any carriage
returns, indicating DOS =
format EOL markers

e

- Check that the SQL inthe |

transaction file parses
according to the standard
Oracle rules (e.g. syntax,
privileges etc.). This is done
using the standard Oracle
DBMS_SQL.PARSE
procedure.

N/A

It is not known whether
Balancing Transactions (or

equivalent) and associated tool
existed in Riposte.
It is not known whether

N/A Balancing Transactions (or

equivalent) and associated tool
existed in Riposte.
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« Check that there is only a
single SQL statement in the
transaction file. Note that in
most cases, this will be
detected by the previous
parsing step. However, the
fact that the parsing does
this is not described in the
Oracle documentation, so it
may be changed in future
releases of Oracle.
Therefore, this validation
provides security if the
behaviour of the Oracle
procedure is changed at a
later date.

» Check that the SQL

begins with INSERT INTO |

OPS$BRDB.’

« Check that the table

named in the SQL is one of
the tables listed in the two. |,
BRDB_TXN_CORRECTIO |
N_ALLOWED_TABLES<n> |

configuration parameters.
Note that as long as the
privileges are set up
correctly (i.e.
OPS$SUPPORTTOOLUSE
R only has insert privileges
on the allowed tables), any
attempt to insert a
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balancing transaction on a
non-allowed table will cause
the previous parsing step to
fail (because the user would
not have the necessary
privileges). Therefore, this
validation provides security
in case the privileges are
not correctly set up.

« Check that all the columns
named in the SQL exist on
the table, and that all the
columns on the table are
named in the SQL

« Check that the values to
be inserted are provided by

a SELECT ... FROM dual, | -

(SELECT ... FROM ;..
WHERE) i.e. not av“;\;’/‘AL‘UES

* Check that if any of'ﬁié: .
name/value pairs that are

listed in the
BRDB_TXN_CORRECTIO |

N_ENFORCED_VALUES
configuration parameter are
present on the table, they
are set to the listed value.

POL00041491
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Balancing transaction audit
files (BRDBCO033), unlike
the files produced by
BRDBC002, are not

No

N/A

It is not known whether
Balancing Transactions (or
equivalent) and associated tool
existed in Riposte.
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compressed, but are still
encrypted.
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The correction tool places a
number of constraints on
the contents of the
transaction file. These are
necessary in order to
provide a defined baseline
upon which it can base its
operation. If any of the
constraints are violated then
validation will detect it and
abort the run with a
meaningful error message.
The constraints are as
follows:

« The transaction file must
be less than 32K in size

« The transaction file must
only contain Unix-style end
of line markers (EOL), not
DOS format end of line
markers (CR/EOL) _ .. ¢
2 5h * The transaction file can No e = s £ N/A
only contain a single SQL . . ST ‘

statement. If more than one
balancing transaction is
required then more than
one transaction file must be..| ..
created, each of whichis |
executed with a separate
run of the tool =

« If the transaction file
contains an introductory .
comment, then it mustbe'a |

It is not known whether
Balancing Transactions (or
equivalent) and associated tool
existed in Riposte.

VA *I' style comment,
nota ‘- ...... " style
comment

* The closing */’ of the
introductory comment must
have a trailing space (i.e.
e *)

* The run symbol at the end
of the SQL mustbe a ‘),
not /', and must have a
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trailing space (i.e.".....; )

* The SQL must be a valid
SQL statement according to
the normal Oracle SQL
parsing rules (e.g. valid
syntax, objects accessible
etc.)

+ The SQL must begin with
‘INSERT INTO
OPS$BRDB.’ and be of the
form ‘INSERT INTO .....
SELECT ..... FROM dual,
(SELECT ..... FROM ....
WHERE ..... ).

* The table name must be
one of the tables named in
the
BRDB_TXN_CORRECTIO
N_ALLOWED_TABLES1 or
BRDB_TXN_CORRECTIO
N_ALLOWED_TABLES2
configuration parameters

« All of the columns that
exist on the table in
question must be explicitly
named. It is not necessary
for every listed column to be. | .
on a separate line, butthis |
is advisable for readability.
« The values to be inserted
must be provided by the:.
‘SELECT ... FROM dual .
... Each value mustbe on |
a separate line. Trailing
comments are allowed, but
must be a ‘- ..... " style
comment. Any such
comment must not include
any commas. All columns
must have values provided
for them (even if that value
is NULL).

« Certain columns are
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common between a subset
of the transaction tables. In
some cases, these columns
should be set to the same
value no matter what table
is in use. With the exception
of the bind variables listed
earlier, the value that the
SQL will try to insert is
under the control of the user
(i.e. it is determined by the
value specified in the SQL).
However, the tool can be
configured to validate that
the value specified in the
SQL matches that

expected. In order to do
this, set the
BRDB_TXN_CORRECTIO
N_ENFORCED_VALUES
configuration parameter to
include the field and the
required value.

The parameter is populated
as a comma-delimited list of
name/value pairs, where
the name is the name of the .|
column name, and the: |
value is the value tobe
enforced. As released, this
configuration parameter is
set to: M
NODE_ID=99,APP_SERVE |
R_NODE_NAME=999 BRA" |
NCH_USER=:bind_SSC_us
er,BRDB_INSTANCE_NAM
E=:bind_instance_name
which, for example. ensures
that if a ‘node_id’ column
exists on the transaction
table, it's value is specified
as 99. If there is no
‘node_id’ on the transaction
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table, then no value is
enforced for that field. Note
that if the parameter does
not exist, then no values are
enforced in the SQL.

Validate inherent system
controls around Global
Users, notably that Global
users with a Role of ADMIN
cannot log onto to any
Branch other than Global
(Including Remote access

No

Yes

Fujitsu represented that no
such equivalent role or ability
to remote access onto
counters existed in Riposte.
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infrastructure (e.g.
Counter)).
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Audit tracks that are
gathered at one data centre
are replicated to the Audit
server at the remote data
centre. This replication
process is managed by the
Audit Track Sealer. As Audit
tracks are secured to the

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this

during initiation of transfer
to Branch Database.

3 1a : . No No control applied pre HNG-X.
Audit archive, they are Fujitsu attested that controls
moved to an export area I : :
awaiting transfer to the Eurroundlng tr:jel aUd'It store
remote campus. A second ui\c{,ﬁarr?g;me argely
file, containing the ’
calculated seal value forthe |
audit track is also stored in |
the exportarea. = | . |

Digital Signature did not exist
in Riposte. However a CRC
check was applied, which
whilst Fujitsu assert that this is
- ) less complex than the digital
Dlgllt_aldstugrﬂjature conjrols | . signature check, and it is noted
3 2 applied to Message Journal | ., Yes that this check has not been

tested in detail, if operating
correctly the check would
notify Fujitsu on retrieval of
audit data from the audit store
if any amendments to data had
been made.
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Identification of Audit Store
Data Flows at a Detailed
Level, including security
controls over data at rest,
and completeness,
accuracy and validity
controls over data in transit.

No

Review source code on
screen at Fujitsu
headquarters which
supports the key inherent
control operation around
digitally signing transactions
posted from the Counter to

the Branch Database. .|

Identification of changes -

relevant to the Audit Store |

from review of historical
documentation, and
validation that the Audit
Store has remained broadly
consistent over time from a
controls perspective for the
period relevant to the
allegations.

Yes

R10.20
(Refresh of
Eternis
. | Storage
| infrastructu
re)

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this

L | obtained
| and

- - No control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.

Source code reviewed at a
Yes point in time. Digital signature
check in its current form
originated in HNG-X
o Agree that the system
" . changed to the extent
Ef:::se that it is now
implemented on
different hardware. A
! crucial point is that
rsee\a/ ;v:gd. thhe aud(ijt daéat;vas not A
changed and the - see

S;Jﬁgumsent digital signatures change to left N/A - see change to left

managemen created in the

t revi branches at the time

reviews / .
approvals that_transachons were
X carried out were
and testing )
persisted and
steps.

demonstrate that the
data in the audit trail
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Audit tracks and seals are
copied, using robocopy, to
the equivalent import area
on the remote audit server
as part of Audit server
overnight schedule. On
arrival, the sealer on the
remote audit server

recalculates the seal value s

of the imported audit track
and compares it with the
original value inthe
imported seal file. Assuming

they match, the file is then |
written to the remote Audit * |

archive. If the seals do not
match, the Audit track and
seal file are moved to a
holding area and an event
is raised. Manual
investigation is necessary to
investigate the cause of the
discrepancy.

has not been
tampered with.

POL00041491

POL00041491

No

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.
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There will be a single
instance of the ATS that
concurrently accepts files
for sealing/seal checking
from ATG and ATR and
notifies sealed files to the
ATD and into the Sealer
Database for subsequent
use by the Audit Track
Extractor.

The ATS shall collect files
for sealing via I-ATS-4 and
shall write a log of its
activities to the ATD via |-
ATS-2. In sealing a file the
seal shall be generated
using a secure hash
algorithm, the MD5
algorithm has been.
selected. .

Once a file has had a seal

calculated the file willbe”

written to Centera and

details will be stored in the E

Audit Track Seal Database
via I-ATS-5.
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Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.
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Access to the Audit Track
I/I::SSf:rrn%aatr(]% rrmlj;n?;all be Whilst it has not been
systems) or NTFS (for corroborated by review of
Windows systems). Access . ::gmgil ig%(;lgggtr:gtt'ﬁ;/
3 1d f&ti*t‘:dst‘gbtg'e“;"tﬁ :trl‘;']' be | No © | No control applied pre HNG-X.
) pplic Fujitsu attested that controls
generating the Audit Track ding th dit st
and the Audit Track i“rm“” g dela” | store
Gatherer. Audit track files ui\éﬁarre]rr:gne argely
should be written in write- ged.
append mode.
All users (including I
administrators) of the Audit Whilst it has not been
! : corroborated by review of
Workstation and Audit ; )
technical documentation /
Server shall log onto testing it is expected this
systems using two factor ... g - P
3 1e authentication in ot i Ne. No control applied pre HNG-X.
S . A Fujitsu attested that controls
conjunction with the HNG-X dina the audit st
Active Directory system. Eurroun Ing delau II store
Each user shall be uniguely ui\c/;ﬁarr?rladme argely
identifiable. o ged.
The following operating i Whilst it has not been
system level events on the |’ corroborated by review of
Audit Server will be audited technical documentation /
via the System testing it is expected this
3 3a Management event No No control applied pre HNG-X.
monitoring facilities: Fujitsu attested that controls
« Log on/Log off (including surrounding the audit store
unsuccessful log on have remained largely
attempts) unchanged.
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« File Creation, Deletion and
Modification (on selected
files)

* Modifications to system
configuration (Inc. software
configuration and account
details)

« System start up and shut
down

* Recovery actions

+ Exception conditions

« Change of user rights

The remote directories from
which the Audit Server
gathers Audit Tracks will be
configured so that only the

POL00041491

POL00041491

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this

3 1f Audit Server (or an Lo No - - - No control applied pre HNG-X.
administrator who has been | ' Fujitsu attested that controls
explicitly given permission) 3 surrounding the audit store
is able to delete files in the L have remained largely
directory. . E unchanged.

o | Release
R10.10 gggisned Agree that the system \c,\érr\;ft;grgfesdnst ?eev?gw of
All Audit Server and Audit and changed to the extent . Y .
: and e technical documentation /
Workstation and Centera ‘R10.20 reviewed that it is now testing it is expected this

3 1g hardyvare shall be held in Yes y 3v[Refr<‘ash of Seen to nmplemented on No control applied pre HNG-X.

physically secure areas | Eternis different hardware. -
) : document . Fujitsu attested that controls
where physical access to Storage : Operational . :
. . various surrounding the audit store

the systems is controlled. infrastructu processes were not >

managemen have remained largely

re) . changed.
t reviews / unchanged.
approvals
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There shall be separate
roles for:

« Audit Server (Inc. Audit
Workstation) Administration
« Fujitsu Services Audit
Staff

The roles shall be mutually

and tes

&
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Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this

3 1h exclusive, i.e. no one No control applied pre HNG-X.
individual shall be given _ Fujitsu attested that controls
access rights of more than | surrounding the audit store
one role. F - have remained largely
The Fujitsu Services Audit unchanged.

Staff role shall not have any

write, modify or delete” .

access to the Audit Archive. |
Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this

3 1i No - No control applied pre HNG-X.

Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.
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The Audit Server
Administrator role shall
have full access to manage
all of the Audit Server and
Audit Workstation file stores
and shall be granted the
necessary Windows
privileges.

No

POL staff will not be given
direct access to the Audit
Workstation to safeguard
other parts of the HNG-X
system. Instead nominated
Fujitsu Services personnel
will supply audit information

as requested by Post ...

Office.

No

POL00041491

POL00041491

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.

1]

The following integrity v
checks will be applied to the
data: .

« Completeness of data —
contiguous message
sequence numbers

No

No

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.

No

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.
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« Integrity of individual
messages

o For Riposte data the
message CRC should be
checked

o For HNG-X data the
message signature will be
verified 5

Separate Riposte and HNG- G

X summaries of the results
of the integrity checks are
generated. They should
detail:

No

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.

No

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.

Yes

For Riposte CRC control
above was in place.

No

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.
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« Summary of the message Whilst it has not been
sequence runs broken corroborated by review of
down by counter Id. This technical documentation /
should include start and end testing it is expected this
3 date/times and start and No control applied pre HNG-X.
end message sequence Fujitsu attested that controls
numbers. Any gaps in the surrounding the audit store
message sequence runs have remained largely
must be highlighted. unchanged.
Whilst it has not been
corroborated by review of
technical documentation /
« Summary of messages testing it is expected this
3 that have failed individual No control applied pre HNG-X.
message integrity checks Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.
. b Whilst it has not been
itaarty ohocks il not corroborated by review of
o technical documentation /
prevent subsequent o testing it i ted this
. f the query. The | esting it is expected thi
3 exepunon ortn L No control applied pre HNG-X.
audit workstation user will Fuiit ttested that controls
be warned of the failure via ssglrc?tnjn?jing the audit store
the.s.,erv'er process §tatus have remained largely
notification mechanism. unchanged.
As Audit tracks are Whilst it has not been
retrieved from the archive, corroborated by review of
3 1k they are seal checked (by No No technical documentation /
re-application of the MD5 testing it is expected this
message digest function) to control applied pre HNG-X.
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ensure that the source data
has not been tampered with
while it was stored in the
archive.
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Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.

Only authorised users may
access the Audit
workstation applications.
Authorised users are
required to log on to the
workstation using two factor
authentication and the
HNG-X Identity

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this

allocated to a specific role
which enables them to

access the Audit databases.

3 11 No control applied pre HNG-X.
Management system. An Fujitsu attested that controls
Active Directory group surrounding the audit store
named AUDIT_USER will g
; ; s have remained largely
be created with the rights |
) o G unchanged.
required to utilise the. | . 1
workstation applications. '
Authorised users will be
added to this group.
Whilst it has not been
User Log/On events are corroporated by review of
. . . technical documentation /
included in the Windows . testing it is expected this
3 3d event log. Users are No No control applied pre HNG-X.

Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT



All retrievals of audit data
are performed using the
Audit Extractor Client, and
all such user actions are
themselves audited. It is not
possible for users to access
the archive by any other
means.

No

Audit workstations and
Atalla NSPs are located in
secure areas. Only
authorised users are given
physical access to these
areas.

No

POL00041491
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Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.

10

All auditable messages
logged during a calendar
day will be made available
to the audit system in
uncompressed form as a
part of Branch Database
batch overnight processing.

The message journal is
implemented in the form of
a single Oracle table named
BRDB_RX_MESSAGE_JO
URNAL. Uniqueness is
controlled at the level of a
Branch counter using a

No

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.

No

Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.
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dense sequence known as
the Journal-Sequence-
Number

3e

Baskets are stored for a
defined period of time. The
configuration of this
parameter and the audit trail
around changes to it need
to inspected in order to
provide assurance over the
maintenance time period for
audit purposes.
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Whilst it has not been
corroborated by review of
technical documentation /
testing it is expected this
control applied pre HNG-X.
Fujitsu attested that controls
surrounding the audit store
have remained largely
unchanged.
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Appendix 6

Case Data Analytics Overview

The below analytical procedures were performed on 'Case Data'. 'Case data’ refers to transactlonal data provided by POL, which had been extracted by Fujitsu from the
audit store, and relates specifically to the branches involved in the 'allegations'. The data extracted is in 1 month periods relating specifically to the period of the allegations
for each specific branch. ‘

1 POL consider instructing a suitably qualified party to carry +| POL will instruct Deloitte to determine | Review case data for 1,2, 3,4, 4a,
out an analysis of the | whether such an analysis/review is transactions indicating 5,6,6a,7
relevant transaction logs for branches within the Scheme 1 feasible, and if it is, to provide an items of risk from a system
to confirm, . |.indication of the cost, time and functionality perspective
insofar as possible, whether any bugs in the Horlzon *| process that would be incurred. (e.g. recovery transactions
system are revealed L a0 W are present in the case
by the dataset which caused dlscrepanmes in the “ 5 LY . M data).
accounting position for any of those branches. L L

Analytic 1 Ident|fy'gaps in audit log 'sequencmg
Analytic 2 Identify gaps in transaction tlmes durlng worklng hours
Analytic 3 Identify two user Iogon events in sequence without the expected logoff event in between; an indicator of a connectivity issue
Analytic 4 Identify recovery transactlons _
Analytic 4a Identify recovery transaéﬁbnszfﬁét"indicate a connectivity issue
Analytic 5 Count of zero valued transéCtiéhs summarised by product
Identify branches which are out of balance based on transactional data available (should not be possible based on inherent system
Analytic 6 controls).
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Analytic 6 Group and Session
id

Identify branches which are out of balance based on transactional data available (should not be possible based on inherent system
controls).

Analytic 7

Identify transactions posted by non-branch users without subsequent branch acknowledgement.
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Case Data Summary Findings
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POL investigators have been handed this information for further investigation. In short, whilst various characteristics were noted that could be indicative of risk within the
system, further manual investigation will be required by POL'’s investigators to conclude: This has been discussed with POL management during the course of our work.

Analytic 1: Identify gaps in audit
log sequencing

In order to identify gaps in audit log
sequencing, the transactions data was
sorted into ascending order on session id

and txn id, and any gaps in the sequence at

both the session and txn level were
identified.

There were 212,372 (1.60%) gaps in audit
log sequengcing from a total of 13,666,238
transactions. w

Further testing is ongoing in relation to this

_analytic.

Per our understanding of the controls
tested it should not be possible for
there to be gaps in audit log
sequencing.

Further work is ongoing in relation to
this analytic to identify the cause.

Analytic 2: Identify gaps in
transaction times during working
hours

In order to identify gaps in transaction times

during working hours, the transaction data”

was ordered by branch, date and time.
Gaps that were significantly higher than the
average gaps in transaction times were
identified, only transactions with the same

date were compared. Transactions witha.

stock unit of ATM, LOT, OOH or BUR were
excluged.

There were 49,320 (0.36%) gaps in
transaction times.that were more than 20

| times higher than the average transaction

gap of all stores with the same number of
positions from a total of 13,666,238
transactions

In less busy branches these could be
legitimate gaps.

Extensive further manual analysis
would be required to positively
conclude these findings are indicative
of issues..

Analytic 3 : Identify two user logon
events in sequence without the

expected logoff event in between,
an indicator of a connectivity issue

In order to identify two user logon events.in
sequence without the expected logoff event
in between, an:indicator of a connectivity
issue the events data was ordered by date
and time and logon events (event code 12
or "EPOSSTransaction.Ti of Logon
Completed”) not followed directly by a log
off event (event code 13,27 and 102 or
“EPOSSTransaction.Ti of Logoff
Completed”) were identified.

There were a total of 1,064 (0.93%) logon
events in sequence without the expected
logoff between; from a total of 114,491 log
on/off events.

This is a low volume and could be
indicative of power / communications
fluctuation / failure. Extensive further
manual analysis would be required to
positively conclude these findings are
indicative of issues..
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Analytic 4: Identify recovery
transactions

In order to identify recovery transactions the
eventDetailMsg column of the Events data
was searched for words like 'successfully
recovered' but not like 'No recovery
required.’

There were 30 (0.00057%) recovery
transactions identified from a total of
5,289,369 transactions in the events data

Analytic 4a: Identify recovery
transactions that indicate a
connectivity issue

In order to identify connectivity isis‘u_e’sf of
none recovery transactions the .

eventDetailMsg column of the Events data

was searched for words like 'could not
recover' and 'No recovery required.’

This is a low volume and likely to be
indicative of expected system
functionality. Specific controls have
been tested over recovery
transactions, during our production of
this report.

Where legal counsel is aware that
part of the case may focus upon hard
reset of branch counter equipment
(e.g. by physical removal of network
connectivity), these transaction types
may support that this activity was
oceurring.

There were 258 ‘no recovery’ transactions
that indicate a connectivity issue from a total

of 5,289,369‘transactions in the events data

This is a low volume and likely to be
indicative of expected system
functionality. Specific controls have
been tested over recovery
transactions.

Analytic 5: Identify zero valued
transactions

In order to Identify zero valued ‘transactions,‘ ﬁ

all transactions with a sale value of 0, a
quantity not equal to zero and a mode of
either 1 or SC for 'Serve Customer' were .
identified and a summary per item is
produced. L L

There were a total 1,344,773 (9.84%) zero

valued transactions with a quantity not equal
to zero from a total of 13,366,238. These
transactions were against a total of 432

_products

The impact of a zero value
transaction is not likely to affect
branch accounts, unless a value
should have been present. Extensive
further manual analysis would be
required to positively conclude these
findings are indicative of issues.

Analytic 6: Identify branches which
are out of balance based on
transactional data available
(should not be possible based on
inherent system controls).

In order to identify branches which were out
of balance based on transactional data:
available (which should not be possible
based on inherent system controls), the
transactions data was summarised by
branch (Group) and session id and those
session ids that do not sum to zero were
identified, and are ordered by balance
descending. The data used was filtered for
transaction mode ‘SC’ only.

There were 48 (0.0015%) session ids from a
total of 3,124,140 which were out of balance
based on the transactional data received.
Those 48 session ids out of balance related
to 18 distinct branches from 118 in total. The
session ids out of balance were all pre
system migration to HNG-x in 2010.

Per our understanding of the controls
tested it should not be possible for a
branch to be out of balance.

Further work is ongoing in relation to
this analytic to identify the cause.
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Analytic 7: Identify transactions
posted by non-branch users
without subsequent branch
acknowledgement.

In order to identify transactions posted by
non-branch users without subsequent
branch acknowledgement, any users whose
id did not take the usual format (6 digits - 1t
letter of forename followed by 1t and 2nd
letters of surname and numeric 001) were
identified. A user id of *PS98 are Paystation
transactions and were ignored here, a user
id beginning with a * are identified as global
users

There were 19 (3.31%) users from a total of
574 users classified as non-branch users
who posted transactions

The specific transactions are listed
below in ‘Analytic 7 detail.” Extensive
further manual analysis on the
population of transactions identified
would be required to draw
meaningful conclusions, as well as a
further understanding of the owners
of these 19 accounts.

Analytic 7 detail

394329 | *BMAO1 233089.08 170

198424 | *JHOO05 214684.08 39

394329 | *GDRO1 204135.62 184

197941 | *NSTO1 95703.47 130

207320 | *DWAOQ1 91762.85

158644 | *JBAO3 83825.54

219420 | *RLYO1 74781.24

363642 | *DJOO3 63600.32

260604 | *TAKO1 51489.96

229555 | *DCU02 450223241 | . 7

243205 | *PJO07 3966_@“" ‘ g_i
202604 | *STUO3 29267.14 . 41
6458 | *DSI02 25425.82 | 5

266418 | *MWEO1 24724.77 6

363642 | *LSHO1 23798.63 15

362217 | *JCAO1 13485.55 2
282422 | *TAKO1 8382 2
225329 | *BMAO1 7500.18 4|
238420 | *RCRO1 5923.36 4

198424 | *TAKO1 1080 6

243205 | *GMUO1 1040 10

197941 | *PJ0O02 15.07 10
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Appendix 7

Clarification questions

The below clarification questions and associated answers attempt to provide clarity on queries arising from the
content of this report.

Key questions

1. From the perspective of the Group Action, we are trying to undérétaﬁd'

a. Whether Fujitsu can edit or delete transactions recordaed by branches in a way that could impact on
the branch’s overall accounting position? '

Yes — Transactions can be deleted at dat_atiééé layer (BRDB) bQ:DEa_A‘s.

Before audit store access locked down, ir"aﬁsacticms could be deietéd at audit store level (and still
can be once a transaction has been in the al}dit store for 7 years), but this wouid not affect a
branches overall accounting ;msstion unless there was' éduery that resuited in'the extraction of
data. If data was extracted frqmj_ thg audit store and.rs_gqrds had been tamperad with or removed,
this would be flagged upon ext&*aatidh by the process td‘repcart on data integrity, so it would be
transparent that the data has been edited. !tah(}uid be n@tm} the wam:ng that the data integrity

check failed can be igm}red by the eg}erator

b. How difficult it weuld be to da( )?

Fif&tfy, aﬁmss to do (a} 33 restﬂct&d tz:) appromate personnel by Fujitsu. However, for users who
have DBA acce&s on the BRDB this wu!{j be done.

' Héwever the wi wde:xw of oppcirtu'nity to do (a) in the BRDB is finite, if the edit/delete of the
transactson was not d{}ﬂ& before th& data had been ‘collected’ by the Audit Server (typically every
15 mmu’fes) then this wauEd not affect the record of data in the Audit Store. The audit store is the
location where data is retrieved from in the event of a dispute.

Any amendment to transactions after the BRDB, whilst potentially impacting the audit store
record, would no‘zziﬁﬁpa"ct branch accounting, only the master record in the Audit store. Further, if
the edit/delete of the transaction was performed prior to the data being ‘collected’ by the Audit
Server, whilst it would be reflected in the audit store data, upon retrieval of branch data from the
audit store, if a transaction had been removed, the ‘data density’ check would highlight a missing
transaction. If upon retrieval of branch data from the audit store a transaction had been amended,
the digital signature check would highlight an issue with the integrity of the data.

c. Whether (a) is possible without leaving a "footprint" that is visible to either (i) postmaster or (ii) Post
Office / FJ.

i} Amendment / deletion of transactions would not be overtly notified {o the Postmaster, however if
the amendment / deletion happened at the BRDE, this would affect the declarations made by
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Postmasters {encouraged to do so on a daily basis) and also declarations are required to be done
in order to rollover into the next accounting period (typicaily 4-5 weeks). The monthly Branch
Trading Statement which a Postmaster must sign off on in order to roll into the next accounting
period would also be impacted by a change of this nature which would capture summarised tolals
of transactional data, which could be reconciled by branch hack to the granular transaction log
reports. All of the mentioned reports are mechanisms by which the Postmaster would be made
aware of any such changes.

Amendment / deletion of data in the audit server / store has no effect on branch accounting and
would only impact a branch (Postmaster be made aware) if data was retrieved from the audit
store, Further if upon retrieval of branch data from the audit store a transaction had been
removed, the 'dala density’ check would highlight 2 missing transaction. i upon retrieval of
branch data from the audit store a transaction had been amended, the digital signature check
would highlight an issue with the integrity of the data o

ity Branch Database privileged Cracle user opera&tm& are audited by Oracle to the SYS.AUDS
table. This table is extracted into audit files evsry night by a batch job into a directory from which
the audit archiving system extracts the data. The audit data is cwreﬂtiy stored for 10 years. This
table can be extracted from the Audit Swra by Fujitsu. .

Any amendment / deletion of data in the audit store would be visible to Fuj;tsu only when data is
retrieved. Upon retrieval of branch data from the audit store a transaction had been removed, the
‘data density’ check would h;ghi;ghta missing transaction. If upon retrigval of branch data from
the audit store a transaction had been amended the x:i;gxta! signature check would highlight an
issue with the integrity of the data '

As per the excapﬁsan nated on page 3 thereis a gmaii thecret;{,aE risk of & user ‘spoofing’ the
digital signature, arasmg from a failure in'SOD controls r\eiatmg to the digital signature, thus there
is the theoretﬁ:ai risk transactzensa could be amended with no footprint left. However (o do (a)
without leaving a footprint m the system w&uid be a complex procedure, new keys’ would need (o

‘ be ggﬁerated for afl msssages in the session, whxch is a time consuming process, as such itis
hkeiy a ‘programme’ wolld have to be wmttsn amd performed in order to perform this,

d. Whether (a) has ever actually happened?
Audit logs Qflsupepusefr‘»é%;cess in the BRDB exist. Fujitsu have confirmed where amendment /
deletion of live database tables would be identifiable from this log.

Our work has ﬂotiiﬁiﬂ%uded obtaining logs for the relevant time pericd and performing analytics over
them to identify any instances where this has happened, and investigate if so. Such procedures
should be theoretically possible however.

2. The key points we need to understand are whether (i) Balancing Transactions and (ii) changes by Super-
users can effect branch accounts from the perspective of the postmaster, in particular:

a. Are these changes visible to the postmaster?

There is no system setting which would flag to the Postmaster when a change had been made by
2 SUPET user.
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The Transaction Log report gives the Postmaster a way of identifying Balancing Transactions, as
fransactions that have been inserted can be identified as the associated user wouid be displayed
as "SUPPORTTOOLUSERSY (i.a. not a member of staff at the Branch)

b. Can these generate a shortfall in the branch accounts?

if used in a cerfain way, BTs or a super-user change could theoretically cause a shortfall in
branch accounts.

c. How would this impact on the making of daily cash declarations?

Daily cash declarations are a real ime report generated by a branch (counter) which queries the
BRDB live database; therefore any balancing transaction inserted into the BRDE or change of
fransactional BRDB data by a super user, would automafiaa’ﬁy impact the daily cash rec report
(impact dependent on nature of BT / change). .

d. How would this impact on "monthly" branch trading balances?

The monthly Branch Trading Statement, which a Postmaster must ségﬁ off on in order to roll into
the next accounting period would also be impacted by a ghange of this nature.

The monthly branch trading statement, reports 6{}? dai‘; live from the BRDB, and aggregated data
from the BRDB, therefore any balancing transaction inserted into the BRDB or change of
transactional BRDB data by 8 super user, would autcmstiﬁany impact the daily cash rec report
{impact dependent on nature of BT /change). k.

Specific questions on the lnterirh:5Re‘pdfti =
1. Diagram on Page 8:
a. Tﬁapsfer of data fromBAL to'BRDB - Does this happen daily? If so when during the day? Is it
overnight? . :
BAL is a compilation of servers used for the transfer of data from Counter to BRDB, this
procsssing s done in a near real tims manner. As such transfer of data from BAL to BRDB is
instantaneous once a basket is complete.
i. Given the daily polling of data from which source does the Counter pull data when the

postmaster conducts an end of day cash declaration? (The above suggests the data must
be pulled from BAL as all other sources would not be up to date in real time?)

BRDB. A request from counter is raised {(via the BAL) to BRDB using pre-defined SQL
scripts at the BRDB layer to generate this cash declaration report/process. YWhen a cash
declaration is raised by a branch a message fransfer is sent via the BAL which
communicates with the BRDB 1o query the live transaction tables using a pre-defined
SQL seript
b. Transaction corrections generated by POL: Where does a Transaction Correction fit on this
diagram?

Transaction Corrections are inseried directly into BRDB by a defined data fransfer process.
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c. The diagram suggests that data is held in the Audit Server for 5 days but para (iii)(b) on page 14
suggests that data is held in the BRDB for 5 days? Are both statements correct or is one a typo?

Most data is held in BRDB for approximately 5 days, {(depending on specific type of data). Certain
values are aiso aggregsted and the aggregated data held for up to 80 days 1o allow for real time
reports, and the monthly branch trading statement, ran by the counter to include this data if
required,

Most data is held on the Audit Server for approximately 5 days, (depending on specific type of
data).

2. Page 10:

a. Point F —says POL finance staff can "input / amend” a transaction — We know they can input a
transaction but can they "amend" a transaction? If $0, haw'?

This refers to a Transaction Correction (TC). ATC cw%d depending on the detail of the TC, have
the effect of ‘amending’ an existing transaction. A TC must be accepted at the counter before
impagting branch accounting. ' '

3. Page 19:

a. What is meant by the phrase predom/nantly I/mlted to HNG -X due to prewous Audit Store
retention limitations"?

Waording removed to avoid amtﬁiguiiy; . » o

b. What is meant by th'e phrase: "Any: Writes by ku}ifsu Suppo:rt; to BRDB must be audited"?
Branch Dataﬁkase prsvnleged Oracle user c;;.‘;e:’ataoms (Fujatsu Support) are audited by Oracle to the
SYS.AUDS tab?a '

c. Atpoint *iv’ what isthe dlfference between “Correcting” and “updating”? We did not think FJ

. could “coqect", only “insert’? [This point also comes up at Page 13, 1st column of table].

A BT could, dé‘peﬁd'ng on the detail of the BT, have the effect of ‘amending’ an existing
' transactaon ABT can onEy :nsert and not update or delete existing records. The possibility of a
superuser amending ewstmg transactxons does exist as highlighted above in question 1.

4. BTs in relation to théSU_;issue:::v .
a. Please can you eXpiaiﬁ’ the situation with using Balancing Transactions to solve the SU problem?

The usage of the BT tool for this purpose is not a 'true’ BT as no data (transactions) is/are
injected info the database. However the same tool which allows a BT to be posted, is used to
perform this procedure.

The procedure is performed to update the transaction recovery table of a Stock Unit (SU} in the
rare instance when the recovery flag for a fransaction gets into an inconsistent state, and needs
to be manually updated, to show that the transaction has been recoverad by the branch.

This procedure is managed by an MSC (change request) process prior 1o the updates taking
place.

b. Other than the one use of a BT to solve a bug, are you sure that all other uses of BTs relate to the
SU issue?
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For the period data was available for and therefore reviewed (12/03/2010 ~ 28/05/2018).

Al other uses of the teol in this period updated the specific table
BRDEB _RX_RECOVERY _TRANSACTIONS' (8U issue) and did not contain INSERT statements.

¢. Will the branch be aware of the SU issue?

The Branch would not be notified of the ool being used for this purpose, however this process is
generally initiated by the branch when the branch is struggling o perform this task manually using
the counter.

d. Can the SU issue ever cause a discrepancy in the branch accounts?

The usage of the (00! 1o update the transaction recovery tabie of an 8U does not insert / remove /
amend transactions.

5. BT audit files: .
a. What do the "audit files" in relation to BTs track and shdw'?, b

All usages of the tool used for inserting B’i‘s.f“rhé logs show the?éctual SQL commands used to
insert the BT, and contain all fislds upc%at%d and their respeactive va‘ii;l'es {quantities and product
ids). There are also user timestamps whiéh,i«;jentify the user who insef‘ted:the BT.

b. How far back do the audit flles go” Lt -

The audit files commence at 12;83:‘2&10

6. FJ access to conduct a BT

a. How many staff at FJ have perm|55|on to mject a BT’P

31 {of these 3“1 28 also have direct DBA access to the live BRDB database and therefore could
theoretmaﬁty make changes e transactson tahies as described in (10b) below.)

b. What is the process foilowed by FJ for usmg aBT?
| . The process fo!imwed by FJ 50
An error is recogmsed i}y the braﬂiﬁh and they raise a request/call to S8C.

A TFS/RBeak Incident service desk tool is then used to record incidenis raised by Post masters
{TFS has sdbsequentiy’t;aen retired and incidents all 1st and 2nd line branch incidents are now
recorded in Pegk Ingident Management).

This issue will then be investigated by S8C. f a BT is required then this is passed fo Fujitsu for
further work and solution management.

if a BT is required this is recorded on the Peak Incident ticket.

Approvals are then sought by senior members of POL before this is executed which is captured
within the ticket request.

c. What operational controls are there around the use of BTs at FJ?
A branch would initiate the process described in {b) above for 2 BT to be executed.
Senior approvals are required by POL before this process can be completed.

Use of BT tool is audited and any transactions inserted would be recognised by branch through

fransactional log reports.
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The BT tool is restricted to a limited number of Fujitsu personnel who are independent to the
Peak incident process.

d. What is the process followed at POL for implanting / authorising a BT (if this is out of scope, please
say and we will pick up direct with POL)?

Qut of scope. Agreed POL will answer.

7. BT visibility
a. Would a BT shows in the branch accounts from a postmaster's perspective?

i. What report would a postmaster need to run?

A Postmaster is not notified if a Balancing Transaction is inserted into the live transaction
tables. '

There are various real time reports a Pos»tmaisf:téf;san run which would be affected by
something of this nature (notably the Traﬁ&;ac‘tidn Log report, which is able to display
transactions that have been posted gs)er the last 80 déys ). Transactions in this report
waould be identifiable by the usar‘ code “SUPPORTTOOLUSERQQ” {i.e. not a member of
staff at the Branch). '

declarations made by Postmasters (enccur_aggtﬂ to doscona danEy bas;s} and also
deciarations ars required 1o be done in order to.rollover into the next accounting pseried
(typically 4-5 weeks). The :mér’atﬁiy Branch Tradi‘n‘g Statement which a Postmaster must
sign off on in order to rollinte the next Qﬁaﬂunting périod would also be impacted by a
changa Qf this nature which wau!d ca;a’xure summansad totals of transactional data, which
couid be reconc&t&cﬂ by branch baak to the granuiar transaction log reports. All of the
mentmﬁed report:s are n‘zechamsmﬁ by which the Postmaster would be made aware of a
. :.._Baiancmg Tray jsaz;t_u}ﬁ The reporting functionality of counters was described by Fujitsu

“and this understanding was comroborated by review of technical documentation, no
walkthroughs were performed of this process.

o ii. How wouid‘fit‘_bﬁe ideritifiié»blﬁef from other transactions?

_Transactions in the Transaction Log report would be identifiable by the user code
'"‘SUPPORTTOQLUSER%” (i.e. not a member of staff at the Branch).

b. CanaBT by back dated (l e. injected into the branch accounts at an historic date)?

Whether the Baianmng “Transaction would be successful or not is not known by Fujitsu as it has
never been attempted.

POL and Deloitte are awaiting Fujitsu to provide an estimated cost/ time for this walkthrough to
be performed {Cost and time required made up primarily from creating a suitably isolated test
environment in order to perform the walkihrough in).

Fuiitsu have stated the answer has fo be yes in the sense that if the fix involves inserting a record
with an associated date then the date would be chosen as part of the design fo fix the problem.
The choice of date would have to be made carefully as transactions wilf only be harvested from
the Branch Database for processing by back-end systems if it meets the correct selection criteria
~ hence the need 1o fest any proposed fix. . The issue is simply that we would have to invent a

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT 13

e



POL00041491
POL00041491

scenario from scratch and then check that out. | don't see that such an exercise would add value
given that we have afready carried out a walkthrough of the fool”’

c. Were BTs (or something similar) possible in Old Horizon? [See attached note from FJ]

Fujitsu have advised they have attempted to make contact to retired staff on the matter but are
unable (o provide g definitive answer on processes in place pre HNG-X relating to Balancing
Transactions, only that the transaction correction ool used 1o inject BTs that has been used since
HNG-X implementation in 2010, was not used.

i. What controls were there around these?

Due to the response on the previous question from Fujitsu we cannot comment on these
controls.

ii. Were they logged?

Due to the response on the pravious questton fmm Fu;ltsu we cannot comment on these
controls. o

8. Super-users

a. Can Super-users only access the BRDB or can they access other servers (i.e. audit server, audit
store)? '

Super-users could theoreticaiiy apcess data at any other pamt in the flow of data from Counter —
Audit Store. This flow of data has bean mapped by Deimﬁe and access rights at each point
tested. » >
i. InDeloitte’s BQard Briefing' Paper dated 4 June 2014 on page 2, it notes: "It is possible for
Fujitsu staff with sujtably authorised pnwleged acoess to delete data from the Audit Store."
Has this issues been addressed {wm it be addressed?

Yes GHCE data as m the audat store it cannot be amended / deleted for 7 years, as

ii. Would cieletmg data from the aud!t store have any effect on branch accounting?

), No, unEess data was relrsﬁved from the audit store which would only happen in the case
of aquery bemg raxsed / mvestfgation it would only impact usage of this historical data
. fer any purpos&& when subsequently extracted from the audit store.

All pasimaster’reportmg functionality is generated from the live BRDB transactional {ables
{and tab’iss‘wn:ich aggregate this data and store it for up to 80 days}. Any amendment /
deletion of data in the audit store therefore has no effect on branch accounting and would
anly impact a branch if data was retrieved from the audit store. Further if upon retrieval of
branch data from the audit store a transaction had been removed, the 'daia density’
check would highlight a missing transaction. If upon retrieval of branch data from the
audit store a transaction had been amended, the digital signature check would highilight
an issue with the integrity of the data. As per the exception noted on page 3, there is a
small theoretical risk of a user "spoofing’ the digital signature, arising from a failure in
SOD controls relating to the digital signature.

b. If a Super-user edits data in the BRDB, how might this affect the branch accounts from the
perspective of the postmaster?
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i. Where does the edited data flow to?

The edited data would remain in the BRDB transactional {ables assuming that it was
antered in the correct logic.

The data in this table would then follow the normal data flow processes {iL.e. BRDB »
audit server > audit store, BRDB > POLSAP, BRDB > Counter reporting etg.) if this
transaction had not already been picked up by the mechanisms which transfer
transactional tables downstream {8.¢. Audit track gatherer which runs every 15 minutes.)

ii. Could the edited data cause a loss in a branch's accounts?

Yes, from a branch reporting perspective any change o data in the BRDB would affect
the real time reports ran on the counter, which are used for branch accounting,
specifically the monthly Branch Trading Statementwhich a Postmaster must sign off on in
order to roll into the next accounting period. - o

Howsever if a branches data was retrieved fm‘r#%‘zﬁha audit store, any amendment fo
transactional data would cause the *digitai signaturs! integrity check to fail, and Fujitsu
waould be notified of this failure upan. retrieval of the audﬂ data. As per the exception
noted on page 3, thers is a small ‘theoretlcal fisk of a user spooﬂng the digital signature,
arising from a failure in SOD contmfs reiatmg ‘{o the digital &gnature

iii. Will the edited data be visible to the postmaster’?
A Postmasteris not sp&mfscaiiy notified if g change had been made by a ‘'super-user’.

Any changes to transacmnai data would Empaﬁ:i- declarations mads by Postmasters

{encouraged to do s0 on a daily basis) and also décifarations are required to be done in

order t{} mi%wer into the next accountmg persccﬁ {typically 4-5 weeks). The monthly

Bramh Tradmg Sta‘(ement which a F’Gstmaste'f'must sign off on in order to roll into the

next acmuntmg perscd would alsa be impacted by a change of this nature which would
s Gapture summa:;%qmiais of transastional data, which could be reconciled by branch

L back to the gramj_iar transactionlog raperts, All of the mentioned reports are mechanisms
by whigh the Postmaster would be made awars of any such changes.

_iv. Would the edited data be visible to POL / FJ?
: ‘i" Yes, as the datéiamendméﬂts would impact fransactional records in the BRDB, and

“subsequently this data would flow through to the audit store. POL / FJ would be able to
Edeﬁﬁfy this thrdug'h review of audit logs as described in 1C above.

© Deloitte2017 Private and Confidential — Subject to Legal Privilege - DRAFT 130



POL00041491
POL00041491

Appendix 8

Non Counter Initiated Transactions — Understanding of Data Flow atid Related Risks and Control
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Reconciliation Controls

Note: Errors sources are Completeness (C), Accuracy (A) and Validity (V).

| Error Sources | Summarise Control Wording

_ Addressed

1 C & A & V External transactions sent via PODG such that the External Transaetlon flles that are currehtly sentfrom lngemco
(PAYSTATION) and Wincor Nixdorf (POST&GQ) are routed to the Branch Database as well as sending the data to the Credence
system. There is a reconciliation between Credence & BRDB ‘

2 A&V For each Transaction Acknowledgement generated a new transaction pair is created for POLSAP. The transaction delivered to
POLSAP will have a Reference number that matches the reference number used |n the Transaction Acknowledgement record
generation. This allows POLSAP to match with the Transachon Acknowledgement once the TA has been accepted by the

Postmaster.

30 C&A&YV AP Client File Reconciliation
APSS2222 ksh will reconcile the data in the flles that |t delrvered to a Ohent with the data in the files that Credence delivered to a
Client.

31 C&A&YV TPS to AP Reconcmatton

TPSC227 writes APS transaction data to a formatted ftle that will Iater be used by the APS host program APSC2051 to reconcile
data from TPS wrth that from APS o
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| Error Sources
: : Addressed L
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Summarise Control Wording

3 A&V

If any one transaction fails validation / load, then the whole sub file.(a!t irows for the same branch / trading date) will be rejected.

4 C&A&YV

Processing of the files will commence when the last file is recelved The last file is identified by Y’ in the Last File Indicator field
in the File Trailer Record. -

5 C&A&YV

Generic file receipt process (BRDBC038) will handle reeeipt of the different files that arrive at the external interface and will
perform registry of the files in the file audit trail and-v‘v‘itl‘ move the files to the input directory and the audit directory.

6 C&A&YV

Any transactions that would have been incorporated in the Transaction Acknowledgement feed that are delivered in the
Paystation / Post&Go files will be automatlcally included in the Branch Accounts without being presented to the Postmaster for
acceptance. Transaction Acknowledgements for thls transaction detail will be created at the same time for later acceptance by
the Branches. ‘

It also takes transactions that have previously been held asude due to the lack of Transaction Acknowledgement / Stock Unit
mapping or due to the SU belng tacked at the tlme of ongtnal postmg and retries posting of these transactions.

An automated Daemon process operates that starts to look for the arrlval of the External Transaction files at hh:mm O’clock but
gives-up and alerts if not arrived by nnn minutes later. (This allows Horizon transactions to get processed if External Transaction
files are late). Thts progess performs the necessary copy / rename and creates links to audit directory. Hh:mm will initially be
18:00 and nnn minutes will be 120 rmnutes ‘

8 C&A

FILE PROCESSOR ‘ ‘

« If the file pre-processor returned W|th an error in the range of 102-105, then the table BRDB_FILE_ERRORS will have a row
added to it with an error value equal to the return value of the file pre-processor and the associated row in
BRDB_FILE_AUDIT;_TRAILS will ‘b'e‘updated to status X'. No other error values are expected and, if they occur, the process will
abend and alert the Operations staff.

« If the file pre-processor was successful then the file validation and database upload process will be called and exit status
checked. ‘

9 C&A

FILE PRE-PROCESSOR
The pre-processor performs a number of operations including splitting the files according to parameters. In addition it validates:
« The first record is a header record
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| Error Sources »‘summarise Control Wording

' 3: Addressed

 The last record is a trailer record

« The number of sub-files in the file equals the count in the trailer record

« The total value of sub-files (in the trailer) equals zero '

If any of these validations fails, then the whole file will be reJected a row will be inserted into BRDB_FILE_ERRORS and no
further processing is performed on the current file. ‘

Page 60 HAS TABLE OF THESE 8!

10 C&A DATA LOADING & VALIDATION

This function is initiated by the File Processor. The 8 ﬁlfes generated in the previous process will be attached to Oracle as
external tables and the data therein will be validated and loaded into staging tables. It'will validate data items such as product,
mode, branch etc. A log will be held for eaoh file processed and ‘each sub-file processed that will indicate the filename, status
(valid/not-valid), and history of the file proaessrng A separate errdr table will record each error type and error code encountered.

1 C&A Ensure that the count and value of transactions equals‘ the number r'eo‘dfded in the sub-file trailer and that the value of
transactions nets to zero othenmse record in BRDB FILE ERRORS with record type = STZ, Error Code = 108, Description =
“Sub-File Trailer totals mcorrect

12 C&A Load the Transaction Data and Valldate

At this point, the file structure has beeﬂ vahdated and we now need to copy the data from the external files into the Branch
Database in preparatton for Transactlon Postmg later-on inthe schedule. During the copy process the data will be enriched with
missing attributes and vallda,ted against reference data held in the Branch Database.

During processing of each record, tranSaCtion level validations will be performed and any errors found will be written to
BRDB_FILE_ERRORS with record type OXZ and FAD Code and Business date = Sub-File details. The error code depicts the
type of error found

15b C&A If there is an entry in"th‘e error file with error_code = 101, then the file is a duplicate. The previous file that was delivered of the

same name might have had errors recorded against it and, so as not to confuse matters, only the 101 error is returned in the
error file.
16 C Completeness Check

A process will check the table BRDB_SUB_FILE_AUDIT to test whether data has been received from all external sources for the
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| Error Sources | Summarise Control Wording

' 3: Addressed

current date. If it has not, then an alert will be raised that lists all External Transaction sources that have not provided data so
that relevant stakeholders can be notified.

17 C External transaction processing. »
Immediately following the cessation of the Transaction Loadlng Daemon the transaction posting process will be invoked using
TWS Schedule BRDB_TXN_POST.

18 C The final stage of External Transaction Posting is ‘tq'cofpy the transactions for the current sub-file from the Staging/Holding tables
into the Branch Database Receipt tables ready for onward delivery to the TPS’and the APS subsystems.

19 A&V A validation process will be followed that validates the cdntent and format of data an’d:records errors against bad rows.

20 C&A Transfer of data to TPS & APS..
Reconciliation totals are generated to ensure that the data that is sent to TPS and APS matches with the totals of data within
BRDB. '

21 A&V Rejected and Held-up Trahéactions Réport

A report is produced which Ihi‘ghlights a:ny transaction‘s that have been loaded into BRDB but withheld from processing due to
lack of Transactlon Acknowledgement mappmg or due to the associated stock units being locked. The report will also list those
Sub- Flles that have been rejected and have not yet been re-delivered error-free. This report will execute in the BRDB_EXT_REP
schedule.

24 C&A&YV External data imported into Branch Database is copied across into BRDB_REP_SESSION_DATA. This ensures that they are
picked up for any Branch reports and Branch accounting.

25 A&V In order to post the trahsactions to the branch accounts, two criteria need to be met:

« A mapping of External System and Terminal Id for all transactions must exist in the Transaction Acknowledgement/SU mapping
table

* The stock unit for the branch must not be locked

26 C A report will be produced that lists any sub-files that have been held-back from processing for more than one day.
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[ErorSources | Summarise Conrol Wording

' if Addressed

27 A&V Camelot ONLY:
Retailer data is required to validate that the Retailer Number is a valld Vahdatlon includes a check that the Retailer Number
maps to the correct valid FAD Code. '

28 A&V POLSAP Load process: The POL SAP load process in XI hae some explicit checks (introduced to prevent files being accidentally
loaded more than once) that there will not be multiple sub-ﬂ‘les with the same Branch / Trading Date combination.

29 A&V Validation should be performed such that when Ioadmg the data from external files it is checked that the Product can be
transacted on that particular type of external system

32 TPS Processing monitoring

A monitor job tests for successful completioh’of the TPSTIPL schedljle: at 03:00 and alert operations if not.

34 \Y PODG will be used to transfer data between the Fuptsu data centre and External Transaction Suppliers. For External Transaction
interface files, there needs to be an Inbound route to the Branch Database and also there needs to be an outbound route from
the Branch Database to Supplxers for the return of Error/conflrmation files. Logical access rights to these holding directories are
approprlately secured Dt

35 v PODG to APS interface

Old process
APS already has Ilnks to EDG1 and EDG2 for the delivery of AP Client Files. Access to these directories is appropriately
secured. ‘

New process:
APS configuration has been updated to deliver client files to revised directories that will be shared with PODG. Access to these
directories is appropriately secured.

36 A&V Post & Go: POL ETL will validate incoming files in terms of shape, structure and check totals.
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| Error Sources »‘summerise Control Wording

' 3: Addressed

37 Post & Go:
The Transaction Detail record will always contain a core of mandatory flelds and the records will be rejected if these fields are
not populated.

An alert will be raised within Wincor Nixdorf in the event that the ﬂle transferfalls The POL Live Service (Team) will be informed
A&V and procedures invoked to rectify the problem. ‘

38 Post & Go:
If the file and sub-files contain no errors, POL ETL wrll rename both the copy fl!e held on POL ETL and create an error file with
records type OKZ, to be sent back to Wincor Nixdorf to rnd|cate the file is good. :

When Wincor Nixdorf have mvestrgated and corrected the records in error a new / corrected file it sends with the same name as
the error file, as POL ETL will know it has sent the erromle and Wtil expect the corrected error file to be replaced.

NB: If POL ETL receives a duplicate transmlssmn ﬂle and / or sub-ﬂle(s), POL ETL will report this error to Wincor Nixdorf, and
A&V will also send these back to Wmcor Nixdorf. ‘ ‘

39 Post & Go: Validation criteria for receiVed Post and Go Files are as follows:
* POL ETL to reject a file should any, error be found WIthm the file, sub-file, or records within the sub-file that POL ETL cannot
accept. In such a case, POL ETL will create an.error file specifying the errors found

« POL ETL will return the error file to, EDG to be picked up by Wincor Nixdorf, specifying any rejected files that need to be
corrected and resubmitted

« Wincor Nixdorf will return repalred error records in a new file (and sub-file) for repaired records

« POL ETL must inform Wincor Nixdorf of an error within 24 hours. Wincor Nixdorf must keep the source files for 7 calendar days
A&V in case POL ETL require a file to be re-sent.

42 A&V Paystation: ;
The Transaction Detall record wﬁ always contain a core of mandatory fields, and the records will be rejected if these fields are
not populated.

43 A&V Paystation:
When POL ETL has processed the file it will rename the file as shown in Table 2 indicating whether:
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a. The incoming file from Ingenico has been received OK (suffix .TPB)
b. Any errors have been detected in the file (suffix .TPX) together with an error file (suffix .TPZ)
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44 A&V Paystation: Any files which are re-sent are to be given the sam e Name and File Header information, with the ‘Transmission
Status’ set to RES. RES is to be used for whole file rejection;sf only.
47 A&V Paystation: For reversal transactions, the original Tra‘n,‘"’ ction Mode isw's':{'”i(;)wn in the transaction details that are sent to POL ETL.

POL ETL will know if a reversal has taken place py"r;e:érring to the reversétih;d'cator within the transaction line.
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Statement of Responsibility

We take responsibility for this report which is prepared on the basis of the limitations set out below.

The matters raised in this report are only those which came to our attention during the course of our work and are
not necessarily a comprehensive statement of all the weaknesses that exist or all improvements that might be made.
Recommendations for improvements should be assessed by you for their full impact before they are implemented.

Deloitte LLP
London
September 2017

Other than as stated below, this document is confidential and prepared solely for your information and that of other
beneficiaries of our advice listed in our engagement letter. Therefore you should not, refer to or use our name or this
document for any other purpose, disclose them or'refer to them in any prospectus or other document, or make them
available or communicate them to any other party. If this document contains details of an arrangement that could
result in a tax or National Insurance saving, no such conditions of confidentiality apply to the details of that
arrangement (for example, for the purpose of discussion with tax authorities). In any event, no other party is entitled
to rely on our document for any purpdse whatsoever and thus we accept no liability to any other party who is shown
or gains access to this document.
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