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0.3 Abbreviations
ACP Access Control Policy
BA Benefits Agency
BES Benefit Encashment Service
BPS Benefit Payment Service
CAPS Customer Accounting and Payments System
CAW Certification Authority Workstation
CESG Communications-Electronic Security Group
CFM ICL Outsourcing (Client Services Ireland)
CLI Calling Line Identification
CMS Card Management Service
CS Pathway Customer Services
DBA Database Administrator
DSA Digital Signature Algorithm
DSS Department of Social Security
ECCO Electronic Cash Registers at Counters
EPOSS Electronic Point Of Sale Service
ESNS Electronic Stop Notice System
FCMS Fraud Case Management Service
FRM Fraud and Risk Management
FTMS File Transfer Management Service
HAPS Host Automated Payment Service
HFSO Horizon Field Support Officer
ISDN Integrated Services Digital Network
IT Information Technology
KEK Key Encryption Key
KMA Key Management Application
LAN Local Area Network
MIS Management Information Services
NAO National Audit Office
NMS Network Management Station
NSI National Sensitive Indicator
NT New Technology (Microsoft's operating system)
OBCS Order Book Control Service
PAS Payment Authorisation Service
POCL Post Office Counters Ltd
PUN Pick Up Notice
RDMC Reference Data Management Centre
RPC Remote Procedure Call
SMC System Management Centre
SNMP Simple Network Management Protocol
SQL Structured Query Language
SSC System Support Centre
TACACS+ Terminal Access Controller Access Control System +
TIP Transaction Information Processing
TME Tivoli Management Environment
TMS Transaction Management Service
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TPS Transaction Processing Service

VME Virtual Machine Environment

VPN Virtual Private Network

0.4 Changes Forecast

In some areas of Pathway, design for future releases is not yet
finalised or changes or additions to the Pathway solution are being
considered. While this document normally states the policy in these
areas, details are subject to change as indicated in the relevant
section. The main such areas are listed below.

Changes as the results of new services added or extensions to
existing ones

Some aspects of network access controls
Cryptography/key management design for later releases
Some details of support from remote sites

Some aspects of Pathway system auditing; archives and access to
them

Some aspects of future software distribution and auto-configuration
Telephone authentication procedures

Printed: 22/12/98

RESTRICTED-COMMERCIAL

C:\WINNT\Profiles\crosslab\Desktop\RSPOL003.doc Page4of 117



FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date:  18/12/98
0.5 Table Of Contents
L TR0 1\ I N O 2
0.1 DocuUmMENt HISTOIY ... .o 2
0.2 AssoCiated DOCUMEBNES. .. ...t 2
0.3 AT VIATIONS. . ettt 2
0.4 Changes FOrECAST. ... .uuuiiiiiiiii e e et e e e e e e e ae e e e e e e e e e ssaeeeeas 4
0.5 Table Of CONIENTS. ... .ot 6
1. INTRODUCGCTION. ... e ciiteeci it crresrreasressessssassrenssrensssensssssenssrensssennssennssrrenssrennsses 10
LT PUIPOSE. .. 10
B2 G0N XL e e 10
LIRC R ToTo] o= TSROSO 11
1.4 Access Control POlICY REVIEW............oooiiiiiiiiiiiiiiie e 12
1.5 DOCUMEBNE SHTUCTUIE. ... 12
2. SECURITY DOMAINS ... ttecirrecirrenrresssrrsasrressressresssssesssresssressssssssssresssseeasssens 13
2.1 DOMaAIN DB NIt ON. ..o 13
2.2 Specifying Access Control POLICIES...........ooooiiiiiiiiiieeeee e 13
2.3 Services involved in Business Operations...............ooooooiiiiiiiiiiieeeeeeeeeeeeeee 14
2.3.1 The DSS Service Environment DOMaiN...........oiiiiiiiii e 14
2.3.2 The POCL and POCL CHents DOMaiN..........cooiuiiiiiieeee e 14
Printed: 22/12/98 RESTRICTED-COMMERCIAL
C:\WINNT\Profiles\crosslab\Desktop\RSPOL003.doc Page Sof 117



FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date: 18/12/98
2.3.3 The Central Services DOmMain.........cooiiiiiiiiii e 15
2.3.4 The Office Platform Service DOmMain..........cooooiiiiiiiiiii e 15
2.3.5 De La Rue Card Services DOMEIN...........ooiiiiiiiiiiiiie ettt 15
2.4 Other Domains and Related ServiCes.........o..ueeeiiiiiii e 16
2.4.1 Pathway Corporate Services DOMain..........ooooiiiiiiiiiiie e 16
2.4.2 System Management Services DOmMain.............ccoooiiiiiiiiiii i 16
2.4.3 Internal Pathway SEIVICES........cii i e 17
2.5 Pathway Sites and Responsibilities.............ooooooiei i 17
3. PATHWAY WIDE ACCESS CONTROL POLICY. ... 20
G T B O Lo = Tox (V= SO RR 20
B2 PatRWay ROIES. ...t eaaaan 20
3.2.1 0perational FUNCHONS.........ccoii i ettt ee e 22
3.2.2 Common System Management FUNCHONS.............oouiiiiiiii i 22
3.2.3 Common Security Management FUNCHONS............cooiiiiiiiii e 23
3.2.4 CommoON SUPPOTIt FUNCHIONS... ..o e e 24
3.2.5 Pathway WiIde ROIES........ it 24
3.2.6 EXIEINAl ROIES....coc ittt atn et nnnntnnntnannnnnnnrne 25
3.3 Types of Information and its USe.......cccciiiiiiiiiii e 25
3.4 Information System CONtrOIS..........ooiiiiiiiiiiiiiiii e e e 27
3.4.1 Implementing Role Based ACCesS CONtIOIS...........uoiiiiiiiiii e 27
3.4.2 Access Controls at Pathway Platforms............oooii e 28
3.4.3 NON HUMAN USEIS.. .ttt e e e ettt e e e e e e eeetan e e e e eaeeaeeennn 31
B.4.4 ENQINEEIING ACCESS. .. ittt ettt e et et e e et e e e et e e e et e e e e et e e e e e esta e eaaaeaestaeeeraas 31
3.4.5 Workstation Related ACCeSS CONIIOIS. ........ooumiiiii i e 32
3.4.6 Controlling Traffic between Systems. .. ... e 32
3.5 0ther ACcess CONIIrOIS.... ..o 33
3.5.1 Customer AUtNENtICAtION.............i i enne e 33
3.5.2 Other Telephone Authentication to Help DeSKS............ooooiiiiiiiiii e, 33
3.5.3 AuthentiCation Of ViSItOIS. ........iiiiiiiiiiiiiii ettt eeenesennsnneeenes 34
3.6 Key ManagemeEnt..........uuuieeee e 34
3.7 Effect on other Pathway Standards and Procedures............cccccoviiiiiiiiiiiiiiiiiiiieeeeeeen 35
4. CENTRAL SERVICES DOMAIN.........ccccciriirrsssssssssssssssssssssssssssssssssssssssnssnnnnnn 37
v I [0} (oY ¥ ox i o] o TSSOSO 37
4.2 Sequent Systems with Oracle Databases..........c.ccccoooiiiiiiiiiiiiiiicccce e 38
421 ROIES. ..o 39
4.2.2 System Access Controls for HUmMan ROIES............oooiiiiiiiiiiii e 39
4.2.3 Dynix and Oracle ACCESS CONIIOIS..........ouuiiiiiiiee e et e 43
4.2.4 Control of Connections t0 the SysStem.... ..o e 44
4.3 Access Controls for Specific Host Applications...............oooiiiiiiiiiiiiiiieiiieicieeeee e 44
43T PAS ANA CMS....oo e et e e e s 45
4.3.2 Reference Data Management Centre..........oooviiiiiiiiiiii e 46
4.4 WiINAOWS NT SYSEEMS....ooiiiiiiiiiiiii e e e e e e e e e e e e e e e e nnnnaeaens 47
B4 T ROIES. ..o 48
4.4.2 System Access Controls for HUMan ROIES.........c.oooviiiiiii i 48
4.4.3 SYSIEM SOE UP..uiii i e 49
Printed: 22/12/98 RESTRICTED-COMMERCIAL
C:\WINNT\Profiles\crosslab\Desktop\RSPOL003.doc Page 6of 117



FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date: 18/12/98

4.4.4 CONtrol OFf CONMNECHIONS. ... ..oiiiiiiiiiiiiiie ittt ettt e ettt aasstssasesss s nnnssssnensnnnnn 49
4.5 Specific NT Servers (except SECUTtY ONES).......oiiiiiiiiiiiiiii e e e e 50
45,1 ROIES. ..o 50
4.5.2 Other ACCESS CONIIOIS. ......oii ittt ettt eeaeensene e nnnnenes 52
4.6 SECUMLY SEIVICES. ...ooi i e ettt et e e e e e et ae e e e e e e eeeeessseeneeeeeeaaaannes 52
4.6.1 Key Management and Associated ServiCes...........ooiiiiiiiiiiiiiiii e 52
4.6.2 Authentication Service for Authentication using TOKens.............ccccocoiiiiiiiii . 54
4.6.3 CryptographiC BOXES. ... ..ooiiiiiiiieiiee et e a s 54
4.7 SOlANS SYSEMIS....oiiiiiiiiiiiiiiiiie et e e e e e e et ceaeeeeseesnnneeeeaaeaeasanssssneeeeeeeaaannnnnns 54
5. OFFICE PLATFORM SERVICE DOMAIN........cccooiieeererrrrrrrrrrrsssss s 55
£ 0t B 1) oo 11T o T 56
5.2 ROIES. .ot e e e ee e e e e e e e e e ettt e eeaaeeeeaaannnnneeeeeaaaaeaann 57
5.3 Control of Connections to the Systems.............oo e 58
5.4 SYSIEM DEIIVETY. ..ot e e e e e e e e e e e ennnneeeeeaeee e e nnnnnees 59
5.5 System Installation/Reconfiguration..................eoiiiiiiiiiiiiiee e 60
5.6 BOOtING the SySteM.. ..o e e e e e e e e eenas 60
5.7 System Access Controls associated with Human Roles.............c.cocoociiiiiiiiiiiineeen, 61
5.8 Other ACCESS CONIIOIS.........eeiiiiiiiii e e e e e e e e nes 63
6. INTERFACE DOMAINS....... oo sssssss s s ns s s s s s s s nnnnnnnn s e e s nnnes 64
6.1 DSS Service Environment DOMaIN............oooiiiiiiiiiiii i 64
B. 7.1 ROIES. ..t e e e e e e e e e e e aaaaaaaans 65
6.1.2 System ACCESS CONITOIS. ... oo e e e et e eeaaan 66
6.1.3 Control of Traffic between VME and the Data Centres...............ccc 66
6.2 POCL and POCL Clients DOMain.......ccccuuiiiiiiiiiiiiiiiiiiiee e eeeciiiiie e e e e e eeeeeeeeeeeeeennnnes 66
B.2.1 ROIES. ..ottt e e e et a e e e e —ttaaeeaa e e e taaaaaeaaeeeannaaes 67
6.2.2 Control of Connections to the Pathway Data Centres...........cccooooiiiiiiieiiiieeeee e, 67
6.2.3 Control of Connections t0 POCL SYSteMS.........uiii i 68
6.3 De La Rue Card Services DOMa@IN..........oooiiiiiiieeeeeeeeee e 68
6.3.1 Roles and System ACCESS CONIIOIS. .......coiiiiiiieee e e et e eaeeeeee 68
7. PATHWAY CORPORATE SERVICE DOMAIN..........c e 70
4% I [0 (oo [8To3 1 To T o TSRO URR 70
7.2 WOrkstation CONTrOIS. ... ......uuiiiiiiiiiiiiiii ettt e e e ee e e e e e e e e e eneees 70
7.3 Fraud Risk Management................. e 72
7.4 Payment Card HelpliNe............uumiiiiiiiiieeeeeeeeee e 73
7.4.1 Roles and Associated CONLIOIS..........ooi i e 73
7.4.2 Other ACCESS CONIOIS. ..ottt e e e e e e e aaeeees 74
7.4.3 Authentication Of Callers. ... e 74
7.5 BUSINESS SUPPOTTL.....ooiiiiiiiiiiiiiiiiiiiiie e ettt e e e e e aeaatneeeeeeeeea e e e nsnnsseaeeeeaaaaansnsseeeeeeeeannnn 75
308 Lo 111 o TR 76
7.6.1 Overview of Audit INnformation ACCESSEU.........cooiiiiiiiiiie e 76
7.6.2 System ACCESS CONIOIS....ooiiiiiii e e e e e et e e e e e e e e eane e aeaeas 77
7.7 Security Management.... ..o e e e e e e e e e e s 78
7.7.1 Cryptographic Key Management...........coooiiiiiiiiii ettt e eeeeeeeaans 78
7.7.2 Management Of SECUNItY TOKENS........coiii i e e e e e aaaaas 79

Printed: 22/12/98 RESTRICTED-COMMERCIAL
CAWINNT\Profiles\crosslab\Desktop\RSPOL003.doc

Page 7of 117



FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date: 18/12/98
7.8 Other Management USEIS.........cooouuiiiiiiiii ettt ereeas 79
7.9 The Management Information Systems (MIS)..........coooiiiiii i 80
7.9.1 System ACCESS CONIIOIS......coeiiiiiie e e et e eeaaan 81
7.9.2 Control Of CONNECHIONS. .......uiiii i e et e e e e e e e e e aeae 82
8. SYSTEM MANAGEMENT SERVICES DOMAIN.........ccccooirmmmmmnnnnnnnnnssnssnnnrernennn 83
8L INTFOAUCTION. ...t e e e e e e e e e e e e e e e e e e e e eeaeeeeeeeaeaeeaaaeaaeeas 83
8.2 Outline of System and Network Management.............ccccooiiiiiiiiiiii e 83
8.2.1 System Management Workstation CoNtrols...............oooiiiii e, 85
8.2.2 Procedures for getting in Support Staff.........ccooiiii i 86
8.3 System Management of NT Systems. ... 87
8.3.1 SMC and RoOIES at TiVOIli SEIVEIS.......uuiiiiiii e e e e e e 88
8.3.2 SystemM ACCESS CONIOIS. ... e e e e et e e e e e e e e ae e 89
8.3.3 CONLrOlS ON CONNECHIONS. ... ettt e e eas 90
8.4 Sequent and Oracle Management....... ... 90
8.4.1 Roles and System ACCESS CONLIOIS.........couuiuiiii e e e e 90
8.5 NetwOrk ManagemeENt..........o e e e e e e e e e e e e e e e e e aeeeeeeeeas 91
< 8T 14T T oo T 91
8.5.2 Roles at the Open VIew SYSteM.......coii i et 92
8.5.3 Access Controls associated with Human roles............ccoiiii e 93
8.5.4 Telnet ACCESS 10 ROULETS......ciiiiiiiieii ettt eeennnenes 94
8.5.5 DireCt ACCESS 10 ROULEIS.......uuiiiiiiiieiiiiiiiiie e e e e e e ean 95
8.5.6 Firewall ManagemMeNt...........uu i 95
8.5.7 Access controls configured in Routers and Firewalls............ccooooiiiiiiiiiii e, 96
8.6 Software/Configuration Distribution and Implementation..............c.cccccooceiiiiiiiiiinen. 96
8.6.1 Post Office Implementation.............oooi e 97
8.6.2 SOftWAre UPAateS........ueii it eaaaaas 100
8.7 APPIICAtION SUPPOIT......eiii ittt e e e e ee e e e e e e e e enseeeeeeeas 101
L T B 1) oo T i o o PSRRI 101
BT 2 ROIES. ...t e e e e e e a e e e e e raa e e e e e aaes 102
8.7.3 System Access Controls for these ROIES.........c.oouui i 103
8.8 Specific Hardware SUPPOI... ..o 103
8.9 Horizon System HeIP DESKS.......oooiiiiiiiiiiieie e 103
IR B I oo o [FTod 1o} o USRI 104
8.0, 2 Sy S M SO U .o e 104
8.9.3 Other ACCESS CONMIOIS. ... it e et e e e e e eeeaen e e e as 104
8.10 Network ACCESS CONIIOIS. ....co.iiiiiiiiiiiiee et e e e e e e e e e e e e ennneceeeas 105
8.10.1 INITOAUCTION. ...t e e e e e e e e e e e e e an 105
8.10.2 Protecting Data in TranSit........c.oooiiiiiiii e 106
8.10.3 The Data Centre Network ACCESS POIICY..........ouuiiiieiiiii e 106
8.10.4 Pathway ProjeCt SIteS. ... ..o e e 109
8.1 INT DOM@INS. ...ttt ee e e e e e e e e e e e e e e e eannsseeeeeeeeeeeaannnsaeaaaaaaaaanns 111
APPENDIX A: SUMMARY OF ROLES........cooo s 113
Printed: 22/12/98 RESTRICTED-COMMERCIAL
C:\WINNT\Profiles\crosslab\Desktop\RSPOL003.doc Page 8 of 117



FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date: 18/12/98
Printed: 22/12/98 RESTRICTED-COMMERCIAL

C:\WINNT\Profiles\crosslab\Desktop\RSPOL003.doc Page 9of 117



FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date: 18/12/98
INTRODUCTION

1.1 Purpose

This Access Control Policy (ACP) defines the policy for controlling
access to resources in the ICL Pathway IT system.

Effective control depends on having a clear definition of the roles and
responsibilities of all personnel who need some form of access to the
system. This document defines the operational, management and
support roles required in the Pathway system, and the main functions
which people in those roles carry out. It then defines the policies for
controlling the access to the Pathway services - both by these people
and by other system users.

1.2 Context

This document fits into the structure of documents for Pathway security
as illustrated in figure 1-1 below.

Contract
& related —>{ Pathway Security Policy
documents *
I I .
. Access Security . Technical |
~ Control Functional ' Environment l
_ Poli;y Specification . Description |
I I :
I I I
Physical Security Operational procedures Detailed specifications
Personnel Security for people accessing including
Health and Safety Pathway services detailed configuration
Contingency Planning of components

Figure 1 - 1 Pathway’s Security Documents

The Access Control Policy defines how access is controlled throughout
the Pathway system in compliance with the Pathway Security Policy.

The Security Functional Specification defines the security functionality
that will be incorporated into the ICL Pathway system.

The Technical Environment Description describes the architecture and
technical environment for the Pathway solution, including the security
architecture.
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Other security processes define, for example, the physical security of
information and machines and personnel security including storage of
workstation keys and tokens. Personnel procedures include staff
vetting. There are also plans for business continuity after a major
incident.

There are also procedures for people using Pathway services. For
example, there are procedures associated with entering a site, using
the system, safeguarding of manual records and handling security
incidents. These will be checked for compliance with the Pathway
security policies and specifications by the Pathway Security Manager.
Section 3.8 outlines the implications of the Access Control Policy on
these procedures and identifies the key ones.

There are also specifications defining how the various Pathway
components are configured to meet this policy. These will define, for
example, which functions in which applications are available to people
in particular roles and the database views available to each role.

1.3 Scope

This Access Control Policy defines how access to information system
resources is controlled in the operational Pathway system. It includes:

e General access control policies for Pathway

e The principles of how the access controls should be configured -
which roles should be set up with what responsibilities and what
categories of functions people in those roles should be permitted to
do

e How the security functionality defined in the [SFS] is used to
achieve that. For example, how people in different roles are
authenticated, how access to the permitted functions is achieved.
This covers functions performed in the information system as the
result of direct user action, and those cases where the user of the
system is carrying out a function on behalf of someone else, often
as the result of a telephone call requesting use of the system.

This document is concerned with what can be accessed by whom and
how within the Pathway information systems rather than the detailed
procedures for configuring and running these systems. Separate
Pathway documents as described in 1.2 above define these related
standards and procedures.

This policy covers the Pathway operational and management systems
at the Pathway Data Centres plus closely associated systems.
Separate internal Pathway documents cover system development and
test systems and other activities prior to the handing over of the
software for operational use.
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1.4 Access Control Policy Review

This document will be formally reviewed at least annually. It will also
be reviewed where relevant after a significant security incident, as part
of a more general security policy review, and updated whenever
necessary.

Responsibilities for approval, review and issue of this document will
conform to the review procedure for Pathway policy and standards
defined in the Pathway Security Policy.

1.5 Document Structure

Section 2 of this document identifies the Security Domains of the
Pathway system and outlines the main functions in each. It also
identifies related internal Pathway systems and other sites which
access the Data Centres.

Section 3 specifies the Pathway wide access control policies. It defines
the generic roles which should be supported at most of the Pathway
systems and the general policies and controls which apply to them all.
Configuration of any Pathway platform should conform to this section
as well as to the more specific controls in the appropriate later section.

Sections 4 to 8 specify the access control policy for each Domain/sub-
domain in turn. For each, it defines the roles with access to services
there. Note that some roles are system wide (particularly system
management and Pathway corporate ones) so are referred to in each
domain where they require access (as the systems there must be
configured to support them) but the full definition of these roles is in
either the System Management or Corporate Services Domain.

In some cases, the same roles and controls apply to a number of
domains. For example, the same Sequent system supports both the
PAS/CMS services and other Pathway application hosts so most of the
management and support roles are in common for these. In these
cases, the roles and access controls are defined once and other
sections refer to this definition, though may also have extra roles
specific to the particular service or domain.

So the access controls for a particular system are:
e The general controls in section 3 (which apply to all systems)

e The generic controls for that type of system, where relevant (e.g.
specific controls associated with Sequent or NT at the Data Centres -
see section 4)

e The controls for the particular service/system
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Appendix A gives a summary of all the roles with references to the
sections where they are described.

2. SECURITY DOMAINS

The Pathway system can be viewed as a number of “domains” which
together provide the Pathway solution.

2.1 Domain Definition

A “domain” is a distinct part of the system characterised by the IT
services it provides and the components it uses to provide those
services. The services offered by several domains combine to provide
the end-to-end services, such as the Pathway Benefit Payment Service

(BPS).
POCL and POCL Client Domain DSS Service Environment Domain
Pathway services at Pathway services at DSS sites
POCL and POCL Client sites interfacing to CAPS, ESNS
\ '/ De La Rue
(Card Services
Central Services Domain P Domain
System /

Management Operational services Pathway
Services at the Pathway Data Centres Corporate
Domain Services

Technical # Domain

Management Pathway
and support Office Platform Service Domain Manage.ment
All services at the Post Offices and business

support

Figure 2 - 1 Pathway Domains

Figure 2-1 illustrates the domains and the primary links between them,
except for links with the Pathway Corporate Services. Note that the
System Management Domain also has links with all other domains.

2.2 Specifying Access Control Policies

For each domain, or set of domains, the Access Control Policy
includes:

¢ An introduction to the main services provided by the domain - both
automated and human initiated ones.

¢ An outline of the operational, management and support roles of
people with access to services in this domain. For each role, there
is a description of the main classes of functions performed and the
access controls in the information system.
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2.3

2.31

2.3.2

e The access controls resulting from the way the system is configured,
for example, providing the base level of controls against general
unauthorised access and restricting traffic to that permitted.

Services involved in Business Operations

The main operational flows of the Benefit Payments Service and other

Post Office operations involve the domain

s illustrated in figure 2-2.

These domains are described in the following sub-sections.

DSS Service Environment Domain

POCL and POCL Client Domain
POCL

 |Automated | |
| payment | | TIP&
| systems |

ref data

DSS benefit system
_ | with Pathway Partition

De La Rue
Card Services Domain

Central Services Domain

. Ref.
Hosts | APS | TPs | Dt

OBCS

PAS/CMS |

card
production

Distribution

Zr 77777777777

Correspondence Servers

Payment Card Helpline
& Business support
(part of corporate domain)

| ——————
|
|

Transaction
Management
Service

|
Office Platfor(n Service Domain T

|

PostOffice || CounterInfrastructure | ' |
Counter ‘
| aps | eposs J OBCS | BES |

Figure 2 - 2 Domains directly involved in business operations e.g. benefit payments

The DSS Service Environment Domain

The DSS Customer Accounting and Payments System (CAPS) handles

benefit payment authorisations. The DSS

Electronic Stop Notice

System (ESNS) handles Order books for benefits.

Pathway’s responsibility in this domain is to accept Benefit related data

generated by CAPS (or ESNS) and return

data to CAPS (or ESNS) via

Pathway software in a partition of the VME system and routers.

The POCL and POCL Clients Domain

The POCL TIP system receives records of transactions at Post Offices.

Another POCL system provides reference
EPOSS.

data for applications such as
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The POCL Automated Payments system (or later, POCL Client
Systems) process Automated Payments on behalf of POCL Clients.

The Pathway Access Control Policy is concerned only with that part of
the interface to these systems which is the responsibility of Pathway.

2.3.3 The Central Services Domain

The Central Services Domain provides the Pathway application hosts
at the central Pathway sites to support all the Post Office applications
(APS, EPOSS, OBCS). All these run on Sequent machines and use
Oracle.

For benefit payments, information is transferred to/from the DSS
Services to the Pathway Payment Authorisation Service(PAS) and
Card Management Service (CMS). PAS/CMS process the payment
authorisations and customer information for forward transmission to
the Post Office or Card or Temporary Token Producer as required, and
return information on transactions to CAPS.

TMS Agents assemble information from these hosts for distribution to
the Post Offices. The Correspondence Servers are the central part of
the Riposte Transaction Management Service and distribute
information to/from the Riposte journals at the Post Offices. The
Correspondence Servers and their associated agents, run on Windows
NT platforms.

This domain also includes related services such as the Key
Management Service used to generate and distribute keys within the
Central Services Domain and to Post Offices.

The Central Service Domain spans two sites (Bootle and Wigan) which
are often referred to as the Pathway Data Centres.

2.3.4 The Office Platform Service Domain

The Office Platform Service Domain encompasses all Post Office sites
as illustrated in the fourth box in figure 2-2. All services run on
Windows NT workstations. The main services supported are:

e The Electronic Point of Sale Service (EPOSS),
e The Benefit Encashment Service (BES),

e The Automated Payment Service (APS), and

e The Order Book Control Service (OBCS).
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2.3.5

2.4

2.41

2.4.2

De La Rue Card Services Domain

The De La Rue Card Services Domain encompasses the facilities used

for the production of cards, Pick UP Notices (PUNs) and temporary
tokens.

Other Domains and Related Services

There are two other domains which are concerned with the
management of Pathway. Both interact with the services in the
operational domains.

e The Pathway Corporate Services domain includes Pathway’s own
management and business support processes including security
ones.

e The System Management and Support Services domain manages
the hardware and software systems which make up Pathway.

Some internal ICL systems are also used in support of Pathway
operations.

Pathway Corporate Services Domain

The Pathway Corporate Services domain supports Pathway’s own
management processes such as reporting, accounting, monitoring
service levels and Pathway’s fraud risk management and auditing
processes. It also contains business support processes:

e The Payment Card Helpline, which responds to DSS, POCL and
general public queries about benefit cards and payments.

o Pathway Business Support which handles financial reconciliations,
for example, of benefit payments after a Post Office problem

This domain includes a Data Warehouse which gathers information
from the operational system and a Financials System.

System Management Services Domain

The System Management Services Domain contains the services
required to manage and support the Pathway services in the other
domains - both during operational running and roll-out of new Post
Offices.

System Management facilities include Software Distribution, Event
Management, Resource management, Inventory Management and
Network Management.
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The Tivoli Management Environment (TME) provides the Central
System Management co-ordinating input from other management
software such as Patrol, which is used to provide event and resource
management of the Pathway Sequent systems, and HP Open View
(with Cisco Works) which is used for management of the routers.

Roll-out of new Post Offices is controlled by a Roll-out database and
associated facilities for auto-configuration of the Post Offices.

Support facilities include technical support of applications and
hardware.

The Horizon System Help Desk provides technical assistance on
hardware, software and network problems, calling on others when
needed. The Roll-out Support Desk supports the roll-out process.

2.4.3 Internal Pathway Services

A number of internal Pathway services interact with Pathway
operational and management services at the Pathway Data Centres.
These include:

e The Powerhelp and PinICL systems which record and maintain
information about calls to the technical Help Desks and their
progress. Associated systems are used in support of lost keys and
passwords at Post Offices.

e The Dispatch-1 system which holds hardware inventory information

2.5 Pathway Sites and Responsibilities

The main Pathway services run at the secure Pathway Data Centres at
Wigan and Bootle. This includes:

e The operational systems of the Central Services Domain including
application hosts, agents and Correspondence servers

e The Management Information Services of the Pathway Corporate
Services Domain

e The System and Network Management services and services
supporting the implementation of the Post Offices.

The main operational and management services can be run at either
site, if needed, though there is a prime site for each. Figure 2-3 shows
the sites with electronic links to the Pathway Data Centres.
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Figure 2-3 Sites with links to the Pathway Data Centres

ICL Pathway has overall responsibility for the design, development,
test, implementation and operation of the Pathway services. Specific
activities are subcontracted to appropriate organisations as identified
below.

e De La Rue/Thomas De La Rue manufacture cards, Pick up Notices
(PUNs) and temporary tokens, which are subsequently distributed
by Royal Mail. De La Rue are located on De La Rue sites (e.g.
Tewkesbury).

e ICL Outsourcing (Client Services Ireland) is responsible for the
operational management of the Sequent and other systems at the
Pathway Data Centres. They are also responsible for application
support of some applications on Sequent and VME. They are
located mainly at Belfast.

They are also responsible for Network Management, which is done
at the Data Centres, though it manages routers on other sites also.

e ICL Outsourcing (Distributed Services Division) is responsible
for the overall System Management of the Pathway information
systems, including software distribution, event and resource
monitoring. They are located at Stevenage, Lytham St Annes and
one other site.

The Horizon System Help Desks and associated call handling
system and hardware inventory systems are also at ICL Outsourcing
sites.

e Girobank run the Payment Card Helpline. These are at the Wigan
and Bootle sites, but in separate areas from the Pathway Data
Centres. Help Desk advisors have interactive access to the
PAS/CMS database.
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e The ICL Pathway project runs Corporate Services including
Management, Auditing and Fraud and Risk Management. It also
manages implementation of the Horizon system at the Post Offices
supported by Implementation suppliers from other organisations
such as Peritas for training, Workplace Technologies for site
preparation and Exel for shipping and installation.

Pathway project users are mainly at Feltham, though there are also
secure sites at Bracknell and Kidsgrove. The Pathway
Implementation unit also has Regional offices. Implementation
suppliers access authorised implementation systems from their own
sites.

¢ The Pathway System Support Centre - SSC, provides 3rd line
support for most applications and packages including Riposte. They
are located at a secure Pathway site (Bracknell).

¢ On site hardware support at the Data Centre is provided the
appropriate organisations. For example, Sorbus support the NT
systems and Sun the Solaris systems. These roles generally do not
require on-line access.

e Under exceptional circumstances, ICL Outsourcing or SSC need 3™
or 4" line support from other organisations for software in the
Pathway system. For the following support organisations, controlled
on-line access from their own sites is being considered:

e Sequent supports the Dynix operating system.

¢ Oracle provides 3rd line support for Oracle databases and
applications.

e Cisco supports the routers.
e EMC supports the Symmetrix discs.

¢ General Signals provides support for the Symmetrix/Energis
link.
No other organisations will have on-line access to the system. For
example, there is no on-line access by Microsoft for NT support or
by Escher for Riposte support.

e Sorbus/Exel will provide Engineers for Post Office roll-out.

e EDS runs the DSS CAPS system and the firewall between it and the
Pathway systems

¢ Girobank also perform Fraud Risk management functions.
This is at Bootle, but in a separate area from the Pathway Data
Centre.
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The Pathway Access Control Policy covers control of access to
resources in the Pathway operational systems by all these
organisations. It also covers access to Pathway services by other
organisations - particularly Post Office staff accessing the Post Office
systems. Other external access includes, for example, by POCL
auditors and the DSS Fraud Investigation Team.

Later sections define the permitted accesses between these sites.

3. PATHWAY WIDE ACCESS CONTROL
POLICY

This identifies the overall policy and associated procedures and
controls which apply across the whole of the operational Pathway
system.

Sections 4 to 8 deal with the procedures and controls in different
Pathway domains.

3.1 Objectives

The Pathway Security Policy specifies the following IT security
objectives for Pathway. This Access Control Policy defines how
controls of access to resources are used in achieving the following
objectives.

1. Security measures in Pathway’s IT systems will ensure appropriate
confidentiality, integrity and availability of data, whether in storage
or in transit. Maintaining the integrity of the services and software
components is also essential.

1. Physical and logical access to the system will be controlled, with
access granted selectively and permitted only where there is a
specific need. Access will be limited to persons with appropriate
authorisation and a “need to know” requirement.

1. Authentication, whereby a user’s claimed identity is verified, is
essential before any access is granted to the system. Authentication
mechanisms are also required to ensure that trust relationships can
be established between communicating components within, and
external to, the system.

1. All users of Pathway’s services will be individually accountable for
their actions. Accountability for information assets will be
maintained by assigning owners, who will be responsible for
defining who is authorised to access the information. If
responsibilities are delegated then accountability will remain with
the nominated owner of the asset.
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The Pathway Security Policy also specifies objectives for auditing,
alarms and monitoring of the system. These are only of concern to this
Access Control Policy in as much as they are part of the functionality
of the system for which access must be controlled.

3.2 Pathway Roles

Responsibility for performing functions within the Pathway system is
allocated on the basis of roles. This document identifies the following
types of human roles:

e Operational roles of the users of the system during normal running.
These include, for example, the Payment Card Helpline Advisors
and the Post Office Counter Clerks.

e System and Security Management roles. These are the people
who are responsible for maintaining and monitoring the system,
including adding new software and users.

e Support roles such as engineers and application support

People in specified roles are permitted to carry out defined functions,
normally by controls within the Pathway information systems. In a few
cases, manual procedures are used to supplement these.

Pathway controls which people can carry out which roles, and
therefore perform which functions. However, users are individually
identified so that they can be made accountable for their actions.

Roles are defined to support the functions in each of the Pathway
domains defined above. Where practical, the same or similar roles are
defined for several domains to reduce complexity and make it easier to
check compliance with the overall security policy. The following
subsections identify roles and major functions used in most Pathway
domains. In some domains, several of these functions are available in
one role to simplify administration where separation of these duties is
not required. This is defined in the more detailed sections of this
document about the individual domains. Several domains have specific
requirements which require use of particular roles.

A limited number of roles are “pathway wide” and so recognised in
most Pathway domains. These are the Pathway management roles
which allow auditing and investigation of all Pathway systems.

The Access Control Policy includes all roles for users who have direct
access to the Pathway operational systems and the related systems at
the Data Centres. In addition, this document includes a limited number
of roles of users who cause others to use the system on their behalf,
for example in response to a phone call.
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Note that as many of Pathway’s operations are automated, access by
systems entities, for example, particular applications, must be
controlled as for human access to the system. This Access Control
Policy covers access by such system entities, but does not define roles
for them.

3.2.1 Operational Functions

It is Pathway policy to automate the operation of Pathway applications
where practical, thus reducing the need for human intervention and
associated access controls. Operational applications are automated at
the DSS/BA, POCL and Pathway Data Centres, as are transfers of
data to/from them and the Post Offices. Processes are initiated as the
result of some event such as the receipt of data. In these central
domains, no human intervention is required unless some exception
condition occurs or a query is received at the Help Desk. Control of
access to resources for automated processes results from the way the
system is installed and configured.

The operational roles are different in each domain. For example, there
are Pathway management functions at the Corporate services domain.
At the Post Office, operational roles are the Post Office Manager,
Supervisor and Counter Clerk. These should be taken as also referring
to the equivalent staff in franchises and Sub Post Offices including Sub
Postmasters and their staff.

3.2.2 Common System Management Functions

Functions to manage and administer systems are required in all
domains. Note that many such system management functions are done
remotely from the systems being managed.

The main management functions for a system in any of the domains
(for example, a Sequent machine supporting the PAS/CMS Services or
a Post Office set of counters and LAN etc) are as follows:

¢ System set-up and installation: setting up the base and
application software on the system and configuring it for live
running. On installation of some systems, cryptographic keys will
also need to be installed- see security management roles.

o Software Update: updating the software and reconfiguring it. Most
updates to software are done automatically by system management.
However, some base software updates need to be done manually
on site.

¢ System Management: monitoring events and resources in the
operational system and taking appropriate action to rectify
problems. Also, distributing software (complete new packages or
patches).
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e Operational Management (sometimes called System
Administration): keeping the system running - responding to
incidents, keeping it correctly configured (where this is not done by
system management). This is mainly concerned with operating
system management, but may also involve some database
administration.

o Computer operator: in most domains, this is a minimal role
involving switching on the machine, loading media and similar
operations. (Most management of the system is done as part of
other management roles.)

¢ Package Administration: Pathway uses a number of packages to
handle resources. The key packages and functions associated with
them are:
¢ Oracle Database Administration. This includes
administering the database structure set up and
maintenance.
Access to databases is often controlled by packages such as
Discoverer and Business Objects which also require
administration.
¢ Riposte Administration. Management of Riposte message
stores and groups is largely done automatically.
¢ Tivoli Administration. This is used to configure what Tivoli
manages and set thresholds etc. (Specifying the Tivoli roles
and regions etc is also a security management function). See
section 8 for more about Tivoli.

e Application Management: Managing the running of the
applications themselves where human intervention is needed.

Note that some of these functions are carried out in the System

Management Domain. Further management functions there are:

¢ Network Management: managing the network, including routers
and firewalls, which connects machines and domains together.

¢ Implementation management: managing the roll out of the
Pathway solution to Post Offices.

3.2.3 Common Security Management Functions

There are a number of management functions particularly concerned
with security. In practice, these will often be performed by people in
other management roles, but in that case, are defined as part of the
responsibilities for that role. Security management functions are:

¢ User administration: administering user security information such
as their authentication information, the roles they can perform and
the groups they belong to. It may involve operating systems (e.g.
Dynix, NT) and packages (Oracle, Riposte, Tivoli) etc. It may be
split into:
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o initial set up of roles/groups and key users

¢ individual user management, including removing the rights of
users who have changed jobs or left the organisation

e periodic checks for, and removal of, redundant users

¢ Resource access control: administering who can access which
resources in the operating system, database or applications. Unless
otherwise stated, human user access to resources is based on role
rather than individual user identity. This is generally done as part of
the management or administration of the particular system, package
or application.

In addition, there are Pathway wide roles for Security Event Auditing
and Cryptographic Key Management (see 3.2.5).There may be local
auditing functions in some areas as well as the Pathway wide function.

3.2.4 Common Support Functions

Support functions are primarily concerned with:

o Keeping applications operational
Application support, including diagnosing application problems at
the Post office, is mainly done remotely.

¢ Training staff to carry out their defined roles.
On-line training is provided at Post Offices and Payment Card
Helpline.

e Keeping all equipment operational. This includes:

¢ Running diagnostic applications to check for equipment faults (at
the Post Office, done by the Post Office Manager, as well as
engineers,)

¢ Installing new Post Offices; done by Installation Engineers

¢ Replacing and reconfiguring hardware; done by Support
Engineers. This includes network boxes as well as NT and
UNIX systems.

¢ Technical Help Desks for reporting, and getting advice on,
problems

3.2.5 Pathway Wide Roles

People in the following roles have access to several of the domains:

e Pathway Business Support. This role supports the business
operations. For example, it handles financial reconciliation of
payments.

« Pathway Fraud and Risk Manager (FRM). Concerned with
identifying, monitoring and managing fraud, particularly in benefit
payments.
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While much of this is done using MIS systems, FRM staff also
access operational Pathway systems such as the TMS journals and
PAS/CMS data.

o Pathway Security Manager: Responsible for managing security
tokens for all Pathway users authenticating using tokens, and also
other functions.

e Pathway Cryptographic Key Manager: Responsible for generating
and distributing keys all cryptographic keys used in Pathway to
protect communications links, digitally sign information and encrypt
filestore.

The Key Manager will delegate some responsibility for installing
and updating keys to Pathway Cryptographic Key Custodians and
Cryptographic Key Handlers.

o Pathway Security Event Auditor: Responsible for auditing all use
of the Pathway systems, so requiring access to most of the Pathway
systems. (Access to the Post Offices is not required, as TMS
provides sufficient records of Post Office activity at the Pathway
central site.)

o Pathway Business Function Auditor: Responsible for general
auditing of the Pathway system focusing on business, rather than
security, auditing. Note that the Pathway Security Event Auditor and
the Pathway Business Function Auditor access much of the same
information (though look at it differently). Therefore the term
Auditor (meaning both these auditors) is used where both have the
same access to systems.

These Pathway Management roles are described further in section 7
on the Pathway Corporate Services Domain.

3.2.6 External Roles

In addition to the Pathway roles defined above, POCL customers use
the system indirectly at the Post Office (see section 5).

Some people in POCL, DSS/BA and others also access the system.
These are:

e POCL Auditors, Investigators and Emergency Managers who can
access services at Post Offices as described in chapter 5. They also
have access to audit information at the Data Centres via Pathway
Auditors - see 7.6.

e DSS and NAO Auditors have similar access to central audit
information.

+ Benefit Agency staff use the on-line CAPS interface, for example,
to make emergency payments or stop cards or payments.
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e DSS Help Desk staff are expected to use the on-line CAPS
interface for queries e.g. on authorised payments.

e DSS Fraud Investigation Team access the FRM database and a
limited amount of information in the Data Warehouse - see chapter
7.

POCL, DSS and NAO Auditors also have access to audit information
at the Data Centres. Initially this will be provided via Pathway Auditors,
rather than by these auditors having direct access to the Pathway
systems. Note that in this document, POCL, DSS and NAO Auditors
are often referred to collectively as External Auditors and are shown as
being subject to the same access controls. However, there are some
differences in data available to different External Auditors in line with
[AUDT]. For example, DSS staff cannot access POCL specific data.

3.3 Types of Information and its Use

The Pathway Access Control policy protects information in all Pathway
systems. For example, benefits information is protected from its receipt
from DSS/BA through its processing in Pathway and at the Post offices
to the return of transaction information to BA/POCL. This includes
protection of information during fault investigations and correction and
information retained for auditing and fraud investigation.

Information in the Pathway system includes:

¢ The business data such as the payment authorisation data to
support the PAS system, the reference data to support EPOSS and
the transaction data resulting from Post Office counter activities.
This is stored at the main operation systems and also in archives.
Some data is also available for management services at the Data
Warehouse.

¢ Training information - special business style data used in training
sessions

¢ On-line documentation e.g. Payment Card Helpline procedures,
Post Office procedures

¢ Operational systems data such as the software, configuration
information, Tivoli scripts, system management event logs etc.

e Security information about users, keys, security audit logs etc

Most processing of the business information, except at the Post Office,
is automated and therefore not subject to human access. Most
processing of system data is also automated.

All information is protected in conformance to the Security Functional
Specification and Pathway Security Policy.
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3.3.1.1

3.3.1.2

3.3.1.3

3.3.1.4

3.3.1.5

3.3.1.6

3.3.1.7

3.3.1.8

3.3.1.9

3.3.1.10

DSS and related business data is classified as RESTRICTED
according to the UK government classifications and must be protected
accordingly. Access to data with a National Sensitivity Indicator is
further limited to authorised staff.

Where human access to this information is needed, for example by
Help Desks and for system management, the information should only
be accessible to those with a need to see it according to their role.

Information in transit between systems should be encrypted for
confidentiality and/or integrity according to the needs of the particular
link as defined in the Security Functional Specification [SFS].

Digital signatures should be used for integrity of business information
between the Post Offices and other services where required. For
example, payment authorisations sent from Pathway are signed;
Automated Payments are signed at the Post Office prior to
transmission via Pathway to POCL or POCL Clients.

System data should also be integrity protected when required. Digital
signatures are used for integrity protection of software and scripts
distributed to the Post Offices and elsewhere. Appropriate key
distribution protocols as defined in [SFS] are used to protect all
cryptographic keys.

Business information in filestore at the Post Office PCs should be
encrypted.

Information in relational databases should be accessible only via
authorised client “applications” (such as Oracle Forms, Discoverer,
Business Objects, Tivoli database interfaces) except where there is a
proven need for lower level access. Lower level access will only be
granted for agreed operational management and support functions.

System Management actions by Tivoli should be activated using pre-
defined Tivoli tasks, authorised for use by SMC and the Pathway
configuration management and software distribution process. This
includes collection of diagnostic information from the Post Office for
application support.

RESTRICTED data on discs and other media (including printed output)
should not be accessible for unauthorised use. For example, archives
should be stored securely; information on faulty discs removed from
service should be inaccessible.

Information should be appropriately separated in filestore, database
tables etc. Each data set should be accessible only to those with a
need for that access.
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3.4 Information System Controls
3.4.1 Implementing Role Based Access Controls

Human user access to the functions of the system is controlled
according to the user’s role. Authentication procedures prove the
user’s identity. Authorisation procedures check the user’s right to carry
out the role. Access controls functions associated with resources will
check that the user with this role is permitted to access the resource.

The way roles and the associated access controls are implemented in
the information systems depends on the products used. For example,
Oracle and Tivoli support roles, so can use roles directly in access
control lists (rather than identity). Other products such as Riposte,
UNIX and Windows NT support groups which can be used to represent
roles.

Implementing role based access control involves:

o Administering information about users including role/group (as well
as identity), authentication information (such as passwords) and
other security relevant information associated with users in this role
such as operating system privileges, database views.

o Authenticating users via the appropriate method for someone in that
role at that location. At some locations, such as the Post offices,
permitted roles/groups are automatically associated with a user
when the user logs on. At other locations, the users are given
limited privileges on log-on and have to ask for others, though will
still be restricted to authorised privileges. (This particularly applies
to some management functions. For example, no user is allowed to
log onto UNIX with root access, though may be permitted a
controlled change to root access later - see 3.4.2.15.)

o Administering access control information associated with resources
e.g. which users in which roles with which privileges can access
which resources (files, data and other objects) in which ways.

Roles will normally be associated with major functions. Defining
separate roles allows different functions to be allocated to different
individuals. However, the actual allocation of roles to individuals is
done by administrative action. Some users can be permitted to carry
out more than one major function, so are permitted to take more than
one “role”, but this will not be done where it might undermine security.

The way individuals are allocated to roles depends on the products
used in the different Pathway domains and is defined further in the
later sections of this document. Some general principles apply:
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3.4.11 The principle of “least privilege” should apply to restrict the access
rights of users.
34.1.2 Duties of different users should be separated to minimise the damage

that any one user can do to the system or the information in it.

3413 If a role at a particular location is allocated to a single person, there
should generally be at least one other person who can deputise for
that person. (At small Post Offices where no deputy is available, if the
Post Office Manager is unavailable, the Post Office will not open until
emergency procedures have been invoked.)

3.4.2 Access Controls at Pathway Platforms

Much of the operational Pathway system is automated and does not
require human intervention except at the Post Office. The main human
users of the central systems are the system management and support
users. The Pathway systems are configured to reduce the risks of
human users interfering with the automated applications and of these
applications interfering with each other.

This section gives the policy for how access controls at all Pathway
platforms are configured. It gives the standard policy which applies to
all domains and identifies where variants are permitted. In these
cases, the variant is defined for the domain in which it is allowed in
sections 4 to 8 below. No other variants are permitted.

3421 Workstations from which operational systems can be updated should
have floppy drives disabled. Servers should have floppy drives
disabled at boot time. Booting from CDROM should also be disabled
once a system has been configured. In all cases, exceptions to this
rule must be agreed with Pathway Security Management and Horizon
and be documented.

3422 Workstations at the Post Office display sensitive business data (e.g.
about payments) as part of normal operation. All other workstations
which can display sensitive information should be in physically secure
areas.

3423 All systems should have the required roles, groups and other
privileges set up on installation. It should rarely be necessary to
update these. “Guest” users must not be enabled in the installed
systems, and where possible, should not be included. Other generic
users should not be accessible for user logon except in exceptional
circumstances explicitly defined in the appropriate section below.

3424 After a workstation is booted up, a log-in screen should be displayed
which cannot be by-passed.
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3425 People accessing Pathway systems are required to identify themselves

using hand held tokens if:

e They are at sites remote from the Data Centre and can update
operational or MIS systems (for example, to perform systems
management actions)

e They can access BA and/or POCL business data (except at Post
Offices).

e They are authorised to update system data which can affect the
running of the Pathway systems. This includes people who have
UNIX root privilege, NT users belonging to the administrators group
and database administrators.

3426 Where such tokens are used for authentication, the associated PIN
must be at least 6 characters long.

3427 If a user who authenticates with a token to one system/domain needs
to perform an additional authentication to another system, the second
authentication should also be a token based one, using the same
token. Agreed exceptions to this must be documented.

3428 Each user will have an individually allocated token except in
emergencies, for example, when a token is lost. In such cases, specific
authentication will be agreed.

3429 Where passwords are used for authentication, the user is forced to
change the initial password before any other access to the system is
permitted.

3.4.2.10 Passwords will expire in 30 days unless otherwise stated (in the

section on the appropriate domain).

3.4.2.11 Re-use of the same password is not permitted for either a specified
time or until at least 3 other passwords have been used.

34212 The minimum password length is 6 characters.

3.4.2.13 After 3 consecutive unsuccessful attempts to log-on, the user is locked
out unless otherwise stated.

3.4.2.14 People are identified to the Pathway system as individuals. Users with
direct access to the system are registered as follows.

¢ |f accessing the system via a package such as Oracle or Tivoli, they
are registered with that package.

o Users who require direct access to the operating system are
registered with that operating system
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e Users requiring token authentication are also registered with the
appropriate authentication service.

(The only exceptions allowed to this are the specific cases identified
in later sections of this document. In these limited exceptional cases,
the user, for example, an engineer, is identified as an individual using
manual means prior to using the system in a way specially set up for
this, and where the use of the system is suitably monitored.)

3.4.2.15 Users are authenticated with their individual usernames on first
accessing the system. A change to use another username, will only be
permitted to certain authorised management roles in exceptional
circumstances as specified in the appropriate later section (for
example, for Sequent systems in 4.2.2). Any change to use another
username is controlled (as specified in that section) and audited in a
way which will always be recorded.

3.4.2.16 The filestore is structured to prevent interference between users and
between applications.

3.4.217 Access to shared resources such as filestore is controlled by:

e Access to that filestore being restricted to a specific product which is
available only to authorised users. (Most access is controlled this
way as most use of the system is automated), or

o Access to those resources being restricted to users in specified
roles. (Group ids may be used to represent roles. Access control
lists using these will ensure that only authorised people can access
the resource).

34218 Access to Tivoli and Oracle resources will use role based access
controls.
3.4.2.19 Security audit logs are protected from everyone except those permitted

to take specified Security Event Auditor roles. Unless otherwise
specified for a particular domain (such as the Post offices) , the
security auditing role is separate from other roles at that domain.

3.4.2.20 Passwords are stored in encrypted form separately from application
data and executable code, except for the specific cases listed in
3.4.3.1.

3.4.2.21 Interference between applications is prevented. For example, at any

system, different applications run in their own user names or that of the
user calling them (or at the Post Office, in the Riposte username
impersonating the user).
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34222

3.4.2.23

34224

3.4.3

3.4.31

3.4.3.2

3.4.4

Packages (such as Oracle and Tivoli) and applications above the
operating system must also conform to the Access Control Policy. For
example, Oracle should restrict Payment Card Helpline users to the
authorised tables and views.

Audit records are generated at the server for client-server applications
(such as Oracle Forms applications using PAS/CMS) so audit logs do
not rely on input from workstations.

Where a product is delivered with pre-defined usernames for human
users, these should be deleted (or if this is not possible, disabled)
once the initial individual usernames for administering the system have
been set-up. Usernames should be disabled by changing to a
password which is extremely difficult to guess, then storing this
password in a safe.

Non Human Users

As much of the operational Pathway system is automated, some users
are system, not human users, so there are usernames and passwords
for both types of users. In general, system users should be subject to
the controls specified above (e.g. for password protection), as such
usernames generally cannot be confined to human users only, so
human users can potentially access usernames intended for system
users. However, some differences are permitted.

The username and password used to automate the log-in may be held
in clear if it is only accessible to authorised operational management
staff for that system and the potential damage from mis-use of that
username is minimised.

The password may expire less frequently than the 30 days for human
users where suitably obscure passwords are used, and the risk of
external access to such accounts is very low.

Engineering Access

Where possible, engineering access to the machines, for example, for
hardware diagnosis and repair, is subject to the controls specified
above. However, in some limited circumstances, for example, when the
operating system cannot be booted, special access is needed, by-
passing the normal controls. In such cases, any visiting engineer must
be subject to the “authentication of visitors” procedures (see 3.5.3) and
two people must be present during such access.
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3.4.5

3.4.51

3452

3453

3454

3.4.6

Workstation Related Access Controls

The Access Control Policy covers the security of the workstations used
by humans to access the Pathway services where this affects the
security of the system. The security required depends on the type of
access the user has to the system and the security of the route to the
system accessed. The following policies are in addition to those in
3.4.2 above.

Users with interactive access to Pathway systems should use
controlled, NT workstations where the workstation set-up, including
services available at that workstation, is controlled by Pathway.

Use of other workstations are only permitted when access is
constrained to a single system (via network controls), this system does
not store sensitive BA or POCL business data and access is limited to
agreed types. All such exceptions to the “controlled NT” workstation
policy must be authorised and documented in the ACP.

Workstations which have access to sensitive data should be on
separate networks linked only into the Pathway secure network. Any
exceptions to this must be documented in this Access Control Policy.
Documentation on exceptions must explain how the sensitive data is
protected from other networks accessible from the workstation,
including use of routers and firewalls and how these are configured to
prevent undesirable traffic.

Where workstations and servers require access to both the Pathway
Data Centres and other systems, an authorised combination of routers
and firewalls should be configured to restrict the traffic to that
permitted. All such cases must be documented in this Access Control
Policy and are confined to the Pathway Corporate Services sites.

Controlling Traffic between Systems

Pathway controls should restrict who can access what services so
there is no unnecessary access to services. This covers all traffic in
and out of, as well as within, the Pathway campus. Controls are
enforced using a combination of access lists at routers, platform
controls on use of ports and other application gateway/firewall controls
where needed.

General policies in addition to the workstation related ones in 3.4.5 are
given below. More specific policies are in 8.10.
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3.4.6.1

3.4.6.2

3.46.3

3464

3.46.5

3.4.6.6

3.5

3.5.1

3.5.2

All accesses in and out of the Pathway Data Centres should be
restricted to the required traffic from/to authorised sources using
routers and firewalls. Such traffic should be routed only to the ports at
systems which require that traffic.

Traffic originating within the Pathway Data Centres is generally
initiated by controlled applications. These applications (and the way
they are configured in the system) should restrict traffic between
systems to that needed.

Where there are specific systems subject to higher risks or
vulnerabilities in the Data Centre network, additional network controls
should be used. All such special cases should be documented in the
ACP.

Accesses to/from the Pathway Data Centres such as CAPS, TIP and
SMC will have well defined, controlled links with cryptographic
protection where needed as specified in the [SFS].

External support users of Pathway systems should be permitted
access to the Pathway Data Centres only from approved remote sites,
only when authorised to carry out a specific support activity and only
via controlled routes as specified in this Access Control Policy.

No other accesses in and out of Pathway should be permitted.

Other Access Controls

In some cases, the information system cannot provide all the access
controls required. For example, telephone contacts cannot use normal
IT authentication procedures. In these cases, some other form of
authentication is required.

Customer Authentication

Customers authenticate themselves at Post offices using PUN, card
and responses to questions - see [SADD] and section 5.

Customers may also need to provide some proof of identity to the
Payment Card Helpline, depending on the type of call - see 5.3.5.

Other Telephone Authentication to Help Desks

Apart from customers, Help Desks may receive calls from at least Post
Offices, POCL offices, DSS offices and Pathway sites. Many of these
calls come from offices and sites known to the Help Desks. In many
cases, the request will not be actioned unless the source of the call
has been authenticated.
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Both the Payment Card Helpline and the Horizon System Help Desk
will maintain information on the Post Office and other relevant sites
and offices. The caller is asked for information to authenticate the
location, and if required, the individual which the Help Desk can verify.
The information known about such offices and sites includes the office
code, possibly the telephone number, the address and for some sites,
the name of the contact.

For certain cases, different (normally extended) authentication is
required supported by further information. The methods used for
authentication in these cases are included in the definition of the
appropriate domain.

3.5.3 Authentication of Visitors

Some visitors to both Pathway and Post Office sites need access to
the IT system. Such visitors will have a company identity card which
includes their photograph, signature and pass number. Unless
otherwise stated, for all such visits, the pass number of the visitor must
be notified in advance to the relevant manager; access will not be
permitted if this has not been done. However, Auditors will visit Post
Offices and other sites without prior notice to the Post Office Manager.

Pathway visitors to Post Offices are subject to Pathway vetting
procedures and approval by Horizon. Visitors to Pathway sites are
subject to Pathway vetting procedures.

At the Post Office, visitors such as engineers and auditors are not
known individually to the system. However, they are known to the
Horizon System Help Desk, and authentication includes use of a one-
time password which requires calling the Help Desk. In these cases,
the telephone authentication procedure described in 3.6.2 is used to
identify the site, and is supplemented by verification of the particular
visitor, generally including their pass number.

3.6 Key Management

Cryptography is used widely in Pathway as described in the Security
Functional Specification [SFS]. For example, it is used for:

¢ Protecting information on links for confidentiality, integrity and origin
authentication in line with the requirements for that link.

¢ Digitally signing information such as benefit authorisations,
automated payments and software in transit across systems.

e Filestore encryption at the Post Office.
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3.6.1.1

3.6.1.2

3.6.1.3

3.6.14

3.6.1.5

3.6.1.6

3.6.1.7

3.6.1.8

3.6.1.9

3.6.1.10

3.6.1.11

3.6.1.12

This Access Control Policy defines how the required cryptographic
keys are protected when in the information systems. As different keys
are protected in different ways, general policies are given here, with
specific controls defined with the other controls at the appropriate
system where needed.

CESG approved keys must be protected in line with CESG
requirements.

Key material (symmetric keys, DSA private keys and DSA entropy)
should be held in clear only when in physically secure environments.

Public keys (except for the CA’s public key) should be held in
certificates signed by the Certification Authority.

Symmetric keys should only be stored where necessary, and be held
securely.

Keys (or part keys) held in filestore must be in separate filestore
accessible only to authorised key custodians via authorised
applications.

Keys used for protecting data should not be resident in filestore in
clear.

Keys should be changed periodically according to CESG policy.
Different periods may apply to Symmetric Keys used for encrypting
data, Key Encryption Keys (KEKs) used to encrypt other keys and
Certification Authority keys.

New KEKSs should not be distributed solely under the protection of
existing KEKSs.

Key material in transit electronically must be encrypted (except for

CHAP keys between the routers within the Pathway Data Centre LAN).

Cryptographic keys and Key Encryption Keys are either installed
locally at the machine where they are to be used, or are distributed
electronically using an approved protocol which protects these keys in
transit.

Where a key is delivered in two parts (e.g. a red key and a black key),
the parts should be delivered by different routes.

The key (or part key) to be handled manually must be held in a locked
safe when not in use. Access to this must be authorised and recorded
in conformance with Pathway procedures.
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3.7 Effect on other Pathway Standards and Procedures

This Access Control Policy defines the policy for controlling access to
resources in the operational Pathway system. As explained in section
1.2, there are other documents covering detailed configuration of
Pathway systems, physical security standards and procedures used
when operating the system. The effect of the Access Control Policy on
these other documents is:

3.7.11 The detailed configurations documents covering the different Pathway
systems define how this Access Control Policy is achieved. For
example, they should say how the roles defined here are set up to
restrict access as required.

3.71.2 The roles defined in this document should be used in other security
standards and procedures, not just information system controls. For
example,

e procedures for controlling access to secure areas must take into
account the roles of people and the organisations to which they
belong

e where a role requires access to sensitive data, this should be
reflected in the level of vetting required for staff in that role.

e users in these roles must be controlled through a formal registration
process. Each user must be authorised to take that role by the
appropriate authority before being added to the IT system. Records
of
all persons registered to use the system must be kept, though the
way this is done may be role or service dependent.

3.71.3 This Access Control Policy depends on Pathway procedures in some
places. The key ones are:

e Pathway (and associated) staff visiting other sites must have a
identity pass with photograph and signature. This must be from a
relevant organisation which gives such passes to suitably vetted
staff only.

o Post Office procedures which must include how to add users to
Riposte, how to physically protect tokens and passwords,
procedures for telephone authentication to Help Desks etc

o Girobank procedures associated with the Payment Card Helpline.
These include procedures for telephone authentication and action to
be taken on different types of calls. It also includes Girobank
procedures need to cover user and system administration in line
with this policy.
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e Operational management and application support procedures
(particularly CFM and SSC). These must detail, for example, how
remote access is properly authorised and the lines configured to
allow this when needed (see sections 4 and 8).

e System management procedures to authorise, for example,
distribution of software.

e Technical Help Desk procedures to ensure all relevant calls are
logged with the help desk systems system and properly monitored.

o General procedures for all users of the system. This will include, for
example, procedures on password use and incident reporting. For
users authenticating using security tokens it will also cover
precautions for protecting the tokens and associated PINs.

¢ Internal Pathway procedures, for example, for authorising software
for inclusion in the live system.

The Pathway Security Manager will satisfy himself that the procedures
at the various sites are in compliance with the Pathway security
policies and specifications.
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4.1

CENTRAL SERVICES DOMAIN

Introduction

The Central Services Domain is illustrated in figure 4-1.
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Figure 4-1 Interactions in the Central Services Domain

The hosts at the Central Services Domain are on Sequent machines
running Oracle applications. (New hosts, and host ancillary systems
may be added.)

The TMS agents interface between the application hosts and the
Transaction Management Service (TMS), extracting data from the host
and formatting it for transmission to the Post Offices as Riposte
messages and vice versa. The agents use SQL*Net to access specific
Oracle tables set up for such transfer at the hosts, either to retrieve
information to send to the Post office or to update tables as the result
of messages received from the Post office. TIP Harvester Agents
extract all transactions from the correspondence servers (via the
Riposte API) for forward transmission to TIP and elsewhere.

Riposte at the Correspondence servers and Post Offices provide the
Transaction Management Service which records all transactions at the
Post Office Counters and archives them.

The main operational flows though the hosts, TMS Agents and TMS
are automated (as is most System Management).
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4.2

Sequent Systems with Oracle Databases

All the host systems in this domain run on the Dynix operating system
on Sequent and use Oracle databases, though the Access Services,
which feed information to and from the applications, in some cases
hold data in flat files. Interactions with Sequent systems are illustrated
in figure 4-2.
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Figure 4-2 Interactions with Sequent systems

Processing on the Sequent systems is normally initiated automatically
as the result of files being received or at a particular time. So the main
processing is controlled purely as the result of the way the system is
set up, not by controlling human access to the system. Similarly, where
practical, system management is done automatically (see section 8).
As the results of monitoring the system, the need to take some
remedial action may be recognised. Only where this action cannot be
taken automatically is human intervention required.

Direct users of the Sequent system are defined in 4.2.1. The main
users are:

e Security managers who manage security information about users
and their privileges, groups etc.

e Operational Managers/System Administrators managing the Dynix
operating system and Oracle databases. The normal role here is
monitoring the system. More active use of the system occurs as the
result of incidents.

o Application support people diagnosing software faults and
engineers diagnosing and clearing hardware faults
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e Security and other Auditors

¢ Application specific roles as detailed in 4.3 below.

4.2.1

Roles

People in the following roles have direct access to the Sequent
machines.

Role
Computer Operator

| Main classes of functions

Physical operations e.g. media handling, and the ability to
run pre-defined jobs, such as back-ups.

System Monitoring

Monitoring the operational system using Patrol.

Database monitor

Monitoring Oracle databases

Operational
management/
System Administrator

Management of Dynix including any action needed
concerned with replication between campuses and local
archiving.

Operational monitoring/management using Patrol
workstations.

Job scheduling (Sequent & NT) using Maestro
workstation.

Code updates when required quickly (prior to update via
configuration management) and authorised

Operational manag't/
Database
administrator

Oracle database administrator for database structure -
setting up views, space allocation etc.

Secure menu
administrator

Configuration of the secure menu system, including
addition of new functions

Security Administering UNIX user information, including group
Management membership for all users of the Sequent system.
Administering Oracle database administrator (DBA) users
and associated roles and privileges.
Administering users rights in the Secure menu system
Security monitoring
Dynix 3rd line Operational management of Dynix by Sequent staff when
support CFM cannot cure problem.

Database 3rd line
support

Operational management of Oracle when CFM cannot
cure problem. This may sometimes require updating the
database.

Application support
user

Supporting applications on Sequent - both Oracle
applications and Access services.

Application support
manager

Supporting applications as above, plus correcting data
when required and authorised.

Application support -
VME applications

Using Sonnet on Sequent to access the Pathway partition
on DSS VME systems for application support

Application 3rd line
support

Supporting Oracle applications

Engineer Hardware diagnostics and repair
Base Installation and | Initial installation and configuration the base system -
configuration Sequent and Oracle databases. Later updates to these.

(Business Function
and Security Event)
Auditor

Access to audit trails, when these are not available
elsewhere
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422

4.2.21

4222

The Sequent operational system uses symmetrix discs. These are
linked across Data Centres via the Energis network. The roles and
associated access controls for supporting the symmetrix disc controller
and the network box which connects these discs to the Energis
network are covered in 8.8 below.

System Access Controls for Human Roles

As for all domains, system access controls conform to the policies in
section 3.

Users access the system at the operating system and/or Oracle level -
many of the roles above require both levels of use.

Note that users of specific host applications only (see 4.3) should be
Oracle users, not operating system users.

System Level Access Controls

System level access controls at the Sequent system are enforced
using Dynix facilities with some additions. All users requiring UNIX
level access to the system will access it using a Secure Menu System.
This constrains the functions called depending on the user’s role and
audits all functions performed by that user. Most management
activities should be done using specific functions on the menu. Where
the function requires a change of username, that will be done
automatically by the menu system and audited. Changes to username
will also cause a Patrol event. For emergency use, the menu will
include an item which provides root access and use of UNIX
commands.

Engineering access when the operating system cannot be fully booted,
is via “single user mode” under controlled conditions (see 3.4.4).
Single user mode should only be used when more controlled methods
are not possible.

Oracle Application Access Controls

Oracle users can access Oracle applications and databases in several
ways:

¢ Oracle applications or other tools on the user’s workstation,
accessing the database via SQL*Net.

e SQL*Plus and other facilities on the Sequent system, called via the
secure menu system above. (SQL*Plus should not be used in client-
server mode.)

¢ System management tools using system management protocols

Database administration functions should use:
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e Patrol for monitoring the database

e Pre-defined Discover queries to examine the state of the database.
(Discoverer should be configured to restrict access to the tables and
views needed for the task and audit actions.)

e Pre-defined, authorised SQL*Plus for database updates (which
should include auditing)

Application support should use:

e Discover queries to examine the data

o Pre-defined forms for correcting standard types of data problem

e Pre-authorised SQL*Plus scripts for correcting other data problems

Pre-defined forms and pre-authorised scripts should audit the
correction made.

Note that application support users also need system level access, for
example, for access to code.

Human users of an Oracle database or application, are registered with
the particular Oracle database server as users of specific Oracle roles.
The following Oracle roles should be defined for all Oracle
applications. (This section includes only those roles which are
supported for all Oracle databases - specific roles for specific
applications are defined in 5 for PAS/CMS and 4.3 for other
applications). Note that in some cases, people with different human
roles may have the same access to the same Oracle role.

Oracle role Functions, and roles
MONITOR Read only access to application data in this database
- used by Auditors, FRM, application support etc
AUDITOR As MONITOR plus access to audit information
- used by auditors
CFM_DBA Full dba privileges
SSC As for MONITOR, plus limited updates, implemented by
pre-defined, authorised forms

Note that there are also roles for non-human users such as system
management tools and TMS agents.

Table of Access Controls by Role

The following table specifies for each role how users access the
system (workstation type and location), how they are authenticated
and where defined and what resources are available to people with
this role. Note that some of the operational and system management
users have access to a number of systems and are described more
fully in section 8. Information in this section is limited to their use of the
Sequent system.
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Role | Workstation type | Authentication method | Resources
= and Location & where user defined | available
Computer console UNIX/secure menu with | Predefined jobs in
Operator token secure menu system
only
System X terminal (or token authentication Resources as
Monitoring emulator) at Data available via Patrol
Centre and CFM
site
Database NT workstation at UNIX/secure menu with | Read only use of
monitor secure CFM site token SQL*Plus, svrmgr
Operational | NT Workstation (X | UNIX/secure menu plus | Functions as on
Managemen | terminals or token authentication menu. This can
t/ emulators for Patrol | (see note 3). allow use of root and
System & Maestro) UNIX commands
administrato | CFM secure site and Oracle dba
r functions.
Database NT workstation at UNIX/secure menu Functions as on
administrato | secure CFM site using token menu - this can
r authentication; allow Oracle dba
Oracle user registered functions for
with associated role for specified
dba functions applications
(CFM_DBA role)
Secure NT workstation at UNIX/secure menu Defined functions for
menu secure CFM site using token menu admin
administrato authentication;
r
Security NT workstation on UNIX/secure menu and User information in
Managemen | secure LAN token (see note 3). UNIX, secure menu
t CFM site Oracle user registered system and Oracle
as above
Dynix 3rd NT workstation. UNIX/secure menu plus | UNIX, which can
line support | Secure site (see token include root access
notes 6 and 7) (see notes 5 and 6)
Oracle db NT workstation. UNIX/secure menu plus | Read only access;
3rd line Secure site (see token Oracle dba, &
support note 6) (see notes 5 and 6) limited UNIX
functions.
Application NT workstation at UNIX/secure menu plus | Read only access to
Support secure Pathway token; Registered event logs and other
user site Oracle user relevant files and
databases; Oracle
MONITOR role
Application NT workstation at UNIX/secure menu plus | As above, plus
support secure Pathway token; Registered controlled write
manager site Oracle user access to
application data -
Oracle SSC role
(see note 9)
VME NT workstation at UNIX/secure menu at Sonnet, for VME
application secure site Sequent (also VME access
support user)
Application NT workstation at UNIX/secure Read only access to
34 line secure site (note 6) | menu/Oracle application | application; Oracle
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support plus token MONITOR role
Engineer computer console. UNIX with engineer Access to
Data Centre password (see notes 5 & | diagnostics and, if
7) needed, data on
suspect hardware
Base computer console UNIX most
Installation Data Centre
Auditor NT w/s on secure UNIX/secure Audit logs -
LAN; Pathway site | menu/Oracle and token | platform, secure
(Feltham) authentication menu, database,
application;
includes Oracle
AUDITOR role
Notes:
1. Wherever possible, responses to events are automated, to prevent

the need for human interaction.

. Wherever possible, responses to events which require human

interactions are performed using pre-defined functions, rather than
command line access to the system.

. Operational management staff always authenticate under their own

names to UNIX and perform functions wherever possible without
superuser/root privileges (see 3.4.2.15). If root is needed, the
appropriate menu item on the secure menu system will be used to
switch users. This will be audited and an alert sent to Patrol so a
record remains available even if the audit log at the UNIX machine
is subsequently corrupted.

. Emergency operational management is currently expected to be

from the CFM secure site at Belfast.

. All visiting staff are subject to manual procedures on entering the

secure Pathway site to authenticate who they are and authorise
their access to the computer room - see 3.5.3.

. Where Sequent and Oracle staff provide 3rd line support, this may

be from Sequent and Oracle sites. In this case, access is from a
secure area using a secure NT workstation on a secure LAN via
encrypted links to the Data Centre - see 8.2.1 and 8.10. Call in
procedures are as in 8.2.2.

. As Sequent require root access, an independent monitoring system

will be used where all key strokes on the Sequent workstation are
captured and echoed on a CFM workstation.

. Visiting engineers are subject to manual procedures as in note 5

above.
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1. Application support managers can correct application data subject
to authorisation procedures - see 8.7. For Oracle applications, this
should, where-ever possible, be via functions available to Oracle
SSC role. In exceptional circumstances, use of SQL*Plus scripts will
be authorised after checking. For Access and other services, this
may involve updates to flat files. In all cases, corrections to the data
are audited.

4.2.3 Dynix and Oracle Access Controls

The Dynix operating system should be set-up according to the access
control policy in 3 above. For example, Security Audit Logs (both Dynix
and Oracle ones) should only be accessible to Security Event
Auditors, for Oracle, where there is more than one database on the
same machine (e.g. OBCS, APS, PAS/CMS), these will run under
separate user names.

All loading/unloading of data to/from Oracle databases should be done
by automated processes. Separate interface tables should be used to
restrict the damage possible due to failures during automated
processes.

The set-up of the system should be regularly monitored, for example,
to check for dormant accounts and to review any changes made to
important system files.

4.2.4 Control of Connections to the System

Links to the Sequent systems are controlled by routers and by
configuration of applications and the use of Sequent ports. These
restrict access to the Sequent system from other services at the
Pathway Data Centres and elsewhere. These should permit the traffic
required to support the roles above and the Pathway application traffic,
for example:

¢ Telnet, X-terminal and token authentication traffic for operational
management, 3rd line support, job scheduling and Security Event
Auditors

e OSI traffic to VME (FTF and MAC) to support file transfer to DSS
systems and management

e SQL*Net access to Oracle databases from Girobank Help Desks
and agents extracting data from the databases for transfer to the
Post offices, to the Data Warehouse, to archives and exceptionally
for Fraud Risk Management

e File transfer of business data to PCs en route to/from POCL and De
La Rue
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4.3 Access Controls for Specific Host Applications

All host application are Sequent/Oracle ones, and are therefore
subject to the controls defined in 4.2 above. Each has some
differences in the automated feeds into/out of the application. For
example, PAS/CMS has feeds about payment authorisations with
CAPS and about cards with the De La Rue services. OBCS
communicates with the DSS ESNS e.g. to find what Order books have
been stopped. The RDMC service accepts feeds of reference data
from POCL (and potentially elsewhere). The TPS feeds Post Office
transaction information to the POCL TIP system. Access controls for all
applications conform to the general policies in 3.

All these applications support the standard Oracle roles (CFM_DBA,
AUDITOR, SSC and MONITOR) for database administration, auditors,
application support managers and people with only read access to the
database (application support users, system monitoring) - see 4.2
above.

In addition, there is a BSU role (for Business Support) for some
applications, including PAS/CMS - see below.

The MONITOR role is also used by the other human roles for read only
access - both Pathway and Girobank Fraud Risk Managers have this
role in PAS/CMS, APS, OBCS and TPS.

In addition, PAS/CMS and RDMC have further application specific
roles.

4.3.1 PAS and CMS

Information comes from the CAPS system, is processed by PAS/CMS
and sent either to the TMS for forwarding to the Post Offices or to the
Card or Temporary Token Producer to generate cards and PUNSs.
Information is returned from both these sources, processed and
returned to the CAPS system. The main processing is done
automatically without human intervention. Track and Trace information
is also received from the Royal Mail.

Specific PAS/CMS roles are:

e Payment Card Helpline Advisors using Oracle Forms applications to
access PAS/CMS and Helpline Security Managers maintaining user
information about them at the PAS/CMS database. See also 7.4 for
Helpline roles.

o DSS/BA benefit staff doing on-line transactions via CAPS e.g.
emergency payments and DSS Help Desk staff enquiring on
PAS/CMS data, also via the CAPS on-line interface.
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e Business Support users accessing PAS/CMS when required for
financial reconciliation (see 7.5)

e Fraud Risk Management staff accessing PAS/CMS data when
required information is not available via the Data Warehouse or

archives.

e The Cryptographic Key Custodian installing/updating the encryption
key needed for the CAPS to PAS/CMS link.

Note that the operational management role includes generating
contingency payment authorisations when CAPS is down according to
agreed procedures.

The following table shows the system access controls associated with
the PAS/CMS roles (apart from the Cryptographic Key roles which are
as defined in 7.7.1). All users in the table access PAS/CMS

information via Oracle tools.

Role Workstation |How authenticated |Resources available
~ |type and to PAS/CMS (& ‘ ‘
location where user
defined)
Helpline NT Help Desk|Oracle username, Particular PAS & CMS tables as
Advisor workstation in | password required for the authorised Oracle
Girobank (Oracle user Forms (with sufficient write access
area at associated with to allow cards to be stopped,
campus Oracle role) update call logging tables and
change password.)
Helpline as above as above As above, plus can handle data
Advisor with a Nationally Sensitive
(NSI) Indicator.
Helpline as above as above As a Help Desk Advisor, plus the
Supervisor ability to handle NSI data and
other more restricted dialogues.
Helpline as above Oracle username, Oracle user and role tables via
Security password (Oracle authorised Oracle Forms; access
Manager user associated with |as Helpline Advisors plus privilege
Oracle role) to create users and assign/re-
assign them to Helpline roles.
DSS/BA staff| DSS/BA Authenticated to Particular PAS tables as required
terminal and |DSS system, for the authorised transactions
site identified to P’'way by |from the Oracle client applications
transaction id. on VME. (The Oracle POLI
system username.)
Business NT at secure |NT user with token |Read only access via pre-defined
Support Pathway site |and Oracle user forms to PAS/CMS for
(BSU role) reconciliation
Fraud Risk [NT secure NT user with token  |Read only access main database
Manager sites G’bank, |and Oracle, UNIX? |in exceptional circumstances
P’'way user

There is a separate username for the Cryptographic Key Custodian.
Filestore accessible only to that user holds the cryptographic key.
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4.3.2 Reference Data Management Centre

Reference data can be associated with particular applications (e.g. the
price of stamps in EPOSS) or be more generic (e.g. Post office
details). It may come from POCL, POCL Clients and Pathway. Data fed
into the RDMC is classified according to whether it should be used to
update the RDMC and Post Office counters automatically (class 1) or
whether some human intervention is needed. For the main feed from
POCL, new reference data and its class is agreed in advance of the
data being fed to the RDMC.

All reference data fed to RDMC is validated. If validation fails, the data
is returned automatically to POCL without human intervention.
Reference data for counter applications is distributed via the
associated RDDS and the TMS system to the Post Offices. Reference
data is also fed to the Data Warehouse.

For reference data of class 2 and above, the data is held at the RDDS
until the dependencies for its use have been satisfied. For example,
the software needed to process it must be available and shown to work
with it. Some reference data comes from the Pathway project and
supplied to RDMC via Configuration Management as for other software
updates - see 8.6.2.

Application roles supported at the RDMC are:

Role Main Functions ~
Reference Data Kick off the transfer of validated reference data of
Change Manager classes 2 to 5 to TMS when all required

dependencies have been met. (Oracle role:
user_change_control)

RDMC Loader Manually initiated load of reference data files to
RDMC (Oracle role: user_loader)

RDMC user Query and report on reference data, so read only
access (Oracle role: user_reports)

RDMC access Sets up users and assigns them their roles (Oracle

administrator role: user_administrator)

All these users access the RDMC from a controlled NT workstation on
a secure LAN from a secure Pathway site via encrypted links.
Authentication to NT uses a token allocated to the individual, they also
authenticate to the Oracle application. Oracles roles control this
access. There are no human roles at the RDDS.

Note that the security management role in 4.2 includes user
management of the core users of the system, including the RDMC
users. Application support in 4.2 includes support of the RDMC.
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4.4

4.41

Windows NT Systems

There are several different types of NT systems in this domain. For
example, the TMS Agents are generally on separate NT servers from
those used for the Correspondence Servers and there are also NT
servers supporting security services, the time service, the PCs
providing the interfaces to transfer files to De La Rue, POCL etc.

All of these NT servers have common management and support users
and may have specific operational users as illustrated in figure 4-3.

Operational Data feeds

System Management
- software distribution
Operational roles k NT ; P resource m_anagemem
(application specific) 7 - event monitorin

S o5 ‘Manargem S Applications vstem Administration
s R e : and : . Base Installation
Security Event Auditor Infrastructure | [~

Engineers

A ﬁpl icaﬁon Sitﬁpoft

Figure 4-3 Users of NT systems

As for the Sequent systems, most of the use of the NT systems is
automated so human intervention is an exception - mainly for system
management and support. Different NT servers support different
applications, so there are some differences in the access controls
required at different servers. However, management of all NT servers
in this domain is done in the same way.

e The NT servers are managed using Tivoli and NT administration.
Events and resources are monitored via Tivoli (see section 8) and
appropriate remedial action is generally taken automatically.
Security management (e.g. administering users) is done using NT
utilities.

¢ Software and configuration information is distributed to these
systems via Tivoli (see section 8).

e NT servers also have local consoles for use by engineers when
diagnosing and repairing faults and for any other management
action required locally.

The common roles for all NT servers are described in 0. Specific roles
for particular NT servers are included in section 4.5.

Roles

People in the following roles have access to all NT systems in this
domain.
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4.4.2

[ Role
Computer Operator

. ﬁlain functions

Physical operations e.g. media handling, but no on-line
use of the system. This includes the Legato tapes used for
archiving

Operational
management

Any residual management of NT (not done by SMC e.g.
via Tivoli).

Security Manager

Administering NT user information, including group
membership.

Security Event
Auditor

incidents

Use of audit logs in monitoring security and tracing

Application support

Supporting applications on NT platforms.

user
Application support As above, but also able to correct some data
manager

Engineer Hardware diagnostics and repair

configuration

Base Installation and

Initial installation and configuration the base system - NT
etc Later updates to this.

Note that relational databases are not supported at most NT systems,
so NT database administrator roles are defined only at relevant NT
systems (e.g. the roll-out/auto-configuration system - see 8.6.)

System Access Controls for Human Roles

Access controls associated with these roles are defined in the followed

table.
Role Workstation Authentication Resources
~ type and method & where | Available
. location | user defined L
Computer no w/s; on site at | none, as no access Media only
Operator Data Centre
Operational NT w/s at secure | NT with token (defined | Administrator
Management Pathway site at appropriate rights
domain)
Security Manager | NT workstation at | NT with token (defined | User

secure Pathway
site

at appropriate
domain)

administration,
security policy
administration etc

Security Event
Auditor

NT workstation at
secure P’'way site

NT with token (defined
at appropriate
domain)

Read only access
to audit logs only

Application
Support user

NT workstation at
secure P’'way site

NT with token (defined
at appropriate
domain)

Read only access
to event logs,
registry and
relevant files.

Application NT workstation at | NT with token (defined | As above plus
Support Manager | secure P’'way site | at appropriate some data
domain) correction
Engineer Pathway campus; | NT with controlied Administration
no remote access | password/token

Base Installation

Pathway campus

NT with password

Administration

Notes:
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1. Engineers have controlled access c.f. Sequent. They are
accompanied by CFM staff when using the system

1. There is a specific variant of the administration role for
administration of the Primary Domain Controller of an NT domain.

1. Application support managers correcting data are subject to the
same controls as on Sequent and elsewhere (see 8.7) - all updates
must be pre-authorised, and the update method used must audit the
correction.

1. Apart from event logs etc which are relevant to all NT systems,
application support users should access application databases via
relevant tools, rather than just operating system facilities.

4.4.3 System Set Up
System access controls must conform to the policies in 3.

All NT servers are set up with a group and template user for each of
the roles above (plus any other defined for the particular NT system).
These templates are used when a user is assigned to a role to set up
that user with the required user profile providing access to only those
tools needed to carry out the role.

NT systems belong to domains with a primary domain controller and
backup domain controllers so users only need to be administered at
one place for access to all systems at that domain. Users in most roles
can logon once to all NT Pathway domains with trust relationships
constraining resources available between domains. However, some
roles (Engineer and Key Custodian) will always be defined as requiring
the user to be local at the machine. Policies for the structure of NT
domains are in 8.11.

4.4.4 Control of Connections

The following traffic is generally permitted to NT systems at the Data
Centre:

¢ Telnet and token authentication traffic for NT management, security
auditor access etc

e NT domain traffic

¢ Maestro job scheduling (at Agents)

¢ Tivoli traffic for event management, software distribution etc
o File transfer traffic using FTMS

e Client access to applications. Different types of access are used for
different applications
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However, the NT server supporting the KMA has more restricted
access (for example, no Maestro scheduling). Also, many of the NT
systems have application specific traffic such as SQL*Net access to
access Oracle database tables, Riposte RPC traffic to link to
Correspondence Servers.

4.5 Specific NT Servers (except security ones)

NT servers are used to support many of the Data Centre business
services used during normal operation. These include:

e The Correspondence Servers where Riposte, together with the
Riposte infrastructure at the Post Office, form the Transaction
Management Service which handles all the operational traffic to and
from the Post Offices. (Note that there is other traffic between the
Pathway Data Centres and the Post Offices for System
Management traffic and Key Distribution.)

e The Agents which transfer data between the hosts and the
Correspondence servers. There are different agents which handle
traffic for different links.

¢ The PCs which handle file transfers between the Pathway Data
Centres and POCL, De La Rue, and potentially other POCL clients
sites in future. (The PCs at the POCL and De la Rue sites are
controlled as described in sections 5 and 8)

¢ Related supporting services such as the Time Service, Archive
Service, Host Ancillary services.

e Security services such as the Entropy Servers used in signing
benefit payments, the Key Management Service used to generate
and distribute keys and the Authentication Service used for token
authentication.

All these NT servers are subject to the controls described in _ above.

In addition, there are also service specific access controls on some of
these systems. This section describes these controls for all these NT

servers except the Security Services ones which are described in the

next section.

There are also a number of NT systems used for system management,
software distribution and Post Office implementation. These are
covered in section 8.

4.5.1 Roles

Operational use of these services is automated, so does not normally
require any human intervention apart from the management and
support roles defined in 0 above. There are the following specific roles
at these NT servers.
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Role Main Functions NT Servers
o ~ o where
: - . applicable
Riposte Residual Riposte management which | Correspondenc
Management is not automated e.g. setting Riposte e servers
neighbours. (Setting up
Correspondence servers as members
of Riposte groups when new Post
Offices are added is done by the auto-
configuration application.)
Business Access to TMS when needed to Correspondenc
Support support reconciliation € servers
Pathway FRM Access to TMS journals in exceptional | Correspondenc
circumstances, when needed to e servers (and
support investigations. their archives)
Auditors Access to TMS journals when needed | Correspondenc
to when investigating security e servers (and
incidents their archives)
Legato Managing the audit archives Archive server
Adminstration
Crypto Key Installation and update of keys and re- | BES Agents,
Custodian & installation when needed e.g. on PC for De La
Key Handler machine reboot. (These roles are Rue link
defined in 7.7.1)
Notes:

1. The BES Agent requires installation of a DSA private key for
protecting payment authorisations. (and associated public key
certificates etc).

1. The De La Rue link PC requires installation of a Red Pike key.

Access controls for these roles are as defined in the following table.

Role Workstation type Authentication | Resources

. and location method ‘ available

Riposte NT at secure site NT domain user | Appropriate

management | (see 8.2) with token Riposte utilities

Business NT at secure NT domain user Controlled read

Support Pathway site with token only TMS
access

Pathway FRM | NT at Pathway NT domain user | Limited read

secure area with token only TMS

access (see
note)

Security NT at Pathway NT domain user | Audit logs and

Event Auditor | secure area with token limited read
only TMS
access

Legato NT at Pathway NT domain user Legato

Administratio | secure area with token archivies via

n Legato client
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4.5.2

4.6

Notes:
1. Business Support, FRM and Auditor access to the operational

Correspondence servers is allowed in exceptional circumstances for

limited amounts of data (as otherwise, the performance of the
system could be impaired). In all cases, access is controlled, and
limited to use of a specific Riposte Query tool.

1. Access controls associated with cryptographic keys are covered in
7.71

Other Access Controls

The network and platform set up should restrict the traffic to that
required to operate and manage the system. At all platforms, the

required system management traffic is permitted. In addition, the traffic
needed to support the operational and MIS process must be permitted.

For example:

e At Correspondence servers: data transfers to/from Agents using
Riposte RPC and to/from Post Offices using TMS via specific
routers

e At Agents in general: SQL*Net links to the appropriate host
application on Sequent (PAS/CMS, OBCS, APS, TPS or RDMC)

and links via the Riposte API using RPC for distribution to/from
TMS. Note that the TIP harvester acts as the Agent for both APS

and TPS and also supplies the TMS journal information to the Data

Warehouse.

e At BES Agents: links to an Entropy Server on a separate NT server

to obtain the entropy needed for signing payment authorisations
using DSA and to the KMA for distribution of some key material
using key distribution protocols which protect keys in transit

Security Services

Pathway uses cryptography for integrity and sometimes confidentiality

protection of all or selected data on certain links and sometimes
filestore. To support this, Pathway has the following security services

¢ A Key Management Application (KMA) which (generates and)
distributes cryptographic keys to Pathway services and the Post
Offices. An associated Certification Authority (CA) generates
public key certificates and Entropy servers which generate DSA
entropy for digital signatures.

e The VPN servers used for protection of the traffic to Post Offices
¢ An Authentication Service to support token authentication.

¢ The cryptographic boxes used for link level encryption of some
links.
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(This is in addition to the software security services to protect data in
transit on particular links. For example, encryption on the CAPS and
De la Rue links, digital signatures for payment authorisations send to
the Post Office. Also, there are signing servers to sign software and
auto-configuration information sent to the Post office - see 8.6.)

4.6.1 Key Management and Associated Services

Interactions with the Key Management Application (KMA) and
Certification Authority Workstation (CAW) are illustrated in figure 4-9.

rCryptograkphick : A7 Secardly Services Management,
 Key Manage‘r - Key Entro Certification| | __ SUPPOI’F
and other Management [] py Authority Engineering
Key Handlers icati Servers i etc
ey Application IWorkstation
EES Jt\gesnts BES
Typto Servers ooy

Post Offices etc

Figure 4-4 Interactions with the Key Management Service

The Key Management Application (KMA) is used to (generate and)
store cryptographic keys and is also used when distributing initial and
updated keys to the Post Offices, routers etc. Keys handled include the
CHAP keys for Post Office authentication and Post office filestore
encryption key. The KMA also uses the Entropy Servers to provides
the entropy needed for DSA signatures.

An off-line Certification Authority - the Certification Authority
Workstation (CAW) is used to generate public key certificates used
when verifying digital signatures.

People in the following roles have access to these services (in addition
to the NT operational management and support roles defined in 4.4).
Role = \ Main functions (system accessed)
Cryptographic Key Manager Generating keys and initiating distribution
of these; viewing current situation re keys
(KMA)

Generating certificates to certify keys
(CAW)

KMA Data Manager Maintain validity of data within KMA
database e.g. specify new client where key
to be sent (but no key management roles)
Cryptographic Key Custodian | Installing, updating and re-installing keys.
and Handlers - see 7.7.1
PO key recoverer Initiating recovery of a Post Office key for
(part of SMC Team Leader a Post Office Manager who has lost his
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role) card or PIN after authentication of the PO
caller to the Help Desk - see 8.3, 8.9.
Notes:
1. Access controls for the Key Custodians and Handlers are defined in
7.7.1

1. Access controls for the PO key recover are defined in 8.3.

1. The Key Manager and KMA Data Manager roles are Oracle users,
so log-on to Oracle (after NT workstation, token logon). This gives
access to specific functions only

1. There are also Database administrator and security manager roles
for the underlying database c.f. Oracle roles for host applications.

4.6.2 Authentication Service for Authentication using Tokens

Authentication using tokens will be supported by an Authentication
Service at each Data Centre. The Authentication Server at one Data
Centre will be the master, generally used for all authentication, with the
other acting as a slave to provide resilience.

The Authentication Service holds information about:

e Tokens, and when, and to whom, they are assigned; also the PINs
associated with these tokens

e Users of these tokens

¢ Clients who initiate authentication when users access the system.
These may be on NT and UNIX systems and on routers.

¢ Audit logs of authentication and administrative activities

e Configuration options such as the type and size of PINs permitted,
Client retry interval, master/slave information

The main roles at this system are:

¢ [nstallation and configuration of the Authentication Service - part of
the operational management role of the Solaris system on which the
service is installed - see 4.7.

¢ Administration of tokens and users for all Pathway users who
require authentication via tokens - see 7.7.2.

¢ Auditors - the Authentication Service has real time monitoring tools
for this (as well as providing audit trails to the Audit Service).

All these users access the system from controlled NT workstations on
a secure LAN in a secure area linked to the Data Centre over an
encrypted link. After initial installation of the service, they authenticate
using tokens.
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4.6.3 Cryptographic Boxes

Zergo boxes are used to provide link level encryption on a number of
links. These are government approved point-to-point encryption
devices using Rambutan and access controls are as specified by the
manufacturer.

4.7 Solaris Systems

Solaris systems are used for a number of services at the Data Centres
including:

¢ A Solaris system supporting the PAS/CMS training database. This is
used by the Payment Card Helpline for staff training and supports
the same Oracle Forms applications as used for the operational
system, but with training (and therefore not sensitive) data.

e The Network Management Station at each Data Centre- see 8.5

e The Solaris system at each Data Centre supporting Security token
management (see 4.6 above) and the Firewall Enterprise Centre
(see 8.5)

All of these Solaris servers have common management roles as
follows:

Role (and organisation)
Computer Operator (CFM)
Operational management
Security Management (CFM)
Security Event Auditor
(Pathway)

Engineer

| Main functions

Physical operations

c.f. Sequent operational management
Administering user information
Access to audit logs

Hardware diagnostic and repair

Access controls associated with these roles are defined in the
following table:

Role Workstation type | Authentication Resources
and location method available
Computer no w/s; on site at none, as no media only
Operator Data Centre access
Operational ? (is this NT, UNIX with token UNIX
management | Belfast) administration
Security see above UNIX with token user/security
management administration
Security NT workstation; UNIX with token read only access
Event Auditor | Feltham to logs, relevant
files
Engineer Pathway campus, | UNIX with required UNIX
no direct access controlled facilities
password/token

Printed: 22/12/98

RESTRICTED-COMMERCIAL
CAWINNT\Profiles\crosslab\Desktop\RSPOL003.doc

Page 58 of 117




FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date: 18/12/98

Note: this section is not yet complete, as roles have still to be discussed and
agreed.
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OFFICE PLATFORM SERVICE DOMAIN
5.1 Introduction
The Office Platform Service Domain is illustrated in figure 5-1.
Correspondence servers
at Pathway central sites Remote
A System
Management
NT
Counter | Auditors and
T € Infrastructure Emergency Manager
Customer “‘“‘ (Riposte o
journals etc) | — Support Engineer
Payment Card P | '
) ost Aoplicati B B
Helpline @ O ffice pplications Installation
Al staff APS EPOSS | f— Engineer
OBCS, BES
Horizon | OnTine _ Horizon Field =
System documentation || Support Officer
Help desk

Figure 5 - 1 Interactions in the Office Platform Service Domain

Information about BA payments and cards and also about APS,
EPOSS and OBCS is distributed using the Riposte Transaction
Management System which includes the Riposte journals at the Post
Office.

Customers pick up Benefits cards and use these to prove their identity
when receive payments or use the existing style of Order Books and
Girocheques to get payments. They may also use other Post Office
services such as Automated Payments and purchase many types of
items.

Counter clerks handle these transactions using the applications at the
counter. In exceptional circumstances, they may ring up the Payment
Card Helpline, for example, to confirm whether a payment should be
made or the Horizon System Help Desk for advice on other
applications. Post Office Managers act as local system manager and
report faults via the Horizon System Help Desk.

Engineers install the Pathway service to Post Offices, provide updates
and handle faults in the system by replacing components of it. The
Horizon System Field Officers (HFSOs) handle migration of existing
Post Office data.
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Post Office Systems are monitored and managed via System
Management Services using Tivoli. These are used to distribute
software and scripts to initiate management actions to Post Offices.
Software distribution can include updates to the Tivoli Agent and to
Riposte and NT as well as applications. Tivoli tasks are also used to
extract diagnostic information from the Post Office counter systems for
use in application support - see 8.3 and 8.7.

5.2 Roles
All direct users of the NT Workstations at the Post Office are local.

Although there are potentially several separate functions which in a
larger organisation would be allocated to separate people, only the
following roles are identified for Post Office staff:

¢ The Post Office Manager who is responsible for all the
management of the Post Office system including setting up
workstations, introducing users, doing accounts.
“Manager” is a generic term here - meaning the person in charge of
the Post Office. The person taking the role may be a sub-postmaster
or agent.
Post Office Managers may allow other staff to deputise for them,
and so take this role.

e Counter clerks who run the APS, EPOSS, OBCS and BES
applications.

e Supervisors who can perform all Counter Clerk functions and may
also do other functions such as view stocks.

The Post Office Manager acts as the Security Manager at the Post
Office (rather than this being a separate role as in other domains); in
many Post Offices, there are insufficient people to justify a separation
role for this.

Customers are also recognised at the Post Office, though they do not
access the system directly, so do not have a role in the system.

POCL Auditors have access to Post Office services. The normal
POCL Auditor will have read only access to the system. One of the
Auditors may take the role of an Emergency Manager who may take
over from the Manager after suspected fraud or when a Post Office is
closed down or transferred to a different Manager. POCL Investigators
have the same access rights as normal POCL Auditors and are not
distinguished from them in the IT system.
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Post Offices. Other Pathway staff such as Security Event Auditors do
not have access to the Post Office system.
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emergencies - see 5.4)
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Role
Manager

Main classes of functions

Key (and memory card) custodian -
and recovering keys.

User management (of local post office staff).

Stock unit management (including allocation to clerks)
Specific management applications, for example,
balancing Post Office accounts.

Run diagnostics to check system and peripherals are
functioning correctly.

All counter clerk functions.

installing, changing

Counter Clerk

System boot-up using the memory card. (At some Post
offices, this may be restricted to more senior staff.)
Run applications BES, EPOSS, APS, OBCS.

Contact the Payment Card Helpline when required.
Stock unit balancing etc.

Supervisor

As Counter Clerk plus viewing stock, users.

Clerk using
training mode

As Counter clerk functions with special training data
(counter clerk also uses special training benefits/APS
cards so does not need a customer present)

Installation Roll-out of new Post Offices including setting up Post
| engineer Office personality.
HFSO Migration of data, particularly stock units from existing
Post Office systems onto Horizon
Support Replacing peripherals etc and running diagnostics to
engineer check functioning correctly.
Adding new workstations, peripherals.
Auditor Production of reports as done by Post Office manager
and viewing and/or printing selected log of events.
Emergency As normal auditor plus all Post office Manager functions
Manager including user administration.

5.3

Control of Connections to the Systems

A multi-counter Post Office has a network of NT workstations, one of
which is the gateway with a link to the Pathway Data Centres as
illustrated in figure 5-2.

Printed: 22/12/98

CAWINNT\Profiles\crosslab\Desktop\RSPOL003.doc

RESTRICTED-COMMERCIAL
Page 62 of 117



FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date: 18/12/98

ISDN (or other) Link

NT workstations

Figure 5-2 Post Office Configuration

In some cases, the ISDN link is replaced by a different form of link, but
this does not affect the Access Control Policy.

In a single counter Post Office, the link is to the only workstation,
which may be at the Post Office site or may be portable. In a multi-
counter Post Office, not all workstations need have all the same
peripherals, so some transactions can only be done at certain
counters.

The link to the Pathway campus is protected using VPN as defined in
[SFS].

The following table shows which services are permitted on this link.

Service ‘ Type of access ]
Auto-configuration on Post Transfer of auto-configuration information
Office roll-out e.g. from Boot server - see 8.6.
Key distribution from KMS Key management protocols protect keys in
transit as defined in [SFS]
Transfer of business Automated using Riposte TMS features
information to/from
correspondence servers
Distribution of help Via Riposte TMS
documentation and training
mode data
System management via Automatic using Tivoli. Scripts and software
Tivoli including software are signed for integrity protection.
distribution
Gathering diagnostic data Read access only to required data (NT
for application support event logs) via Tivoli.
5.4 System Delivery
As the result of Factory installation, Post Office workstations have NT,
Riposte, applications and file encryption software installed. There is
also a “failsafe” version of NT included in the installation which will not
be updated by changes distributed via Tivoli. However, there is no
specific information or code for a particular Post office. Personalisation
information is added during installation.
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At this stage, the filestore is not encrypted, though the directories are
set up correctly for standard running.

The Riposte user groups are set up. The Manager, Supervisor, Clerk,
Engineer and Auditor groups are used by people in those roles. The
AuditorE group is used by Emergency Managers. The Support group is
used for emergency procedures such as the Manager forgetting his
password. The Engineer, Auditor, AuditorE and Support groups are set
up to require one-time password authentication.

Usernames are set up in Riposte and NT for an Engineer, an
Emergency Manager, a Support user and for a number of Auditors
(enough to allow an auditor at each counter of the largest Post Office).
There will also be a special Set-up Manager user used during Post
Office installation - see 5.6. These users are associated with the
relevant Riposte groups. (The Post Office Manager will introduce
further users later.)

Some standard keys are included in this installation as defined in
[SFS].

When leaving the factory, the only application which can be run is the
Auto-configuration one (see 8.6). It is not possible to log-on to NT or
Riposte.

5.5 System Installation/Reconfiguration

The Auto-configuration application at the counter is run by the
installation engineer on the gateway workstation when the counters
are first installed and after major configuration changes. It (together
with the auto-configuration facilities at the Data Centre - see 8.6) sets
up the link with the Pathway Central Services and installs the Post
Office personality, and registers this Post Office with the Central
Services.

When this has been done, the workstation is rebooted and the Post
Office Manager takes charge.

5.6 Booting the System

When the system is rebooted after installation, the Manager puts a
blank Memory Card in the reader and a PIN is generated for it (and
printed unless there is a fault) and key material put on the card. The
security initialisation process establishes the keys to protect the link
and encrypt the filestore. The Manager then starts up each workstation
for normal running.
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From this point on, whenever any Post Office workstation is rebooted,
the Memory Card is used for starting up the workstations securely as
described in [SFS]. The start up process completes in the display of
the Riposte log-on screen. No direct access to NT or Windows is
possible at any time, even for engineers.

On first installation of the Post Office, the Manager logs in under the
Set-up Manager username to create his individual username as a

Manager for future use. On first installation, existing stock units need
to be migrated to the Pathway system. This is done one of two ways:

e For Post Offices with manual records, the HFSO uses the MiMAN
(Riposte) application under the PO Manager control. The PO
Manager checks the bona fides of the HFSO and creates a
migration user, including the HFSO’s name in it, and with the role
MIGRATION which only has access to the MiMAN application. The
HFSO will logon (using a shared HFSO password) and input the
required stock unit information. After migration, the Post Office
Manager and HFSO check the name details are correct and the
Post office manager deletes the migration account.

e For Post Offices migrating from ECCO equipment, the HFSO uses a
laptop to read ECCO disks, and create Riposte attribute grammar
records from them. These are then fed to the Correspondence
server records for the Post Office via the Post office gateway and
the Migration server at the Data Centre - see 8.6. As for manual
migration, this is under Post Office Manager control. After migration,
the ECCO disk is invalidated, so it can no longer be used and the
Migration server will not accept another attempt at migration from
this Post office.

If there is a failure on booting the counter systems after installation of a
new package, the Manager, supported by the Horizon System Help
Desk, reverts to the Failsafe version of NT.

5.7 System Access Controls associated with Human Roles

As for all domains, system access controls conform to the policies in
section 3. The following specialisations of the general policies apply at
this domain.

e A password cannot be re-used for 18 months.
e The password is checked to conform to quality standards as follows:
e passwords cannot contain spaces

e there cannot be more than two consecutive identical
characters

o the password cannot be the same as the username
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o the password cannot be one of an agreed “excluded
passwords” list.

e The PIN used for the Post Office Manager's memory card is a 15
character alphanumeric value

o After a period of inactivity at a Post Office counter, the session will
time out, but can be resumed on entry of the password. After a
longer period of inactivity, the user is forcibly logged out.

The following table shows how access controls associated with human
roles are enforced at the Post Office counters after installation and
migration.

In NT and Riposte, there is no direct support for roles, so these are
represented by user groups - see 5.4. Users are maintained using
Riposte, which causes equivalent users to be maintained in NT.

Role Function Where Authentication | Resource
~ - ~ users needed access controls
~ ; defined ; - ;
Installatio | Start up Post | Notin Manual Auto-configurer
n Office system procedures (see application only
Engineer note 1)
Post Post Office Not in Manual Memory Card
Office installation system procedures and set up
Manager application only
(see notes 2-4)
Normal Riposte Riposte Relevant Riposte
functions and | user; in username and applications only
key changes | Manager password (see
group note 5)
Emergency Riposte user | Riposte All Riposte
procedures in Support username and Manager
(see note 5) group one-time functions
password
Counter All functions | Riposte user | Riposte Relevant Riposte
clerks and in relevant username and applications only
Superviso group password
rs
training mode | Not no separate log- Relevant Riposte
separately on from live applications with
defined application use training data
All Workstation Not in Memory Card Workstation start
permitted | start up system and PIN (see up only
PO roles notes 2-4)
Support running Riposte user | generic Engineer | Relevant Riposte
Engineer diagnostics Riposte diagnostic
username & one | application only.
installing new shot password Auto-configurer
hardware (see note 6) application
Auditors All functions Riposte user | generic Riposte Relevant Riposte

Auditor username
with one time
password (note 6)

applications only.
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Emergenc | Workstation notin Memory card and | Start up
y Manager | start up system PIN (see note 7) | application only
other Riposte One time Riposte
functions generic user | password applications only

Notes:

1. The installation engineer will have an Id card with a photograph and
signature and the Post Office will have been informed of his visit.

1. Memory Card use on installation and workstation startup is further
defined in [SFS]. More information about Roll-out is included in
section 8.6.

1. The Post Office Manager is expected to secure the Memory Card
and PIN for it in separate places.

1. If the Manager looses his card or PIN, procedures require the
Manager to get an emergency recovery key from the Horizon
System Help Desk.

1. If the Manager loses his password, he logs in under a Support
username, using a one-time password (see note 6), to reset his
password on his normal user name. In the Manager’'s absence, this
function may also be performed by an authorised deputy.

1. For authentication by one-time password, the Post Office System
generates a value. The user then phones the Horizon System Help
Desk with this, which provides a check value (after authenticating
the user’s identity). The check value is typed in to provide access to
this username. For Engineers and Auditors, the pass number will
also be typed in, so individual users can be identified in the log.

1. If the POCL Emergency Manager takes over a Post Office when the
Manager is unavailable or unco-operative, he may need to use the
Manager emergency recovery procedure to boot up the Post Office
PCs - see note 4.

1. If the Post Office counter fails to boot, the Manager needs to revert
to the failsafe version of NT. This is controlled by a one-time
password, with the Horizon System Help Desk providing the check
value as for Auditor authentication (see note 6).

After a user has logged on using Riposte, the Riposte desk top allows
access to only those items available to people in the user’s role. The
user cannot call any other applications or NT or Windows functions.

The application called from the desk top runs in the Riposte user name
but has limited privileges. It accesses filestore and other resources by
calling the Riposte API to the privileged Riposte Service - it cannot
access the files itself. The Riposte Service “impersonates” the user to
access any user related resources. [Some access to print spoolers do
not use Riposte, but are available to relevant applications.] The
Riposte account (used for the desktop and message service) does not
have administrator privilege.
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All Riposte transactions, including user administration, are logged in
the Riposte journals. On adding a new user, a full name must be
supplied.

5.8 Other Access Controls

The Customer is an indirect user of the system who needs to be
authenticated as defined in [SADD] for example:

o The customer brings a Pick-up Notice (PUN) with a bar-code as
identification when collecting a Benefits card (or brings an existing
card due to expire to collect a new card)

e The customer brings the benefit card as identification when picking
up a payment. Extended verification is used on transactions
particularly at risk of fraud such as foreign encashments.

Post Office staff may contact Pathway Help Desks and will need to
authenticate to them as defined in the section 5.3.5 (for the Payment
Card Helpline) and in 8.9 (for the Horizon System Help Desk).
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INTERFACE DOMAINS

The ICL Pathway project interfaces to systems run by other
organisations at their sites as part of normal operation. These are:

e The DSS Service Environment Domain, where Pathway components
at DSS sites interface to the DSS CAPS Service for payment
authorisations and to the DSS ESNS Service for stopping order

books.

e The POCL and POCL Clients Domain, where Pathway components
at POCL sites interface to POCL services for handling reference
data feeds to Pathway, Post Office transaction data to POCL and to
support Automated Payments (which in future, could interface

directly to POCL Clients).

e The De la Rue Card Services Domain, where Pathway components
at De La Rue sites interface to the De La Rue services for card,
temporary token and PUN production.

In all cases, the Pathway components are concerned with providing
the interface between the Pathway Central Services and the other
organisation’s services. They do not provide significant independent
application functionality.

In all cases, routers are managed by Pathway Network Management
(see 8.5) and interface PCs are managed using Pathway System
Management (see 8.3).

6.1 DSS Service Environment Domain

The DSS Service Environment Domain is illustrated in figure 6-1.

Pathway

Boun%

> To Pathw ay

>Data Centres

- EDS Pathway
ICL Series 39 System
VM E Management
DSS Partition = Pathw ay Partition Boundary
DSS applications : Pathway Access -
CAPS or ESNS | Service Firewall
| | L
- —t—
Local LANs Routers
DSS/BA site
Figure 6 - 1 DSS Service Environment Domain
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The DSS Service Environment Domain provides the interface between
Pathway and the Benefit Agency’s CAPS and ESNS systems at DSS
sites.

In both cases, applications in the Pathway partition of the VME
machines (the VME part of the CAPS and OBCS Access Services)
handle:

¢ The transfer of information to/from the DSS partitions. An exchange
of information about the files transferred (or on-line transaction)
across the interface is used to check that the data sent is what is
received.

e The transfer of information between the Pathway Services on VME
and the Service at the Sequent operational system at the Pathway
Data Centres.

¢ On-line transactions from DSS/BA staff to PAS.

These interactions are automated, so do not require human
intervention in the Pathway partition of the VME machine. For on-line
transactions from CAPS, the CAPS transaction is passed to an Oracle
client in the Pathway partition which in turns calls PAS/CMS on
Sequent in the Pathway Data Centre.

As well as the Pathway partition of the VME platform, this domain
includes the Pathway routers used to route traffic to/from the Pathway
Data Centres. These are managed by Pathway Network Management
as described in _.

6.1.1 Roles

The DSS VME systems are run by EDS, so EDS are responsible for
the main systems administration of them (including their split into
partitions and resources allocated to these partitions) and the
engineers analysing/repairing hardware or base software errors
including those which involve the Pathway partition. This is not a
Pathway responsibility, so is not covered by this Access Control
Policy.
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DSS BA and DSS Help Desk staff are indirect users of the Pathway
VME partition. The CAPS on-line transactions pass through to
PAS/CMS, though have no access to facilities at the Pathway VME
partition. These users are authenticated to the DSS systems; Pathway
accepts and carries out these transactions without further
authentication of these users. (Pathway trusts any on-line transaction
from DSS via the agreed interface. The DSS system will have
performed the required access controls for these users, for example, to
ensure DSS Help Desk staff are restricted to enquiry only access.) At
the interface, the DSS/BA member of staff is identified by a transaction
id which is used for Pathway auditing.

Pathway roles at the VME partition are:

e Operational management and application support roles for the VME
partition, including monitoring. This is carried out from a secure
Pathway site using interactive (MAC) access via Sonnet on
Sequent. The users will have been authenticated individually to
others systems - see section 8.

e The Key Custodian who installs and updates the Red Pike
cryptographic keys used to protect the transfers of information from
CAPS to the Pathway Data Centres (at least the trailer record giving
the file totals and the checksum). This role is done by EDS at the
local DSS site.

All users of the VME Pathway partitions will individually identified and
authenticated using the VME Enhanced Security Option.

6.1.2 System Access Controls

The Pathway VME partition has its own filestore separate from other
partitions. This filestore is set up to separate data with different access
requirements and profiles are also used to restrict access as needed to
conform to the policies in section 3. Transfer of data between the
Pathway partition and CAPS/ESNS is restricted to transferring files
to/from the special transfer usernames using the XPERT product.

6.1.3 Control of Traffic between VME and the Data Centres

All traffic between VME and the Pathway routers is OSI based so the
routers handle bridged OSI traffic. The router LAN interface should be
configured with Access Lists at two levels. The first should provide a
MAC filter, so that only the Ethernet address of the EDS firewall router
and the other router are allowed as source addresses. The second
should provide an IP filter, so only the IP address of the other router is
allowed as a source (for network management traffic).

Permitted connections between Pathway Data Centres and the DSS
site are:
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o File transfer between the relevant VME service and PAS/CMS and
OBCS on Sequent.

¢ SQL*Net traffic supporting the CAPS on-line service

¢ Interactive (MAC) access for management, support and auditing

¢ Network management traffic to the routers.

6.2 POCL and POCL Clients Domain

Pathway has links to POCL and POCL Client systems. These are:

e The POCL TIP system to which records of transactions at Post
Offices are sent. This link is also used for Royal Malil traffic

e The associated POCL system which provides reference data about
Post Offices and for EPOSS applications and shares the TIP link.

e The POCL Host Automated Payments Service (HAPS) which
processes Automated payments on behalf of POCL Clients. This will
be replaced in future by:

e Links to POCL Client systems for automated payments.

At each site, there are Pathway PCs and routers connected to the
POCL or POCL Client systems there as shown in the following
diagram.

T

POCL or | Pathway
POCL Client | boundary

: | Host system |
POCL or | ! I :
POCL Client || | ' Router(&, v !
systems | Pathway | sometimes: /Interface !’
) I
|
|

interface PCs

| — PC |
irewall),

POCL or POCL Client site

I
| Routers || - 7" """ __

other Data Centre

Figure6-2 Pathway components at POCL Sites

The Pathway PCs at the POCL and POCL Client sites handle file
transfer to and from the Pathway Data Centres. Differences between
these sites are:

e The TIP/Reference data link is via the Energis network

e the HAPS link is a leased line with protection provided by encryption
boxes

e The POCL Client links are expected to be ISDN ones with an ISDN
card in the Pathway interface PC, rather than a separate router.
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Cryptographic protection of the links is outlined in 8.10 and defined in
[SFS].

6.2.1 Roles

Once configured, the PCs and routers at these sites will not normally
have any human access as applications are automated and the PCs
are managed remotely using Tivoli. Pathway roles supported are:

Role Main function :

Key Custodian Installing new keys and changing keys (for

(Pathway) systems where file transfers are encrypted)

Key Handling (POCL Re-installing keys on re-booting PCs (for systems

or POCL Client) where file transfers are encrypted)

Operational Limited, local system administration functions

management

Engineer Installing or replacing PC. The PC will not be
repaired when configured into the operational
system.

6.2.2 Control of Connections to the Pathway Data Centres

Traffic is permitted between the Data Centres and these sites is:

o The file transfers between Pathway hosts (TPS, Reference Data
and APS) and the POCL/POCL Client systems

e System Management traffic to manage the PCs using Tivoli
o Network management traffic for router management

In all cases, traffic is controlled by routers (and firewalls for ISDN links)
at entry to the Data Centre which will restrict the traffic to that
permitted. The Pathway router at the POCL sites accepts only this
traffic.

6.2.3 Control of Connections to POCL Systems

Access from the POCL systems is by file transfer. Controls at the PC
will ensure separation of incoming and out going files so that all files
supplied by Pathway are read only for POCL access. In addition, files
for different systems (e.g. TIP, Royal Mail and Reference Data) are
separated.

6.3 De La Rue Card Services Domain

The De La Rue Card Services Domain is illustrated in figure 6-3.

Printed: 22/12/98 RESTRICTED-COMMERCIAL
C:\WINNT\Profiles\crosslab\Desktop\RSPOL003.doc Page 73 of 117



FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date: 18/12/98

! |

De La Rue | Pathway
' boundary

Host system |

|
1
De La Rue : A Pathway | | 5 Hrewall, e ‘
systems : interface PCs | Pathway Data Centre ‘
- | SDN lin | raawa y para tentre |
N / RN

other Data Centre

Zip media
De La Rue site

Figure 6-3 De La Rue Card Services Domain

Files of data for card, PUN and temporary token production are
transferred from CMS on the Sequent machine at the Pathway campus
to a PC at the campus. They are then encrypted and transferred via
ISDN to the Pathway PC at the De La Rue sites where they are
decrypted as described in [SFS]. Information is transferred between
the Pathway PCs and De La Rue systems by being written to/read from
Zip drives to provide a secure air gap between the systems.

De La Rue operations take place using secure systems in a secure
site. De La Rue information system controls and procedures protect
the information there.

6.3.1 Roles and System Access Controls
Roles supported on the Pathway PCs are as in 6.2.1 above (plus the
operator who physically moves the tapes). De la Rue perform the Key

Handler role.

Control of traffic between the De La Rue site and the Data Centre is as
in 6.2.2 above.
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PATHWAY CORPORATE SERVICE DOMAIN

7.1 Introduction

This domain contains Pathway’s own processes for managing and
supporting the business. These include:

¢ Fraud Risk management (FRM) - both Pathway and DSS

e The Payment Card Helpline which supports users, POCL, DSS and
customers, by handling calls about cards and payments

e The Business Support services which handle financial
reconcilations

e Business Function and Security Event Auditors
e Security Management

e Other management processes such as accounting, monitoring
service level agreements and asset management.

Management Information Systems support many of these management
processes. However, some of these Pathway Corporate users also
require access to other systems. This section covers, therefore both
the Pathway Corporate users (and their access controls) and the
Management systems which support them (and how they are
controlled).

7.2 Workstation Controls

Most business management and support users are located at a
Pathway management site (such as Feltham), except for some FRM
staff, the Payment Card Helpline and key custodians and handlers.
Workstation controls at management sites are shown in the following
diagram.

|
limited management users'!
|

ﬂ ' ICL Corporate

workstatations with access Network ete
to other serviices

Security, Audit and FRM users +
management & business support users

248 [t ]

secure LAN I . J I l J

router and
crypto box

SCcurc SCrvers

Data Centre system(s)

Figure 7-1 Management user workstation controls
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7211 All users who have access to sensitive data at the Data Centre or

update any information there (e.g. Management support users
updating Business Object Universes) must access the system from the
secure LAN which is in a physically secure area restricted to permitted

users.
7212 All such users should authenticate using a token.
7213 All workstations on the secure LAN at the Pathway management site

are controlled NT workstations set up to Pathway standards. These
restrict access to permitted functions for that user and have floppy/CD
drives disabled for booting, except where exceptions are agreed.

The current agreed exceptions for management and support users is
that some of these users have write access to CDs to allow information
to be put on CD for transfer to DSS and/or POCL. This is permitted for
the Management support role (see 7.8) for providing agreed
warehouse data, for the FRM supervisor (for providing information to
DSS FIT) and for the Business Function Auditor (for providing
information to external auditors)? [In future, some transfers of data,
e.g. to DSS FIT, may be via an encrypted link, not CD.]

7214 Limited (read only) access by some management users is permitted
from the main Pathway network at the management site to
management services, such as the Service Level Agreement
Monitoring system (SLAM), at the Data Centre. This is subject to
controls at the Feltham network (see 8.x) and is restricted to where the
services at the Data Centre are not on the main operational or
warehouse machines and the firewalls and routers restrict this access
to the required services on the particular management machine.

7215 Where users (particularly the Payment Card Helpline and Girobank
FRM) are located at the Pathway Data Centre sites, the links to the
Data Centres do not need to be encrypted, as the users are not
remote.

7.21.6 DSS FIT staff may access the FRMS service from their own site.
Remote access should be from a secure DSS area, using controlled
NT workstations, via an encrypted link.

7217 Servers at the management site which require strong security, such as
the CM signing server and reconciliation database, should be on the
secure LAN

Sections 7.3 to 7.8 outline the access controls for Pathway Corporate
roles which involve systems other than MIS ones. Note, however, that
controls for a user at a particular service or system are defined in the
section for that service. Section 7.9 below gives the access controls
associated with the Management Information Systems.
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7.3 Fraud Risk Management

Fraud Risk Management is concerned with identification, monitoring
and management of fraud associated with/relevant to the ICL Pathway
system. Both the Girobank Fraud Risk Management (FRM) staff at
Bootle and the ICL Pathway FRM staff at Feltham use the same
services i.e.

e Regular reports on aspects of the system which are relevant for
fraud e.g. weekly trend analyses and daily exception reports and ad
hoc selective reports according to agreement.

e Access to the Fraud Case Management System (FCMS), both to
create and maintain cases originated by Pathway and to read case
data about cases originated by DSS Fraud Investigation Team (DSS
FIT)

Most FRM access to Pathway is to the Data Warehouse and the
FCMS applications. In exceptional circumstances, FRM staff may
require access to other Pathway systems in order to investigate a
potential fraud. These are currently expected to be:

e The PAS and CMS data. This is expected to be mainly to the
archives, not the operational system, except in exceptional
circumstances.

e The TMS journal of Post Office activity
e Data transfer logs

DSS FIT staff can create and maintain their own cases in the Fraud
case database and have read access to cases originated by Pathway
FRM staff. Any other information they require is obtained by the
Pathway FRM staff - both regular reports and specifically requested
information.

The following table lists the FRM Roles.

Role Functions ; ;
Pathway FRM Investigating fraud cases using FCMS, Data
Manager Warehouse information, and where needed,

operational systems including TMS and PAS/CMS.
Supervisor of FCMS and also FRM Business Object
universes, so create/expire users in FCMS

Setting flags for transactions in FCMS (code user).

FRM Analyst Investigating fraud cases as FRM manager

(an ICL Pathway (including access to Data Warehouse, TMS etc)
role) FRM supervisor functions as FRM manager

FRM users Handling fraud case information in FCMS

(ICL and Girobank Read only access to Data Warehouse information in
FRM staff) support of investigations.

DSS Fraud Read and update access to cases initiated by DSS

Investigation Team FIT; Read only access to cases initiated by Pathway
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(DSS FIT) FRM staff.

Access to extracts of Data Warehouse information
(extracted by Pathway FRM staff.); no direct DW
access

Access controls at the various data centre systems are in the
appropriate section - 7.9 below, and also parts of section 4, when they
have access to central services. All these users access the system
from controlled workstations on protected links - see 7.2. In some
cases, FRM Manager and Analyst may use facilities similar to the
Business Function Auditor.

Fraud investigations will also include collection of evidence. Some
evidence will be collected by requesting information from other users,
rather than direct FRM staff access.

7.4 Payment Card Helpline

The Payment Card Helpline is run by Girobank at the central Pathway
sites. It handles the following types of calls:

e Calls from Post Office counter clerks about payment authorisations
and cards. Some of these can initiate changes to the PAS/CMS
database, for example, to stop a card, encash a payment (under the
responsibility of the Post Office clerk)

o Calls from customers about card problems (some of which could
result in stopping cards), and more general queries

e Calls from DSS/BA, some of which can result in stopped payments,
stopped cards

e General calls from the public, for example, reporting finding a card

Helpline Advisors use the PAS/CMS database when responding to
telephone calls. (They also have access to local on-line
documentation, such as the procedures they must follow, from local
Helpline NT servers.)

7.4.1 Roles and Associated Controls

People in the following roles have access to PAS/CMS:
e Helpline Advisors using authorised transactions in response to calls

e Helpline Advisors (NSI) who can handle data with a National
Sensitivity Indicator

e Helpline Supervisors who can act as advisors, but also perform
extra transactions (and have extra local functions)

e Helpline Manager who can perform the same role, but has further
local functions
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e Helpline Security Manager who maintains information about the
Helpline users both at PAS/CMS and at the local system

In all cases, Helpline users with access to PAS/CMS use controlled NT
workstations with floppies disabled. They log onto the local Helpline
controlled NT domain with an individual username and password and
local profiles control what local functions they can do according to role.
This controls which Helpline staff can use which Oracle Forms
applications for accessing PAS/CMS. These workstations also provide
access to some local functions (e.g. viewing on-line documentation),
but not to external services.

Access to PAS/CMS is also controlled by the PAS/CMS servers (see
4.3.1) which require the users to log-on to Oracle and then restrict
what tables Helpdesk users can access. Note, however, that as
Helpline users have update access to some PAS/CMS data, the
controls on the Oracle Forms applications at the workstations are
needed to prevent update access to other data in those tables.

A set of dedicated workstations are used for training activities
accessing the training database at the Data Centre.

7.4.2 Other Access Controls

The Helpline system is a controlled network with routers controlling all
access in and out. This is limited to:

¢ the Pathway Data Centres - for PAS/CMS access and information
about telephone calls to the Data Warehouse

e between Helpline sites and

¢ to the Rockwell ACD and associated servers. (Information is fed
from the Rockwell ACD to a specific PC on the helpline network so
that telephone traffic may be monitored.).

7.4.3 Authentication of Callers

Contact is made with the Helpline Advisors from Counter clerks, the
Benefit Agency and customers by phone as detailed in the call matrix
in [CHDM]. There will generally be a need for the caller to provide
some level of authentication that they are who they claim to be.

Note: the procedures for handling telephone authentication are not yet finalised in all
cases.

Contacts with these people are shown in the following table.

Contact Function - ; How authenticated
Customers | Queries and reports Response to a number of
about cards, PUNs. e.g. |verification questions asked by the
Printed: 22/12/98 RESTRICTED-COMMERCIAL

C:\WINNT\Profiles\crosslab\Desktop\RSPOL003.doc Page 79 of 117



FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date: 18/12/98
card lost or damaged. Helpline Operator as specified in
[SADD].
Members | Reports such as found | No caller individual authentication
of the card normally (as the caller may not be
public known to the system). However, the
caller may be asked further
verification questions depending on
the type of call.
Staff at Get payment details and | Correct responses to questions
Post extended verification based on information held at the
Office e.g. for foreign Helpline about Post Offices - see
encashment. section 3.5.2.
Reporting on failures &
anomalies
PO staff Queries and reports As above for verification of Post
on behalf |about cards etc Office staff plus customer
of verification information.
customer
DSS/BA Enquiries on cards, Correct responses to questions
payments. Request to based on information held at the
stop cards, payments Helpline about DSS sites/people.
etc
BA for As customer queries and | See above for verification of BA
customers |reports staff, plus customer verification
information
7.5 Business Support

Pathway Business Support staff handle financial reconciliation when
there is a Pathway problem, for example a service breakdown. There
are two types:

¢ Reconciliation incidents for DSS benefit payments.
This role requires access to information about customer payment
authorisations and Post Office transactions at operational services.
(Where larger volumes are concerned, relevant data may need to
be downloaded at the request of Business Support to the SSC
reference system (see 8.7) and a flat file of transaction adjustments
generated there for forward transmission to the Data Centre and
back to CAPS by SSC.)

¢ Reconciliation incidents for in the Automated Payments Service for
other POCL clients.

The same BSU staff handle both sorts of reconciliation incidents.

Roles are:
Role : Functions and resources accessed
Business Support Investigating incidents, and inserting or adjusting
Analyst payment records (but not finally authorising them.)

Analysts therefore have access to PAS/CMS, TPS
etc and also to the reconciliation (RED) database - a
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7.6

7.6.1

secure server at the management site.
Business Support Inserting or adjusting payments and authorising
Manager them, subject to agreed procedures.
The BSU Manager has access to all the systems
available to the Analyst

Notes:

1. BSU staff are located at a Pathway management site and access
the Data Centre systems via secure workstations using tokens - see
7.2. All update access is via specific Oracle forms applications.

1. These same controlled workstations should also be used for access
to the RED database, as this holds DSS Restricted data

1. Services accessed for DSS payment reconciliation include
PAS/CMS and OBCS, and TMS

1. Services accessed for APS reconciliation are APS and TPS
Auditing

Pathway activities are audited to ensure they are functioning correctly,
for example, that the controls in the system are working effectively.
Within the Pathway project, two types of Auditors are distinguished:

o the Pathway Business Function Auditor responsible for overall
auditing of the system

o the Pathway Security Event Auditor

The external (POCL, DSS and NAQO) Auditors are mainly concerned
with auditing the business transaction of the system such as the
processing of payment authorisations and customer information and
the transactions at the Post Office. The Pathway Business Function
Auditor provides the interface to external auditors for access to
Pathway Data Centre systems, accessing these systems on their
behalf to provide the information they need.

Overview of Audit Information Accessed

Auditors requires access to information in the audit tracks defined in
[AUDT]. Security Event Auditing is concerned with auditing all access
to the Pathway systems, including that by Pathway operations and
management staff. The main activity is monitoring, though on
occasions, more active investigations are expected. Business Function
Auditors also have access to audit logs, though they will be looking at
different information in them.

Audit logs include:
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Operational and management logs of business transactions such as
the Riposte journal which records events at Post Offices and the
PAS and CMS logs (including records of Payment Card Helpline
transactions)

Logs recording system level activity at Pathway Data Centre
systems such as user logon and administration and other security
relevant events including system, network and firewall management.

Logs at relevant Pathway internal systems.

Archives of these at the archive server retrieved from the Legato
tapes there

Manual records associated with IT access.

Many events are collected centrally using Tivoli (via Patrol and
Openview where needed). The technician monitoring the systems
management workstation will alert the Security Event Auditor of
specified types of significant events. However, some event records will
remain in local audit logs.

The Security Event Auditor will need to be able to access/extract audit
data from all these - see the following diagram.

[ B
Pathway System - Kbusinoss extracted >@
data data
: : /Business Function
[ Auditor
software generating ocal audit] ML
audit records trails | archive
I i - service

v

Tivoli Event Service

Selected audit data

Security
Event Auditor

. M 1
System Management technician anval records

monitoring events

Figure 7-2 Auditor access to audit information

The Business Function Auditor mainly uses information to the archive
server and to information extracted from other systems, though has
limited access to other systems.
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7.6.2

7.7

7.71

System Access Controls

Auditors can access the logs at Pathway systems described above by
tools/clients at the audit workstation. The auditors are registered at
each system/domain accessed and can access only the audit logs
there as included in the relevant sections. Note that Auditors will not
have direct IT access to:

¢ Post Office systems: however, all Post Office transactions (including
user authentication) are recorded in the TMS journal and other
relevant system events are picked up by the Tivoli Event system or

e The Payment Card Helpline systems: all interactions of the Help
Desk users with the Pathway systems are recorded in the Oracle
logs on Sequent.

e The interface PCs at POCL and De La Rue sites: management of
these will be recorded in the Tivoli logs

Both Business Function Auditors and Security Event Auditors access
the Data Centre systems via controlled workstations on the secure
LAN in Feltham (see 7.2 above) or a similar workstation at the Data
Centre.

Security Management

Pathway Security Management are responsible for Security Event
Auditing of Pathway (see 7.5 above) and also:

¢ Management of the cryptographic keys used in Pathway

e Management of the Security tokens used for authentication of some
users (see 3.4.2.5)

and other security matters.
Cryptographic Key Management

Several of the Pathway systems require a cryptographic key to be
installed and periodically changed. These keys are used to
encrypt/decrypt or sign/verify data in transit between sites. Some keys
are generated by the Pathway Key Management Service (see 4.6).
Others are obtained from CESG.

Keys may be distributed electronically (for example, to Post Offices).
However, at some systems, the cryptographic key (or part of it) must
be installed manually. This is the case, for example, on the following
systems:

e The BES agents. These have the private key for signing payment
authorisation for transmission to the Post Offices.
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e Systems using Red Pike encryption of data on links e.g. the
Sequent system for the link to CAPs and the PCs handling the links
to De La Rue.

e The Zergo boxes used to encrypt certain links such as the Data
Centres to Pathway sites such as Feltham and Stevenage.

All keys are managed in accordance with the policies in 3.6.

The cryptographic key management roles are as follows:

Role Main functions

Cryptographic Key Generating or obtaining cryptographic

Manager keys and organising their distribution.

Cryptographic Key Initial installation of cryptographic keys

Custodian where this needs to be done manually.
Periodic update of these keys.

Cryptographic Key Handling part of a split cryptographic key

Handler when this needs to be re-installed e.g.
when a system is rebooted.

PO key recoverer Initiating recovery of a Post Office key
from the Help Desk after it has been lost.

The Cryptographic Key Manager and PO key recoverer roles access
the IT system at the central security services only, so their access
controls are described in 8.3.

All Cryptographic Key Custodians and Key Handlers access the
systems in a similar way as defined in the following table.

Role Workstation Authenticatio | Resources available
: | type & location | n method

Key console at the NT (or UNIX) Functions to install and
Custodian | platform with key | with token change key

Key None None Media containing key
Handler during re-installation of

key.
7.7.2 Management of Security Tokens

There is a single role here - the Pathway Security Manager (PSM)
who maintains the records of tokens, PINs and users.

The PSM uses a controlled NT workstation on the secure LAN at the
Pathway management site (see 7.2) and has access to the Token
Authentication Service at the Data Centre (see 4.6.2). Functions
available to the PSM are:

e maintaining information about tokens and their associated PINs, and
whether, and to whom, they have been allocated

¢ maintaining information about users who have tokens
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The PSM is also responsible for the procedures to handle tokens
which have been lost, stolen or withdrawn from use, and procedures
for the security of handling PINs, so these do not allow unauthorised
access to the system.

7.8 Other Management Users

The following Pathway general management users have access to MIS
systems (see 7.9), and no other, Data Centre systems. Their access
controls at those systems are therefore included in that section. (Their
workstation controls are in 7.2 above).

Role Main Functions
Pathway Management | Managing the set-up of the management
support information services (e.g. setting up Business

Object Universes and associated controls).
Providing information to other Pathway
Management users on request

Also, providing the POCL and the DSS/BA
interfaces for management information - including
provision of management data regularly and on

request.
Pathway Financial Use of finanical management information in the
Management Common Charging System (CCS) and elsewhere
Pathway Contract Use of contract management information in the
Management Contract Management system (CON)

Pathway Reference Use of reference data in the Data Warehouse
Data Management
Pathway Customer Access to the SLAM cache on NT

Support (CS)

Managers

Pathway Business Use of selected Data Warehouse information in
Development development of the business

All users except CS managers use controlled NT workstations on the
secure LAN at the Pathway management site - see 7.2. Pathway
Management Support users have writable CDs for generating
information for POCL and DSS.

7.9 The Management Information Systems (MIS)

There are two Sequent platforms at the Data Centre supporting
Management Information Services; one is the Data Warehouse - the
main information repository for Pathway corporate services. There is
also an associated NT server. These MIS and Fraud Risk
Management services are illustrated in figure 7-3.
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Figure 7-3 MIS Systems

The Pathway Management Services include generating invoices for
the Contracting Authorities (using information derived from the
operational system), monitoring Service Level Agreements on the
performance of the Pathway solution, business development
applications (providing aggregates and summaries to identify sales
trends and customer habits) and Accounting and Asset management.

Data is fed automatically from other Pathway systems to the Data
Warehouse including:

e Data from TMS journals about Post Office transactions (see 4.8).
e Data from the Reference Data Management System (see 4.7)
¢ PAS/CMS data (see 5.2)

¢ Information on calls to the Payment Card Helpline. This consists of
Rockwell ACD data (see 5.3) and Mercury data.

¢ Information on calls to the Horizon System Help Desk. This consists
of Mitel ACD and BT data.

Much of the output of this system is by using the particular services.
These provide the management information required by Pathway and
the outputs required by DSS and POCL. There are automatic feeds
from Data Warehouse Services to the EIS/Financial service and to the
Service Level Agreement Monitoring service (SLAM cache) which is on
an NT system at Wigan.
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7.9.1 System Access Controls

Both Sequent MIS systems are managed in the same way as the other
Sequent systems at the Data Centres, though there is some
differences in support due to the different applications run on the MIS
systems. So the roles defined in 4.2. above (operational management,
database support, application support, auditors etc) are also used
here, except for the VME related roles in 4.2. Note that some of these
include application/database roles, for example, for Auditors.

The NT server is managed as other NT servers at the Data Centre (so
supports the roles defined in 4.4) except for management specific roles
and data flows.

Database roles with appropriate database views/tables are used to
separate what data is available for what use. Information available to
people doing ad-hoc queries is further constrained using the Business
Object “universes” to provide restricted views of the Data Warehouse
and other MIS Oracle applications.

The following table shows the application specific roles for the MIS
systems. In all cases, users have authenticated to their local NT
systems prior to access to the MIS system.

Role (and section | Authentication | Resources available

where defined) | method at MIS | . ‘
FRM Manager Oracle/Busine | Access to all FCMS case

(7.3) ss Objects information; create/expire users
(FCMS supervisor), setting FCMS
codes (FCMS code user).

Access to Data Warehouse
information, both predefined and ad-
hoc queries. Administration of FRM
Business Object universes (see 7.3)
FRM Analyst (7.3) | As above Full access to FCMS except code
user.

Access to Data Warehouse
information as for FRM Manager
FRM User (7.3) As above Access to FCMS case information;
Read only access to Data
Warehouse information

DSS FIT (7.3) As above Access to case information (but not
Pathway specific information)
Access to extracts of Data
Warehouse information (extracted
by Pathway FRM staff, and made
available to DSS FIT) - no direct
Data Warehouse access.

Pathway Token plus Business Object Universes

Management application (including supervisor functions);

Support (7.8) authentication | Read and update access to agreed
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7.9.2

MIS data including CON, SLAM,
BPS;

Data required for download to
workstations for reports (pathway,
POCL, BA)

Development (7.8)

Pathway Financial | As above Access to Common Charging

Management (7.8) System (CCS) and other financial
information

Pathway Contract | As above Access to CON service

Management (7.8)

Pathway Ref. As above Access to DW reference data

Data Management

(7.8)

Pathway CS Read only access to SLAM cache on

Managers (7.8) NT only

Business As above DW: read only access to Post Office

information

Control of Connections

All access to the MIS systems at Wigan from outside the campuses is

by encrypted links.

Access to the system is constrained to the agreed data feeds,
management and audit use and output to the ElS/financials system.
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SYSTEM MANAGEMENT SERVICES
DOMAIN

8.1 Introduction

This Domain includes services for:

¢ Management of the systems in all Pathway domains. There are two
main types of system management:

¢ Managing the Post Office systems and related Data Centre
NT systems (mainly using Tivoli products)

e Managing the Sequent Data Centre systems (and the
Pathway VME partition). While this mainly uses Patrol and
other tools, events can still be reported into the Tivoli
management system.

¢ Network Management - managing the routers and firewalls which
control traffic into, out of and within the Pathway network. Routers
are managed using Open View at the Network Management Station
and firewalls managed by the Enterprise Centre.

o Software and Configuration information distribution, both for roll-out
and auto-configuration of new Post Offices and release of software
updates from the Pathway Configuration Management system to all
systems including Post office and Data Centre ones.

¢ Application support for services in all domains (though access
controls for particular services and systems are given with the
controls for that system).

o Support of specific hardware not covered by other sections such as
symmetrix discs.

e The Technical Help desks which support this - the Horizon System
Help Desk which is the main technical Help Desk and the Roll-out
Support Desk supporting the Implementation process.

Access controls associated with each of these are covered in the
following subsections. The last subsection describes the network
access controls which the system/network management achieves. It
outlines the network and the positioning of controls in it, and then the
access control policies for it.

8.2 Outline of System and Network Management
The following diagram illustrates the main components of system

management during operational use of the system. (Roll-out is covered
in section _).
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Figure 8 - 1 System Management Service Domain

In the figure,

e E - shows event management - Tivoli manages events either directly
(as with the Correspondence servers and Post Office counters) or
indirectly (via Patrol at the Sequent systems)

¢ R -shows resource management such as performance and capacity
monitoring (for Sequent, inventory management)

e S - shows software distribution from the Tivoli server. (Distribution of
software from the Pathway Configuration Management system is in
8.6.)

The Tivoli Management Environment (TME) provides Event
Management, Resource Management and Software Distribution. In
some cases, this is done directly by Tivoli at the Pathway Operational
systems. This is the case for the Correspondence servers, for all Tivoli
servers (some of which are on UNIX systems) and other NT boxes at
the Pathway Data Centres. However, for the Sequent machines (both
operational and management ones), most management is done using
Patrol with events selectively being passed onto the Tivoli Event
Management System. Similarly, Open View and Cisco works are used
to monitor and manage the routers, but send events selectively to
Tivoli.
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8.2.1

Management actions may be initiated automatically by System
Management software detecting threshold conditions and automatically
taking remedial actions. System management staff initiate actions as
follows:

e For planned activities such as distribution of a new software version.
¢ Where monitoring the events in the system shows action is needed.

e When a Technical Help Desks receives a call from external people
(e.g. Post Office staff) or Pathway staff (e.g. CFM operational
management staff) requiring action

System Management Workstation Controls

System management technicians have access to the Pathway Data
Centre systems in order to manage them. In doing this, some will have
the capability to update the systems (and potentially disrupt the
Pathway services). Some technicians will also have access to DSS
data where this is needed to investigate a problem.

Many of these technicians also need to use the call recording and
management systems used to record to process of technical incidents
from initial call to the Help Desk, through calling in the required experts
to investigate the problem to the final completion of any remedial
action to rectify the problem. The key tools used here are the
Powerhelp and PinICL systems.

Thus these users normally need access to both the Data Centres and
internal ICL systems. In this case, their access to the systems is as
shown in the following diagram:

System Management (or support) secure site

fffffff LHE L Comorae
J

|
|
|
|
|
|
secure LAN |
|
|
|
|
|
|

éé‘ﬁzz

router and
crypto box

Pathway Data Centr routorand

crypto box

Data Centre system(s)
Figure 8-2 system management workstation/network controls

The technician often has two workstations connected to separate
networks:
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e an NT workstation configured to Pathway standards and connected
to a separate secure LAN. Apart from other management
workstations for other technicians, this LAN is connected only to the
Data Centres via routers and cryptography boxes. All traffic between
the secure LAN and the Data Centres is encrypted. The NT
workstations have floppy drives disabled.

¢ if needed, a workstation connected to other systems such as the
Powerhelp and PinICL systems used for tracking technical
incidents.

Where the incident tracking systems use networks outside the
Pathway controlled area, for example, the ICL corporate network,
information recorded on it associated with an incident may refer to
a particular record of DSS customer data, but will not include such
DSS data, unless adequately protected, for example, by encryption.

System management and support technicians work in physically
secure areas.

In the rest of this section, only the controls associated with the NT
workstations which can access the Data centres are included.

All system management users managing Data Centre systems
authenticate using a token.

8.2.2 Procedures for getting in Support Staff

A number of problems can lead to staff being required to support the
system. This could be CFM or SSC staff coming in to support the
system from their normal support sites. However, it could also require
support staff from other organisations such as Oracle or Cisco. CFM is
generally responsible for the call out procedures.

8.2.2.1 All requests for technical support should be made to the Horizon
System Help Desk. The identity of the caller requesting support (if by
telephone) should be verified to ensure the call comes from an
appropriate source, so should be acted on. The Help Desk will pass on
the call to the appropriate unit in line with Help Desk Procedures using
the call handling system.

8.222 All support calls should be recorded in the call handling system and
their progress reported there, including who was called out and the
actions taken.
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8.2.2.3

8.3

Routers will by default be configured to prevent access from support
organisations other than the standard ICL Outsourcing sites supporting
Pathway. When support is required from another authorised site (e.g.
Oracle or Cisco), a router should be configured to allow this access,
and then re-configured to disallow it after use.

System Management of NT Systems

System Management of NT systems is done using Tivoli. This includes
managing the Post Office counters, NT servers at the Data Centres
and interface PCs in interface domains. Support is also provided for
special Post Office cases such as lost passwords. Other Pathway
people such as auditors and application support also access Tivoli for
information. The main interactions of the people involved are
illustrated in figure 8-2.

Counter clerks Horizon System

DSs Q@’“ﬁ Help Desk , System Admin
CFM etc - NT Workstations Engineers etc

Tivoli client
ﬂm system management| | |  NT Systems
x

SMC Technicians Slfc“; lg Services
(incl SMC Help Desk) Tivoli or PO support
exchanges

Y

Tivoli System Management Servers |~ Auditors

software for k at Pathway Data Centres : S
LT ~ Application
distribution NT TMR servers Sun/NT servers

Support

Software distribution| | Event management
Tivoli users admin | Hardware & software
inventory

L Operdtional :
Management

?luto-con.ﬁg
information

™ Engineers
Managed Systems

e.g. Post Offices, correspondence servers .
Figure

8-3 Interactions for Tivoli System Management
SMC technicians perform system management activities because:
e System management actions have been planned, for example, the
distribution of software or the implementation of Post Offices.
¢ Monitoring of the system identifies some action is needed.
e The Horizon System Help Desk passes on a call about a technical
problem which requires resolution.

Software is sent to Tivoli from the Configuration Management system;
Post Office configuration data comes from the Auto-configuration
database (see 8.6). In both cases, SMC technicians control onward
distribution of the data.
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SMC technicians have two workstations - one with access to the call
handling systems including Powerhelp and a second which provides
access to Pathway system management services.

SMC Team Leaders also handle calls from the Horizon System Help
Desk to authenticate users at the Post Office using one-shot
passwords and to assist in key recovery as described in 5.7.

8.3.1 SMC and Roles at Tivoli Servers
The SMC system management roles with access to the IT systems are:
Role Main Functions
SMC Monitoring the system - software distribution, the auto-
technician or configuration process and other system management
technical events.
specialist For software distribution, select targets for distribution

from those authorised and report of progress.

Run pre-defined, pre-allocated tasks.

Raise alarms on pre-defined conditions

SMC technical | For software distribution, authorise targets for distribution,
team leader change priorities or cancel distribution and report on
progress.

Other system management tasks as SMC technician.
Authenticating users at the Post Office using one-shot
passwords as described in 5.7.

Assisting in Post Office key recovery - see 5.7 and 4.6.

SMC MSS Handle receipt of software and auto-configuration
technical information.
support Configure Tivoli event management - configure the view of

events by others and task event relationships and add
new Sentry monitors.

Create Tivoli tasks and allocate to SMC technicians.
System administration of the SMC workstations and Tivoli
servers (NT and UNIX systems) including

backup/recovery.
Security User administration - adding SMC and other users to the
Manager SMC domain and to Tivoli. Allocating users’ rights e.g.

roles, groups.

Pre-defined Tivoli tasks can be used for a variety of system
management tasks including Riposte administration at the
Correspondence servers.

There are associated manual processes to authorise some of the
actions above and to liaise with other Pathway units involved in
software distribution and auto-configuration. For example:

e Team Leaders and SMC Managers can authorise software
distribution.

e Only SMC Managers Can authorise creation of new Tivoli tasks.
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¢ All changes distributed via Tivoli first go through the standard
Configuration Management system with its associated processes for
change control, testing and authorises release

In addition to the SMC technicians listed above (and operational
management and engineer roles), other users have access to the
Tivoli servers as follows:

Role - {Functions =~

Pathway Auditor Monitoring the Pathway systems; Security Event
Auditors tracing security incidents in Tivoli or reported
via the Tivoli event system using the Tivoli event
archive database.

Pathway Support of Post offices counter applications using

application events collected via Tivoli.

support (SSC)

8.3.2 System Access Controls

The SMC workstations with Data Centre connections are in a secure
area on a secure LAN with floppy and CDROM drives disabled - see
8.2.1. All SMC staff using these workstations are authenticated to the
SMC NT domain and use a token. Authentication results in display of a
desktop which contains only those applications available to this user.
SMC technicians using Tivoli also authenticate to Tivoli (though this
results in use of NT authentication).
Other users of Tivoli servers such as Auditors and SSC application
support staff use workstations in different NT domains.
All users of Tivoli are registered at the Tivoli server and associated
with the appropriate roles, groups (and regions) to restrict their access
to facilities which they are permitted to access.
The operational management and engineering roles are as for other
servers at the Data Centre (see section 4), so is not included in the
following table. _

Role @ | Workst'n | Where user | Resources available

& Location | defined;
. Authentic’n
needed

SMC NT - SMC NT and Tivoli user; | Tivoli/Oracle facilities

technician, secure NT authentication for authorised

tech specialist, | area with token functions. (No

and team NT/UNIX tools)

leader

SMC team as above NT with token at PO recovery

leader: PO key SMC; also user of | application at KMS

recovery KMA

SMC team Specific NT user at specific | Specific application
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leader: one- security system. only
shot password | system
auth.
SMC MSS as above as SMC technician | Tivoli/Oracle facilities
technical above for authorised
support functions. Authorised
NT/ UNIX tools.
SMC Security | as above as SMC technician | Tivoli and OS user
management above and role
administration
Pathway NT at NT and Tivoli user; | Read access to audit
Auditor- see Pathway NT authentication information via web
7.6 corporate | with token interface- platform
site audit logs, Tivoli
notices, Tivoli events
collected for auditing
SSC NT at NT and Tivoli user; | Pre-authorised Tivoli
application P’'way NT authentication tasks to extract
support - see secure site | with token diagnostic information
8.7 (Bracknell) from the Post Office.

8.3.3

The NT workstations and networks which are used by SMC technicians

Controls on Connections

for managing the operational Pathway system are controlled as in
8.2.1. (Tivoli integrity features will also be used to protect Tivoli traffic
on the link).

All software, Tivoli scripts, configuration files etc sent by Tivoli to the
Post Offices are signed for integrity.

8.4

Sequent and Oracle Management

The components involved in the management of the Sequent systems
at the Pathway Central sites are illustrated in figure 8-3.

Tivoli

Event Management etc

UNIX and
- Oracle & Events/ bbb
Management _ ’ ’ ‘scheduling‘
\Syeq%emMach‘ine; ' /
. [Patrol with Tivolif| Maestro initiating
Security Management Event Adapter [ |job scheduling 3 jobs at
Engineers ] T Agents
e PAS, CMS, MIS etc
on Oracle databases
Figure 8-4 Sequent, Oracle and VME management
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Patrol is used for system management of both Dynix and Oracle. Most
management is automated and so does not require human
intervention.

More “hands-on” operational management of the Sequent machines
(including direct UNIX and Oracle access) as introduced in 4.2 above
is used only when the automated management and Patrol cannot cope.

Maestro schedules jobs on both the Sequent machines and the TMS
Agents (when these are not scheduled as the result of data received).
The associated Maestro workstation is used for monitoring this and
taking action if needed. Most job scheduling is automated and so does
not require human intervention.

8.4.1 Roles and System Access Controls

System management related functions are system monitoring and
management using Patrol, Sequent system/operational management
and job scheduling and monitoring via Maestro. All these roles, and
associated access controls, are defined in 4.2 as they affect
management of the Sequent systems.

People carrying out these management functions from a remote site

use secure NT or Sun workstations via encrypted links, tokens etc as

defined in 8.2.1.

Access for staff on call is according to the procedures in 8.2.2 above.
8.5 Network Management

8.5.1 Introduction

The Pathway network routers are managed using HP Open View with
Cisco Works as illustrated in figure 8-4 below.
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Figure 8-5 Network Management

All routers illustrated are managed using HP Open View. The solid
lines show the managed routers, rather than physical connections

(dotted lines show how routers ou
to it).

tside the Data Centre are connected

Some events are automatically passed on to Tivoli so that the SMC
system management knows about the current state of the network.
However, this is for monitoring - Tivoli is not used to cause

management actions at the router:

S.

Audit logs are generated during normal running and provided to the

audit service.

On new Post Office roll-out, the (ISDN) addresses of the Post Office to
be rolled out soon are fed to the routers.

The main roles are:

e Network Manager responsible for configuration and management of

the routers
¢ Network Technician monitoring

the routers
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e Network Management Configurer responsible for the configuration
of the Network Management Station itself, such as Open View
configuration. This role is carried out by the Network Management
team before live running.

The configuration will be validated by more than one CFM
technician and signed off by a senior CFM person before use.

e Cisco router support.

There are no on-line application support roles. Support of Open View,
Cisco Works etc is done off-line.

There is a single Network Management Station (NMS) at each
Pathway Data Centre.

In exceptional circumstances, network staff can use router facilities
directly via telnet, not going through Open View, and therefore not
subject to its controls. In this case, the user is authenticated using
TACACS on the NMS and auditing will still be carried out on the NMS -

see 8.5.4 below.

Engineers may also require direct access to routers - see 8.5.5.

There are also firewall management staff - see 8.5.6 below.

Zergo encryption boxes for protecting data on links are covered in 4.6.
Hardware and other support of the General Signals system to connect
the Symmetrix discs to the Energis network is given in section 8.8.

8.5.2 Roles at the Open View System

The following table lists the roles of people with direct access to the
Network Management Station.

Role (Organisation)

Functions

Network
Technician (CFM)
Network Manager
(CFM)

Monitoring the network

Monitoring the network.

Updating router configuration information e.g.

- Post Office information e.g. ISDN address

- Access Lists of permitted addresses, protocols,
ports.

Updating information about routers available when
needed (including confirming bringing a mended one
back on line - see 8.5.5 below)

Network
Management
Configurer (CFM)

Configuring Open View e.qg.

- what to display to whom

- actions to be taken on certain events
Configuring Tivoli Event Adapter

Security Manager
(CFM)

Maintain user information for those users permitted to

use this system - both UNIX users and Open View
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8.5.3

users.

Local auditing of network management activities at
this system

System
Administration
(CFM)

Any administration/configuration which cannot be
done using the Open View, or Cisco Works

This is expected to include operating system set up,
changes; software updates.

Eng_;ineers

Diagnosing, repairing hardware faults

Note: Pathway auditors access audit information from the NMS via
audit records sent through to Tivoli and extracted audit logs.

Access Controls associated with Human roles

People in all these roles use the console at the machine for all access
to the Network Management Station. The following table shows how
the users defined above access the system and what is available to

them. _ _ _ _ _ _
Role Workstation | Authenticat'n Resources
typellocation | method & where available
- ~ user defined -

Network console at OpenView Specified Open

Technician NMS userlogon View and Cisco
Works functions
only

Network as above UNIX & Open View | Open View and

Manager as individual user Cisco Works
network
management
functions (no direct
UNIX access)

Network as above as above Open View

Manag’t configurer

Configurer functions

Security as above as above User information

Manager and resource
access controls

System NT at Belfast | UNIX after NMS All UNIX facilities

Administration

configured to stop
managing the

network
Engineer console at UNIX via special No UNIX/Cisco
NMS password c.f. works access
Sequent systems
Notes:
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1. The Network Management workstations run 24 hours a day.
However, at the end of the shift, the existing user logs out and the
new user logs on to give individual accountability. Other users of the
system must also authenticate themselves e.g. prior to doing
configurer or security management functions.

1. All users (except possibly engineers) are individually identified to
the system and logon under individual user names.

1. Engineers identify themselves at the secure site and have
supervised accessed to the system - see 3.6.3.

8.5.4 Teinet Access to Routers

Pathway routers are normally controlled from the Network
Management Station as described above. There are exceptional cases
where more direct access to the routers is permitted using telnet. The
only cases permitted are:

e CFM senior network management staff accessing the routers in
exceptional circumstances (for example, for fault resolution
requiring use of the debug facility, in times of excessive network
workload or during fault conditions)

e CISCO staff supporting the routers from a remote CISCO site

No Telnet access to routers is permitted without authorisation by a
member of the Telnet authorisation list. Manual records are kept of this
authorisation each time Telnet access is used.

All users of Telnet access to routers authenticate using TACACS+. All
Telnet access is audited at the NMS. The audit trail contains the
TACACS+ authentication entries and configuration etc changes
resulting from the Telnet access.

Authorised CFM Network Managers use Telnet access to routers from
a specific dedicated NT system on the Operational Bridge area of the
Network Centres.

Cisco staff access the router needing support via a separate gateway
router dedicated for Cisco use. This gateway router will be configured
to permit Cisco access only when Cisco support is needed - see 8.2.2.
A different TACACS username and password will be used on each
occasion and these will only be valid for the particular session. The
standard Cisco engineers will have read only access to the routers.
Named and authorised senior CISCO staff (NSA Engineers) may have
“enable” mode, as that is needed for reviewing configuration files and
debugging. CISCO are not permitted to make changes to the routers (a
manual, not IT control).
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8.5.5

8.5.6

Direct Access to Routers

The only direct access permitted to routers is for engineers
investigating hardware problems. In this case, access will always be
done locally at the router using a console.

In normal running, the routers will not have consoles attached, though
console access is enabled. Any attempt to use console access will be
flagged at the NMS.

If a router has a fault, it will be configured out of the network and then
a console physically taken to the router and plugged in. The router
engineer can then log onto the router to diagnose and repair the fault.
The router is then connected back into the system. The configuration
of the router is checked and the Network Manager asked to confirm
acceptance before the router is configured for normal use as part of
the operational system.

The password used for direct console access is changed via the NMS
every 28 days and also immediately when an engineer requires
access. (There is a two level password system for console access.)
Engineers are not individually known to all routers and need to ask the
Network Manager for today’s password. (The engineers will have
identified themselves manually on entry to the secure site.)

Further details of these procedures will be in the CFM Pathway
procedures manual.

Firewall Management

Pathway firewalls are managed using Firewall Enterprise Centres, one
at each Data Centre. These reside on Solaris systems (shared with
Security token management), which conform to the set-up, operating
system roles and access described in 4.7.

Events to Tivoli

Firewall Manager \\\ Sun, UNIX

FEirewall Monitor Co - oTTT +— Standard Solaris roles

Enterprise Centre

__ Engineer
Firewalls

Figure 8-6 Firewall Management
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All access to the firewalls is via the Enterprise Centre, except for
hardware maintenance. As for routers, in normal running, firewalls do
not have consoles attached - they are only attached for hardware
maintenance after the firewalls has been configured out of the system.
Firewall audit logs are sent to the Enterprise Centre.

All configuration changes are made via the Enterprise Centre and
logged via Tivoli. There are no on-line application support roles.

People with the following roles have access to the Enterprise Centre:

Role Main Functions

Firewall Maintains the firewall configuration and policy data
Manager

Firewall Monitor | Read access to alerts, logs and the rule base

Access controls associated with these roles are defined in the
following table:

Role Workstation type | Authentication method & Resourc
and location | where user defined = es -
available
Firewall | Either: Controlled Defined as UNIX & Enterprise | See
Manage | NT workstation at centre user; Authenticated above
r secure site, or with token (to NT, and/or
Local UNIX UNIX, depending on
console workstation)
Firewall | As above As above See
Monitor above
8.5.7 Access controls configured in Routers and Firewalls

Access Lists in the routers define the traffic to be permitted or denied
by that router specifying IP addresses and associated IP protocols (ip,
udp, tcp, icmp) and port numbers. Only traffic associated with IP
addresses that are explicitly defined in Access Lists will be permitted.

Firewalls control the use of other application protocols also, though
controls are different for different firewalls, depending on traffic
permitted - see policies in 8.10 below.

8.6 Software/Configuration Distribution and Implementation
Pathway releases software and/or configuration information in two
cases:
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8.6.1

¢ Implementation of new Post Offices, including migration of in-office
data. The Post Office counters are delivered with a standard
configuration which needs to be personalised and updated when
installed. This process is mainly automated and involves initial set
up of IP addresses, routers and cryptographic keys. This
implementation process may also be used for certain types of major
changes to Post Offices.

¢ Release software and other configuration updates to existing Post
Offices (and related systems). This covers software release to the
Post Offices and to systems in other domains.

In both cases, the process includes authorising the release, digitally
signing the information, distributing it, and, at the receiving system,
using the digital signature to check the information is correct and from
the right place.

Post Office Implementation

This Access Control Policy is concerned only with those parts of the
implementation mechanisms which affect the operational system.
These are illustrated in figure 8-6.

(X Pathway staff

Pathway Implementation aL managing implementation

Supplier ~~_

S Pathway Data Centre
POCL and _| _ Rollout database

other info

|
Auto-Configuration

‘ database
1
| e w@%
ECCO migration | el I

. server y . ;
Generic depot/Tivoli server Other systems

PO \ _>including KMS
Software |Boot server‘| f

PO confjg info & KMS exchanges
software updates

PC with
s software installed

ato;y —>'ﬁ ; Postfﬁice ¥ ¥ ﬁ%

Auto-configurer . .
Installation Engineer
Post Office Manager

Horizon Field Support
(migration)

Figur
e 8-7 Interactions on Post Office Implementation

The information about implementation of Post Offices is managed in
the Roll-out database which takes input from POCL and other sources.
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Pathway suppliers can also access this database (via bulk transfers) -
both to view and update information.

Information about Post Offices to be installed soon is transferred to the
Pathway Auto-configuration database. The Auto-configuration initiates
the Auto-configuration process which sends information to the Central
Pathway services as required to handle the new Post Offices.
Configuration information for each Post Office/counter is also
generated. This is digitally signed by the Signing Server and sent to
Tivoli to distribute.

The PCs are delivered from the factory with software, including an
Auto-configurer application, installed. The installation engineer uses
this to configure the PCs. During this process, changes needed to the
delivered software and configuration are sent to the Post Office. For
ECCO equipped Post Offices, a Horizon Field Support Officer (HFSO)
handles migration of data from ECCO to the Horizon system using a
laptop at the Post Office linked to a migration server at the centre.
(Manual migration is also handled by HFSOs, but at the Post office
only.)

When the Post Office Manager takes over and first boots up the Post
office, the keys for standard running are delivered from the KMS.

8.6.1.1 Implementation Roles

Application roles are:

Role Functions

Roll-out/RODB users Implementation staff viewing information in
the roll-out database (RODB)

RODB data administrators Implementation staff as above, but also able

to update RODB data, for example, change
the date for a Post office installation.
Roll-out support/help desk Handle calls from Pathway suppliers and
advisors Post Offices - forwarded from Horizon
system help desk. Queries and limited
updates to RODB depending on call
Auto-configuration user Implementation staff managing the data
going through the auto-configuration
database (ACDB). This includes some
update access.

ACDB data administrator Administering the central services site
information in the ACDB

Horizon Field Support Handling migration - two roles for manual

Officer and ECCO migration

Application support manager | Supporting applications

and user

In addition, there are:
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e The standard NT roles defined in 4.4. These include the standard
operational management roles, and auditor roles. It also includes a

dba role for each application

e Key custodian and key handler roles at the signing server - see

7.71

System access controls for people in these roles are:

Role Workstation Authentication Resource available
type/ method : :
‘ location
RODB user NT workstation Token Read only access
at Pathway site | authentication to to RODB
or regional office | firewall, then
(see note 1) password to SQL
server
RODB data NT workstation As above Query and update
administratio | at Pathway site access permitted
n by RODB/client
Roll-out NT workstation As above Query and update
advisors at Pathway site access as allowed
by RODB client
Auto-config Controlled NT Token to NT Query access plus
user workstation at workstation, and via | update as allowed
Pathway site domain trust, to by ACDB/client
Data Centre
ACDB data NT workstation As above Query access plus
administratio | at Pathway site update as allowed
n by ACDBY/client
HSFO - Laptop linked to | NT log at lap top; Job to transfer
ECCO Post Office then NT logon to ECCO data to
migration system migration server TMS journal
domain, both using
password
Application Secure NT Token Access to required
support support authentication at NT | files, databases
workstation - workstation
see 8.7
Notes:

1. RODB users at regional offices dial-in, with routers at the office
connecting to the Data Centre firewalls

1. ACDB users have controlled workstations, not on the Pathway LAN,
and linked by ISDN to the Data Centres

1. Once initial roll-out is complete, management of implementation of
new Post Offices will switch to CFM, so workstation types and
authentication methods for those roles will change to the standard
CFM ones - see 8.2.1
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8.6.1.2

8.6.2

1. The NT logon to the migration server for ECCO migration is to
establish the laptop access to this server. The HSFO uses
applications at the laptop only, so is not a direct interactive user of
the migration server

1. Manual migration is a Post Office only role, so covered in 5
Other Access Controls

The RODB takes traffic from external locations, which do not conform
to the standard secure controlled systems used for most Data Centre
access. The NT server supporting the RODB is therefore firewalled
from such external access, with controls at the firewall restricting traffic
ie.

¢ Implementation staff in regional centres connecting to the RODB via
modems will be restricted to read only SQL access to the RODB.

e Implementation suppliers will be restricted to (FTMS controlled) file
transfers between a Pathway PC at the suppliers site at the RODB.

e ECCO migration laptops can only connent to the migration server at
the Data Centre

The RODB server is also separated by firewalls from the main Data
Centre systems.

Software Updates

This Access Control Policy is concerned with software updates (new
software and fixes) after the software is available in the Configuration
Management system and has been authorised for release by the CS
Release Manager. This is illustrated in figure 8-7.

Pathway Management & Support Centres software &

Configuration /onﬁg cha{lges;
librarians —  Configuration Pathway ref. data
Management
Spftware : T g test rigs
Distributer _| Signind Server | y 3
Pathway Data Centres \ 4
depot/ Tivoli server ——) Other systems

Tivoli exchanges

PosgOffice
| Tivoli |

Figure 8-8 Software Release
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When authorised by the Release Manager, the CM Software
Distributer initiates signing and distribution of the software. It is first
made available for testing, for example, at the test rigs in SSC (see
8.7). Once testing is complete, and all other checks made, the Release
Manager authorises distribution of the software. The Software
Distributer then initiates transfer of the software to the depot in the
Data Centre for distribution to the operational system.

From the depot, the software is distributed via the appropriate route to
the target system e.g. Tivoli distributes software to the Post Office.

Software distribution to the Data Centre is done by the Pathway
Configuration Management unit (CM). Onward distribution from the
depot/Tivoli is controlled by CFM - see other sub-sections above.

In exceptional circumstances, where this is not fast enough, authorised
code fixes may be done directly by CFM.

All human users of the configuration management system log into it as
NT users with passwords.

The usual key custodian and key handler roles are supported at the
signing server. As this is part of the secure Feltham LAN, any
authentication at that system is token based.

8.7 Application Support
8.7.1 Introduction

The main interactions of people involved in application support are
illustrated in figure 8-8. Note: this does not cover support of network
boxes such as routers (see 8.5) or the symmetrix discs (see 8.8) or
support of Dynix (see 8.4)
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Figure 8-9 SSC and other support sites

SSC is the main application and package support unit supporting
applications and packages on Sequent and NT systems at the Data
Centre, and applications at the Post Offices. This support requires
access to the relevant Data Centre systems to diagnose the problem.
SSC also use test rigs to re-create problems and try out updates,
before updates are included in the operational systems via the
standard Configuration Management system (see 8.6).

CFM provide first line support for most systems and application
support for some Sequent and all VME applications. Other units
provide 3rd and/or 4th line support for particular applications and
packages, though this is often off-line from the operational systems.

All application support staff with access to the Data Centre systems do
so from secure sites using NT workstations on secure LANs separate
from any other systems use (see also 8.2.1). All secure sites conform
to Pathway requirements for physical, network and staff security.

Limited data may be downloaded from the Data Centres to the SSC
test rigs for testing new software and to assist in diagnosing
application problems.
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SSC also assist Pathway Business Support when doing financial
reconciliations - see 7.5. SSC, on request from Business Support. This
also may sometimes require download to the reference system, with
files of transaction adjustments sent back to the Data Centre for
forwarding to CAPS.

A firewall restricts traffic between the test rigs/reference systems and
the secure LAN. Permitted traffic is the file transfers described above
and access from the SSC and Oracle secure LANs as required for
supporting the applications.

The SSC site is connected via encrypted links to the Pathway Data
Centres (indirectly via another secure site - see section ?).

8.7.2 Roles

Application support roles are included in the relevant sections of the
ACP. There are two main application support roles (for SSC and CFM):

¢ Application support users diagnose problems and have read only
access to the main Pathway systems

e Application support managers can also correct data under
controlled conditions - see 8.7.3

3" line application support roles (by other units) are always read only.

In addition, there are users of the test rigs. These do not have access
to the Data Centre systems and so their system access is not covered
further in the Access Control Policy. Note that as they have some
access to DSS data, the test rigs, and access to them, are in a secure
area on a secure LAN and staff are vetted to Pathway standards.

8.7.3 System Access Controls for these Roles

All application support users access Data Centre systems via secure
NT workstations as described above. Some may need to see DSS
data. Therefore all these support users should authenticate using
tokens.

Much application support requires read only access to the relevant
Data Centre and VME systems/package. (VME access is via Sonnet
on the Sequent systems at the Data Centre). However, in some cases,
update access is required.

Where update access is to code, and time permits, correction of errors
is by re-issue of a new version of the software via the Configuration
management system. When faster fixing is required, software updates
may be made by CFM (operational management role) directly after a
request by SSC, subject to agreed Pathway authorisation procedures.
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In certain agreed circumstances, there is a need to correct data which
has been corrupted by faulty code. Such corrections are made only by
the application support manager, and are subject to agreed
authorisation procedures. Where the data to be corrected is DSS data
which is UK RESTRICTED, authorisation procedures include the
Pathway Business Support Unit and DSS.

In all cases, updates to code or data by application support staff
require two staff to be present when the change is made and all such
changes to be audited, identifying what has been changed (before and
after values) and the individual who made the change.

No application support users have access to Post Office counter
systems - errors here are diagnosed using logs of events extracted via
Tivoli.

8.8 Specific Hardware Support

Earlier sections of the ACP cover support of the main Pathway
platforms - the NT and various UNIX systems and the routers. In
addition to these, there are a number of other hardware boxes at the
Data Centre. While most support will be on-site, remote support for
some hardware is being considered.

Information about access controls for permitted support cases will be added in a later
version of the ACP.

8.9 Horizon System Help Desks

There are two technical Help Desks:

e The Horizon system Help Desk described in this section. This is the
main technical help desk. It is run by CFM and handles technical
queries during normal running of the operational system. It forwards
relevant queries to:

e The Roll-out Support Desk which deals with the specific issues of
installing Post Offices. This is described in 0.

8.9.1 Introduction

The Horizon System Help Desk handles technical queries from Post
Offices, the Payment Card Helpline and from DSS and POCL as well
as Pathway queries.

The main interactions of Help Desk staff using the IT systems is
illustrated in figure 8-7
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Figure 8-10 Horizon System help Desk

These Help Desk staff answer calls from a variety of sources and are
responsible for registering calls, responding to them in some cases
and passing other calls onto the appropriate unit. One workstation
gives access to call handling systems such as Powerhelp, Dispatch-1
and Remote-1. Additionally, reference machines are available to Help
Desk staff with a special version of Pathway applications (without live
data) for use when responding to Counter Clerk queries. Note that
calls from Post Office Managers about key recovery are forwarded to
SMC to handle - see 8.3.

Horizon System Help Desk users do not have direct access to Pathway
Operational or Management Information Systems, so details of Help
Desk roles and associated access controls are not included in this
ACP.

System Set-up

Horizon system Help Desk technicians are in a secure SMC area as
for other SMC system management staff - see 0 and 0 above.

Other Access Controls

The Horizon System Help Desk receives calls on technical issues
from:

e Post Office staff with a technical problem
DSS via the ITSA Service Help Desk
POCL offices

e Other Pathway sites

In many cases, some form of authentication is needed, as described in
section 3.5.2 above.

Details of telephone authentication will be added in a future version of this document.
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8.10 Network Access Controls

8.10.1 Introduction

Pathway’s main systems are at the Data Centres, but there are several
other sites linking into these and providing supporting services as
outlined in 2.5. This section looks at the network access control
policies within and between these sites, depending on the security
requirements for each type of link.

The following diagram shows the network in outline.

Later sections look at particular parts of the network, and the specific
controls needed there.

DSS sites Pathway Data Centre 7
athway
(CAPS,ESNS) | |Corporate
- Magt site(s)
POCL sites
(TIP, ref. data, AP) Sequent NT
operational operational Pathway
. . systems systems ||| support
POCL Client sites 4 4 S secﬁf‘)e site
Corporate security
Payment Card Management services Pathway
Helpline systems | | system mgt
. sites
Girobank FRM system & Rolloout
I]Ctsv;;?:nr:gt systems | | Other support
De La Rue sites e.g. Sequent
card production routers, firewalls, crypto boxes > Other Data Cent
er Data Centre

Post Offices

Figure 8-11 The Pathway network.
All links to the Data Centres are controlled by routers/firewalls.
8.10.2 Protecting Data in Transit

Business data is protected in transit in accordance with [SFS]. In
summary:

e Business data in transit from CAPS has integrity protection and data
origin authentication. On-line transactions are also encrypted.
(Other traffic on this link is not protected)

e Data in transit on the POCL TIP/reference data link is integrity
protected (using digital signatures).

o Data on the POCL HAPS link has confidentiality protection and also
the data will be signed.

Printed: 22/12/98 RESTRICTED-COMMERCIAL
C:\WINNT\Profiles\crosslab\Desktop\RSPOL003.doc Page 113 of 117



FUJO0087993

FUJ00087993
ICL Pathway Ref: RS/POL/0003
Access Control Policy Version: 3.0
Date: 18/12/98

e The Payment Card Helplines and Girobank FRM systems are in
Wigan and Bootle, so data in transit to them does not need
encrypting.

e Details of customers for card production on route to the De La Rue
card production system are integrity and confidentiality protected.

e Traffic to the Post Offices is protected using a VPN to provide
authentication and encryption. Payment authorisations and also
software and configuration updates distributed via Tivoli are digitally
signed.

Other general policies for protection of links are:

8.10.21 All Pathway Corporate management, system management and support
sites with access to the main operational systems have fixed links to
the Data Centres

8.10.2.2 External sites with access to the main operational Pathway systems
also have fixed links to the Pathway Data Centres.

8.10.2.3 All such fixed links are protected using Zergo encryption devices using
Rambutan.

8.10.2.4 All ISDN links use VPN protection or CHAP authentication and CLI.

8.10.2.5 The Feltham site also acts as a gateway for some other sites
accessing Pathway services. Where these are fixed links (as for the
SSC site) the link between these sites will also be encrypted. (Note the
SSC site also has a further encrypted link allowing an alternative
connection to the Data Centres in the case of a failure at the Feltham
site).

8.10.2.6 Where external support users, implementation suppliers etc access
Pathway systems, Pathway firewalls control that access. Any
exceptions to this must be agreed by the Pathway Security Manager
and documented in the ACP.

8.10.3 The Data Centre Network Access Policy

The following diagram is a simplification of the network at a Pathway
Data Centre showing the links into and out of it.
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Figure 8-12 The Pathway Data Centre Network
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Note that the above diagram does not show:

e The actual network within the Data Centres or the firewalls which
protect specific links and systems. Rather this document gives the
access policies which the network should achieve.

e The actual network outside the Data Centres such as the Energis
backbone, or the ISDN network as these do not affect the access
control policy.

e Some users where more information is needed e.g. DSS FIT

Traffic into and out of the Pathway Data Centres is mainly controlled
by the routers and firewalls. These are also used within the network,
and there are also controls on the use of ports at particular systems.

The links into the Pathway Data Centre should be configured to
achieve the following.

Routers and firewalls on the links should be configured to restrict
traffic as required by this policy - see 3.4.3. They should restrict traffic
to the agreed external sources.

DSS and the POCL TIP/Reference Data link use a secure environment
provided by the Energis ATM network. The closed user group restricts
access to Pathway only.
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8.10.3.3 Firewalls should protect the Data Centre systems from links to other
services such as POCL HAPS, De La Rue and Implementation
Suppliers.
8.10.3.4 Access to the Data Centre by external organisations for support or

other access should also be firewalled. Any exception to this must be
agreed with the Pathway Security Manager and documented in the
ACP.

8.10.3.5 Roll-out systems which can be accessed from outside sites not
conforming to the Pathway standards for a secure site should be
firewalled from other Data Centre systems.

8.10.3.6 Traffic to/from DSS systems should be restricted to the authorised
business traffic to/from the Sequent operational system (apart from
network management traffic between the routers and the NMS).

8.10.3.7 Traffic to/from the POCL, POCL Client and De La Rue systems should
be restricted to the authorised business traffic to the PCs handling that
link (apart from network management traffic between the routers and
NMS and system management traffic between the PCs and Tivoli
Management Centre.

8.10.3.8 The Girobank Help Desk users should be restricted to only Oracle
Forms access to Sequent (see 4.3.1 above). The Help Desk
workstations should be set up to use only this access to the Data
Centres and the Sequent systems to accept only this.

8.10.3.9 A set of routers should handle all traffic to/from operational Post
Offices and accept traffic from outside the Data Centres only from Post
Offices. No operational Post Office traffic should be accepted via other
routes. These routers should also restrict where traffic can be routed
to/from within the Data Centre. Permitted addresses are just for those
services listed in 5.3 i.e. the Correspondence Servers, Tivoli
management servers and KMS.

8.10.3.10 When implementing a new, or significantly changed, Post Office,
connection will initially be to the boot server which is separated by
firewalls from both external access and the main Pathway Data Centre
LAN.

8.10.3.11 The routers handling POCL and De La Rue ISDN links are separate
from those used for the Post Offices. Traffic permitted to and from
them are file transfer, network and Tivoli management (see section 6).
The routers/firewalls should restrict file transfer traffic to the PCs
allocated to handle this traffic from this site and restrict Tivoli traffic to
the Tivoli server.
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8.10.3.12 Routers should be configured to deny access to external users (e.g.
CISCO support) until this access has been agreed - see 8.2.2. When
permitted, the appropriate router should be configured to restrict
access to the Data Centre to the particular system(s) needing support.

8.10.3.13  The routers used for internal Pathway site access only permit traffic
from/to these locations.

8.10.3.14 The combination of routers and firewalls at Feltham should restrict
traffic from there (and linked sites) to what is permitted. For example,

e SSC application support users are restricted to the systems they
support

e Management users are restricted to the Data Warehouse and MIS
systems at Wigan

¢ Configuration management traffic is only permitted to the
appropriate software depot/Tivoli server.

8.10.3.15  Controls in the Data Centre should reduce the possibility of
interference between systems by separating independent parts of the
system, particularly where these which have different security
requirements. (This may be by a combination of network set-up, router
controls, controls at ports of specific systems and NT domain
structure.) For example,

e Systems concerned with roll-out of Post Offices should be separate
from those used for operational running.

e Security services, such as the Key Management one, should be well
protected from unauthorised access from other systems.

8.10.4 Pathway Project Sites

System management sites remote from the Data Centres which are run
by ICL Outsourcing are covered in sections 8.3, 8.4 and 8.8 above.
The SSC application support site is covered in 8.7 above.

Other sites are used by Pathway management and the Pathway
Implementation Unit. These include:

¢ The main Pathway management sites at Feltham and Bracknell
¢ The Implementation unit main site at Kidsgrove
¢ Regional offices used by the Pathway Implementation Unit.

The Pathway Corporate Management site at Feltham has a permanent
direct link into the Data Centres. Users of Data Centre systems from
this site are:

o Pathway management users accessing the Data Warehouse, MIS
and SLAM systems - see section 7
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e Pathway Business Support users - see 7.5

e Pathway Customer Services using the RDMC - see section 4.3.2
e Pathway Security, Audit and FRM users - see section 7

o Software distribution (see 8.6)

¢ Implementation/roll-out users - see 8.6

The Feltham site also provides links for other Pathway project sites
such as SSC (see 8.7) which require Data Centre access as shown in
the following diagram.

Pathway Feltham site

ICL Corporate Feltham Network
Network and Router with management users
other links and other users

- CM sign &
Security etc users Firewall | 4istribute
| 1 ] | | | Pathway
secure LANs secure site
Router and // e.g. SSC

crypto box N

Router and \O ther

crypto box support
secure site
¢ ¢.g. Oracle

To crypto box at Data Centre

Figure 8-13 Feltham Pathway Network

The Kidsgrove site and Regional centres have simpler networks with
routers and ISDN connections to the Data Centre. In the case of
regional offices, access to the Data Centre is via a laptop dialling in
(via local routers and then Data Centre routers and firewalls).

8.104.1 Workstations on a secure LAN, or individual secure workstations must
be used for access to the following Data Centre services:

o Operational systems at the Data Centre, including related services
such as the time server.

o Services with access to sensitive data (on MIS or other systems) or
with update access to them

e Secure services on a Pathway project site such as the signing
service

Note: this includes Security Management, Auditing and FRM users and
some management users - see section 7.
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8.104.2 Signing and distribution of software should also be from a secure LAN.

8.104.3 All traffic in and out of the Feltham Pathway Network should go
through one of the routers/firewalls identified in diagram 8-12 i.e.

e be encrypted traffic to/from the Data Centres
¢ be encrypted traffic to/from another authorised secure site, or

¢ go through the routers/firewalls protecting the pathway network from
the ICL Corporate network and external links

No access to the Feltham network by-passing these controls is
permitted.

8.104.4 Traffic between the Pathway Feltham network and other networks
(apart from the encrypted links) should be restricted to permitted traffic
by the routers/firewalls at the boundary to the Pathway network. The
main types of permitted traffic are:

e Links to services required by Pathway developers, managers and
related staff. This includes email, Powerhelp and the financial
system.

e Supply of software from other units, where this is done
electronically.

o Access required by Implementation suppliers to the roll-out
database.

8.104.5 All access to the Data Centres from the main Feltham network (rather
than secure LANS), is restricted to the required application protocols to
the permitted particular Data Centre services for this user. This applies
to users with workstations on that network and external users such as
implementation suppliers (see above). This is controlled by the
configuration of the firewall between the network and the Data Centre
link and associated routers.

8.11 NT Domains

Windows NT domains are used in Pathway to control which NT
servers can share NT resources and which users have access to those
resources. They are also used to simplify user authentication - a user
need only logon once to a domain, or once to a set of domains which
have an established trust relationship which includes trust in the users
of the domains.

NT domains should conform to the following policies:
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8.11.11 NT domains should generally have at least one Backup Domain

Controller. This should be on a separate site from the Primary Domain
Controller. Exceptions to this must be agreed and are expected to be
small domains with few users.

8.11.1.2 Where a set of related NT systems is run by a different authority from
other NT systems, this should be set up as a separate domain.

8.11.1.3 Where such a domain does not share users or resources with other
domains, it should be a separate domain with no trust relationship with
other domains. For example, the Payment Card Helpline systems are
such a domain.

8.11.14 NT domains should be set up to conform to the policies in this ACP
including the general ones in section 3, the NT specific ones in 4.4 (for
Data Centre NT servers) and the need to reduce interference between
systems in 8.10.

8.11.1.5 Domains may span sites where all NT workstations and servers in the
domain are run by the same authority and are subject to the same
physical and network security. (For example, the SMC system
management domain spans the SMC workstations attached to a
secure LAN on the secure SMC sites and the Tivoli NT servers at the
Data Centre).

8.11.1.6 A domain must be confined within an area of the network which is
subject to the same security policies and controls. For example, it must
not include NT systems on different sides of a firewall.

8.11.1.7 Where sharing of resources, but not users, is required between
domains, then the trust between domains should be restricted to
sharing the agreed resources/files across the domain boundary. The
resource sharing must be restricted to the minimum required for the
agreed functions.

8.11.1.8 Where sharing of files is required between domains on different sides
of a firewall, this should be subject to special authorisation procedures
as well as the policy in 8.11.1.7.

8.11.1.9 A domain should not establish trust in users registered in a domain in
a less trusted part of the network.

8.11.1.10 Users should only have access to the NT systems to which they are
permitted access. The domain set up should prevent them accessing
any other NT systems.
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8.11.1.11 Users should not be registered as NT users at domains where their
only access is at the application level, for example, via a remote client
via an application protocol to a particular application which has its own
logon.

8.11.1.12  Set up of NT domains should assist separation of systems to reduce
interference between them.

0.1.11
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APPENDIX A: SUMMARY OF ROLES
The following table is a summary of the roles in this document. Services accessed are listed under:
e Sequent (operational) for the main Sequent systems which support the application hosts
e NT (operational) for the main NT systems which support the main business applications on NT such as
TMS and its agents and the PCs linking the Data Centres to other business sites (DSS, POCL, De la Rue
etc)
e The Management systems including Data Warehouse and other MIS systems, including SLAM, FRMS.
Note that this includes Sequent and NT systems
¢ Other systems - mainly those concerned with Post Office implementation, system and network
management and security management. Note that this includes different system types including NT and
Solaris ones
Role Services/Systems Accessed ACP
sections
Post office | Sequent NT MIS Others
(operational) (operational)
POCL steady state Post Office Roles
Post Office Manager Post Office 5
counters
Post Office Supervisor | PO 5
counters
Post Office Clerk PO 5
counters
Emergency Manager | PO 5
counters
POCL Auditor noes1a2 | PO 5 (7.5)
counters
Benefit Payment Support Roles
DSS/BA clerks | PAS/CMS via CAPS | | 6.1 (4.3.1)
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DSS Help Desk PAS/CMS via CAPS 6.1 (4.3.1)
Payment Card PAS/CMS 7.4 (4.3.1)
Helpline Advisor
Payment Card PAS/CMS 7.4 (4.3.1)
Helpline Advisor (NSI)
Payment Card PAS/CMS 7.4 (4.3.1)
Helpline Supervisor
Other Support roles used by customers
Horizon System Help local only 8.9
Desk Technician
SMC Team Leader local including one- 8.3
acting as SMC Help shot password
Desk Technician system; KMA
Roll-out Support Desk RODB (NT) 8.6
advisor
Business Operational Roles - Pathway staff
Reference Data RDMC 4.3.2
Change Manager
RDMC Loader RDMC 4.3.2
RDMC User RDMC 4.3.2
RDMC access RDMC 4.3.2
administrator
Business Support PAS/CMS, TPS, TMS? reconciliation db (NT) | 7.5 (+7.9,
Manager APS, OBCS 4.5,4.31)
Business Support as above as above as above 7.5 etcas
Analyst above
Fraud Risk Management, Audit and Security Roles
FRM Manager PAS/CMS TMS FCMS, DW For evidence 7.3(+7.9,

(Sequent) gathering, others as | 4.3.1, 4.5)

Business Function
Auditor

FRM Analyst as above as above as above as above as above
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FRM User FCMS, DW 7.3 (7.9)
DSS FIT FCMS 7.3(7.9)
Pathway Business Main host systems Main operational | DW and others Auditor workstation 7.6 (+ lots)
Function Auditor systems
Pathway Security All systems All systems All systems Most systems, 7.6 (+ lots)
Event Auditor including Tivoli
events
Pathway security Token Authentication | 7.7 (4.6)
management Service (Solaris)
Cryptographic Key KMA, CAW 7.7 (4.6)
Manager
Cryptographic Key key mgt application | key mgt on VME, Signing 7.7 (+
Custodian Agents, CMS service (NT) several)
link PCs
Cryptographic Key as above as above as above 7.7 (+
Handler several)
PO key recovery KMA 8.3 (4.6,
(subset of SMC Team 7.7)
leader role)
Other Pathway Management roles
Pathway Management DW (Sequent) - 7.8 (+7.9)
Support Business Objects
and several apps,
SLAM (NT)
Pathway Financial CCS application 7.8 (+7.9)
mgt
Pathway Contract mgt CON application 7.8 (+7.9)
P’'way Ref. Data mgt DW 7.8 (+7.9)
Pathway CS SLAM on NT 7.8 (+7.9)
Managers
Pathway Business DwW 7.8 (+7.9)
Dev.
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Implementation and Software/Configuration Distribution Roles (apart from help desks above)
Auto-configuration ACDB 8.6
user
ACDB data ACDB 8.6
adminstrator
Roll-out/RODB user RODB 8.6
RODB data RODB 8.6
administrator
HFSO - ECCO laptop at Migration server 5,86
| migration PO
HFSO - manual PO counter 5
| migration
Software Distributer CM signing service 8.6
Pathway operational management/ administration
Computer operator UNIX/secure menu | NT All systems All systems 42,44, 47
(on Sequent systems) (+ others)
Senior operator UNIX/secure menu UNIX/secure 4.2
menu
System Monitoring Patrol Patrol on 4.2
Sequent; NT
Database monitoring UNIX/secure menu UNIX/secure 4.2
menu
Operational mgt/ UNIX/secure menu | NT UNIX/secure All systems (NT, 42,44 47
system administration menu Solaris etc) (+ others)
Operational mgt/ UNIX/secure menu; UNIX/secure RODB, ACDB (SQL [4.2,8.6
database Oracle applications menu server)
administration
Secure menu UNIX/secure menu UNIX/secure 4.2
administrator menu
Security Management UNIX/secure menu | NT UNIX/secure All systems 42,4447
menu (+ others)
Legato Administration Archive server 4.51
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Payment Card PAS/CMS 7.4
Helpline Security
Manager
Base Installation and UNIX NT UNIX All systems 4.2
configuration
Riposte Management Correspondence 4.5
servers
KMA Data Manager KMA 4.6
Pathway systems management, administration for CFM (DS) systems
SMC technician Tivoli/Oracle system | 8.3
management
services
SMC technical Team Tivoli/Oracle system | 8.3
Leader management
services
SMC MSS technical Tivoli/Oracle SMS 8.3
support plus SMS OS etc
SMC security Tivoli/Oracle SMS 8.3
manager plus SMS OS etc
Pathway Network and Firewall Management and management of Network systems
Network technician OpenView on NMS 8.5
Network manager OpenView and NMS | 8.5
(+ telnet to routers)
Network management NMS 8.5
configurer
NMS security NMS 8.5
manager
NMS system NMS 8.5
administrator
Firewall Manager Enterprise Centre 8.5.6
Firewall Monitor Enterpise Centre 8.5.6

Support roles
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Engineers UNIX NT UNIX, NT NT, Solaris 42 44 47
PO Installation PO 5
Engineer counters
PO support engineer | PO 5
counters

Dynix 3rd line support UNIX/secure menu UNIX/secure 4.2

menu
Oracle db 3rd line UNIX/secure menu UNIX/secure 4.2
support menu
Oracle application 3rd UNIX/secure menu; 4.2
line support Oracle application
Application support UNIX/secure menu; | NT UNIX, NT many 8.7 (+4.2,
manger applications 4.4..
Application support UNIX/secure menu; | NT UNIX, NT many 8.7 (+4.2,
user applications 44...
VME application UNIX/secure menu 4.2,6.1
support + VME
Support Roles - non Pathway staff
Oracle application and UNIX/secure menu UNIX/secure 42,87
db support + Oracle menu + Oracle
Sequent support UNIX/secure menu UNIX/secure 4.2

menu
Cisco router support routers 8.54

Notes:

o External Auditors only have direct on-line access to the Post offices. They have indirect access to other
Audit information via Pathway Auditors - see 7.6. The table above only covers direct users of the system,
so indirect access from DSS, POCL and NAO auditors is not shown.

e POCL Investigators have the same rights as POCL Auditors, so are not distinguished from Auditors for

access controls.
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