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s do not have correct perrmssmns

i

eDate Ol\Feb—2011 11:87: 35 User:Mark erght
listart of Resanse] : R 3 SRR R R S ; TN

Development have delivered scrlpts to allow SSC users to perform certain tidyup tasks (like clear failed recoveries). However
have been dellvered to work agalnst an. SSCeroJe which SSC:users have‘notjbeen granted as S5C users;have‘the:ABPSUP‘rQl

%

5Elther SSC user creatlon/conflguratlen needs to
iamendlng to match how our users are. Set up in llve.k S :5 S = %
Please see email detalls ‘below: descrlblng in more detall‘\ Sl e e e

'1)\The user creatlbn scripts provided by deVelOpment offer the option to create each user type (unxadm, appsup, ssc) :
12) When we created 55C users fo ‘BDB/BRS~etg.;we;qs§djEappsup?:asgthatqis ‘what 'ssci have aiways:been and what they migrated as on
2Horlzon dat : S

13) It became clear that there is also an ssc role

; ich we now know is a requlrement for the scrlpts you refer to
34) We. could\change the roLe grants from appsup to ssc and ensure we use ?ssc? for any future user creations but you;would then —
;lose ‘any permissions that are in the appsup role and not the ss¢ role. We also then have a dlfference between the DAT databas §\ i
z(mlgrated) and the new databases: llke BDB which is rldlculous TR X 2 3
i
|
1
é

15) We could grant you the ssc role as well and a call couldebe passed to development to lnclud

A~the user qﬁeatioﬁ~script~whgn
?Ssc° is chosen as. the group but that seems wrong as well X 3

. all comes dpwn to.user adm'nlstratlon and the inco
detalled documentation other than the current doc wh]
servers ? head; brick wall and all that\e o

i

! :
le: can certalnly\add the ssc role to all users on BDB/BRS in the short ter

]

%development for formal rev1ew»and rethlnk R N N RSN RSN RSN N AR N
1 e i Sl S
f . i N : i i~ ~ i~ < s < N

|

i

Regards, Andrew S
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From.‘ erght Mark :

Jsent: 01 February 2011 11 37
51 Gibson Andrew R

[ccs calvert We C

Subject:‘ RE

1 thought the orlglnai lSSue was: why have the SSC
> :needs dev to le but L theught somethlng was .

Glbson Andrew R o
Sent 01 February 2011 11 35 G
1o Chambers Anne o

: Cbambers Anne O
01 E‘ebruary 2011
Ga.bson Andrew R B
Calvert Wayne, erght‘ Mark“ :
= RE: ssc role

|pate:02- E‘eb—201:L\ 11:15:27 User Saheed Salawu aa
A new Business Impact has been added: = = e T S
IThis sto_ps support action and needs do;‘xig not to delay i dent ‘resolution. It s an MSC ‘caf;chgp




lbate:04-Feb-2011 11:46:31 User: Mark‘erght SR R .
’TOP Reference set to. DevlntRel Dlrector lee Supp Test .

;DatefOlvAug—Zﬂll 17:44: 22 User*Andy Beardmoze\;

; rd llne support should have the SSC role granted as per DES/APP/HLD/ODZO v2.

nal:

zThe opt;enal role 'APPSUP’ is: extremely powerful The origi
role (which is select _any table + select _catalogue) and

onLy‘u

BRDB desrgn was: that 3rd: llne support\should be given: the
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qeera which affects the running of development delivered|

creation

rssero

iven the optional role: 'APPSUP' temporarlly (by Securlty Ops

'authorlsatlon) if requ1red to make energency amendments in
amendment tools for known SSC data amendment operatlons

;suchrSSC should not. requ1re the APPSUP role 1n BRDB

'These are scrlpt executed from the command-llne
llEnd of Response]

£Response code to call type L as Category 40 i Pendlng F= Inclde

Date: 17-Aug—2011 i1 37‘03 User.Saheed salawu

thls Peak

ate Received via Emall

charset="1s0-8859~1" ; 3
Content—TransferrEncodin@r qﬁbtedeprintable

As per the preVlOuS PEAK comments, the role 'APPSUP'

support users should be given the 'SsC!
'select oany table + select catalogue

%glven the optlonal‘role 'APPSUP' ~temporarily (by. Securlty

authorlsatlon/emergency MSC): lf requlred to make emergency data i

it is a serur1fy\breaﬁh if any user. wrlte access i

BR

in lee,
unless there is an unforeseen update requ1red Lo lee

Originatgr~\ e "Beardmore Andy" <Andy Beardmore@z GRO !
Arrival Date 30 Sep 2011 13:10: 34 SN S
Subject : PC0O208119 = .o Shnn

Ops

sinot audltedfon
hence the emergency MSC for any APPSUP role activity

B lee.

Can SS5C. please have a meetlng with Andy Beardmore andrAndy Gibson to clarlfy exactly
It appears the orlglnal 1ssue has been flxed A conversatlon w1ll clarlfy

is extremely = ;
powerful and should only\be ‘used under extreme. ‘circumstances and under =
MSC supervision. As such the Branch Database design was that 3rd line

role, which is effectlvely read
c ssc team members

SSC should only

Slnce fhen: Host—Dev have delivered a serles of audltable

and these are assigned by role to individual SSC user accounts‘

D need to give to the SSC in order

what else is really re
any wlder 1ssue

[Branch Database,.

|

i

Ju

i

|

iamendments in BRDB lee Sy B S
|

|

|

—
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ust have session logs attached under the M MSC. Host-Dev previously =
PIOVlded 501pts, such as. the Transactlon Correction Tool,‘are wrltten to
run under the 55C role and also wrlte to the audlt 1ogs s
SSC users created on BRDB should only have the SSC role, and the user =
cxeatlon script should be amended by Host—Dev to ref fct thls A=
separate script glv1ng/revok1ng emergency‘MSC access vig 7
delivered,‘logging;this to the}hostaud Lt dixegtqry.\ln pa

should investigate any: ‘Host-Dev dellvered script to énsure they are all =
executable by the SSC ‘role. SSC should lnvestlgate ‘any of their own S
y have suff1c1ent permissions under the S$5C role,

~ they should prlmarlly perform their work on BRSS. =
‘y day to day SCrlptS should not access BRDB' dlrectly. Any scriptsi =1 -
needlnq more than the SSC role should be questloned except those that é
ould run under~MSC APPSUP. “Once the investigation is complet f‘
BRDB S8C users w1th APPSUP should have the role Iemoved by ISD (v1a MSC)
and ensure they do have the SSC role.

iIf\anyone ‘is in disagreement with the above course~of actlon, then Sl
et up a meetlng with yourselves and Securlty when I'm down in BRAO

fdy Beardmcre, Senlor Software and Solutlon De51gn Archltect
fApplication Serv1ces Sl 5

GRO'

e con51der the envqunment -~do you really need;to prlnt thl‘§

,Date 25—0ct-2011 09:54: 02\User :Andrew Aylwa s S S
,Product HNG—X Elatforms —- Branch Databa e Server - Main (BDB) updated to Subj
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[pate:25-0ct-2011 15:06:15 User:John Boston :
‘[The call Target Release has been moved to: Targeted At - :
PTE 25/10/11 = Agreed target of 06, 22 Ple‘ase‘pr‘oceed e s

HNGSR G2 e e

j
!
r
|
}
i
}
|
|
;Date 04~ Jan—2012 11: 54 33 User Andrew Aylward
gThe Call record has been a531gned to the Team Member: Vlshnu Ramachandran
}
=
}
|
u
|
}
|
|
z

;QES: rrelevan

f:Datr.—z 02-Mar-2012 12‘ 16:32 User \Vlshnu Ramachandran 3 3 e
zProduct HNGX Platforms S Solar;s Host (DAT) (ver&uon unSpeleled) added

T 2-Mar —2012 12 17:12 User: V:Lshnu Ramachandran S )
ct HNG;X Platferms = Network Persistent Store (NPS){;

‘;Date\ 02-Mar-2012 12: 33 122 User:VJ.shnu Ramachandran

fistart of Response] : 5

E/usr/local/bln/create d.b nser sh has ‘been flxed and dellvered throuqh basellne UNIX SUPPORT UTILS 0622 V018—V017
,t ralsed at the b k of thxs PEAK call to correct access rlghts of ex1st1rg SSC support USerS‘
%[EndofResponse] S R SR Sl i : Shoan st R
rResponse code to call type L as Category 48 b Pendlng o le Released to 'PIT S : Shii S

[Date: O2—Mar~2012 16:00: 01 User PIT Automated Uger Lo U
Reference Added Product Basellne UNIX SUPPORT UTILS 0622 D018 D017
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smgnlng to Integrator
[End of Response] -

[Date:08-Mar-2012 12:24:08 User'PIT Automated User - oo t; T e e
[Start of Response] : S 3 : L SRR : ShE :
[Peak has been test lnstalled 1n Integratlon. MQVll’lq to holdlng stack awaltlng release R :

{[End of Response]. S 3 = S S 3 NSRS S
4Response code to call type L as Category 47 (le Processe‘ by PII) st S s e s S :
gThe 1n01dent has been transferred to the Team SIptsRels ooidisms maai s e e e e s e

:Date‘lo—Apr—zols 11:21:01 User:Andy Beardmore S i
IThe Call record has been transferred to the team: Archltecture
fThe Call ‘record has been ass:Lgned to the Team Member: Dave Haywood

; permlsslons they are granted by the updated scrlpts wxll be correct Left Andy Beardmore a -
Ivoicemail to determme 1f the above assumptlon is correct If it is correct the call can then be clased on the basm Belfast
[Refresh will correct this issue. - - o = - . - e =

zSpoke with Andy Beardmore. On. ly new users are glven the ccrrect permlss:Lons Ex1st1ng user perm1531ons are copled :m.to the new :
Iullds and: hence\ will not be corrected by Belfast Refresh Suggest an audit of Live and Test 15 requlred Eosiia e i
J1) identify ex13t1ng AD accounts of Oracle users : 3 S : e

22) :Ldentlfy §8C users: from (1) : S : : : 3

53) run a one- tlme scrlpt (based on the permlssn:m scrlpts already dellvered) to set the SsC user permlss_tons correctly
[ies
L

EDace 02-0u1-2014 11:17:20 User :Dave Haywood




FUJO0089756
FUJ00089756

he' above actlv1ty can be performed under MSC but nust be trlalled in the Test env1ronment before being changed in lee to _ensure |

Q adverse 31de~effects are encountered - Given. the ex1st1ng p%rml351on change scrlpts for new users were dellvered some years:
go, the probablllty of the change cauSLng any unforseen 1ssues is thouqht to be- low. S 3 :

W!J'-]

[Date:08-Jun-2015 11:04:58 User iCathenne Qbeng
[start of Response] 3 3 =

From DH‘s updated £

recommendatlens

Please route to TfS FAO Unlx / DBA
[End of Response] fr S 3 i
Response code to call type L as Category 38 i Pendlng e Potentlal

[Pato 08-Jun-2015 11 15‘41 User'chad Dabom‘

j
|
s
!
]
|
=
%
i
la
!
i
|
i
|
ke
jcorrect ORACLE user access (1tem 3)
|
|
1
|
i
|
)
L
gThe Call record has been assxgned to the Team Member'\Mark W?iéﬁtﬁ R
%
|
Il
!
}
I
i

e

érecommendatlons
Unlx or DBA team ple

[ate:09-Jun—2015 08:25:35 User Mark Wright
[cALL PC0208119 closed: Category 68 Type L




