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IN CONFIDENCE 

To: 
—,

From: cc: 
Mr Rudkin 
Subpostmaster 

Paul Field 
Inspector 

Paul Hemley 
Retail Line Manager 

Date: 24/09/2004 

Audit of Post Offices Ibstock branch, FAD 223217 

An audit of the above branch was undertaken on Wednesday 22 September 2004 
by Paul Field. This audit covered asset verification, audit of accounts and testing 
compliance with a range of Business processes and procedures and regulatory 
requirements. 

The following page details the range of areas that can be tested at audit. The 
tests performed at this audit were selected to reflect current Business priorities 
and in response to current branch performance data. 

Appendix A contains a more comprehensive report detailing our findings and 
recommendations for your information and attention. Any control gaps in bold 
were noted on a previous audit and had not been actioned at the time of our most 
recent visit. Please note the reference numbers preceding the control gaps are for 
our internal use only. 

Please retain this report for your information. Appendix B is a compliance 
certificate that you must complete, sign and return, in the envelope 
provided, to confirm you have understood all the points made. 

At the audit, you were given a questionnaire to provide feedback on the audit 
process. If there is anything else you wish to bring to our attention please feel free 
to write your comments on the reverse of this questionnaire or contact 
Senior Inspector, Craig Thompson on telephone nay GRO _._._._._._._._._._._._._._._._._._._._._._._._._._ 

Al! the auditors would like to thank Mr Rudkin and Sue for their assistance and 
hospitality throughout the audit. 

Paul Field Tel:, GRO 

Inspector 
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Area Tested 
• 

Controls 
Deployed 

Controls 
Not Deployec 

Law Risk (High_Risk) 

Controls 
Not Deployed 

Procedural Security 
Horizon System Controls ❑ 

Cash Account 
Stock Management 
Cash Management 
Post Office® Card Account 
On-line Banking 
Debit Cards 
Regulatory Requirements - Money Laundering 
Regulatory Requirements — financial services 
Royal Mail ❑ ❑ 

Franking Machines 
Alliance & Leicester Banking 
Personal Banking ❑ ❑ 
National Savings 
National Lottery 
Littlewoods Scratchcards 
Bureau De Change 
Foreign Exchange Service 
Mone ram 
Travel Insurance 
Department of Work and Pensions 
Motor Vehicle Licences 
Environment A  enc 
UK Passport Service 
Utility Schemes 
Local Transport Scheme 
Self Fill ATMs ❑ 

ETo up ❑ 

Inspectors can only comment an the areas examined during their visit. It should 
not be assumed that untested processes have satisfactory controls in place. 
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Audit of Post Off', ° cb to k, ran h 

Assat Verificati an 
A1-0i check ofc ash, k anc.3 v)uLhers aeve Jec,., xt;: r r rJF"!52R RT, v~hich 
isCarri<e;tdo~Gn.c galwars° 

D Net shortage declared vvae r;). ;25 126.75 

Difference at audit 1400.12 

'.mac,-rr.~rtents and r <ur err er ,:uitu , s: 
lr Li I:cences an irV L errs recur o ..o ¢o ;ter„is •ed Officer"l u u 

a n u`'r'Por occurr€ ini '_`taek 10 foi E E210(J that `'u''s^^,s" ,'f.t'a..da' au ." a ape se account 

m1 that wa or i V y rt nu ,,.:~. 
sartp,xr cf '. f I "rs..t; k. 1 ,109./}8 sr ~~or t ", uoe,  t k 6r a,,, x.P..or. It

iiC i )aLji j P,. a''IIr: 'ar U P 1 0 v'i'_auj b0  P .s'` P nrr r 

T hg_ ;P"~E ~tlI .aN.to.~k& s i i .?r .°i a_ 
g 4) tl tts., r a:: a i t aa; Q Gi 

g 

A CC b,.x.:28.8 h'W'ao-sY ( 6 v 4.» R 

"T he a r+°` ' ft rr^iir fc,iril}„tE,d r,"r 

,t 9r d1 %a a llt C tr „k' (, T p i rCr 4 

err r dtdrat Security 
01 P' it 3ry proced € . so: r;., rr.48tr;tir ed in line with the Security oonts Book

 ti  `oilwing w s Sou €d: 

J f of Gaps — High Risk 
PSr pi . opening procedures are not adhered to 
r3tib - cash/stockfvalue items is/are not adequately s; caret" at lunchtimes 

a„.-id°ur overnight 

rtrf . . - ": stv Risk 
i 5%" 4 ° ors book is r-rut t.'r.g rr IIa

rl fi ) rNC'Ir,. 
aJP Pnr` P ly : 

Opening r" rrrs~ Crt~(at Pr S Ei[ , r),C3. tally =;itmti rpp tt
o, 

a4 i e ked .urro to 1;.`r' ea.

Pot Lit rusk ddrrt  r O jDEN 'lrrP I?p or. i i p ..rt. o j of r1 y 

rngE e nips, sire not r#rp cr'F?tE tsr' . 

siU , ash and store a, tai -sred in the safe whenever the of icon is rl sed. 
1a h and stock i ~iffo ded adL qr Fatt. s .c 
By i cu lion in lard/: utward rer it==. rt es are ..rorrectla d  i with mail 
deliveries/collections and parcels/packets are carried out uorre tly. 
Correct procedures are not followed regarding the admittance of visi'or z. 
Please maintain a visitors book. Security counts page 07 refers. 
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Al. p6Mix,- 

By d ]pr  "~!~ ..~i, n a nd ,.r:'£ ,̂e : o f l #v a ~ ¢ ~ ^'  ~ r.,a~>~1ie~v:~.a
rNUi r~ I~~ ~~~~ r a g ;. 1" ~ 't l:r~ 3'"t/dr.~+,1;:as`J!$iirig;~ are aB%orre~Lly

8'1r?e ,a ii a it de , 

"r„

<r Y~o do rind( fry t lr^` ~'w! ~,:1 an --a t"'. '-~ v n`"
. ~h a. .,~rll .. ~la '.~( ar7„a

Horizon' Sjsteii CoHtr is 
Controls relating to It  use of th to r xcn en ere examined..., i'i line with the 
Horizon System User Guft,  i SIC () The li:,si ic w s found: 

Cr  gaps - High Risk 
H0• - staff v e P t aware of a c n to take in the event of an unauthorised log 

on d ttci'ript 

.<+ raa€ Ii.', is ° of C r£ia~ w €ar'AL'r

. 1 caL°`.aaUgJ$'ii`z mat d ail'"-.. l?d,:lr°eJi: I , gUiprnier i ft  3 Lqua. ft. ar.dairi d an 'i th ; 

"I U 4~d.a3rFri l i w~ §r r,~ g.~£ ~~is::."~i~ (.s t r„ i i ~.~`?i°altf 

7 cs ; rah Hat+, '' `a£.:.a&E 's ~3a..it a.d apiu t. ly i tat t{casa'3e . 

AV ..ta` : i 7  be'rsa.;dc aw " i I
. 

ad. t r 

rI 'alr. dr to is 3-tad t neri'ii; r o tibtaff teonc:crricd and follow' nV 
in HIram{cfl §ns .

Ca®'sh Account 

Oar rrif,pr d -},n ra,1103'. ' r d` as]-) )r ) teaa ring 6 r, ~ ~r~a ~,  star ;~ pntrd~nrefers. 

Th. c aV r; oc~ _err er ,af r, r tar v e c = = _arr _ we l ° cr l a ' coun ii 0L.Imentation for 
vc~kM 13 to d was examined a- d ;ill controls were crdrre-^tl/ o p o erf. 

c a anents: 
Daily summaries and weekly ca  ct.,o rxt are ,id=yquately maintained and 

~v eted at the required free ie c;y. 
'dray { uthoris4 d .ri rie=3 = u_ld be n 4d i u  sir :e `payments and uncharged 

`'., i6 .aiF.`:; ,tiir'Ia rtn ° ~d.,',; I;- ,~ .?~iq tad  „dtl. s'..i 
t h l vow eks ah lead been 

Iir-Ay ir&  n ,r~.~ taifi-c'iJt' . 

e ' `<ar'~"ri obi€.~r,. aprit 

a4r  9w';iiA 4 3a"1fr, ate fi {, i r.bc3/ (, ;n -iine, ;ar" t5; :a,' 
C-

The cars r C°+:i Sr6a tsl'r??'a ~.i9rt:"r ,tf, ",r a:' 4"xirf"isrl ,i1 ,Jn n iinr.tln:3``,

aolluws:/the resewant conrrois eii ft  and in be, in iM s ,e

Co,1tr al G ps - High Risk 
1C f18 , cards were held beyond .heir retention period 

ontrol Gaps -Low Risk 
~OCA02 ; envelopes were not dated is°, r.,r cil .rn .h I  rig ,t ",ad sid 

'_eporP v 1'ur, u4 0fl 
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Appendix A 

{..f,';irrarrr6,sas" d r'°.w` -arVr67 ~
li`g 

(; r4 1 :daU4 x4U¢, : 

r. "arrr ,ct li,rra vv'.erli 1 . "zy hay 4 ~; .;rrr fr. ? owed w aerr issuing new carp p taut not when 
; Iii ands ,r '.rifl irnkw :r 

ill rl , "i „u, c y. r'mtai inq I s, f
g 

 i'U`F gre-- ,,lgl .ill 

r f c, ^ r U I ~ f ` O F .I  L, a r  v 6 r~ f v,: 
f^, _. e, 0, ' 

e 
€'~. d ~," r 4.l.e, , .. t~ r~~. ( US'#gyp 'dr~,N  a0 . i ad B~r''! t ~d`v ; 3 ~ fie',>~ 2~~ _» I!

ftFL3'r.0 t' fl

n tr`i i ?:W t! s$ i"r;'Ffl'lP.a the J E 'p or ino ar' 

t. ind it.,a6rijla:,nt :. r.d cuin ni r%kid i Tlc  ', Xll 1 6: 

Online Banking 
punters Operations Manual  r'4r e Banking{ refers 

The c i-i r-ae banking procedures :.;G,er- a x   ieal and thre relevant c:.or. R.  .ve!:e 
tOur`ro to 'oe iii oiace. 

Corr`Vrn ,r..I&: 

LF ' orroc't 3_.d.tr"r"ijSi `Uo k ..: i t , ' 'te: W dr)"C 

r'.,edu  .44a , and IJ LP sa (iaa'h~

Debit "4 rd 
~ry g n"`Prs (#pp. •i 

r,r~?„i b"p,"Y~

-hc da hit' ura tran r'n pros durcc v>r': r, ._,,xamin d and our finding were'

W u.Sll_f 1t~N°~, 

Control Gap - LF wPsk 
0008 c there was an inadequate supply of re 'a:d forms on h anci 

Comments and Retommendations: 
here are sufficient blank forms Cl land 'n case ct a system breakdown. Services 
bi ;h ca:rn;;at be accepted as payrnrnt y debit cF,rd are known. Correct 

Corr pletir an and retention procedt ei are known and followed. Retained cards 
oy",ki riot be held in accordanr vita current instructions. 

rsse o,tain reward claim fc'r; r;: trovi, E Swindon stores. 

1~ (Y x p

i" "Uxua k)1 d i I°"U iris isr„ :%gt`Arri' §L; 5. U3t w drl'_a V Ur3 
r} 

1, d ra,'U'o 
f' .... 

.tea ~ `6"U i' .,J t~ 

iF ;'i ~ '@aP : .iVJt a~Uil sUI..tita r C 4~11d.!uye' is a 'r(U~U t(; c rfy out i&ansaslr t44rtr:s SU P ,phalf x'f 

t it  
t 

`ar" P. (lay "a9 (U4 .tU, U N 1! flv` ja.c UllieLrPrV 'r f t € 6 

ae r- > : f'Ur O,;;IP 'r rr• ;p,'T" o l <s :;l l ' rlrU'3v'F G n  IaU Ea I"U. rrta

7_ + aa1 ii rab1 ra  q \,Af r0-,ear,.l', 
(F_ 

an"r7 i .nrH r c7a4;1 E; Slje^vy,P"rl are el r,!(gf ed to 

e!p you do this, 

rY`1 l ora orrr r,"nr r J; v n tested aiid th f', rd ngs will ne 
"on•ant nI, ,a .>'r- f th9 ,nt Mori ,y :Ma..andering -ream for arr ,=I at tion wr,: r 
necessary_ O}. r f iii e s were as follows: 
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ppe id_;;< er 

t r / dJrrs ,.,,, FTh 
ri 

i;kf he ti arrt;i trai, iri r¢ rcord was not on had/fully Tura pl d 

7 7r in r 8trr ] rUziY€' ti"rnr ' %I
re.sp')n1 As 8 Ott dry cen i_ire t Nat niN . ' rr , 41 :[ 'F % 1.9 r'tdn1 n , n r_ L g,O VC,"s-vvk drj
;i9T fl u i , tr rn R`,rf

. cuzn'ers Operaiia -is 9 rya;° J p L r fr°P . 

ill MVLs on hand were exa ni ie aiorp Piti tie s°"L serial numbers, f e 
r econciliation's for weeks 1 ̀ t, 2 <'id al c rat; of . - rt: correctly c e Ioed., 

Comments: 
=records relating to the receipt, re urn and retentiu )i r.>riv'6 rre as fQLHaraly 

r-na;ntained, 
mire fl4i a `vIv! it.c ilk P i4 r5 e adequateif iu r ir+ta ned. 

" ., 'J n a n 

T r_ i.. ;0 ip prt)t,:,:' i.ir "; ;ver rxaminu, nn O, r `sv:as f!:)'t.

T J4 nco-,reactr funrxpioredurf fnJrrived, 

Comments and Recommendations: 
T Mobile do not allow refunds whilst the ether ,: providers oniry allow refunds within 
10 minutes of the original transaction. 
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