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History & Overview .

® 1996 - 1998  ICL Pathway Contract
® 1999 - 2007 Horizon
m 2008 - 2015 Horizon on-Line

m Horizon On-line (Active/Passive Datacentres)

# 11,500 Locations

# 30,000 Counters / 68,000 users/logons

# 42,000,000 Transactions/week

® Largest ADSL network in Europe

® Transaction processing time typically circa 0.5 second

# 11,000 Helpdesk incidents/month

® >900 servers in 2 Datacentres and Bracknell test location
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Horizon On Line - Key Deliverabl

® Data Centre Operations

® Horizon Service Desk

® Service Management Service

® Application Development
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Horizon Online System Overview

Live Datacentre

Transaction Networks * Transaction Networks .

Disk Storage
Network Devices
Servers
Disk Storage
Network Devices

l Servers

- Intercampus
~ Links

Security Devices

Security Devices

~Central Network

Husiness Logic
Relerence Data
{reated

e

Local Branch Network
ADSL, ISDN, VPN and Wireless ™

Horizon Base Units
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Branch Base Units "

m High quality Fujitsu PCs with 300
(1%) base unit breaks per month.

B Advanced point of sale functions

® Reference Data can dynamically
change prices and products.

® Encrypted internal hard drive(s)

® Encrypted individual transactions.

m Virtual Private Network (VPN)
W ..to data centres

® ...between branch counters
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Branch Router and Local Branch Networks

l 4 main network technologies:
# ADSL - broadband

® ISDN - digital dialup network
8 VSAT - satellite dishes

% Wireless 2G / 3G - on Vodafone and EE
(Orange/T-Mobile) SIM cards. g everywnere

1Special locations:

® Mobile Vans

® Kingston Telecoms in Hull

® Rural Serve Locations (e.g. Pubs)
# Qverseas British Forces (BFPO)

# Events (e.g. Party Conferences)

8/656/4
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Branch & Central Network

UK ADSL
Backbone

® Brings together BT, TalkTalk, C&W,
Internet, EE and Vodafone traffic.

m Diverse cable paths where available.

® Enterprise quality Cisco and Juniper
devices with complex configuration
supporting multiple environments.

® 94 routers, 105 switches, 68 firewalls in
Post Office data centre racks.

@ Application Control Engines (ACE) for load
balancing individual traffic paths.

® Horizon has one of the world's largest
network management systems.
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Horizon is a highly secure syste

® [ntruder detection on inbound
network packets

® File integrity monitoring

B Anti virus updates

m Operating system patching

m Reqular key material refresh

B Reqular security audits

B Sy pport users:

& Limited vetted UK staff have access
to transaction data

# All system commands are controlled
and logged

# lkey logon protection

0L/ss6/d

COMMERCIAL IN CONFIBENCE



POL00002091
_ POL00002091

Horizon Data Centre Servers

= >900 servers'of'whi
60% are for test and software
development.

® >120 different "types” of PO servers
running Linux, Windows and Solaris.

® Mostly virtualised on "Bladeframes”

® High volume of change per annum:
# 1,800 operational changes.

# 1,500 software release notes (each usually
updating multiple servers).

® >2 million overnight batch jobs per
annum (backup, file transfers, etc).
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Horizon Data Centre Storage i

® Online storage is critical for the operation of
Horizon Online servers

® Data is automatically copied between the
data centres over 20Gbps intercampus links ir
milliseconds.

m 5 different storage technologies:
# DMX - super fast online storage
m (lariion & Celerra - online storage
® Centera - write once audit arrays
= Virtual Tape Libraries - for backups

®m Post Office data centres have over 2,500
concurrently spinning hard drive spindles!

Zlisse/d
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ransaction Networks

B Post Office data centres are connected to
lots of different transaction providers
around the world.

® Fujitsu monitor the transactions and
network connections (where allowed) to
identify failure events.

W Failures with external providers can cause
particular transaction types to become
unavailable on Horizon.

® Transactions are reconciled overnight.

m Post Office employees can access reports
to analyse transactions.
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Resilience Introduction

 “the ability to provide and maintain an agreed level of service in
the face of faults and challenges.”

® (iven the volume of equipment used to support the Horizon
service resilience incidents happen at predictable frequency
(e.g. hard fault on a network circuit every 6 years).

H Resilience loss resolved by Incident Management Process.

GL/666/d
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Immediate/Automatic - for
components necessary for PO
branch trading. Horizon
design target is that any
required automatic failovers
complete within 2 minutes.

Intermediate - for components which are not used in PO
branch trading, but are still essential for daily operations.
(typical recovery time within 2 hours).

Longer Term - for components with negligible impact to live
service. This might include test rigs, provisioning servers, or
cryptographic key generation workstations.
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3 types of Immediate/Automatic failover

m N+1. N servers are capable of handling the full workload, with N+1
deployed; an intelligent switch (e.g. Cisco ACE) probes each server to
confirm if service is available - then distributes requests across all
active instances.

Active/Standby pairs. Active and warm standby servers are each
capable of handling the full workload. They exchange heartbeat
messages and the standby will only take over if it decides that the
active server has failed.

Clustering. A cluster is configured using a chosen technology (e.g.
Oracle Database); such that should a cluster member fail, remaining
servers will automatically take over the workload.

L1/5S6/4
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Central NEtWOI’k ReS|||ence .

Design has no single points of failure.

® (isco components - excellent reputation and the Horizon
hardware reliability exceeds vendor targets.

Intercampus links ordered with full seperacy/diversity.
® WAN services ordered with full seperacy/diversity.

® Triangulation of some WAN external services.

Firewall clustering with configuration replication.

m ACE (Load Balancing & Transaction Encryption Terminating)
active/standby Cisco switches including the ACE Modules with
configuration replication.

®m (Ongoing failover testing as part of agreed annual test plan.

61/566/4
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Data Centre Site Resilience

Data Centre environment
provides facilities resilience:

® Air Conditioning

® Multiple Mains Feeds
m UPS Batteries
B

Fuel Generator

Any Questions?

02/566/4
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1130-1230
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Ca pacity N\anagemem g

2 Post Office estimates the business volumes
# Fujitsu implement the infrastructure to support those volumes.

# Contractual Limit
¢ The maximum volumes that Fujitsu contract to support.
# Design Limit

The volumes that the system can support without significant
failures.
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Governance

m Weekly reporting

® Conference call every two weeks
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Monthly review - summ
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Transact | Transact| Total Average Transac
Service Peak{! |Avel! Transact| Daily | Daily¥TD pucce Comments
ions__| Last

POL00002091

Top up

. p4neas)H

NBS Network Banking 85,238 19.99%

CAPO Card Account Transs T RpteAlles "~ [Wocalink continuing to increase, monthly total at
 Santander Personal & Business B 1459812 925 of contracted volume. Atleasttwao
Voealink Banking Services  saramsle o prr:\po_sals under c!lscussu:n which mayincrease
Ly | Moo alink transactions.

‘ Debit!Credit Card e | Steadyincrease vear on year, may need review
5 ebit!Credit Car iy yau:| before peak business tow ards vear end

§DBS Settlement : 292'055 : e Res ¢

ETU Electronic Mobile -‘*31‘305

Web Services

DYLA DYLA Taz Disc e 1467
Kahala Parcelforce .

Telecoms Bank Account

BACS Checker

Telecoms AL

Broadband Checker

Automated Postal

APOP Orders & Pagout
MonegGram | Moneg Gram cash
PAF Postal Address

Finder

' Tramnsaction ¥olumes

APS

Automated Pagment

EPDSS

Bill Pagment Service ”1'05?":5%
BDOC Bureau De Change s seasonal increase
Electronic point of

Sales & Service

 Mew Services

AEI

App Enrolment
Identification

PCAI (PoCa)

Post Office Card
Account Issue

2l | sole

55| sasen
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Web Transaction Monitor
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Details of transaction S

i
Monitor:HNGY _NWB_SCANNER Start Time: 2012-06-15 11:24:34 End Time: 2012-06-15 11:34:34

Response Code: Description: Count: 9%
1 Autharised OK {Bank) TES0 93
z Declined by Bank - Impound Card 1 Q
3 Ceclined by Bank - Inwvalid PIN 139 ped
I Declined by Bank - Inswfficient Funds 114 %
& Declined by Bank - Usage Viclation{amaount) 13 tal
K Declined by Bank - Transaction not supported 1 o
=} Declined by Bank - Other 1& 0
5 Declined By Bank - Maximum PIN tries excesadead 1 o
23 Failed by FI - Ratry Tranzaction e o
26 Fziled by FI - Try lster. FI unavailable - Reburm card 1 o
43 Failed by Counter:Counter Timesout b o
51 Failed at Counter: Card check failure {by PO derk) before Ack Received i o
55 Cancelled during gin entry 138 2
35 Transaction dedined by PnPad bafore R1 o
B2 Cardholder Yerification Error 4 o

£€/656/4
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Drill down

iiespnnﬁe Code:3 Start Time: 2012-06-15 11:34:34 End T
Bank: Count
BBL 4
Zantander 2
Barclays Bank Pl 3
Lboyds TEB 18
Mationwdde Building Society

[ B ¥ R -
& <

w N
[ B

The Co-oparative Bank
paesia ol 27 &5
HEoE

Meorthern Bank Lbd
RES

Yarkshire Bank Plz
PSR

PR B R Y|
LSS S G

Past Cifice Financial Services

persse/d
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Usage

® Monitored by Systems Management Center

m Alerting notified to Fujitsu and Post Office duty mangers

G€/656/d
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1130-1230
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smr. EVENE Management
. Server

e

Network Devices
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Central Views g |

» Tivoli Business Service Views (TBSM) view alerts in a
business' context, correlated to the application or system
that is impacted

= WebTop provides a filtered view of all events not consumed
within TBSM including counter and Security Alerts

= Reporter holds Event Data consumed by TBSM and WebTop
for T month to allow historical reporting.

= All events that reach SYSMAN are audited

8¢£/566/4
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Event Data

= (Collection of 1.6 million plus events per day
= Security Events

= Application events

Simple Network Management Protocol Events

External Application Health Checks

= Business Application Data

bvisse/d
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Steve Bansal
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Major Incident Summary

= 12 December 2011
= 1 February 2012

= 1 March 2012

= 2 April 2012

= 25 April 2012

POL00002091
POL00002091

Server/Storage Disk Locking
Ref Data Token Error
Suspected Cisco ACE Blade
Security Patching

Debit Card (Streamline/TNS)
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N\ajor Incident Detail

= 12 December 2011 - Server/Storage Disk Locking
= 12:54 - 14:30 degradation to on line transaction service
= Database locks caused by Bladeframe firmware issue
« 11 actions identified (all complete)
* No reoccurrence

* 1 February 2012 - Ref Data Token Error
» 08:00-11:15 loss of POCA and 1% of AP transactions
« (aused by code logic weakness
« 23 actions identified (all complete)

Sp/GS6/d
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N\ajor Incident Detail

= 1 March 2012 - Suspected Cisco ACE Blade

= 11:07 - 14:25 degraded transaction processing
= (aused by suspected software bug on ACE Blade
* 6 actions identified (all complete)

* No reoccurrence

= 2 April 2012 - Security Patching

*+ (08:00 - with reducing impact until 11:27 causing performance issues at
4% of the estate

= (aused by security patch issue that did not occur during testing
= 13 actions identified (12 complete)
=1 open action to recreate fault in test environment

* No reoccurrence

9v/5S6/d
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Major ncdentDetal

= 25 April 2012 - Debit Card (Streamline/TNS)
+ 11:18 = 12:19 Debit and Credit card transactions
= (aused by suspected fault in transaction provider domain
= 9 actions identified (all complete)
* No reoccurrence

LyIss6/d
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problem Management
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= Counter Transaction Processing

Frobiem Heport

Affected End User

Branch Estate|

Reportad by

Alex Kemp

Froblem Manager

Andrew Herningyway

Clazsification

G Dperational
S Software

Pamberof Users
afferted

40T % ofuserbase

Urzency

Priomty

2

-3

o

Problemn Summary

Counter TransactionPerfonmance

Lastweek we analvsed the nulhseconds each transactiontakes
and found anissus erecent version of the IBM Tivoli
software that has affected couter transacton perfonmance

Problem
Descaption

Blost of the counters now have this version of the software Wa
are still well mside SLA but it is not as gptirnan aswe would
usually prefer.

Thessue wasnot happening allthe time so Phis would
perceive penods where their counter would appearto go slowly
and then speed up agan.

Imipact

When a counter {with the new versiorn) would expenence over
deubling of transactiontires. The transactions were still
completing and nottiming out.

Assignes/Group

Rteve Bansal

Linked Incidents

{hst the incidents which are inked to the problem)
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Problem Management

= Counter Transaction Processing

Bansal, Steve 27/06/2012 12:32 00:01:04 Log Comment POA-Horizon Meeting has been scheduled for 29/06/12 with SDU's to
agree impacts and limitations of software actions Bansal, Steve 27/06/2012 09:17 00:10:02 Log Comment POA-Horizon A
workshop has been held on this issue and a resolver group have reviewed the issue.

MSS (JA, SBM,AC}), SMG (MC), SMC, RM (JB), Test (BS, MW) and Integration (MS)

The current work around will remain in place with a clear set of working instructions.

Actions

1) MSS - To produce a work instruction for support teams to toggle notifications on and off. This will take into account MSS
work shift patterns.

2) RM - To provide MSS with Release Note instructions for all composite products, to pre cache products that need to be. This
will go through LST testing.

Bansal, Steve 27/06/2012 08:55 00:00:35 Log Comment POA-Horizon Fujitsu response back 25/06/12

The newer Tivoli version has been in distribution for the past few months and is nearly complete.

Our workaround is that we have changed the scheduling for how jobs are loaded for the overnight software distribution.
Collecting the notification of new scheduled jobs causes an unexpected performance issue in the newer version. The
scheduling of work is a human function and the counter impact happens a bit later. There are some days where no jobs are
scheduled so there is no impact. The actual jobs are running out of hours as per the older version.

Bansal, Steve 27/06/2012 08:51 00:01:32 Log Comment POA-Horizon Fujitsu response 25/06/12

Last week we analysed the milliseconds each transaction takes and found an issue (that Mark Gordon has briefed Dave
Hulbert about) in the recent version of the IBM Tivoli software that has affected counter transaction performance. Most of the
counters now have this version of the software. We are still well inside SLA but it is not as optimum as we would usually
prefer.

Bansal, Steve 27/06/2012 08:50 00:00:41 Log Comment POA-Horizon POL (Alex Todd) contacted Fujitsu on 25/06/12
We are getting feedback regarding transaction speeds.

6v/ss6/d
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Four Step Plan - Objectives

bS/S66/4

Tactical investigation and activity
to ensure stability in the short

POL00002091
~ POL00002091

Independent Service Line peer review

Employing Fujitsu and partner experts to review and make changes as needed to ensure system and monitoring

term in place to address similar incidents occurring {Oracle / Cisco / EMC etc)

®  Detail the four incidents and why separate and not endemic

Horizon Online ™svstem and ®  (learly define the role of Horizon Online and the changed business needs of Post Office moving into the future
service review performed by ® Review team to include Account team CTO, Chris Furmanski, Fujitsu experts outside of account team and system
Fujitsu, Post Office Limited and partners including Cisco and Oracle.
Independent Partners with Board
LeveF Exec steering board Review to cover:
®  Our current plans for the current upgrades planned
® Review Design of system looking at tooling, potential points of failure, resilience, business continuity
®  Compare against incidents looking for systemic problems/ design constraints
®  How do we stop these points causing similar failures in the future ?
®  Map service affecting and non service affecting failure rates looking at trends
®  Review best practice in retail and finance markets and compare against design of the current Horizon
Online™
®  Output - document covering findings and recommendations
Presentation to Post Office Exec ®  Presenting the findings from the review.
and Board ®  Covering:
#®  Principles of the solution design
®  Reliability, transaction volumes and scale
#®  Complexity, security standards
®  Benchmark with Gartner - findings
#® Level of change related incidents and volume of change on platforms
®  Recommendations, Future and implications for Extended hours and Channel Integration
Yost Office exec visit to Data ®  [ExecVisit to data centres / service desk, support teams across the enterprise

:entres and monitoring in Belfast

50 FUJITSU EYES ONLY



m 28 key tasks identified
® 22 completed

# 3 ongoing

i 3 awaiting confirmation to Close

B Review of

® Infrastructure & Configuration

i Testing & Validation
& Process & Governance

POL00002091
POL00002091

whdajor Incidents responses
wCritical Components
Fohange Management
#Frevertative Mainisnance
FHestence & Failover Tesling
#honitorirg

25/566/4
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POL00002091
SpecificAreas & o
® Design ® Testing & Validation (Ref Data)
® Resilience & Recovery position ® Approach
« Platforms ® Relationship between Live & Test
® Storage Conflg

« Networks

M [nfrastructure & Configuration  ®Process & Governance
# Independent Subject Matter ® Change Processes
Expert review & report * Ref Data both Post Office & Fujitsu
% Findings Published ® Rigs & Testing Environments

* Some minor Service Improvements

® Communications
identified & being implemented

* Day 2 Day
» Forward Schedule of Change

£€5/666/4
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shaping tomorrow with you
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Horizon Online™ Links to Post Office L

® Paystation Ingenico Small footprint - competitive product to PayPoint
@ Post & Go Wincor Self Service Mail (branching into retail)
® AEI Cogent Identify Enrolment
# FS Web Portal(s) CSC Access to Quoting tools for FS products
@ POCA HP/EDS Benefits Card
® Vocalink Vocalink Banking Network Connectivity
® EDG CSC Data Gateway for Client File Delivery
(Being replaced by PODG)
m Key Office Solutions
& POLMI (Credence) Logica Fujitsu (Hosting) - Management Information
@ POLSAP Fujitsu Finance
® SAPHR RMG / SAP HR

96/666/4
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