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Introductions and Scene Setting 10:00 - 10:10 Mark Gordon 

Horizon Overview 10:10 - 11:00 Alex Kemp 

Horizon Resilience Model 11:00 - 11:30 Alex Kemp 

Capacity Management 
Transaction Monitoring 
Event Management 

Lunch 

Major Incident History 

Tactical/Strategic Plan Update 

A Ii 

Close 

11:30 - 12:30 
Steve Parker 
Steve Bansal 

12:30 - 13:00 

13:00 - 14:00 Steve Bansal 

14:00 - 15:00 Graham Welsh 

15:00 - 16:00 

16:00 
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CL Pathway Contract 

Horizon 

I I Ku I: 
Horizon On-line (Active/Passive Datacentres) 

11, 500 Loc Lions 

30,000 Counters / 68,000 users/ Ogons 

42,000,000 Tr nsctions/w k 

Largest ADSL network in Europe 

r ris c:tic r1 processing  time typcaHy circa 05 second one 

1 1,000 Hepdesk incidents/month 

>900 servers in 2 Datacentres arid Bracknefl test location 

rye ehFuitu' retUi ri tese.trrc~utcr~er 
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Data Centre Operations 

Central Network Service 

.. IIILI IIJIJAN 

Horizon Service Desk 

Branch Network Service 
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Agenda FU sU 

S S S  r ....` ' . a,.. , 

Horizon Overview 

Capacity v a sager nE n 

1'ransacUon tvonftor ncj

10:10-11:00 

. 
:30 -' 230 

Alex Kemp 

Steve Parker 

dice l i .".. 3:00 - 1 :00 L. .'a s 1 

`, I 5:QO . :00 

close . . .. . . .. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1~: : .. 
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Live Datacentre DR/Test Datacentre 

Rusr1 s .. k 

►1 r 

IF

ITStJ 
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1: iiiiuii I .ii[IJiiiii,,! FUJITSU 

i 

Advanced oint of saefunctions

internal , it f iit;Ø 

Encrypted individua transactions 

...to data centres 

between ranch c nt r 
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digital diMup network 

V T - satellite dishes 

Wireless 26/36 - on Vodafone and EE 
(Orangeff-Mobile) SIM cards. 

ESpecial cc ti ns: 

Kingston Telecoms in Hull 

Rural Serve Locations (e.g. Pubs) 

Overseas British British Forces (BFPO) 

Events e.g. Party Conferences) 

FUJ

cp 
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e 
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network  ke is 

File integrity monitoring 

Anti virus updates 

Operating system atc in 

Regu'ar key materiM refresh 

Regularsecurity  udits 

Support users: 
Limited vetted UK start have access 
to transaction data 

Al l system commands are control led 
and logged 

Ike loc on rotection 

D 

FUJ FFSU 
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oi•u IzaIi*1 i   is FUJ FFSU . . . . . . . . . . . . . . . . . . . . . . ... ................... ............. ............... ............. ............. ............. ......... ............... 

servers of which °/ are live and 
60% are for test and software 
development. 

w r1iIFir.iiifl 

High of change per annum:
1,800 Operational changes. 

1,500 software release notes (each usual ly 
updating rr1nitipl servers). 
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Horizon Data Centre Stora&,*ve~~:::::::~:::~~::::~:::::~~~~...,::.,..,::.,,,:::,,,~:~~:~:

Online storage is critical For the operation of 
Horizon Online servers 

ru 
d m 
milliseconds. 

DMX® super fast ordiiie storage

Cl riion & Ceerra - Online storage 

Centera - write once audit arrays 

VirtuaTapeLibraries=Jorbackups 

FUJ FFSU 
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D 

FUJ FFSU 

ti] It: (I •uta iraaiiimtwa i1 
lots of different transaction providers 
around the orl . 

identify [aure events. 

unavailaNe on Ho1zon. 

N.t,w*ii,ifl iii

12 COMMERCIAL IN CONFIDENCE 



POL00002091 
POL00002091 

Agenda FU sU 

._. 

F1orizon ,$,3 1 

Horizon Resilience Model 

Capacity lvtanaqernent 
1'ransacUon tvonftor ncj

10:1() 0:1 ..... 11:00 

11:00-11:30 

' °30_. .
; ::0 

/'J ex Kerr 

Alex Kemp 

Steve Parker 

S.,': l i . 3:00 - 1 :00 e Reese! 

MW

`, I 5:QO . 6:00 
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Resihence ntFoduction FUiTSU 

'the abWtyte providean int in an agreed lee of service in 
the face of faults and chaHenges.'" 

r esilience less resolved y Incident nn e e t recess. 
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3 types of Immediate/Automatic failover FU SU 

•iri F I iui.rnmi .r.iu.Fpu iu .nini.ii&!iIiutumifili.ri 
servers will autoiTlabcafly take over the worklo d. 
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Important Service Resilience Models 
FuiTsu 

Branch Access Layer N+1 Load Balanced Server Array 

Primary —4 Node Oracle Database 

Branch Database 
Cluster 
Secondary — Oracle DataGuard 
(manual failover) 

Network Banking & APOP Postal Order 
Oracle Database Cluster 

Database 

Main Host Database Active/Standby Clustered Configuration 

Debit Card and EtopUp Agents Active/Standby Clustered Configuration 

Network Banking Agents Active/Standby Clustered Configuration 

DVLA, PAF, APOP & Moneygram 
N+1 Load Balanced Server Pair 

Agents 
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Design has no single points points of failure. 

Cisco components - excellent reputation and the HoFizon 
hardware FehabWty exceeds vendor tai gets 

Interco m pus links or ere with full se er c i ersit m 

WAN services orders with full se er c / i ersit m 

Trim ul tion of some WAN external services. 

Fire all clustering wdustering withconfiguration replication. 

Cn
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ta Centre environ nt 
provdes facilities resilience: 

ir Co iti i 

Mufti  Muftipe Mains Feeds 

'' ui UwIE 

Fuel Generator 
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.or i on O e€ i w 10"10  1 e >00 Allex Ker r  p

Capacity Management 
11.30 -12.30 Steve Parker 

Steve Bansal 

Major jo nddent History 3:0 14:00 Steve Barisal 

\.  e tc $& a ., ? \ i ,.? . , Z .. ~.......:.. a ,. S,` 5 0 a ~ 3' iWe

W ( " 1 5:1)0   ..... 'I 
6 
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The r imes that the systeri-i can support without significant 
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Monthly review -summary FUJITSU 

Service 
Transact 
Peak 1 
Daj 

Transact 
Ave 1 
Day 

Total 
Transact 

ions 

Avera a Transaction /. 
ucce Comments Daily 

Last 
Daily YTD Monthly 

Yl0 

£ NBS Network Banking 1,29::,50 631,138 19,565,288'Q 6.':' ;%' 1 h = 3.6 99.99% 

CAPO Card Account Transs 998,579 415,755 12,888,401. ^ 3.9 4 , 0.7 ;. 2.7 Vooalink c:untin-ring to worease: monthly total at 
327 of c,rntr.acted ,,oI+,urre. At Ie.r t ''.'.'o 
prc,pc,_als -ender di cession ,:: F,icl, may increase 

, „_ alir, :: transactions, 

Santander Personal & Business L 87,229 47,091 1,459,812 : 8.0 ,..,; 0.8 2.8 

Vocalink Banking Services 264,484 168,293 5,217,075 B_i 11.6 3.9 'Q 5.3 

Stead;, increase ,:,ear on year, may need review 

DCS 
DebittCredit Card 

292,055 163,440 5,066.645 '`:` before -4.8 ;:,' 1.0 ~: 3.0 99.98% F,M. y peak. bl.a_ iness towards ear end 
Settlement 

ETU 
Electronic Mobile 

48,905 27,377 848,695 %" 1.0 ^` 3.0 99.77% 
Top tip

8.1 

! Web Seripic:es 

DVL.A DVLA Ta: Disc 276,132 58,434 1,811.467 i i; 3.7 ' -2.8 `::" -0.8 100.00% 

Kahala Parcelforce 541 298 9,246 "('i` 18.2 ` 8.5 Q 10.7 99.92% 

-----------------------------------------
Telecoms Bank Account 

18.819 10,222 316.$851t` 8.1 -0.2;::= 1.8 99.87Y. 
BAGS Checker 

Telecoms A Broadband Checker 463 236 7,315 51.9 4 -45.0 4 -43.9 96.98% 

------------------ --------------- - 
APOP 

Automated Postal 
159,608 95,806 2,969.986 r'° 3.1 `':` -3.0 <;< -1.1 100.00% 

Orders & Payout 

Mone!Gram Money Gram cash 60,133 32,363 1,003,243'% 12.6'x` 7.3 ` 9.4 99.94% 

PAF 
Postal Address 

54,207 32,183 997,661 ' 1` 21.9 8.7 11 10.9 100.00% Finder 

Transaction Volumes 

Automated Payment 
APS 

ut ma t
1,057,578 555,565 17,222,509'x" 7.1 

 ~ yy
:? 4., tt 6.6 

Bill 
a.1m- n Service

ent Service 

BDC Bureau De Change 100,362 41,686 1,292,255 ' 30.5 31.0 11' l3 6 
seasonal increase 

Electronic point of < 
EPOSS 9,,,14.299 4,549,354 141,029,962  • ' --2.9 ` ?; -2.9 *; -1.0 

Sales & Service 
Nett Services 

AEI APP Enrolment 
4,408 2,781 86,221 1' 11.2 'l j` 6.2 1 8.3 39.96% 

`7 Identification 
O ---------- ----------------------------  

PCAI [PoCa 
Post OfFice Card ~(yto 5,152 5,002 93,063 Uf 10.2 = 3.4 fj  5.5 99.99% 

t̀7f Account Issue 
W . ...m.... ...._...m .... ............. ............................... ....................... ..... ........... .......- 
0 
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F.1orizo verv€e 

íapac . ' Ma agemE. t. 

Transaction Monitoring 
Event Manaoen'i.ent 

•I0.10I0.10 
..... . 

1:00 

.~.. . > ,..'~.. 

11:30 -12:30 

\a\ 

.,..uncii 2: 3 0 Z .:

5, :00  :00 

30 

A e.x Kemp 

Steve Parker 
Steve Bansal 
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Web Transaction Monitor FUTSU 

Web Montor 



Moraitor:H- N X N B SC A.NNER •Mart Time: 2:01206• 15 .11:24:34 End Time: 2012--0:6--15 11:34:34 

Rr,sponsecode. Descrptea;n- C:a<unt:

P Ruth ;riled OK (Bank) 7690 95 

2 Declined car Bank. - Impound Card 1 0

3 Declined by Bank - Invalid PIN .139 2. 

4 Declined b Bank - Insufficient Funds 114 1 

6 Declined by Bank - Usa.ge Violatio.n(amc.unt) 13 0. 

7 Declined b. Bank - Transaction not supp:rrted .1 0 

8 Declined by Bank - Other 1.6• G 

9 Declined Ey Bank - Maximum PIN tries a::xceeeded .1 0 

23 Failed by FI - Retry Transaction 2 G 

26 Failed by FI - Try later,. FI unavailable - Return card 1 :G 

43 Failed by CounterCounter Timaout 2. 

51 Failed at C'ounte:r. Card check failure (by PCB clerk) be:fore ,Ack Received 1 II 

55 Csnra.11e.d .during pin entry :138 2 

56 Tr n=2cti_:n derIir d 6,e PinPad before R:1 .1 i 

8.2 C rd u ld• Veriti. tion. E.rrodr .4 G 

a 
Cn 
C~71 

W 
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f~7H1[~[ 1f.Ri 

:su:onse Code:3 Start Time: 2.012-O -15 11:34:34 End Time: 20:12- 6-.115 11:44:34 

Bank: Courant rob

&L 4 3 

Santand-r 2. 1 

Barcla EanL_ 2k 3 2 

LLoyd_ T`"E. 15 1.2. 

N''.atlort`.:ldde Building Society 2. 1 

The rc: pa:ratiee Bank 3. 5 

:C..PO: 3:s 66: 

HBo'S 3 3 

Northern Bank Ltd 1 .1

RBS 4 3 

Yorkshire Bank Plc 1 1 

NS .I 2 1. 

Pc_t ;' dice Financial Service= I I 

FUJ FFSU 
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Horizon Oveivew 

Capacity Zvi an a g e r i I E It: 

1'i'ansaction Monitorin 
Event Management 

Major  ndden t History 

,30  

1 0 ..... 11:00 

11:30 -12:30 

13:00 - 14:00 

Alex Ke 
._ 

z: 

Steve Parker 
Steve Bansal 

Steve Ban 

FUJ FFSU 

(. . a/ . , la! up~,:t$ :00 soo ii m' : l i 

1 :00 16:00 
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Event Management 
Server 
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Central Views FuJi~-su 

e :. ► 

viU ilii I Iiiiiiuraii,utoiu.iui iia iu.thv.1wii 

Reporter hokis Event Data consumed T 
for 1 month to allow historical reportngi 

CnC 
CO
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Collection oil .6 mlWon pkis events per day

Security Events 

pis 

External lic ti n Heafth Checks 

Business Apphcation Data 
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Horizon Oveivew 

Capacity lvtanaqernent 
Transaction Monftori nci
Event Manaoement

Lunch 

Major ndde n t History 

,30 
1 0 ..... 11:00 

1 'i:30 _. . 
12:3() 0 

12:30 - 13:00 

13:00 - 14:00 

Alex Ke ._ z. 

Steve Parker 
Steve Barisal 

Steve Bansa 

FUJ FFSU 

1 5:00 16:00 
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FUJ FFSU 

H...Hori$ rl v er. vie :1 0..... 
, 
1:00 A.e.x Ke np 

. . . ; 

Capacity va aageBInE t 
Ti'ansactlonMon f € rn 1 1:30 _. 12:30
Event  ,; ana .. F, • :ent 

Steve ark '. 

Steve Barisal 

Major Incident History 13:00 - 14:00 Steve Bansal 

AOB 5:00 16:00 

l s : :00 
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Major Incident Summary 

December  2011

M 

Cn
C 
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V, Incident

S 

Caused by code logic weakness 

73 actions identified (al l corn plet ) 

No reoccurrence 

3 

U U 



POL00002091 
POL00002091 

D 

FUJ FFSU 

I, .iI:: 
isr 

i, 

,. 

p
, 

08:00 ®with  reducing impact ur tip 11:27 causing perlormance issues at 
4% o the estate 

Caused by Security patch issue that did not occur during testing 

13 actions identified (12 complete) 

1 open action to recreate [ar_ilt in test: environment 

No reoccurrence 
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Major Incident Detail 

siii PAIl :i tItt iiii h .iri I 11] ~ 

Caused by suspected fau t in transaction provider domain 

9 actions identified (all complete) 

No reoccurrence 

3 
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Problem Man ement 

FU] S i..;. 

AffectedEnd User Branch Estate 
E=tedb _ Ale Kemp 

F"xoblenl_'',Ianagex 
s-"n,±-evrHernmg ray 

Classification UOperational 
S Software 

Numb er +o f IJ:ser::
affected 
tkgencv 2 
I_nc_ntzi 2 
Problem a_ nnrnari' Counter TransactionPerfonn2n.ce' 

Last week we anal °sedthernillisecondseachtransactiontakes 
and found anissue in the recent 'version of the IBM Tivoli 

oft°c=rare that hasa.ffected countertrarl aeti,3r11'erforrllaxrc : 
Problem Mot. ofthe:eountersno,,,:hat.,ethi' Versionofthe of are w;Ve 
l esc:n tion axe t1ll :.'ell inside SLbutit: is not a' Qptimultm a., ,; e *< culd 

usually prefer. 

The issue wasnot happenirlg all the tune so PMs would 
percei e p erlo S 'here their i„ogr,rxt.er  ouid appear to go : Iowiy 
and then pI e e dup again. 
Imp act 
When a. counter (with thenew , F.,er_ion)wotddexperience,over 
doubling o.ftxansactiontinxes The txansactions were :stifl 
completing and nottirning out,. 

Group Steve
Linked Incidents Mist the in; ident k.•hich axe linkedto the, problem) 

ITSU 



POL00002091 
POL00002091 

rsu 

I1UIIIW•IIflhIi1IEiilUkOit*I&1iI1[Ij 

Bansal, Steve 27/06/201) 12:32 00:01:04 Log Comment POA-Horizon Meeting has been scheduled for 79/06/17 with SDU's to 
agree impacts and limitations of software actions Bansal, Steve 2.7/0612012 09:17 00:10:02. Log Comment POA-Horizon A 
workshop has been held on this issue and a resolver group have reviewed the issue. 
MSS (JA, SBM,AC), SMG (MC), SMC, RM (JB), Test (BS, MW) and Integration (MS) 
The current work around will remain in place with a clear set of working instructions. 
Actions 
1) MSS - To produce a work instruction for support teams to toggle notifications on and off. This will take into account MSS 
work shift patterns. 

2) RM - To provide MSS with Release Note instructions for all composite products, to pre cache products that need to be. This 
will go through LST testing. 
Bansal, Steve 2710612012 08:55 00:00:35 Log Comment POA-Horizon Fujitsu response back 25/06/12 
The newer Tivoli version has been in distribution for the past few months and is nearly complete. 
Our workaround is that we have changed the scheduling for how jobs are loaded for the overnight software distribution. 
Collecting the notification of new scheduled jobs causes an unexpected performance issue in the newer version. The 
scheduling of work is a human function and the counter impact happens a bit later. There are some days where no jobs are 
scheduled so there is no impact. The actual jobs are running out of hours as per the older version. 

Bansal, Steve 2710612012 08:51 00:01:32 Log Comment POA-Horizon Fujitsu response 25/06/12 
Last week we analysed the milliseconds each transaction takes and found an issue (that Mark Gordon has briefed Dave 
Hulbert about) in the recent version of the IBM Tivoli software that has affected counter transaction performance. Most of the 
counters now have this version of the software. We are still well inside SLA but it is not as optimum as we would usually 
prefer. 

Bansal, Steve 27/06/2012 08:50 00:00:41 Log Comment POA-Horizon POL (Alex Todd) contacted Fujitsu on 25/06/12 
We are getting feedback regarding transaction speeds. 

ZB
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Tactical/Strategic Plan Update 14:00 - 15:00 Graham Welsh 

Close . . .. . . .. . . . . . . . . . . . . . 1~: a .. 
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Four Step Plan -Objectives 
POL00002091 

FUJITSU 

Tactical investigation and activity ® Independent Service Line peer review 

to ensure stability in the short N Employing Fujitsu and partner experts to review and make changes as needed to ensure system and monitoring 
term in place to address similar incidents occurring (Oracle / Cisco / EMC etc) 

N Detail the four incidents and why separate and not endemic 

Horizon Online T"^system and N Clearly define the role of Horizon Online and the changed business needs of Post Office moving into the future 
service review performed by 0 Review team to include Account team CTO, Chris Furmanski, Fujitsu experts outside of account team and system 
Fujitsu, Post OFfice Limited and partners including Cisco and Oracle. 
Independent Partners with Board 
Level Exec steering board Review to cover: 

• Our current plans for the current upgrades planned 
• Review Design of system looking at tooling, potential points of failure, resilience, business continuity 

Compare against incidents looking for systemic problems/ design constraints 
® How do we stop these points causing similar failures in the future ? 

Map service affecting and non service affecting failure rates looking at trends 
• Review best practice in retail and finance markets and compare against design of the current Horizon 

Onl ineM 
E Output - document covering findings and recommendations 

-------------------------------------------------------------------------------------------------------------------

Presentation to Post Office Exec 0 Presenting the findings from the review. 
and Board Covering: 

Principles of the solution design 

Reliability, transaction volumes and scale 

Complexity, security standards 
* Benchmark with Gartner - findings 
* Level of change related incidents and volume of change on platforms 
* Recommendations, Future and implications for Extended hours and Channel Integration 

-------------------------------------------------------------------------------------------------------------------

'ost Office exec visit to Data 0 Exec Visit to data centres / service desk, support teams across the enterprise 
:entres and monitoring in Belfast 
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22 completed 

3 ongoing 

~..~ 3 awaiting confirmation to Close 

Design 

• r1IrastF.nctore & ConriguratioNn 

Testing & Validation 

Process & Governance 

FUJ FFSU 

Service Tethnogy 
1 pu:r~, rna nt Pn Pk'ii 
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Specific Areas 

Design 

r , 

Independent Subject Matter 
Expert review & report 

Findings Pubished 

FUJ FFSU 

IjW 

Approach 

Relationship between Live & Test 
Conhg 

Ref Data both Post Office & Fujitsu 

Rigs & Testing Environments 

Ccmrnunications 

Day 2 Day 
Forward Schedule of Change 
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Agenda FU sU 

a Horiion Oierve I 0"10 ..... 1:00 A. .'( Ke ._II) 

Capacity W i#$aoemE l  t 

-r 
Steve Parkers rOr on torn ty 

$p' $ Steve isA 
Event Mdnaqernent 

r... r .. a \ ~a 

Mor ndden1 HLstoy 13:00 - 14"O0 Steve Bansal 

r' : l lri 

AOB 15:00-16:00 

cn
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Horizon OnlineT"^ Links to Post Office Ltd. Systems 

Key Channel / Branch Focused Solutions 

J . 

J vLo1ftr( mL.1. 
POLMI (Credence) 

3 

FUJIISU 

Ingenico Smal l Footprint - competitive product to PayPoint 

Wincor Self Service Mail (branching into retail) 

Cogent Identify Enrolment 

CSC Access to Quoting tools for FS products 

HP/EDS Benefits Card 

Vocalink Banking Network Connectivity 

CSC Data Gateway for Client File Delivery 

(Being replaced by PODG) 

Logica Fujitsu (Hosting) - Management Information 

Fujitsu Finance 

RMG / SAP HR 
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