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Notice 

This Report has been prepared on the basis set out in our Work Order with Post Office Limited (the 
"Client") effective 19 October 2020 and signed 29 October 2020 by the Client and 3 November by KPMG 
(the "Agreement", and should be read in conjunction with the Agreement. 

Please note that except as required by law, the Report is not intended to be copied, referred to or 
disclosed, in whole or in part. The Report is confidential. Any disclosure of the Report beyond the Client 
may substantially prejudice KPMG LLP's commercial interests. If you receive a request for disclosure of 
the Report under the Freedom of Information Act 2000 or the Freedom of Information (Scotland) Act 2002 
we would ask that in accordance with recommended practice, you let us know and not make a disclosure 
in response to any such request without consulting us in advance and taking into account any 
representations made. 

Nothing in this Report constitutes a valuation or legal advice. 

We have not verified the reliability or accuracy of any information obtained in the course of our work, other 
than in the limited circumstances set out in the Agreement. 

This Report has not been designed to be of benefit to anyone except the Client. In preparing this Report 
we have not taken into account the interests, needs or circumstances of anyone apart from the Client, 
even though we may have been aware that others might read this Report. We have prepared this Report 
for the benefit of the Client alone. 

This Report is not suitable to be relied on by any party wishing to acquire rights against KPMG LLP (other 
than the Client) for any purpose or in any context. Any party other than the Client that obtains access to 
this Report or a copy (under the Freedom of Information Act 2000, the Freedom of Information (Scotland) 
Act 2002, through the Client's Publication Scheme or otherwise) and chooses to rely on this Report (or any 
part of it) does so at its own risk. To the fullest extent permitted by law, KPMG LLP does not assume any 
responsibility and will not accept any liability in respect of this Report to any party other than the Client. 

In particular, and without limiting the general statement above, since we have prepared this Report for the 
benefit of the Client alone, this Report has not been prepared for the benefit of any other entity nor for any 
other person or organisation who might have an interest in the matters discussed in this Report, including 
for example general staff of the Client. 
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Context 

1.1 Purpose 
In October 2020 POL engaged KPMG LLP ("KPMG"). Our scope included the 
provision of an independent assessment of progress made by POL to address 
Horizon Issues and provide recommendations against observations, allowing 
POL to report into the ongoing Post Office Horizon IT Inquiry ("The Inquiry"). This 
report is the culmination of that activity. 

1.2 Background 
Post Office Limited ("POL") is currently addressing historical findings in respect of 
its core Branch computer system ("Horizon"). Horizon is used to record 
transactions between POL and its Postmaster Branch network, and is owned, 
maintained, and managed by Fujitsu Services Limited ("Fujitsu"). A description of 
Horizon is provided in Section 1.7. 

Postmasters raised issues with Horizon, and these were linked to prosecution 
and conviction, of Postmasters for offences such as theft and false accounting. 

In December 2019 POL settled with a group of claimants who established legal 
action against POL in response to their convictions. Following this settlement, the 
High Court ruled in the claimants' favour and passed several Judgements. In 
February 2020 a public inquiry was announced into the matter, with Terms of 
Reference and the appointment of a Chair in September 2020. 

The Terms of Reference of the Inquiry include "whether lessons have been 
learned and concrete changes have taken place or are underway at Post Office 
Ltd", with respect to Judgment (No3) "Common Issues" and Judgment (No 6) 
"Horizon Issues". We use the term "Horizon Issues" in this report to refer to the 
issues highlighted in Judgement No. 6.2

1.3 Requested scope 
The engagement Terms of Reference can be found in Appendix 7: Engagement 
Terms of Reference. The scope of the assessment was directed at six areas3, as 
defined by POL. The following is an extract of the six in-scope areas: 

1 Cases were referred to the Court of Appeal by the Criminal Cases Review Commission 
2 Judgment (No.6) "Horizon Issues" December 2019 (Horizon Issues Judgement — HIJ) 
3 These six areas are an amalgamation of Horizon Issues and in most cases do not follow a one-to-
one mapping with the HIJ — this is illustrated in Section 31. 
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1. Privileged Access Management4: Establish who has what privileged access 
to Horizon. 

2. Remote Access3 & s: Establish how remote access into the Post Office 
network is conducted — both currently and pre-COVID — to include Branch 
equipment and Branch Database (BRDB). 

3. Software Development Lifecycle, Testing and Quality Assurance: Establish 
how: i) changes to Horizon progress from requirements analysis through 
development, testing and into early live support; and ii) how such changes 
become fully live under mainstream support arrangements. 

4. Known Error Logs ("KELs") — current: Establish how Fujitsu are made aware 
of an error. 

5. Known Error Logs — historic: For each historic KEL establish whether the 
condition remains or not. The Historic KELs cover 62 incidents from 1999 
through to 2018. 

6. Horizon Next Generation (HNGA) Robustness: Establish the functional and 
non-functional robustness of Horizon Next Generation. A separate set of 
reports have been produced to discuss robustness in more detail (refer to 
sections entitled Appendix 8: Analysis, findings, and improvement 
recommendations — Horizon AP-ADC scripts and reference data solution). 

7. Appendix 9: Horizon IT Delivery Robustness Analysis — POL Horizon IT 
Maturity Assessment. These reports use the KPMG IT Maturity Assessment 
Tool, which is based on ITIL, COB IT and CMMi to assess maturity. Note that 
the definition of robustness used in this report is the ITIL standard definition 
and differs from the definition used within the Horizon Issues Judgement6. 

Observations made in this Report relate to the situation we observed during the 
period of our review from October 2020 to April 2021. 

Our remit was to focus on the Horizon system and related processes. We did not 
review the systems or infrastructure supported by Computacenter or Verizon. 

4 Fujitsu use the term "remote access" interchangeably to cover both remote connectivity (the 
technical act of connecting to a remotely-hosted system) and privileged access. Although not an 
industry standard definition, for the purposes of our report and how these relate to Horizon Issues, 
we agree with this simplification of terminology and have adopted a similar approach. 
5 A number of remote access observed Horizon Issues are based upon the precursor to the current 
version of Horizon, when Postmaster data was held on the Branch terminals. 
6 Please note that the robustness definition used within the Judgement is located at "Ref 54 page 
21" of the Judgement documentation. 
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1.4 Approach 
This report is based on document reviews, stakeholder meetings and discussions 
over the course of 7 months from October 2020 (please see Appendix 1: 
Documentation and Appendix 2: Contributors). 

We would like to thank all those stakeholders involved in discussions and reviews 
of early drafts. 

Access to stakeholders and documents initially only included POL. Over time 
access to Fujitsu enabled a wider perspective to be considered. We had initially 
planned for the assessment to be completed over a shorter timescale. This was 
not possible due to delays as we waited for Fujitsu to provide input in the form of 
written responses to our questions. Details showing what form of access Fujitsu 
took can be found in Section 1.7. 

Observations are specific to the period October 2020 to April 2021. 

1.5 Report iterations 
Our observations have iterated during our review, as more information has come 
to light from Fujitsu and POL stakeholders. 

1.6 Report structure genesis 
Our work began in October 2020 focusing on the six in-scope areas summarised 
in Section 1.2 and Appendix 7: Engagement Terms of Reference. Over the first 
few weeks, reviewing documentation and from discussion, it became apparent 
that there were a series of more Foundational issues present, which if 
unaddressed would hinder efforts to address Horizon Issues remediation work. 

Our assessment ran in parallel to our wider contractual scope to document a 
target operating model high-level design for the newly formed GLO/Horizon IT 
function (Part B of our Terms of Reference, described in Appendix 7: 
Engagement Terms of Reference). 

1.6.1 Report structure 

This report is split into three primary sections and the Appendices which list 
documents reviewed and contributors that we have spoken to. Also documented 
is short and long-term remediation efforts, programme planning and our Terms of 
Reference. 

1. Executive summary. We have observed that for remediation against the six 
in-scope areas to take place there are six control areas that also need to be 
addressed (see Section 3.7). These are necessary as they provide the 
required foundations to facilitate sustained Horizon Issues improvement and 
management whilst the move to a new IT platform is realised within the next 
four plus years. 
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2. Observations in summary. In our early analysis we observed that several 
areas of improvement were required across all six in-scope areas. Since this 
early analysis, tactical improvement activity has begun, and longer-term 
remediation is planned. 

3. Observations in detail. We have documented 73 observations, structured 
according to eight themes, aligned to the POL target operating model 
planning: Governance, Processes, Capability, Culture and Conduct, Data, 
Systems, Supplier and performance management and Technology. 

1.7 What is Horizon? 
In its simplest form 'Horizon' is a set of technologies, both software and 
hardware, which exists physically in circa. 11,500 Branches and at the Fujitsu 
Belfast datacenter, facilitating Postmasters to sell a wide variety of services to the 
public (such as stamps or fishing licenses) and conduct limited Branch 
administration (e.g. accounting, stock replenishment, communication with third 
parties and external service providers, reporting and granting user access). 

Logical visualisation: Horizon 

A Post Office Branch 

M Products and services 
for sate }~ I Connection provided by 

~~ Verizon 
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and reporting access 

a® ,  ► ® Fujitsu Belfast 
datacentre 
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Belfast' 

Figure 1: Logical visualisation of Horizon `as-is' 

Horizon has existed since the late 1990's after POL contracted International 
Computers Limited (ICL), acquired by Fujitsu Limited in 2002, to design and build 
it. Ownership and management of Horizon and intellectual property rights reside 
with Fujitsu. The current version of Horizon is HNG-A or Horizon Next Generation 
— Anywhere, which came into production 2017-18 as part of a phased 
deployment. In February 2021, Horizon processed close to 160 million 
transactions. 
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Horizon Platform 

Figure 2: Horizon 'as-is' in Fujitsu Belfast datacentre (below dotted line) 

Fujitsu's contractual responsibilities include the development and maintenance of 
Horizon. This means the development of software within its datacentre and the 
management of component services, hardware, operating systems, supporting 
security applications, software, underlying databases, the general "lights on" 
maintenance services and components that facilitate root-cause analysis and 
remediation. The activities undertaken by Fujitsu to maintain Horizon include 
platform patchinglupdate and performance tuning. 
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1.8 Strategic Platform Modernisation (SPM) 
A major programme of activity, known as the Strategic Platform Modernisation 
(SPM), will design an application architecture to replace Horizon software 
components. This programme 's designed to improve robustness 
and transparency, increase agility, refocus on core customers and products, 
whilst supporting the Network Strategy (right services, right places, right 
time)"1. It is due to commence in 2021 and run over the next 5-6 years. 

In parallel, there is a proposal for POL to extract the part of Horizon that resides 
in the Fujitsu Belfast datacentre and place it in a POL owned Amazon Web 
Services instance. 

1.9 Nature of Fujitsu involvement in this report 
This overview is provided to describe the relationship between Fujitsu Business 
Services Limited (Fujitsu) and Post Office Limited (POL) with specific reference to 
the areas of focus within this report. 

KPMG's review and report, referred to in the preceding section, has been 
directed at both POL and Fujitsu as POL's systems and infrastructure contribute 
to the service provided to Postmasters as part of Horizon service. 

KPMG was able to discuss and examine the appropriate areas of POL's directly 
managed estate and form views in discussion with service or platform owners. 

Our original approach with Fujitsu was to perform a series of interviews, 
document reviews and reviews of process related to the six in scope areas. This 
approach could not be agreed with POL and Fujitsu, instead the approach was 
built upon a series of exchanged written reports with follow-on written questions 
and written responses. The reports and responses are itemised in Appendix 1: 
Documentation. In the period referred to by this report we have been unable to 
verify all the information provided in the reports or detail in subsequent responses 
to queries raised by us, having requested but not being provided the opportunity 
for technical walk-throughs of the approaches described. 

7 POL Draft Case for change/objectives of the Horizon replacement 
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2 Executive Summary 

2.1 Overall Summary 

The Inquiry shines a spotlight of expectation on POL, which can become 
reality if a scale of change is met with significant remediation. 

2.1.1 The Inquiry demands change and (data) integrity 

One of the central tenets of the Horizon Issues Judgement (HIJ) is that POL must 
change, restore, and sustain Postmasters confidence in POL's ability to maintain 
the integrity of their Branch data. Moreover, concerns over the reliability and 
operation of Horizon must be addressed. 

Key suppliers, in particular Fujitsu, are integral to the delivery of the current 
Horizon service and to restoring confidence with Postmasters. The current 
platform will need to be sustained over the coming 4+ years whilst POL migrates 
to its new Postmaster-facing platform under the Strategic Platform Modernisation 
Programme. 

As a part of this, POL is required to demonstrate several things, including. 

• An understanding of Postmasters and the demands they face as the 
customer-facing sales force, by having effective lines of communication. 

• An ability to manage and address risk in the broadest sense of the business 
definition, both internally and, by extension of the approach, with its core 
suppliers (in this case Fujitsu), supported by an effective risk management 
and controls regime. 

• A reliable application (be it Horizon or its replacement, the Strategic Platform 
Modernisation (SPM)) including implementing appropriate user design, 
following standard usability protocols, within a supportive environment for its 
Branch network, be it direct or franchisee; and 

• In the light of the Horizon Issues, a restoration in the belief by its workforce 
and the public that it is well run, trusted and accountable. 

Over the page we summarise our core conclusions. 
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2.1.2 Core conclusions 

We have accounted for what the Inquiry demands, as well as the Horizon Issues 
in drawing our conclusions. 

In summary they are: 

1. POL has made improvements responding to the Horizon Issues (see Section 
_2 2); 

2. Significant remediation is still required across the six in-scope areas (see 
Sections 2.3); and 

3. The scale of change required is extensive, which includes the need to 
address Foundational Issues (see Section 2.4). 

2.1.3 Moving forwards 

The culture of POL should reflect the Board's ambition to improve its engagement 
and provision of service to Postmasters, embracing clear accountability as part of 
a culture of a collective responsibility where changes, in areas such as vendor 
management, roles, responsibilities, process, training and technology, will endure 
within the new operating model. 

POL must ensure that there is an alignment of all programmes that are directed 
to the betterment of POL and its Postmaster business. This includes the SPM, 
POL cultural programmes, and the Postmaster Journey programme with its 
stated aim of "putting Postmasters at the heart of its business". 

POL needs to mirror its social purpose8 in its internal business engagement by 
adapting and maturing as an organisation to embed and sustain improvements. It 
needs to ensure these are driven through its public customer facing channel; that 
of the Postmasters, and these must also be driven throughout the POL 
organisation. 

The migration programme to a new platform and branch-side application will 
bring significant improvements. The expected delivery timeline for these needs to 
be balanced against the desire to maintain Postmaster engagement on the 
current platform. POL's investment in improvement of the current platform rightly 
needs to be balanced against that of investment in the future, but not to the 
disadvantage of Postmasters, nor the public perception of improvements 
expected in the immediate future. 

8 Post Office Corporate — Social purpose "more than just a Post Office" POL organisation. 
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2.2 Core conclusion I 

POL has made improvements since the Horizon Issues were raised. 

2.2.1 Change is happening 

In Autumn 2020 POL started to build a capability to be specifically responsible for 
the management of the Horizon IT estate and its vendors. A GLO/Horizon IT 
Director was appointed in September 2020 with a mandate to effect improvement 
in Horizon and its supporting operations. This capability has begun to be 
established, drawing upon current POL staff and experienced hires (amounting to 
20 staff currently). 

2.2.2 Remediation 

With the support of POL leadership, the Horizon IT capability are driving both 
short- and long-term remediation (see Appendix 5: Short-term Fast Fix tactical 
remediation and Appendix 6: Lona-term remediation olanninal. 

Short-term Fast Fix tactical remediation 

POL has instigated a Fast Fix programme which has prioritised what it believes to 
be the most critical items to begin to address the Horizon Issues and, in 
particular, the six prioritised areas described in Section 1.3 (see Appendix 5: 
Short-term Fast Fix tactical remediation). The Fast Fix plan intends to deliver 
initial improvements by the end of May 2021. 

Lona-term remediation 

A further two phases of delivery are currently being planned for the next 24 
months (see Appendix 6: Long-term remediation planning). The objectives of the 
programme are specifically designed to address the Horizon issues and the 
findings of this report. This will run in parallel with the SPM Programme. 

The workstreams proposed in the 24-month programme are key to improving the 
management of Horizon, both now and to its end of life, and importantly 
embedding the structure and capabilities that will be critical to the delivery of 
SPM and its subsequent running. However, any programme must have the 
support of POL to succeed. To deliver this, each component of the programme 
and the supporting POL organisation must have appropriate budgets and 
understand its roles and responsibilities. Furthermore, there should be a POL-
wide understanding of risk, and processes to manage risk appropriate to its 
potential impact. 

At this point, it is encouraging to see the support from the Group Executive for the 
long-term remediation programme that looks to the above. This will need to 
endure for the length of the remediation — which will likely extend beyond 24-
months. 
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2.2.3 Moving forward 

POL and the GLO/ Horizon IT team are making progress. The immediate 
challenge however must be to ensure that any in-flight activities, such as data 
migration from Fujitsu's Belfast datacentre to a Post Office cloud-based 
environment and the underlying arrangements, are assured as fit-for-future by 
integrating them into the emerging activities. 

The current Horizon operating model and that of the broader POL organisation 
require sustained attention to transform the Post Office into a stable and future-
proof direct and franchise-based model. Our observations (in Section 4) have, by 
necessity, looked to the organisation as well as the Horizon Issues. 

The 24-month programme must start with an organisation which collaborates 
internally as well as with its Postmasters and its vendors, delivers against the 
Fast Fix-fix and addresses the Foundational Issues. Early steps should include: 

• Establish an oversight board to coordinate and govern the remediation 
programme; 

• Identify interdependencies between POL, vendors, and Horizon; and 

• Review, update, and train staff in key roles of risk and governance. 
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2.3 Core conclusion 2 

Significant remediation is still required across the six in-scope areas 

2.3.1 Privileged Access Management and Remote Access 9 (see Section 
_3 2) 

Across the entire Horizon domain, there is a low level of maturity, based upon 
KPMG's Maturity assessment levels, namely - mostly manually based with an 
uncoordinated approach across all the domains of Identity and Access 
Management (IAM) including privilege/elevated access, authentication (for local 
or remote access), joiner, mover and leaver management, and reporting. 

Moreover, POL's visibility of vendor (Fujitsu in particular) activity is limited and 
this is not sufficiently challenged. Noting the lack of opportunity to test Fujitsu's 
responses as previously stated in Section 2, Fujitsu's approach, although in the 
main based upon manual process, appears to be well documented. 

Although remediation is in-flight (such as manual improvements to process, due 
by end of May 2021) further work is needed to reach an ideal maturity level that 
introduces automation, efficiency and reduces the risk of human error. POL can 
address this by automating user enablement and management within its own 
domain, introducing IAM tooling to improve its maturity to a point where it has full 
visibility of all users including those within Fujitsu's domain. Appropriate controls 
should be agreed with Fujitsu and introduced to ensure timely approval and/or 
visibility of Fujitsu user activity, thereby enabling POL to successfully manage all 
users and what they can do when they gain access. 

2.3.2 Software Development Lifecycle (SDLC), Testing and Quality 
Assurance (see Section 3.3) 
The overall governance and control of the SDLC and Testing processes within 
POL, and with respect to delivering technical change for Horizon, is immature 
when measured against industry standard frameworks. For example, no formal 
Release Management process is in place. Actions are being taken to uplift these 

9 We have considered privileged access management (PAM) and remote access (RAM) within this 
report in the context of the nature of data being accessed, the risk or concern exposed in doing so 
and the approaches to properly control and report on these activities. As such, our observations 
consider a wider approach to access than that of an industry standard view of privileged access, 
driven by use cases we have seen. These include the ability for users to act on behalf of others, 
such as Postmasters or engineers, and finance staff, who, although they are carrying out their daily 
routine in accessing Postmasters' financial records could be deemed to have access which should 
be seen as privileged. 

In Footnote 4 on page 7 we describe Fujitsu's view of remote connectivity and privileged access; 
this broadly fits with the interpretation we have made for our work and aligns with a lay view, which 
is one Postmasters are more likely to align with. 

© 2021 KPMG LLP in the UK. All rights reserved. Published in the UK. KPMG and the KPMG logo are registered trademarks of KPMG 
International Cooperative, a Swiss entity. This Report is provided in confidence and its circulation and use are limited — see Notice on 
cover page and page 1. 

Document Classification: KPMG Confidential 
17 



POL00030396 
POL00030396 

Horizon report 

KPMG LLP 

processes, and appropriate controls are now being implemented. However, this is 
not a quick fix, and will require time to fully embed. As such they have been 
allocated to the long-term remediation planning. 

2.3.3 Known Error Logs (KELs) — current (see Section _3 4) 
Fast fix activity has improved the handling of current KELs, with the 
commissioning of a dedicated owner and a support team, to take control of the 
KELs and drive them to conclusion (i.e. rectification, retest, and closure). Further 
updates and refinements to the new process are currently being implemented 
(expected completion of 30th May), and tighter controls have been put in place, 
such as standard templates for capturing KEL details, quality checks, detailed 
technical analysis, and status tracking. Buy-in and commitment from the third 
parties (including Fujitsu) has likewise improved. 

2.3.4 Known Error Logs — historic (see Section 3.5) 
To date 45 of the 62 Historic KELs have been closed. POL and Fujitsu both now 
have sets of actions to work through to facilitate the testing and closure of the 
remaining historic KELs, expected to be closed by end of June. POL and Fujitsu 
have held joint technical workshops, and these have enabled a deeper level of 
analysis of the historic KELs. Test activity for the remaining outstanding historic 
KELs has commenced. 

2.3.5 Horizon Next Generation (HNGA) Robustness (see Section 3.6) 
Work to address HNGA robustness has included improving and restructuring the 
Architectural approach, updating the AP-ADC script delivery process and refining 
change delivery. 

Despite these improvements there remain several areas in relation to 
Governance, Process and Management of Horizon which introduce the potential 
for issues to occur with Horizon. 

Our overall conclusions in this area are that: 

1. The platform itself is not managed, from an end-to-end perspective, in a 
mature manner, when measured against industry frameworks such as ITIL, 
COBIT and CMMi; and 

2. The delivery of technical change into the Horizon platform is not handled in a 
mature and well-governed manner, although rapid improvements are being 
made through the Change Management process. 

As a result, this has the potential for changes introduced to cause detrimental 
impact and increases the risk of incidents due to system errors and/or failures 
when implementing changes. Without more mature processes in place, and 
governed appropriately, POL is not effectively managing the Horizon platform. 
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Our conclusions drawn in this area are informed by two detailed reports included 
at Appendix 8: Analysis, findings, and improvement recommendations — Horizon 
AP-ADC scripts and reference data solution and Appendix 9: Horizon IT Delivery 
Robustness Analysis — POL Horizon IT Maturity Assessment. 

A summary is provided here. 

Horizon AP-ADC scripts and reference data solution 

A core tenet of HNGA is reference data and AP-ADC scripting. Reference data is 
how much of the Horizon user functionality is configured and created. AP-ADC 
scripts are a means of coding sequences of transactions executed by Branch 
staff or changing current transaction flows. Both mechanisms are created, 
changed, and deployed by POL with minimal input from Fujitsu. 

AP-ADC scripts and reference data elements are not primary causes of error and 
discrepancy; they are simply tools used by POL staff to introduce change into the 
Horizon platform. However, due to the lack of appropriate controls and 
governance regarding how this change is introduced, it is possible for incidents, 
discrepancy, detriment, and reputational harm to occur. For instance: 

• The design of the user interface and the Postmaster experience, as defined 
by POL, is not considered from the perspective of user-centricity; 

• The way in which POL manage change of user functionality is immature; and 

• The way in which POL test change does not account for user testing, which 
would ordinarily allow weaknesses in the solution to be identified 

However, the potential to cause discrepancy is partly mitigated by the controls 
the reference data team put in place while building reference data and AP-ADC 
scripts. 

POL Horizon IT Maturity Assessment 

KPMG assessed the robustness of the Horizon IT capability, by analysing how 
Horizon IT Services are delivered against pre-defined maturity levels from the 
industry standard framework for the delivery of IT services, ITIL, COBIT and 
CMMi and KPMG's reference IT Maturity Assessment Tool. 

An assessment of 22 areas points to low maturity. Across the cycle of plan, 
develop, build, test, release & deploy, run & operate, monitor & improve, and 
manage & govern remediation is needed. For example: POL does not have a 
Release Management process, and the Release Manager role is taken by the 
Service Managers, who approve what is released into the live environments. 
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2.4 Core conclusion 3 

The scale of change required is significant, which includes the need to 
address Foundational Issues. 

2.4.1 The scale of change 

Section 3 of this report provides a clear impression of the scale of change 
required. A summary view of our observations in Section 4.2 illustrates this point, 
with just under half of these observations (48.6%) marked as High, requiring 
immediate action. 

High risk issues or critical gaps identified 
required to rectify 

Serious Serious issues or major gaps identified. Rectification a high 32 priority 

Minor Minor issues or gaps identified. Mitigations planned, or in 2
progress 

None No issues or gaps identified; area is on track 2 

Complete I Area complete or completing shortly. No issues or gaps identified 

TOTAL 72 

Of the 72 observations 13 include Foundational Issues. Section 3 includes 
Foundational Issues, which further evidence the scale of change needed. 

2.4.2 Foundational Issues 

Despite the recent progress, there is no room for complacency. Our Foundational 
Issues are summarised in Section 3.7 and detailed within Section 4. 

Observations include: 

• The established organisational design and culture, and the way in which 
process and risk are managed results in governance and process gaps, thus 
POL cannot demonstrate consistent management of Postmaster interests; 

• the outsourcing of services to third parties resulted in an assumed delegation 
of accountability by POL role holders. This is being addressed by POL 
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leadership and management to facilitate greater Postmaster reassurance 
that POL has control of its business and suppliers; and 

• individuals have been primarily concerned with their own area of 
responsibility with insufficient collaboration or questioning of others, leading 
to a sustaining of the status quo that existed. 

There is now a change in approach from POL that is addressing the previous lack 
of consistent, reliable management of Horizon; process, frameworks and 
approaches are being established or reviewed and changed. The perceived lack 
of collective responsibility is changing but the change must be embedded 
culturally. 

Further, SPM with its intent is "to improve robustness and transparency, increase 
agility, refocus on core customers and products, whilst supporting the Network 
Strategy (right services, right places, right time)" must be accounted for in the 
content of these Foundational Issues. We have discussed the content of our report 
with POL Leadership. The Foundational Issues we have raised must be addressed to 
effectively embed and sustain the change that is needed. Some of these are being 
introduced in workstreams within the overall Horizon Improvements Programme V1.0, a 
copy of the current draft plan for which is at Section 5.5.4. 
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3 Observations in summary 

3.1 Horizon issues mapping 
The following table depicts our understanding of the mapping of Horizon Issues 
Judgement to each of the six in-scope areas. It is intended to help the reader 
understand how each of our observations (summarised on the following pages) 
link to Horizon Issues. 

Note this is not a definitive mapping but illustrates that there is not a 1:1 
correlation between the six scope areas and Findings. 
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Bugs Errors Accuracy and integrity of 1 Bugs cause discrepancies I I X X X X 
and Defects data 2 No bug/error alert X X X X 

3 Robustness X X X X 

Controls and measures for 4 Errors from forms X X X X 
preventing/ fixing bugs 
and developing the 

5 Reconciliation X X X 

6 Controls did not stop errors X X X X X X system 

Operation of Remote access 7 Remote access X X 
Horizon Availability of Information 8 Comms to SPM & Fujitsu 

and report writing 9 Reports & investigation for X X 
SPMS 

Access to and/or Editing 10 Remote change with no X X X X 
of Transactions and PM consent 
Branch Accounts 11 Permission controls X X 

12 PAM & records X X 

13 PAM affect reliability X X 

Branch trading 14 No dispute ability X X X X 
statements, making good 
and disputing shortfalls 

Transaction corrections 15 Transaction corrections X X X X X X 

O 2021 KPMG LLP in the UK. All rights reserved. Published in the UK. KPMG and the KPMG logo are registered trademarks of KPMG International Cooperative, a Swiss entity. This Report is provided in confidence and its circulation 
and use are limited — see Notice on cover page and page 1. 

Document Classification: KPMG Confidential 
24 



POL00030396 

a 

Post Office Limited 

KPMG LLP 

3.2 Privileged access management and remote access 
Across the entire Horizon domain, there is a low level of maturity which is mostly manually based and has an uncoordinated approach 
across all domains of Identity and Access Management including privilege/elevated access, authentication, and controls. Moreover, 
visibility of vendor activity is limited, and this has not been sufficiently challenged. 

The observations that align to privileged access management and remote access are as follows: 

l. 

Governance 3. User • The current POL approach to Identity and Access Management (IAM) has a low level of maturity based 
identification, upon industry standard measures, characterised by limited automation, undocumented processes and 
access oversight that does not sufficiently examine or challenge vendor activity. The reliance on third parties 
management and does not alleviate this due to contractual and operational limitations. Please see Fujitsu, below in 
reporting respect of vendor monitoring and reporting. 

• The low maturity of IAM and complexity of the POL/Horizon estate makes management of users and 
Core systems their access rights, and the reporting of this, inefficient and subject to human error as there is no single 
and management of view of all users who access Horizon and its supporting systems. 
users and rights • Because of the current state of their identity data and processes, and vendors reporting, it is difficult for 
including third POL to confidently state or demonstrate that it has good control over users and their appropriate and 
parties (vendors) timely access to Postmaster data. 

3. User • User lifecycle management (i.e. JML) is not timely causing exposure to users who should be removed 
identification, from systems still being present, with the ability to gain inappropriate access. Re-approval of access 
access (certification) checks are manually driven, and response rates are insufficient for POL to be confident of 
management and their effectiveness. This undermines POL's ability to adequately control timely and appropriate access 
reporting to systems. 

• Certification is not carried out to uniform times across the user and application base, which further 
exposes POL in respect of users with accumulated or conflicting access rights giving excessive 
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Joiners-movers- 
leavers (JML) and 
certification 
Post Office 
controlled 

authority within systems. 
Changes are underway to address critical areas of two points, above, under the Fast Fix programme. 

• The lack of user visibility through a single view across the Horizon estate inhibits risk-based good 
governance processes. 

3. User • Postmasters can create user types and have elevated function rights, including password resets. There 
identification, is a risk of manipulation or misuse of counter staff identities for which POL has no visibility, as this is 
access deemed to be a Postmaster responsibility to manage. 
management and • Governance over Branch staff relies upon Postmasters' notifications for leavers; with over 90% of 
reporting leavers only being identified by inactivity (defined as 60-90 days) reports. See Process — sub-theme 11 

on next page. 
Branches 

3. User • Fujitsu provide a PAM and APPSUP (see next page and Appendix 4: Glossary) user report (within the 
identification, Fujitsu Security Report) to POL's ISMF for elevated and privileged users which is being improved under 
access the Fast Fix programme but has will still have insufficient detail to understand who has done what and 
management and on which system unless detailed and timely user activity reporting is provided by Fujitsu. 
reporting • The POL ISMF team should act upon the contents of the Security Report provided by Fujitsu report to 

demonstrate the value of the proposed improvements and POL Internal Audit reviews should consider 
Fujitsu the extent to which reports have been challenged and appropriate actions taken.Fujitsu has well 

documented methods which, if applied consistently, are likely to be effective and enable good 
governance. 

• User management and certification processes are likewise well documented, relying upon emails and 
user lists maintained in spreadsheets and local databases. Processes are regular and include both 
planned and ad-hoc checks. 
KPMG has not had the opportunity to test or observe the above points directly in Fujitsu's environment. 
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• Fujitsu has limited automation for IAM and log management. Detailed reporting of user activities and 
events is inhibited by the current lack of a means of extracting appropriate records to enhance visibility 
and controls over privileged users. 

Process 11. User journeys, • Strong/multi-factor authentication (MFA) is not deployed extensively within POL, with only initial system 
approvals, and sign in username and password enabling access to POL systems such as CFS (financials) and for all 
controls processes Branch network accounts. Though there are currently technical limitations, consideration for use of 

MFA, if even on a selective basis, would enhance security. The practicality of improving authentication 

Post Office for the Branch user network could also reduce the risk of credential sharing. The use of MFA may also 

controlled alleviate concerns regarding the level of visibility and control that Postmasters have over their employee 
user accounts, where at present SmartlD usernames and first-time passwords are communicated via 
the Postmaster. 

11. User journeys, • Postmasters manage the joiner-mover-leaver process for their employees. The leaver process, in 
approvals, and particular, is not followed, with fewer than 10% of users who have left being notified. There is therefore 
controls processes opportunity for Postmasters to maintain use of a leaver's account, though if the SmartlD account 

remains dormant the Governance process (see previous page in respect of Branch user management 

Fujitsu should capture this. 

Fujitsu's documented manual process includes detailed matrices for user types, systems being 
accessed and authentication approaches to enable and mange users and for elevated access. Users 
are allocated "teams" which are maintained within Active Directory. Elevation processes are described 
and reported upon (see previous page). There has not been an opportunity to test this nor examine the 
user base for additional user types that may not be described within the information provided. 
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A user type known as APPSUP is used for non-balance impacting (financial) actions, such as correcting 
corrupted transactions, removing blocked user sessions, or rolling over trading periods. This provides a 
user full read/write privileges which are controlled by documented process and approval flows. The 
process is currently being improved to create a full audit trail that will be held in one place. 

Technology 21. Tooling — IAM & . POL makes limited use of its current commercial IAM tools to automate and improve controls within the 
GRC Horizon POL estate. A strategy is being developed to address this and integration with any prospective 
(all) or existing Fujitsu tooling. 

3.3 SDLC, Testing and Quality Assurance 
There was a lack of effective governance, control, management, and ownership across the entire SDLC until 2021. Recent changes are 
improving the situation. 

The observations that align to SDLC, Testing and Quality Assurance are as follows: 

1. Governance 1. Horizon • During our review, we observed that the overarching accountability, ownership and responsibility for 
governance roles the management and control aspects of Horizon was not clearly defined; this was subsequently 
and responsibilities resolved in Feb 2021 with the appointment of a Horizon Product Owner. This Product Owner is now 

taking formal ownership of the Horizon Platform, with sign-off responsibility for change. A Product 
Strategy has not yet been developed, so the overall, detailed lifecycle for Horizon has not been 
implemented. This could lead to change being implemented in an ad hoc and fragmented manner, 
which does not align with the long-term POL strategy for the platform. 
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2. Vendor 
management 
governance and 
oversight 

• POL recognise that contract and vendor management need to be improved to enable meaningful 
engagement and outputs. Plans are being implemented to change the structure and approach in this 
important area. 

5. Test Governance • During our review, we observed that was no effective test governance in place. This was partially 
resolved in Jan 2021 with the appointment of a senior test manager to take ownership of testing within 
the Horizon IT team. Up until that appointment, testing provided by third parties was accepted by POL 
unchallenged, and POL did not conduct any analysis or detailed review of the test results provided by 
the third parties, and there was no evaluation of the third part test outputs for quality standards or 
coverage requirements - as the party responsible for the Horizon platform, POL would be expected to 
ensure that third party testing met both industry and POL internal best practice, and without 
appropriate test governance structures in place, it is not possible to perform this task. There is now 
effort in place to rectify this gap. 

• There was no organisational Test Policy, test framework, test approach or test tooling in place to 
support POL test effort, and to guide and control third party test delivery. All test activity was 
outsourced to Fujitsu and ATOS, and POL retained no test knowledge, or staff skilled in testing, and so 
was fully reliant upon the third parties. As POL had no structure in place to validate the test approach 
(e.g. no quality gates were in place), scope and outputs being delivered from the third parties, there 
were gaps which enabled issues to leak out into Production. Actions are now being taken to implement 
and improve the overarching approach to testing. 

• There is no requirements traceability matrix in place, and traceability between test artefacts and 
business requirements and design is incomplete or missing. Thus, there is no apparent way to validate 
test coverage and scope. 

• POL lack a clearly defined test environment and test data strategy. The test environments for Horizon 
are owned and managed by Fujitsu, however POL should have a detailed understanding of the 
structure of the test environments, as well as the test data within those environments. This is to ensure 
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that the test environments remain reflective of the Production environment, otherwise the test 
environments are not supporting accurate and appropriate test effort. 

6. SDLC • POL does not have a Project Delivery Capability Framework in place, and there is no standardised 
Governance SDLC delivery methodology or Project Management Lifecycle. Individual programmes can implement 

their own delivery mechanisms, which means that there is no consistency between ongoing 
programmes. Likewise, governance and control vary between programmes, with each individual 
programme structuring their own controls. 

2. Capability 7. POL Horizon • Although POL is implementing plans to build an in-house technical capability to manage Horizon, there 
capabil ities remains a key reliance upon Fujitsu to manage the core Horizon platform (considering that Fujitsu 

retains the IP), as well as short-term contractors for technical change delivery. 

3. Processes 11. Product • During our review, we observed that a Product Owner for Horizon was not present, and there was no 
management Product Lifecycle in place. This was partially resolved in Feb 2021, with the appointment of a Product 

Owner for Horizon. The lack of a Product Owner indicates that there was no one single person with an 
overarching and holistic view of all the changes ongoing across the Horizon platform, with a clear and 
concise understanding of how these changes impact POL's business and customer front end. Without 
a Product Owner in place, there was no single approver for these changes, and no single person with a 
clear, strategic view of the platform's lifecycle. There was a risk that change introduced into the 
platform would not align with POL's long term, strategic goals, and that disparate change could conflict 
or overwrite other change being introduced at the same time. 

• The level of involvement from architects across the change being delivered into Horizon is limited; 
within POL there is a poor understanding of the Horizon enterprise and system architecture. There is 
limited understanding within POL of how Horizon works, what it does, and how change can be 
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effectively applied. This has improved throughout 2021, as the recently hired enterprise architect team 
is reconstituting POL's understanding of the platform. 

14. Testing • POL does not perform appropriate and effective End-to-End, User Acceptance or Non-Functional 
Testing. 

• Regression testing is patchy and poorly applied to the platform, and is not executed from a business 
user perspective, only from a technical functional perspective (if it is executed at all). The lack of 
regression testing has led to Production incidents occurring, with some of the Historic KELs being 
examples of these problems. 

15. Change • POL has recently (Q1 2021), tightened up and improved its change control process; however not all 
Management change is funnelled through the improved process as yet (Reference Data is governed separately), and 

further updates are expected to occur in May and June of 2021.Whilst there has been improvement 
since KPMG's initial analysis in Q4 2020, there is still a great deal of further improvement yet to be 
implemented. 

7. Supplier and 20. Vendor • Service Level Agreements (SLAs) and Key Performance Indicators (KPIs) appear to be poorly defined, 
performance performance with performance against the KPI and SLAs being self-reported by Fujitsu, with no subsequent 
management management independent assurance activities being undertaken by POL as part of its own governance structure. 

8. Technology 21. Tool • There is no standard change delivery tool used to capture User Journeys, business and technical 
Support for change requirements, design documentation, project management components (such as scheduling, 
delivery resourcing, costs, etc.), or test management components (e.g. schedule, test scripts, test results, test 

evidence). Spreadsheets are used to manage some projects, which implies that many of the standard 
project tasks are performed manually, that there is no clear traceability, and no version control / access 
control to project documentation (so there is no change audit tracing). 
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24. AP-ADC scripts • Automated Payments — Advance Data Capture (AP-ADC) scripts are a means to make changes to the 
and Reference Horizon platform without requiring Fujitsu's input. The AP-ADC scripts have the ability to make 
Data allow fundamental changes to the underlying functionality of the platform, and until recently, this change was 
uncontrolled not well governed or controlled, and has resulted in defects being put into production which have 
change caused discrepancy. 

• Reference Data is similar - it is a powerful tool to inject change into the Horizon platform, with few 
controls or governance in place. 

• There is a concerted effort underway to improve the governance of both AP-ADC scripts and 
Reference Data changes, with the aim to build a tightly controlled change process, as well as a 
repository of change records (see sub-theme 15 above). 
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3.4 Known error logs (KELs) - current 
Positive progress has been made in this area, with the implementation of a new process, and a dedicated team in place to handle the 
current KELs. 

The observations that align to current KELs are as follows: 

2. Process N/A • Initially, the management of the current KELs was considered a "side-of-desk" best efforts endeavour 
added to the workload of the Horizon Operations team. The bulk of the process was owned and 
operated by Fujitsu, with POL involved but not directing or controlling the process. The KELs were 
tracked via spreadsheet, which was updated by Fujitsu, and tracked the Fujitsu based actions. 

• This approach was changed with the creation of the GLO IT Team, and a POL senior staff member, 
with a support team, was tasked to take ownership of the management of the current KELs to ensure 
that these outstanding items are appropriately managed, tracked and resolved. 

• A new process to manage KELs has been designed and has now been implemented and embedded 
across all stakeholders (since Jan 2021). This process will be automated and coordinated via Service 
Now (per Project Management documentation expected completion is May 2021), whereas previously 
it was spreadsheet based. Weekly reports are being produced to track the progress on resolving the 
current KELs, and there is oversight with a Change Advisory Board (CAB) in place. The CAB is 
staffed by the appropriate SMEs and people with the required seniority to make (and sign off on) 
decisions. Third party engagement is currently in place, and the third parties are onboarded to the 
new process; teams within POL are likewise onboarded and involved. 
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3.5 Known error logs (KELs) - historic 
Initially, limited technical details for the historical KELs inhibited progress. However, POL and Fujitsu have been working in conjunction to 
analyse and determine the technical requirements to prove that the historic KELs either can be closed, or require further remediation to 
rectify. 

The observations that align to historic KELs are as follows: 

2. Process 16. KELs (Historic) • The initial supplied documentation regarding the historic KELs was limited, and focused on the 
business components / impacts of each KEL. 

• For proper analysis, to determine the underlying root cause of the KEL, technical details were 
required. 

• Detailed technical workshops were held jointly by POL and Fujitsu, with the appropriate technical and 
operations staff involved, to tease out the required details to enable the analysis of these historic 
KELs. 

• From these workshops, POL and Fujitsu were able to determine that 45 of the 62 items could be 
closed, as the core system and functionality had extensively changed since these KELs occurred, and 
due to these changes, these specific problems could not occur again. 

• Of the remaining 17, POL and Fujitsu were able to determine that 14 required retesting, to validate 
that they no longer exist within the platform. This retesting effort is being jointly run by Fujitsu and 
POL, and is currently underway. Note that if this retesting does show the KEL is still extant, then the 
required remediation will be implemented to ensure the KEL is resolved. 

• Three of the historic KELs lack sufficient detailed technical information to determine what caused the 
issue. They also lack enough business information to determine what business process led to the 
issue occurring. At the time of writing, further discussion between POL and Fujitsu on the actions to 
be taken on these three items is planned to take place in the w/c 26th April 2021. 
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3.6 Horizon Next Generation (HNGA) Robustness 
Whilst the high-level components for Business Continuity and Disaster Recovery are in place, there is a lack of detailed information and 
planning currently available. Usability and user interface design seems to be lacking, and is not included in the overall solution design for 
the Horizon platform's user interface. 

The observations that align to HNGA robustness are as follows: 

8. Technology 22. Business • Whilst there is a Business Continuity Policy in place, the next level plans do not exist. Without the 
Continuity Policy business continuity plans for each business unit in place, there is no clear understanding of how the 
(BCP) / Disaster business units respond to an outage. 
Recovery (DR) • There is no consideration for resilience at the architectural level, the impact of which is that the 

solutions may not be fit for purpose from a BCP / DR point of view. 

• POL has no Business Impact Assessments (BIA) in place across the wider POL business landscape. 
BIAs are a standard component of a BCP, and inform the overall BCP approach and structure, and 
help prioritise the DR approach. 

• There is no clear linkage between the BCP approach and the DR approach, and the two areas act in 
siloes, where they should be tightly coordinated. 

• DR is disparate, and focuses on individual systems in isolation. This is due to the nature of the 
technological landscape within POL, with numerous third parties responsible for different areas of the 
overarching service. POL is not performing the required role of end owner and coordinator. 

• The DR approach is to repeat the same tests year on year, with no updates for results and changes to 
the systems. 
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• Both the BCP manager and DR manager are coordinating teams of one (themselves). Based on the 
volume of work, and the complexity of the landscape, larger teams would be expected. 

• AP-ADC scripts and Reference data changes are not consistently captured within the DR space, and 
can be missed. This can cause issues with the DR testing, where the tests are not fully reflective of 
Production. This is further discussed in the "Horizon AP-ADC scripts and reference data solution" 
paper. Additionally, please note that the extent of this problem is difficult to quantify since there is not 
a reliable record of how many AP-ADC scripts there are in production. 

25. Usability and • Usability is not considered during solution design, and there does not appear to be a clear focus on 
User Interface the interface design and structure. Without this consideration in place, the interface used by 
Design (Ux) Postmasters is complex, difficult to use, and contains legacy components which are no longer 

relevant. 
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3.7 Foundational Issues 

Foundational Issues are also present which go to the core of POL's ability to sustainably address the six in-scope areas 

In assessing the six in-scope areas, we have identified a number of Foundational Issues that must be addressed to help underpin and 
sustain the required improvements as part of the Remediation Programme being put in place. They are summarised here and highlighted 
within the relevant observations within Section 4 (see Page 40 for our reading guide). 

POL should consider the likelihood of these issues being reflective across the broader organisation, and having a much wider impact than 
just the six in-scope areas. Resolving these issues requires that organisational-wide policies, processes, and approaches are in place, 
and that these are effective. 

1. RACI. The accountability, ownership and responsibility for all management and control aspects on Horizon is not Section 4.3.1 and 4.3.2
clearly defined between POL, Fujitsu, and other vendors. Notable gaps exist in vendor management, service 
performance management and contract renewal. 

2. Compliance. There is not sufficient collaboration in planning, monitoring and oversight of Horizon/broader POL IT Section 4.3.4
compliance and risk management/3LoD. 

3. Risk Management maturity. POL's approach to risk assessment and management is unclear with regards to how Section 4.4.1
operational IT risks are managed. This is compounded by concerns regarding the appropriate use of tooling to monitor, 
identify dependencies, aggregate risks, and highlight potential impacts. 
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4. Three lines of defence (3LoD). The Second Line and Third Lines of Defence do not seem to work in coordination Section 4.4.2 
and appear to operate independently. Review and assessment of Horizon is provided by Fujitsu (via monthly reports); 
this self-assessment is not challenged by POL, and there seems to be no independent review of Horizon by POL 3LoD 
staff. Internal Audit reviews conducted by 3LoD tend to be thematic rather than risk based, and do not delve into 
Horizon-orientated IT controls to determine the effectiveness of these controls. 

5. Contractual Arrangements. The strategic IT vendor management process is performed on an ad-hoc basis rather Section 4.4.3. 
than at regular, set intervals. These ad-hoc reviews do not apply the latest business needs or re-evaluation of the 
required service levels against the contracts. It is noted that vendor management is currently managed separately 
within POL to contract management, which deals purely with contract compliance. The intention going forward is for 
these activities to be more closely aligned. 

6. IT Controls Framework. Weaknesses have been identified across the IT controls capability, including issues with Section 4.4.7 
content, application of the framework, reporting, governance, and technology. An effective IT risk capability requires 
each of these elements to be functioning correctly. 

7. POL Horizon capabilities and Culture There has been an apparent lack of defined, understood or acknowledged Section 4.5.1 and 4.6 
job roles in respect of incumbents' responsibilities and accountabilities in relation to Horizon, which is also observed by 
POL representatives, to have created an insufficiently collaborative and questioning culture. This has been especially 
noticeable regarding implementing change to support the Judgement issues. Detailed planning to fully address the 
Judgement findings is still in development. There has been l imited technical ability and consequential willingness to 
challenge vendors within supplier relationships, with the contractual management frameworks being trusted as fit for 
purpose. 

9. P11 at rest and in transit. POL is not Payment Card Industry Data Security Standard (PCI DSS) compliant. Horizon Section 4.7.1 
contains P11 data - managed by Fujitsu - with data at rest and in transit not being encrypted. 
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10. Key dependencies. Migration to AWS as part of the Belfast Exit is in-flight however POL still have a significant Section 4.8.1 
number of decisions to make (i.e. whether to stay with Fujitsu to manage Horizon or not, integration or migration of 
legacy product services onto AWS). 

11. Vendor management performance. Key Performance Indicators (KPIs) are too high-level, without well-defined Section 4.9.1 
service performance metrics, which is self-reported by Fujitsu and no subsequent independent assurance activities 
being undertaken by POL. Horizon service performance is overseen through different governance routes such as the 
Information Security Management Forum (ISMF) and Service Management Report (SMR). 

12. Tools for IAM and GRC. The use of appropriate tooling to improve efficiency, consistency of process and security Section 4.10.3 
is limited and further investment in the use of currently owned and new tooling will deliver significant improvements. 
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4 Observations in detail 

4.1 How to read this section 
The following pages include our observations in more detail. Each page is set out 
as below. 

This is our 5-3 Governance 
rating based her{{pyyj ges detail our observations as they pertain to Horizon 
on a KPMG 
scale, as governance 
detailed in 
Section 5.1.1. 

Observations 71A.0bservation 1 
are provided 
here. They are 
followed by 
meeting dates 
and any 

• • . • 

evidence that 
was observed 1Ai. Recommendation 1 
to support our 
conclusions. 1Aii. Recommendation 2 

lAiii. Recommendation 3 

We have also 
included, where 
known, which 
remediation 
efforts are 
expected to 
address the 
observation I 
recommendation. 

• Workstream I 

• Workstream 2 

This title denotes 
the target 
operating model 
theme for the 
observations listed 

We map our 
observation to the 
six areas of scope 
and/or 
Foundational 
Issues 

Where 
recommendations 
are possible or 
appropriate, we 
make them here. 
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4.1.1 Rating descriptions 

High risk issues or critical gaps identified 
action required to rectify. 

Serious Serious issues or major gaps identified. Rectification a 
high priority. 

Minor Minor issues or gaps identified. Rectification not high 
priority, but still required in the longer term. 

None No issues or gaps identified; area is on track. 

Area complete, or completing shortly. No issues or gaps 
identified. 

Not Assessed Not assessed during this review. 
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4.2 Observations in detail, by theme 
A total of 72 observations were made across the eight themes. Just under half 
of these observations (48.6%) are marked as high-risk issues or critical gaps that 
require immediate action. 

Serious Minor None Not 
assesse 

High risk Serious issues Minor issues No issues Area complete. Not assessed 
issues or or major gaps or gaps or gaps or completing during this 

critical gaps identified, identified, identified; shortly. No review 
identified. Rectification a Mitigations area is on issues or gaps 

high priority planned, or in track identified 
progress 

Governance 13 11 - - 1 - 25 

Process 15 11 2 2 - - 30 

Capability - 1 - - - - 1 

Culture and - 2 - - - - 2 
conduct 

Data - 1 - - - - 1 

Systems - 1 - - - - 1 

Supplier and 1 1 - - - - 2 
performance 
management 

Technology 6 4 - - - - 10 

Total 35 32 2 2 1 - 72 
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4.3 Governance 
The following pages detail our observations as they pertain to Horizon 
governance. 

4.3.1 Horizon governance roles and responsibilities 

All 

1A. The accountability, ownership and responsibility for management and control 
aspects of Horizon is being addressed following the establishment of the new 
GLOi Horizon IT function and the design of a governance structure which clearly 
defines these matters between POL, Fujitsu, and other vendors. Additionally, POL 
has engaged Fujitsu in the design of the new governance structure with the aim 
of taking learnings to relationships with other vendors. Importantly, the model 
being created will enable POL to migrate from Horizon to the future state under 
the Strategic Platform Modernisation and contribute to ensuring its success. 

Roles and responsibilities within the POL GLO/ Horizon IT function are forming and 
recruitment continues to build the team. The recommendations made are being 
addressed, however, this needs to be executed well and at speed to ensure that 
the impetus of the initial build up is not lost and an appropriate critical mass is 
achieved for the function so as not to impact the overall programme's timelines or 
scope. 

1Ai. Implement a POL vendor management policy against which vendors can be 
measured and that clearly defines the vendor management lifecycle with defined 
processes, POL expectations for vendor management (such as service performance 
management), establishes accountability, ownership, and responsibilities. 

lAii. Within the vendor management policy, establish clear roles and responsibilities 
between POL, Fujitsu, and other vendors for management of Horizon, such as change, 
new releases, PAM / RAM, and testing. 

1Aiii. Within the IT controls framework include relevant vendor management process 
and controls for governance, governance oversight, service performance requirements 
and communicate to all Horizon vendors.lAiv. Design and roll out training for relevant 
role holders to ensure they understand their current roles and responsibilities and, as 
changes are made, ensure revisions are understood and accepted. 

• Fast Fix 
• WS #1: Organisational Change and Communications 
• WS #2: IT Target Operating Model 
• WS #5: IT Controls 
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4.3.2 Vendor management governance and oversight 

SDLC and Foundational 

2A. The implementation of a revised model for vendor management has 
commenced. Until this is fully developed and embedded with vendors, gaps in 
process and continuation the activities which were allowed by a poorly defined 
service performance management model will pervade. 

Unti l fully embedded within POL and with vendors, POL could be subject to 
oversights in vendor management which cause it to face and further reputational 
damage due to vendor shortcomings. This was confirmed during discussions with 
POL representatives (29-Oct-2020, 3-Nov-2020, 24-Feb-2021 and 09-Mar-2021), 
though no formal evidence has been supplied at this point in time. 

2B. Since our initial analysis, the contractual management framework is being 
addressed and the changes required are understood. 

A team is in place, although the process of renegotiating the required and expected 
contractual controls to follow industry good practice for similar vendor contracts, 
and moving from the current service levels which are not tightly defined nor 
measurable needs vendor agreement and commercial agreement otherwise 
changes will rely on the good faith of vendors and not be enforceable. This is 
evidenced by review of the provided "Contract Management Framework Final 
2020" and during discussions with POL representatives (29-Oct-2020 and 09-Mar-
2021). 

2Ai. Perform a gap analysis between the vendor management policy and the existing 
vendor management and service management processes. Identified gaps should be 
used to formulate process(es) and controls that should be implemented. 

2Aii. Newly formed process(es) and controls should then be included in the IT controls 
framework, where they should be monitored, reported and self-assessed as per the 
vendor management policy defined intervals (also please refer to recommendation 1Ai 
and observation 13A). 

2Aiii. Within the boundaries of what can reasonably be achieved, vendor contracts 
should be updated to match and meet POL expectations of vendor delivery. Appropriate 
KPIs and SLAs need to be included within the contract. 

2Aiv. Contract agreements should be discussed with relevant service areas (e.g. a 
business service that requires IT support should have the service levels and 
requirements approved by IT to ensure they align with existing/dependent services). 

2Bi. Review the existing Contractual Management framework against the 'National Audit 
Office Good Practice Contract Management Framework' and update the existing POL 
framework accordingly. 

© 2021 KPMG LLP in the UK. All rights reserved. Published in the UK. KPMG and the KPMG logo are registered trademarks of KPMG 
International Cooperative, a Swiss entity. This Report is provided in confidence and its circulation and use are limited — see Notice on 
cover page and page 1. 

Document Classification: KPMG Confidential 
45 



POL00030396 
POL00030396 

Horizon report 

KPMG LLP 

WS #2: IT Target Operating Model 

WS #5: IT Controls 
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4.3.3 User identification, access management and reporting 
There are two risk gradings in this section. 

PAM / RAM 

3A. The current POL approach to Identity and Access Management (IAM) has a 
low level of maturity based upon industry standard measures, characterised by 
little automation, undocumented processes, and limited oversight although Fast 
Fix improvements are underway - see 3Ai and 3G (below). 

3B. Governance and administration is heavily decentralised and, in part, owned 
by third parties. POL has limited insight or visibility into suppliers with no 
contracted means of gaining this with Fujitsu. Please also see 3M — regarding 
Fujitsu/vendor IAM. 

• The impact of observations at 3A and 3B is that POL is unable to provide sufficient 
assurance that user access, such as privileged access, is sufficiently well managed 
and the integrity of Postmasters' data is therefore protected. Moreover, the lack of 
a mature and consistent approach means that POL cannot currently demonstrate 
control over the risk of unauthorised or unaccountable access to critical 
infrastructure and systems, i.e. overall, POL cannot prove or verify who has or had 
access to what and why. This was confirmed during discussions with POL 
representatives (9-Nov-2020 and 1 7-Nov-2020) and further discussions throughout 
Feb-21 and March-21. 

3C. Due to the decentralised model for identity within POL and the challenge 
presented by third party user maintenance, there is no consolidated source of 
truth for internal or third-party users (Fujitsu, Accenture, CC). 

• This compounds POL's inability to create a consistent framework for IAM where 
joiners, movers and leavers are managed on a timely, easily audited manner; nor 
can POL maintain visibility into who has access to what across its Branches nor 
supporting organisation and vendors. 

• Without a single source of identity, correlation of users to system accounts is 
difficult as identity formats are inconsistent. 

• Without a consolidated view of users, POL is unable to resolve the issues caused 
by the current decentralised approach, nor correlate or control third party user 
activity itself. This was confirmed during discussions with POL representatives (17-
Nov-2020). 

3D. Joiner-Mover-Leaver (user lifecycle management - "JML") governance is 
inefficient and inconsistent across POL with approval of access rights 
(certification), access approvals and reporting run separately for different user 
groups. 

3G. POL defined Branch network roles such as Branch Managers, Auditor E, and 
Admin do not have any Segregation of Duties (SOD) rules in the system and 
allocation of roles is inconsistent. The creation process is paper based and does 
not check for SOD, and the recertification process does not check for adherence 
to the joiner processes. 
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• This exposes franchise owners (Postmasters), Branch management, staff, and 
POL to the risk of accusations regarding inappropriate activity, deniability of 
actions, misuse of privileges and to insider threat. This was evidenced during 
discussions with POL representatives (1 7-Nov-2020), subsequent discussions in 
Feb, March and April-2021, and email received (26-Nov-2020,14:22) "RE: Global 
User Admin Access.msg". 

Please also refer to Process: User journeys, approvals, and controls processes. 

3H. User access review timings are not uniform; remediation tracking is not 
streamlined and mostly manual. Six-monthly access reviews are conducted by 
the Data Services Team for Global Users, which include Fujitsu users, and CFS 
(financial system), by emailing users' respective line managers. The response 
rates to the reviews are not satisfactory nor timely. 

• The window of exposure to accumulated privileges/inappropriate access is 
between 6-12 months, assuming responses are obtained. This was evidenced 
during discussions with POL representatives (17-Nov-2020), various meetings in 
February and March and reviews of emails received (24-Nov-2020) "FW: Global 
User accounts - removal from stock units.msg". 

• Although leaver checks are carried out weekly based on a report from HR, with 
remediation taking between 1 — 6 days, there is stil l a residual access exposure of 
7— 14 days. This was confirmed during discussions with POL representatives (17-
Nov-2020). 

3J. Reporting of PAM and APPSUP user account activity is provided by Fujitsu to 
POL ISMF on a monthly basis although this is not a contracted requirement for 
Fujitsu. 

3K. The Fujitsu Security Report, which includes RA and APPSUP log details and 
joiner-mover-leaver activity, is being revised as a part of the Fast Fix programme 
to introduce: a Unique identification (UID) for users, PAM elevation occurrences with 
additional platform detail, and an agreed monthly delivery date for the report. This will 
enable users to be consistently viewed month to month and provide improved visibility 
of the systems they access. This was confirmed in discussions with POL and Fujitsu 
representatives at a series of meetings in March and April 2021. 

3L. KeePasslgeneric privileged accounts (see 11G, Section 4.4.6) are not 
reported. 

• The report whilst improving visibility is still limited in detail and scope and inhibits 
POL's ability to ensure Fujitsu manages its user in a timely manner. The lack of 
detail in the report may cause POL staff to not consider its content as having 
sufficient value and therefore not challenge its content. 

3N. Although Fujitsu maintain logs for the various systems, the point is made by 
Fujitsu in their RA report to POL (see Appendix 1: Documentation) that, "logs are 
extremely large and interspersed with other activity logging". 

• The lack of ability to extract meaningful logs causes POL to be heavily reliant upon 
the monthly retrospective Security Report and inhibits POL's visibility of user 
activity. Fujitsu have previously suggested enhancing log reporting by deploying 
additional tooling, but this has been deemed cost prohibitive. This was confirmed 
during written exchanges with Fujitsu referred to at Appendix 1: Documentation 
although KPMG has been unable to test this with Fujitsu. 
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3Ai. POL has commenced a remediation programme (Fast Fix) to prioritise high-
risk/Horizon Issues-related exposure points, review, remediate and improve, and 
document manual processes for governance to improve consistency, ensure 
appropriate approvals and traceability (auditability) of requests/actions taken. 

3Aii. Continue 3Ai activities whist developing a roadmap to move from a primarily 
manually driven, undocumented approach to user lifecycle and access management to 
one which is optimised and ensures a consistent, auditable, and cost effective approach 
with strong policy, controls and accountability for identity and access management. 

3Aiii. Execute against the roadmap to a risk-based approach, supported by a suitable IT 
controls framework (see Section 4.4.7 

IT Controls Framework). 

3Bi. Establish strong policy, controls, and accountability within POL Horizon team and 
with vendors for identity and access management/governance for third-party users. 

Please see Observation 3M regarding Fujitsu/vendor lAM observations. 

3Ci. Establish a single source of truth for identity of all users or by user type 
(employees, non-employees (third parties), service accounts etc.) and have reliable 
correlation between accounts and users. 

3Cii. Examine the feasibility and implement a means of obtaining live user data from 
vendors to enable active management and visibility of users across the Horizon estate 
OR create a consolidated view for third party users (in particular Fujitsu) and consider 
use of a reporting tool to aid governance and understanding of third party users. 

Please see Recommendation 3M regarding Fujitsu reporting. 

3Ciii. Please see Section 4.10.3 Technology — Tools for IAM and GRC — which 
highlights existing tooling which should be considered as a part of this approach. 

3Di. Establish central and unified JML processes, including immediate termination of 
rights for movers and leavers, with associated SLAs for users across Branches, global 
users, and third-party users. 

3Gi. Review elevated access and identify toxic combinations. Establish strong SOD 
policies and a process to handle violations, exceptions and remediations. 

3Gii. Planning is underway as a part of Fast Fix to ensure that POL creates and 
implements documented governance processes to ensure that roles are consistently 
and appropriately allocated to users, whilst developing a broader Identity and Access 
Management strategy. 

3Hi. Identify all applications that impact the Horizon estate including CFS, re-define the 
frequency of access recertification (continued access rights) based upon level of risk, 
ownership, and SLA's for access remediation. 

3Hii. Reduce manual intervention in the access recertification and remediation process 
through automation. 

3Hiii. Identify Fast Fix components to reduce risk, such as increasing the frequency of 
access reviews and suspending users where there is no activity or where managers 
have not responded. 
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3Ji. The provision of the report should be formalised within the existing Fujitsu-POL 
contractual framework. 

3Ki. POL changes to address the observations are currently being discussed and 
should be seen as the minimum reporting requirement for POL. These include a Unique 
identification (UID) for users, PAM elevation occurrences with additional platform detail 
and an agreed delivery date for the report. 

3Kii. ISMF should act upon the contents of the report to demonstrate the value of the 
proposed improvements and POL Internal Audit reviews should consider the extent to 
which reports have been challenged and appropriate actions taken. 

3Li. Additional changes to reporting should include reporting of PAM account changes 
(i.e. changes in privileges) and use of KeePass/generic privileged accounts (See 
Section 4.4.6 User journeys, approvals, and controls processes: Fujitsu HZ-managed 
environment). 

See 3N regarding log production and automation. 

3Ni. Consideration should be given to improving the approach to log capture and 
analysis. 

3Nii. As a part of the Identity and access management strategy being developed, 
specific to the Fujitsu estate, consideration should be given to session recording or key 
logging for specific activities. This enhanced visibility would alleviate the problem 
described by Fujitsu regarding logs. 

Please see Recommendation (3K) regarding improvements to the current reporting 
process. 

• Fast Fix 

• WS #2: IT Target Operating Model 

• WS #7: Security 

• WS #9: Tooling 
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PAM / RAM 

3E. The Governance (approvals) for Global users and CFS (POL's SAP system) 
are manually managed by approvers from historic lists. It is our understanding 
that Fast Fix improvements are being commenced to resolve this — see 3E1i. 

• The impact of observations 3D and 3E is the approaches are inefficient, prone to 
error and consequently falls short in providing a service to deliver an effective 
joiner-mover-leaver process for any user type. This can result in accumulation of 
access, violation of least privilege policy and insider threat. This was evidenced 
during discussions with POL representatives (5 Nov-2020, 17-Nov-2020)and 
subsequent meetings in March and April-21 and review of email received (26-Nov-
2020, 14:22) "RE: Global User Admin Access.msg". 

3F. Within the POL domains there are limited policies and no guidance or controls 
that are sufficient to manage enablement/approval of users, including for elevated 
access, with activities being accepted common practice and/or relying on historic 
documents and lists. 
Manual controls are being improved and documented through the Fast Fix 
programme whilst a broader Identity and access management strategy is 
developed. 

• This results in a lack of meaningful governance, thus evidencing, of the approval 
processes and exposure to risk of inappropriate access. This was evidenced in 
conversations with POL Data Services Team 25th March 2021 and Horizon Live 
Service Team during February and March 2021. 

31. Postmasters have full access to Branch user management functions, such as 
create Horizon accounts, and management of passwords for these accounts 
independently of POL's Data Services Team. Elevation of user authority in 
Branches is not reviewed or controlled by POL. POL Branch user administration 
is inefficient and the expediency of an informal approach to allow a Branch to run 
effectively by retaining or sharing user accounts is a known issue with no 
current practical resolution. The team managing users report that over 90% of 
Branch leavers are not notified to POL. 

• The ability to share accounts, creation of accounts with incorrect ownership, and 
use of such accounts to conduct transactions exposes franchise owners, Branch 
management, staff and POL to the risk of accusations regarding inappropriate 
activities, albeit that the employer in the POL-franchised Branches is the business 
owner, i.e. the Postmaster. This was confirmed during discussions with POL 
representatives (3-Nov-2020) and subsequent discussions in March and April-21. 

• Postmasters are currently provided with temporary access to global access roles 
(due to COVID remote help) which allows them elevated access. This was 
confirmed during discussions with POL representatives (17-Nov-2020). 

Please also refer to `Section 4.4.5 User journeys, approvals, and controls processes' in 
respect of SmartlD/Branch user process. 

3M. Certification (user access rights governance) is a well-documented manual 
process (i.e. supported by spreadsheets and email requests). It is performed on a 
monthly basis. Access revocation is either by an Assignment Manager's 
instruction, as part of the monthly verification process, inactivity of more than 90 
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days or during a security spot check outside of the monthly certification 
(verification) process. Segregation of duties (checking a user's role doesn't 
conflict) is additionally managed as part of a second monthly check. 

• The well-documented manual process relies upon human diligence for timeliness 
and thorough responses; thus, errors could occur, allowing inappropriate access. A 
window of 90 days for inactivity is an excessive risk exposure. This was confirmed 
during written exchanges with Fujitsu referred to at Appendix 1: Documentation 
although KPMG has been unable to test this with Fujitsu. 

3Ei. Pending any automation process, POL is remediating this by updating the 
approvers lists and ensuring these are maintained on a quarterly basis. 

3Fi. In line with the improvements at 3Ai and 3Aii, documentation, guides and training 
should be developed, including improving current manual controls and approver lists for 
all systems or processes that hold critical data. The current Fast Fix plan addresses this 
for areas including CFS and POL approvals for Fujitsu elevated activities — see 
Appendix 5: Short-term Fast Fix tactical remediation for a high-level view of the Fast Fix 
programme. 

3Fii. Ensure all processes are appropriately monitored and reviewed in their manual and 
future automated states. 

3Fiii. Improve current processes to introduce maker-checker (four eyes) controls where 
appropriate (i.e. as with the GLO user enablement.- planned Fast Fix). 

31i. Postmasters should be reminded of the importance of good governance of their 
users and the process for mover/leaver notification should be reviewed. 

31ii. Educate Branch owners and staff on the risks and impact of shared (borrowed) user 
identities and logins. 

31iii. Increase the frequency of user verification/inactivity to reduce the likelihood of 
leaver/shared account misuse. 

3Li. and 3Mi. As a part of POL's assurance process, it is recommended that 
agreement is reached to test user cases which provide the greatest risk to Branch data. 
Due to Fujitsu's concerns around the potential risks exposed in disclosing personally 
identifiable information of its employees, this would need to be performed as a walk-
through against a scripted process with obfuscated logs as evidence. 

3Mii. The 90-day window for inactivity should be reduced to a maximum of 21 days 
after an account becomes dormant. 

Please see the previous page regarding improvements to the current reporting process. 

• Fast Fix 
• WS #1: Organisational Change and Comms 
• WS #7: Security 
• WS #9: Tooling 
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4.3.4 Compliance 

There are two risk gradings in this section. 

Foundational 

4A. POL has a thorough approach to its Regulators and bodies it must comply 
with such as the Link Network (ATM's), though there is not sufficient 
collaboration in planning, monitoring and oversight of Horizon/broader POL IT 
compliance and risk management13LoD. 

It is noted that POL is the Appointed Representative (AR) of directly regulated 
firms for the distribution of banking and insurance products. This does not 
include banking framework services. This does not mean POL are regulated in 
this space, though it is accepted that demonstrating 'compliance in spirit' is 
recommended and its Regulated providers should direct POL on how this should 
be interpreted. 

• Compliance is well managed at a business level. However, the interpretation of 
requirements into IT/security controls is not sufficiently developed and therefore the 
ability of POL to manage its associated risks, including POL's Internal Audit teams 
ability to provide evidenced reporting is limited. 
This is particularly relevant where POL is an AR of directly regulated firms i.e. its 
third parties, where POL must satisfy the AR that they are 'compliant in spirit'. 
Without such, POL risk significant fines, damage to reputation and the possible 
withdrawal of services from partners, all of which would lead to significant loss of 
revenue and impact the sustainability of POL. This was confirmed during 
discussions with POL representatives (3-Nov-2020 and March 2021). 

Please see Section 4.4.7 

IT Controls Framework. 

4Ai. Compliance approaches should be embedded within the appropriate operating 
models/frameworks — Risk, IT operations, Internal Audit, etc. including where POL relies 
upon third party services. 

4Aii. Review the IT risk management framework against identified and prioritised risks to 
establish if compliance expectations are appropriately reflected. 
4Aiii. Establish clear responsibilities and plans for appropriately authorised individuals 
with pathways for escalation to leadership. 

• WS #5: IT Controls 
• WS #7: Security 
• WS #8: Internal Audit and Risk 
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Foundational 

4B. Fujitsu and POL have recently agreed and signed a change notice within their 
contracts regarding our observation on issues regarding their GDPR regulatory 
requirement. 

This was confirmed during discussions with POL representatives (April 2021). 

Please see Section 4.7.1 Personal Identifiable Information (P11) at rest and in transit. 

4Bi. Update the Technical Risk Register maintained by POL to close off the risk. 

Please see Section 4.7.1 Personal Identifiable Information (Pll) at rest and in transit. 

N/A 
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4.3.5 Test Governance 

There are two risk gradings in this section. 

SDLC 

5A. A draft organisational Test Policy has been created and signed off by POL 
and is now with the third parties for review. A draft test framework has been 
created, and is under review with POL. 

• The lack of a test policy was identified as a gap in KPMG's initial analysis in Q4 
2020. An organisational test policy has since been produced. Once this is accepted 
by the third party suppliers, this must be embedded across Horizon test delivery. 

• The test framework was also not in place; a draft framework is in the process of 
being built and reviewed by POL. 

• This was evidenced during discussions with POL representatives (2-Nov-2020) and 
ATOS representatives (1 1-Nov-2020), and further sessions throughout Jan-21 and 
Feb-21. 

5B. Test Governance is fragmented and is applied inconsistently. 

• There is little or no POL test governance over internal and third party test delivery. 
This leads to inconsistent quality, lack of coherent test outputs and delivery, and 
ambiguous results which cannot be verified or relied upon. This was evidenced 
during discussions with POL representatives (06-Nov-2020,12-Nov-2020) and 
ATOS representatives (1 1-Nov-2020). 

• Discussions between POL and FJ have commenced to determine how this gap can 
be resolved. 

5C. Requirements traceability is incomplete or missing. 

• Without clear traceability in place, it is difficult to determine if a requirement has 
been designed, built, and then tested. This is evidenced by reviewing documents 
shared by ATOS representative (1 1-Nov-2020), and during discussions with POL 
representatives (30-Nov-2020), and ongoing conversations throughout Feb 2021 
and Mar 2021. 

5Ai. Finalise and embed the organisation wide Test Policy across Horizon test delivery, 
including third party test delivery. 

5Aii. Finalise and embed the test framework, which outlines and determines the 
required test deliverables for each type of test engagement. 

5Bi. Determine what is required to resolve the gaps, and agree to implement 
appropriate and effective test governance to ensure that all testing follows and adheres 
to P0 L's test framework. 

5Ci. Traceabil ity of requirements should be both mandatory and automated via an 
appropriate tool. 
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Fast Fix 

WS #5: IT Target Operating Model 

WS #9: Tooling 

SDLC 

5D. Lack of a clearly defined test environment and test data strategy. 

The pathway to l ive for change is unclear, and how code is applied to the test 
environments appears to be inconsistent and uncontrolled. Whilst it is understood 
what each test environment should be used for, there doesn't seem to be a 
cohesive approach to managing the test environments. 

The management of test data does not appear to be a high priority, and test data 
does not appear to be tightly controlled. The test data within the test environments 
is not kept up to date (i.e. reflective of Production), and does not seem to contain a 
representative mix of data points. 

This is evidenced by review of the provided "Edge Fujitsu Test Environment 
Review Report v1.1" and during discussions with ATOS representatives (1 1-Nov-
2020) and POL representatives (06-Nov-2020,12-Nov-2020), and ongoing 
conversations throughout Feb 2021 and Mar 2021. 

5Di. Implement and maintain a Test Environment & Data Strategy to ensure the 
appropriate management of the test environments and test data. This strategy should 
also cover the test environment components and support / operations (e.g. how batches 
are organised and executed, etc.). 

• Fast Fix 

• WS #5: IT Target Operating Model 

• WS #6: Data 

• WS #9: Tooling 
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4.3.6 SDLC Governance 

There are two risk gradings in this section. 

SDLC 

6A. POL does not have a formal Programme or Project Software Delivery Lifecycle 
(SDLC) methodology 

• Whilst POL does have a formal Portfolio Management Process, it does not have a 
standardised Project Management Lifecycle or a SDLC delivery methodology that 
specifically outlines the delivery approach to be used, how the programme or 
project will function, and how the change wil l be delivered by the programme or 
project. The decision on which programme delivery methodology to use has been 
delegated to the individual programmes or projects. The impact of this approach is 
that no project will align in its approach, and each project will be structured 
differently. This also increases the complexity of project governance, as each 
project has different quality gates, milestones, delivery structures and ways of 
managing third parties. This was evidenced during discussions with POL 
representatives (29-Oct-2020, 2-Nov-2020, 3-Mar-2021). 

Initial discussions have commenced between POL stakeholders as to what tooling 
requirements are required to manage the SDLC lifecycle. 

6Ai. Formalise and implement a standardised SDLC methodology which describes how 
POL expects technical change delivery to occur. This methodology should adhere to 
accepted universal standards of software delivery. Whilst third parties can, in their 
responsible components, follow their own internal processes, once the change moves 
under POL's control, the change should be governed under this standardised 
methodology. 

• WS #5: IT Target Operating Model 

• WS #9: Tooling 
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SDLC 

6B. Documents do not adhere to POL standard templates, and the quality of the 
documents varies greatly. Sign-offs for documentation also vary. 

• Without standardisation and appropriate quality standards in place, test 
documentation is unreliable and may not contain required information. 
Furthermore, POL is not obtaining a clear and precise understanding of any 
ongoing testing. This is evidenced by review of the provided "Test Strategy R1", 
"CM-POL-IT Change Management Policy v1.0", "POA-TSR-DM01 19468 - 
Environment Agency - GDPR changes vO.3". 

6Bi. POL to adopt standardised templates for all documentation that is produced by 
POL and its vendors. A document management process, and formal repository, should 
also be implemented, and applied across all change delivery within POL, and third 
parties. 

• WS #5: IT Target Operating Model 

• WS #9: Tooling 
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4.4 Process 
The following pages detail our observations as they pertain to Horizon process. 

4.4.1 Risk management authority 

Foundational 

7A. POL's approach to risk assessment and management is insufficient for a 
business of its complexity and community importance. 

Although Risk Registers exist at a central, project and technical level, these are 
not sufficiently developed. Risks identified do not reflect the business priorities 
and are poorly managed. 

This inhibits the ability of POL's ISMF and management to advise, challenge and 
respond to risks. This could lead to high-impact risks not being identified and open 
risks not being addressed resulting in misalignment with POL's risk appetite, 
exposing POL to potential regulatory criticism and future reputational damage. This 
was confirmed during discussions with POL representatives (3-Nov-2020) and 
March 2021, and review of evidence provided (26-Nov-2020) "20201104 Security 
Risk.xlsx". 

Please also see Sections: 

4.4.2 Risk management at Three Lines of Defence (3LoD), 

4.4.7 

IT Controls Framework, and 

4.10.2 Business Continuity Plan (BCP) / Disaster Recovery (DR). 

7B. POL is migrating from its Archer risk management framework tool to 
ServiceNow as part of a platform consolidation process. It is building risk 
registers to track monitor, identify dependencies, aggregate risks, and highlight 
potential impact on the new platform, building a strategic risk management tool. 
This is a positive step to platform consolidation. 

The migration needs to be built upon by POL's Horizon team to ensure the 
shortcomings of the former Archer platform are not replicated, where only high-
level and generic risks were recorded, and little value was seen in the platform. 

Successful implementation will enable an approach where controls, risks and 
remediation are all managed through one platform enabling management of 
internal controls to provide complete and accurate reporting metrics leading to 
efficient and effective strategic and operational decisions being made by POL 
leadership. This was confirmed during discussions with POL representatives (3-
Nov-2020), subsequent discussions in March-21, and review of evidence provided 
"20201104 Security Risk.xlsx" (26-Nov-2020). 

7Ai. Risks should be evaluated and managed on the basis of the likelihood and impact 
to the business. 
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7Aii. POL should ensure that IT/security and general risks are commonly manged where 
appropriate across the HZ and general POL domains. 

7Aiii. Establish a clear process for risk and dependency management with defined roles 
and responsibilities. 

7Aiv. Re-evaluate risk management processes to identify gaps and remediate 
accordingly. 

7Bi. Build upon the migration and leverage the ServiceNow platform capabilities to 
enable a single pane approach across all relevant teams and improved collaboration. 

7Bii. Ensure Risks, Assumptions, Issues and Dependencies (RAID) are developed to 
reflect the current and evolving risk landscape, and are tracked and maintained. 

• WS #5: IT Controls 

• WS #7: Security 

• WS #8: Internal Audit and Risk 

• WS #9: Tooling 
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4.4.2 Risk management at Three Lines of Defence (3LoD) 

Foundational 

8A. POL The annual Service Organisation Controls Report ISAE3402 (SOCR) 
obtained from Fujitsu reviews high level infrastructure controls and does not 
provide reasonable assurance for Fujitsu managed controls over Horizon as the 
report does not provide assurance over the design and operating effectiveness of 
the controls. 

We also noted that Internal Audit currently reviews the SOC report ISAE3402 informally. 
See also 8B. 

• Lack of assurance over the design and operating effectiveness of the controls 
regarding Fujitsu managed controls in respect of Horizon can result in lack of 
effective management of Fujitsu as a vendor, resulting in regulatory criticism, 
potential fines, reputational damage and possible further litigation against POL (3-
Nov-2020, 5-Nov-2020 and 2 March 2021). 

8B. Third LoD Internal Audit assurance activities are based on thematic reviews. 
These reviews do not call out or specifically include assurance over controls 
around Horizon which can result in a lack of risk management activities and 
appropriately scoped reviews of in-house and outsourced controls around 
Horizon. 

• This could result in, insufficient management of Fujitsu as a vendor, resulting in 
regulatory criticism, potential fines, reputational damage, and possible further 
litigation against POL. This was confirmed during discussions with POL 
representatives (5-Nov-2020 and 2-March-2021). 

8Ai. Internal Audit should formalise the reviews of the Service Organisation Controls 
Report ISAE3402 (SOCR) obtained from Fujitsu and ensure the evidence of reviews are 
retained for audit trail purpose. Any identified findings with potential risks to Horizon to 
be included in Archer, second LoD to discuss with first LoD and formulate actions to be 
taken and dealt with accordingly as a part of continual dialogue between first and 
second LoD. 

8Aii. Internal Audit should consider obtaining SOC 1 / SOC 2 reports from Fujitsu in 
order to get comfort over the design and operating effectiveness of the controls. 

8Bi. IA should review their strategy and approach and consider whether thematic 
approach is adequate around Horizon and also consider revisiting the IT Controls 
framework to ensure if it drills down to the granular level of applications. 

8Bii. As part of the collaborated efforts between second and third LoD , third LoD to 
continually monitor emerging risks regarding the Horizon estate and supporting 
resources, conduct business monitoring, risk assessments and refresh audit plans 
accordingly and formalise the communication with risk and 2nd LoD. 
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4.4.3 Contractual Arrangements 

Foundational 

9A. The strategic IT vendor management process is performed on an ad-hoc basis 
rather than at regular, set intervals. These ad-hoc reviews do not seem to have 
the ability to apply the latest business needs or re-evaluation of the required 
service levels against the contracts. 

• This has caused significant gaps between business needs and vendor provided 
services resulting in vendors not meeting with POL's expectations or needs to 
deliver a service to its Postmasters and customers, and leading to contractual and 
Horizon performance issues. This was confirmed during discussions with POL 
representatives (29-Oct-2020 and subsequent discussions 29-Jan-2021, 24-Feb-
2021, 09-March-2021). 

9Ai. Determine the key issues and gaps within the service delivery, and address these 
core issues within the vendor contract. 

9Aii. Implement POL process to assure and present challenge to Fujitsu and other 
relevant vendors as a part of the revised operating model. It is recognised that the post 
holder in the POL Horizon IT function is providing more challenge to Fujitsu, however 
this will require more formality to ensure vendors provide what is required. 

9Aiii. Implement appropriate and required SLAs to ensure that Fujitsu meets POL's 
expectations when delivering support service regarding Horizon. This will require 
contractual re-negotiations between POL and Fujitsu to implement. 

WS #2: IT Target Operating Model 
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4.4.4 Product Management 

SDLC 

10A. Initially there was no Product Owner for Horizon; a Product Owner has now 
been assigned (from Feb 21). 

• Up until the appointment of the GLO-/IT director there was no single person 
responsible for ownership and formalised coordination of the Horizon platform - i.e. 
with responsibility across change, operations, strategic vision, business support, 
etc. 

• Updates are made based on requests by Business Product managers with limited 
oversight from POL IT on sequencing and prioritisation. 

• These items were evidenced by discussions with POL representatives (22-Oct-
2020 and 28-Oct-2020). 

• A Product Owner has now been assigned, and is taking overarching ownership of 
the platform. 

1 OB. Level of involvement from architects is limited. 

• Late or inadequate engagement of a Solution Architect have resulted in poor 
documentation (including design documentation) thereby resulting in design 
issues/gaps. This was evidenced by discussions with POL representatives (22-Oct-
2020). 

• Effort is now taking place to rectify this gap, and improve architect involvement. 
Documentation is being reconstituted. 

1 OAi. The Product Owner now needs to take formal ownership of the Horizon Platform, 
with sign-off responsibility and accountability for change being delivered into the 
platform. 

10Aii. With the Product Owner assigned, the next main action is to develop a Product 
Lifecycle for the Horizon platform. 

10Bi. Mandate early and continuous engagement of enterprise and solution architects 
for any change across Horizon. 

• Fast Fix 
• WS #2: IT Target Operating Model 

• WS #3: Horizon System Improvement 
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4.4.5 User journeys, approvals, and controls processes 
There are three risk gradings in this section. 

PAM / RAM 

1 1A. Multi-factor authentication (MFA) is used by support staff but its use is not 
extensive, and consideration may be given to enhancing POL and Postmaster 
staff authentication with its use. The current username and password approach 
in a number of areas could be elevated as there is a concern regarding the 
assurance of user identity and thus security. 

• The current approach can allow the impersonation of users, compromising 
auditability and security. This was confirmed during discussions with POL 
representatives (19-Nov-2020, during Feb-21 and March-21). 

11 D. Though SMARTIDs are owned by POL employees, logon information 
is shared via the Branch managers' email addresses and password management 
for Branch staff is solely administered by Branch managers. 

• This is an exposure for franchise owners, Branch management, staff, and POL as 
it provides Branch managers full access to Horizon IDs and SMARTIDs of their 
entire Branch staff. This was confirmed during discussions with POL 
representatives (19-Nov-2020 and 26th March 2021). 

Please also see Governance 31 - User identification, access management and reporting. 

1 lAii. Consider enabling MFA for users where there is the potential for credential theft, 
and assess the benefits for extending this to Branch user access. 

11 Di. A more thorough review of the current SmartlD processes is recommended to 
ensure any exposures to sharing of personal login data is limited and that it cannot be 
subsequently exploited. 

11 Dii. Examine the feasibil ity of implementing maker checker (four eyes) controls 
(manual or automated) for all Joiner Mover Leaver (JML) actions undertaken by 
Postmasters. 

11 Diii . Assess the practicality of defining and implement segregation of duties 
for elevated access roles such as Branch manager and implement if feasible. 

11 Div. Establish strong controls over Branch manager access. Ensure adequate 
logging, monitoring, and reviewing is enabled. 

• WS #7: Security 

• WS #9: Tooling 
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PAM / RAM 

11 B. Joiner Mover Leaver (JML) process for SMARTID/Branch login is 
insufficiently governed by Postmasters and POL with leavers in particular not 
being well managed and leaver detection largely based on inactivity. 

• There is a lack of in-house POL controls or oversight on creation and use of Branch 
staff accounts. This was confirmed during discussions with POL representatives 
(17-Nov-2020). 

• Dormant SmartlD account policy is not efficient, based upon a 60 — 90 days' 
inactivity window. This was confirmed during discussions with POL representatives 
(17-Nov-2020 and further discussions in March and April 2021). 

11C. It is known that inactive SMARTIDs are actively transacting. 

• The current SmartlD process has known gaps, though the overall process enables 
POL to tie an individual's National Insurance number to a user account, and 
prevent multiple simultaneous logins with the SmartlD. 

• However, it does not provide adequate governance and control for the POL 
or managers to be able to assert and prove that only duly authorised individuals 
obtain appropriate access. This was confirmed by review of email received from 
POL representatives (21-Nov-2020) "RE: Document Evidence Request for POL - 
20Nov2020 v0.2.xlsx ". 

11 E. For the staff of a Post Office. leavers accounts remain available and are 
"useful" where staff replacements are waiting for their own accounts. 

This could breach staff contracts or referenced policies on appropriate use, if these 
are in place, allowing staff who have not passed mandatory training to access 
Horizon and is likely to breach centrally developed policies, irrespective of whether 
these are communicated appropriately to Postmasters and their employees/staff. 
This was confirmed by review of email "Document Evidence Request for POL -
20Nov2020_vO.2.xlsx" provided by POL representatives (21-Nov-2020,10:31) and 
in subsequent conversations in March and April 2021. 

11 Bi. JML processes for SMARTID must be defined, periodically reviewed, and updated 
as necessary. 

11 Bii. Immediate termination of leavers is recommended for SMARTIDs as they provide 
critical access to Horizon and Branch hub. 

11 Biii. Assess current operations and identify opportunities for automation to improve 
efficiency and reduce human error. 

11 Biv. Consideration should be given to the practicality of an interim solution using, say 
Branch Hub, to raise tickets for leavers. 

11C. Refer to 11 Bii. 

11 Ei. Check and address devolved policies and contracts, training and understanding 
for: 
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Employment contracts for staff, 

Regulations and processes in particular for Postmasters (Direct and 
Franchisee), and 

Internal Audit reviews of these at a Branch level. 

Consider these in the viewpoint of franchisee enablement and within the Postmaster 
Journey workstream (see Section 4.11).

11 Eii. Refer to 11 Bii. 

WS #1: Organisational Change and Comms 

WS #7: Security 

WS #9: Tooling 
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I TIiit. Minor •• •• PAM / RAM 

•. • • •. 

11 F. Post-Covid, two POL staff members can create, amend, and delete GLO 
Branch users and the setup does not have a four-eyes (maker-checker) approach 
to protect the individual and POL as a good governance process. 

• The lack of process assurance for user setup exposes the unobserved and un-
checked actions of the operatives to future examination and is a risk exposure for 
POL which could be easily resolved with an improved maker-checker process. This 
was confirmed during discussions with POL representatives (17-Nov-2020 and 
during March and April 2021) and email received (18-Nov-2020) "FW: Post Office 
Limited Horizon discussions - follow up check". 

Please see Section 4.3.3

Recommendation 

11 Fi. Implement a maker-checker (four-eyes) process as an interim solution as part of 
Fast Fix. 

11 Fii. If staff move back to an office-based environment re-examine the process to 
maintain the proposed four eyes approach. 

11 Fiii. Ensure that the interim fix is established within future automation. 

•• 

• Fast Fix 

• WS #5: IT Controls 

• WS #7: Security 
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4.4.6 User journeys, approvals, and controls processes: Fujitsu HZ-
managed environment 
There are four risk gradings in this section. 

PAM / RAM 

11G. Generic privileged accounts are maintained in a KeePass environment. In 
addition, emergency access group privilege accounts are used for scenarios 
where the Fujitsu POA security team must forcefully gain access due to account 
lock out. 
These are manually maintained and, although the process is reported by Fujitsu 
as "documented", POL visibility regarding their use and detail of underlying 
activity are limited. 

• Such accounts have extensive rights and ability to change data and their use can 
be highly impactful. Anonymised users or group accounts should be closely 
managed and reported upon with approvals and effective escalation processes for 
emergency situations. This was confirmed during written exchanges with Fujitsu 
referred to at Appendix 1: Documentation although KPMG has been unable to test 
this with Fujitsu. 

11 Gi. POL and Fujitsu should review the documented approach between the 
organisations and reporting approach for these specific account types as a priority for 
good governance. 

1 lGii. Due to the impactful nature of such accounts, POL and Fujitsu should consider a 
documented approval process that is auditable, similar to that being agreed for 
APPSUP. 

• Fast Fix 

• WS #5: IT Controls 

• WS #7: Security 
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PAM / RAM 

11 H. The process of creation, validation (certification) and revocation appears to 
be well documented and managed, based upon the information provided. 
Workflows have been provided to illustrate creation, approval, revalidation, and 
activity monitoring within the Fujitsu Europe Business Management System. 
Although these processes are manual, as described, they appear to be repeatable 
and documented, providing a level of assurance over them having some degree 
of maturity. 

• Whilst the process appears well-documented and managed, the lack of process 
automation relies upon human diligence for check-in-check-out, password rotation 
and limited time usage, thus errors can occur. This was confirmed during written 
exchanges with Fujitsu referred to at Appendix 1: Documentation although KPMG 
has been unable to test this with Fujitsu. 

111. The primary HZ user store is the Fujitsu AD system which controls and 
defines all access and connectivity controls. These include the mandating of 
multi factor authentication for remote access and appropriate role limitations in 
order to preserve appropriate segregations of duty. Rules are well documented. 

Unix, Oracle, and Windows platforms plus the service databases (Oracle and 
SQL) have administrative staff assigned to them. These assignments (roles) are 
controlled by AD-driven groups (also termed "teams" by Fujitsu) within the 
Fujitsu HZ domain. Access management is based upon documented rules and 
role models and appear to be well designed and appropriately maintained for 
what is a primarily manually managed approach. The access controls afforded by 
user group membership are further managed on a use-case basis, such as user 
access to a location or device. 

• KPMG has been unable to test the provided accessibility matrix to ensure there are 
no technical or procedural gaps in the controls. 

• The use of manual controls is an exposure and with no automation there is no 
likelihood of prevention or alerting for bad actors. This was confirmed during 
written exchanges with Fujitsu referred to at Appendix 1: Documentation although 
KPMG has been unable to test this with Fujitsu. 

11 Hi. The practicality of investment in a privileged access management (PAM) tool 
seems low within the current contractual arrangement and lifecycle of the Horizon 
platform. If this is the case, consideration should be given to improvements in reporting 
and POL IA assessments to partially alleviate the lack of automation and improve POL's 
visibil ity of process. 

11 Ii. As a part of the POL risk management and assurance process it is recommended 
that agreement is reached to test use cases which provide the greatest risk to Branch 
data. Due to concerns around the potential for disclosure or misuse of personally 
identifiable information raised by Fujitsu on behalf of its employees, this would need to 
be performed as a walk-through against a scripted process with obfuscated logs as 
evidence. 
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• WS #7: Security 

• WS #8: Internal Audit and Risk 

I Piit. Minor •• •• PAM / RAM 

•. iinti L.]i1IIiDI Iii1.hDI

11J. A role known as APPSUP is used for non-balance impacting actions, such as 
stock unit associations, month end rollovers, or monthly tidying of dispatch 
reports. The APPSUP role provides full data read/write privileges on Oracle 
systems. This is subject to an approval process which includes both POL and 
Fujitsu managers and is currently being improved and documented to create a 
clear, evidence pack from request to completion within the Fast Fix programme. 

• The process and changes being enacted are critical to evidencing agreed changes, 
which if unapproved may be deemed to be to the Postmaster's detriment. The 
approach will demonstrate POL has provided appropriate oversight with a 
consequence that the audit trail is operationally complete. This was confirmed 
during written exchanges with Fujitsu referred to at Appendix 1: Documentation and 
conversations with POL and Fujitsu representatives involved in the improvements 

11J1. This process should be completed, maintained, and integrated into future 
automation processes as a priority 

11Jii.The agreed process should be agreed under a Change Notice to ensure it is 
binding on Fujitsu. 

11Jiii. The currently proposed remediation should be communicated to Postmasters, 
Investigations, and other appropriate POL/Fujitsu staff as it sets a reassuring standard 
of process integrity and auditability. 

11Jiv. The agreed approach should be considered for adoption in other similar use 
cases, such as KeePass (see 11G, section 4.4.5.).

• Fast Fix 

• WS #1: Organisational Change and Comms 

• WS #7: Security 

• WS #8: Internal Audit and Risk 
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PAM / RAM 

11 K. The Fujitsu Transaction Correction Tool has been retired and its function 
replaced by the APPSUP process and is therefore not covered within the KPMG 
report. It should also be noted that the POL Branch Reconciliation Team (BRT) 
operates a transaction correction process which is used to correct SAP account 
balances and is not a part of the Fujitsu-operated processes. 

11 Ki. POL should seek written confirmation regarding the Transaction Correction Tool's 
retirement. 

N/A 
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4.4.8 IT Controls Framework 

Foundational 

12A. Work has started to address the scope and granularity of the IT Controls and 
framework which is not implemented in a way which enables a meaningful and 
granular view, thus the controls framework does not actually apply robust and 
effective controls to IT processes across delivery, operations, change 
management and vendor management. The initial work covers 15 prioritised 
Horizon-orientated elements as a start-point for a more extensive programme and 
incorporates COBIT and NIST-based control points. 

The lack of an efficient IT Controls Framework, supported by a clear identification 
of IT risks and a similarly risk-based POL Internal Audit process could hinder 
management's ability to identify and address issues relating to functioning of 
internal controls, thereby resulting in delayed improper decision making which 
could potentially affect company's brand or reputation. This was confirmed during 
discussions with POL representatives (1 0-Nov-2020, subsequent discussions in 
March and April 2021) and a subsequent review of the extracted controls "Copy of 
Risk and Control Matrix.xlsx". 

• Investigations and rectification efforts have now commenced. 

12Ai. Update and extend the IT controls framework to include the required relevant 
control processes, documentation, and objective control descriptions to implement 
effective controls across the IT landscape within POL, including vendor supported 
applications. Design the controls accordingly to ensure the controls are granular, well 
understood by the staff performing Control Self Assessments (CSA), and are applicable 
to POL. 

12Aii. Once the IT Controls framework is matured, POL IA should update its process to 
perform independent and periodic Internal Audits. 

12Aiii. Finalise In—Scope Controls and periodically review the controls to ensure their 
relevancy is maintained. i.e. any aged or duplicate controls should be updated and/or 
removed. 

12Aiv. Enhance the IT Control reporting schedules, and ensure the reporting contains 
the required information to accurately determine the effectiveness and completeness of 
the controls. 

12Av. Develop and implement the Controls Process Management document, and 
ensure adherence. 

• WS #5: IT Controls 

• WS #8: Internal Audit and Risk 
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4.4.9 Testing 

There are two risk gradings in this section. 

SDLC 

13A. POL does not perform appropriate or comprehensive User Acceptance 
Testing. 

• Without appropriate UAT being performed there is no user validation of the change. 
Postmasters do not have exposure to the change until after it goes into Production, 
so there is little chance for them to comment or examine the change in detail prior 
to being forced to use it. This was evidenced during discussions with ATOS 
representatives (1 1-Nov-2020 and 8-Dec-2020) and POL representatives (30-Nov-
2020). 

• Discussions have commenced to determine how this issue will be resolved. No key 
decisions have been finalised at this point. 

• Investigations regarding the usage of the Model Office environment to support UAT 
effort are underway; however, the Model Office environment is part of the 
Production infrastructure, and as such there are limitations to what testing can 
actually be performed in this environment. 

13B. The test environments are not properly managed and utilised, with single 
environments in use by multiple projects and test phases. Test data within the 
environments is not refreshed. 

• Conducting multiple test phases which have different test objectives in the same 
environment will result in environment conflict (e.g. different batches being run at 
the same time and on the same environment). 

• Using obsolete test data can result in code conflicts, data issues and other code 
configuration issues which could invalidate certain test results. 

• Additionally, test analysts from different teams could attempt to use the same test 
data resulting in data conflicts. 

• This is evidenced by review of the provided "Edge Fujitsu Test Environment 
Review Report v1.1" and during discussions with ATOS representatives (1 1-Nov-
2020, 8-Dec-2020). 

• This has further been expanded upon via conversations with the Fujitsu test 
manager (2-Mar-2021 0, where it was noted that POL only has access to one test 
Horizon environment. This is also detailed in the "COMMGTREP4166v1.0 - 
TESTING-QA" report supplied by Fujitsu (1-Feb-2021). 

13E. There is no end-to-end regression in place, and the Horizon regression 
testing is performed in an ad hoc and unplanned manner. There is no 
coordination of regression testing across POL, Fujitsu and ATOS, and when 
regression testing is executed, it is restricted only to the area of responsibility of 
the third party (i.e. Fujitsu will only regression test Horizon at the system test 
level, ATOS rarely execute regression at all). Fujitsu does have a regression suite 
of tests; however, these are only executed as part of a project, and they are not 
executed independently. 

52021 KPMG LLP in the UK. All rights reserved. Published in the UK. KPMG and the KPMG logo are registered trademarks of KPMG 
International Cooperative, a Swiss entity. This Report is provided in confidence and its circulation and use are limited — see Notice on 
cover page and page 1. 

Document Classification: KPMG Confidential 
74 



POL00030396 
POL00030396 

Horizon report 

KPMG LLP 

• Without appropriate and regular regression testing in place there is no guarantee of 
the stability of the platform after constant and ongoing change. This is evidenced 
by review of the provided "Rig 0094 - Regression Tests - Back Office", "Rig 0093 - 
Regression Tests - Front Office" " and during discussions with ATOS 
representatives (11-Nov-2020). 

13Ai. A UAT phase should be Introduced as standard for all Horizon change. UAT 
should be conducted within its own non-Production environment, post the completion of 
functional testing. 

13Bi. Testing for each project should be carried out in dedicated environments with 
different data sets. The phases should be conducted sequentially (ST first, then SIT 
followed by UAT) and with robust entry and exit stage gates between these test phases. 

13Ei. Establish an appropriate regression approach which covers the end-to-end 
business processes, as well as integration and functional components. Expand the 
regression suite to cover all required functionality which requires regular regression. 
This regression approach should include a regular (monthly) execution cycle for the 
regression suite. 

• WS #1: Organisational Change and Comms 

• WS #2: IT Target Operating Model 

• WS #9: Tooling 
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SDLC 

13C. POL does not have an owner for Non-Functional Testing (NFT), and there is 
no overarching NFT approach. 

• The lack of POL ownership means that the third party vendors make their own 
decisions on NFT, which can leave POL exposed to risk. Additionally, without a 
POL NFT SME in place, validation, and acceptance of NFT results is incorrectly 
delegated to the third parties; there is a risk that the required level of quality will not 
be met, and there is no independent validation of the results. This was evidenced 
during discussions with ATOS representatives (11-Nov-2020). 

13D. POL do not have a standard set of Non-Functional requirements (NFRs) 
covering the Horizon platform. 

• Non-functional aspects of the system cannot be designed, built, and tested 
adequately thereby providing limited/no confidence around system robustness, 
performance, integrity, and security. This was evidenced during discussions with 
ATOS representatives (1 1-Nov-2020). 

13Ci. POL to identify a NFT subject matter expert (SME) to take ownership of al l non-
functional testing, and govern third party delivery of NFT. 

13Di. Develop I identify a standard set of Non-Functional requirements which apply 
across the Horizon platform. 

• Fast Fix 

• WS #2: IT Target Operating Model 
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4.4.10 Change management 

There are two risk gradings in this section. 

SDLC 

14A. KPMG initial analysis identified that the POL change control process was 
immature and had gaps; POL has updated and improved the process across Q1 
2021. 

• Not all change was governed by the change control process; some change was 
previously redirected to project work, some was not seen until after the change is 
implemented, some change did occur without passing through this process. 

• Due to the lack of a structured and formal framework, many of the decisions within 
the change management process are made subjectively and without consultation. 
A formal framework is now being developed, and is Work in Progress. 

• Horizon change can come via non-IT projects; this change is sometimes unknown 
and does not pass through the change control process. This has now been 
updated, and all change is expected to be controlled by the change control 
process. 

• This has been recognised as a core area which requires rectification, and a new 
change delivery process is being implemented, with the aim of drastically improving 
change management. 

• This is evidenced by review of the provided "20200907 Horizon Governance Terms 
of Reference v1.0" and "CM-POL-IT Change Management Policy v1.0" and during 
discussions with POL representatives (27-Oct-2020, 14-Jan-2021, 9-Feb-2021, 20-
Apr-2021). 

14B. Impact assessments of Horizon changes are irregular and inconsistent. 

• Inadequate impact assessments carry the risk that the impact of the change is not 
fully understood, and the change can have a more dramatic impact than expected. 

• Discussions are ongoing between POL and the third party suppliers on how this 
gap can be resolved. 

• This was evidenced during discussions with POL representatives (27-Oct-2020, 30-
Nov-2020), and there have been additional discussions in Mar 2021. 

14D. The Design Authority is being re-implemented and re-established. 

• The Design Authority was deprecated when the architectural capability was 
outsourced to ATOS (2014). 

• Actions are being taken to re-constitute the Design Authority, with the appropriate 
terms of reference in place. 

• Without a Design Authority in place to oversee changes or ensure they are 
consistent with Post Office Limited strategy, compliance or data governance, 
change can occur without oversight and appropriate review. 

• This is evidenced by review of the provided 'Current Architecture and Forums.ppt' 
and during discussions with POL representatives (14-Dec-2020), and ongoing 
discussions in Q1 2021. 
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14Ai. Finalise and implement the new change control process, and ensure the 
appropriate governance and controls are in place to manage change. 

14Aii. Uplift the Change Management Framework to ensure any decisions regarding 
change (e.g. approvals, risks, costings, estimates, etc.) have a formal, objective basis, 
and are no longer subjective. 

14Aiii. Ensure that the change control process and framework is adopted and adhered 
to by all third parties and change delivery streams, including any potential internal 
change workstreams. 

14Bi. Enforce appropriate impact assessments, performed by POL experts and 
architects and technical staff. 

14Di. Ensure that the re-constituted formal Design Authority, and ensure all change is 
appropriately routed through this group for review and analysis. 

• WS #2: IT Target Operating Model 

• WS #11: Remediation Management Office 
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SDLC 

14C. The documentation provided by the third parties into the change process are 
limited, and do not adequately describe the change or the impact of the change. 
These documents are not appropriately challenged by POL. 

• Without clear and concise details, the full scope of the change cannot be 
understood, and there is a risk that the impact of the change may be wider than 
originally thought. Additionally, without clear challenge there is no incentive for the 
third parties to provide more in-depth and accurate information. 

• As part of the update and improvement to the change management process, the 
deliverables from third parties will be reviewed, and uplifted as required. 
Discussions with the third parties have commenced. 

• This is evidenced by review of the provided "20200907 Horizon Governance Terms 
of Reference v1.0" and "CM-POL-IT Change Management Policy v1.0", during 
discussions with POL representatives (27-Oct-2020), and in ongoing discussions 
with POL throughout Q1 2021. 

14E. There is no central change repository, which holds records of all change 
(historic and on-going). 

• Changes, particularly to reference data and AP-ADC scripts, are not always 
persisted in a centralised repository which would allow oversight of change history 
and dependency management. Without this record in place, POL cannot determine 
the historical profile of change being applied to Horizon, or effectively analyse the 
impact of change to Horizon. 

• As the Change Management process is updated and matured, Service Now will 
become the repository for change, containing the required change records. 

• This was evidenced during discussions with ATOS representatives (7-Dec-2020) 
and during discussions with POL architects in Mar 2021. 

14Ci. Enforce document standards, and challenge any documentation without an 
appropriate level of detail. 

14Ei. Set up a formal change repository, and require all change to be recorded and 
captured into this repository. 

• WS #2: IT Target Operating Model 
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4.4.11 Known Error Logs (Historic) 

KEL (historic) 

15A. Historic KELs documentation lacks adequate details (particularly technical 
details regarding the issue, the cause and how it was resolved). This has since 
been rectified, with technical details now supplied by Fujitsu. 

• Without adequate details supplied, there is uncertainty and lack of a consistent 
means of confirmation regarding whether or not the historic KEL has actually been 
resolved and is no longer impacting the Horizon platform. 

• This is evidenced by review of the provided "Horizon Known Error Review ToR V1" 
and during discussions with POL representatives (06-Nov-2020,19-Nov-2020). 

• With the submission of the Historic BEDs report "COMMGTREP4169 BED Report 
v1.0" (23-Feb-2021), and the ongoing technical workshops, substantial progress 
has been made by POL to resolving the Historic KELs, with 45 of the 62 now 
closed, and the remaining are to be tested. Further progress is being made with 
respect to the testing of the outstanding KELs, with Fujitsu and POL working 
together collaboratively to plan the testing. 

15Ai. Continue with the current effort to close out these Historic KELs. 

• Fast Fix 

• WS #2: IT Target Operating Model 
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4.5 Capability 
The following pages detail our observations as they pertain to Horizon capability. 

4.5.1 POL Horizon capabilities 

SDLC 

Foundational 

16A. The Horizon IT function has grown to 20+ experienced technical delivery 
individuals, with the objective of ensuring that POL has the capability to both 
govern and deliver change into Horizon, as well as fully understand the platform 
from a technical sense. 

There remains a heavy reliance upon a number of vendors to manage Horizon, as 
the team still has capability gaps to fill (e.g. BAs, development, release). 

• There are still key person dependences in place, where a single SME has 
knowledge of a specific component or process (e.g. AP-ADC scripts and Reference 
Data). There is a risk that if this SME is "lost" then the knowledge is likewise lost. 

• There are still overarching gaps in the HMR's team's knowledge, especially 
considering the depreciation of POL technical documentation and knowledge since 
the ATOS outsource in 2014. Whilst this is being recovered and rectified, the scale 
and scope of effort is large, and will require an extended period of time to resolve. 

• This was confirmed during discussions with POL representatives (16-Oct-2020, 29-
Oct-2020 and 11-Nov-2020), with additional discussions throughout Q1 2021. 

16Ai. Implement and embed the newly designed and launched target operating model 
for Horizon, and ensure this is supported by a complementary model in the broader 
organisation and by the vendors. 

16Aii. Where capabilities are lacking, consider hiring or contracting the required 
capabilities to design and assure Horizon processes and testing, noting that good 
practice dictates these as separate functions. 

16Aiii. The need for improvement in skills and capabilities is one which needs to be 
addressed corporately as a part of the POL's strategy, feeding down into the various 
business areas, such as Horizon. 

16Aiv. The POL strategy for change should drive a training and development 
programme for POL Horizon associated staff and those who will be relied upon to 
support Horizon in the wider POL business. 
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• Fast Fix 

• WS #1: Organisational Change and Comms 
• WS #2: IT Target Operating Model 

• WS #3: Horizon Systems Improvements 
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4.6 Culture and product 
The following pages detail our observations as they pertain to Horizon culture 
and conduct. 

4.6.1 Culture and understanding around roles and responsibilities 

Foundational 

17A. In our initial investigation we observed that there was an apparent lack of 
defined, understood or acknowledged job roles, impacting upon incumbents' 
understanding of responsibilities and accountabilities in relation to Horizon. 

The new Horizon Operating Model has defined roles and responsibilities and 
individuals have been appointed to these roles. 
The culture that is being embedded within the Horizon team needs to be 
supported by a broader shift in culture POL-wide. 

• The previous lack of a Horizon-orientated Operating Model and lack of 
understanding referred to above impacted the timeliness and effectiveness of 
POL's reaction to the Horizon Issues. POL stakeholders have observed that POL 
has had an insufficiently collaborative and questioning culture. This has been 
especially noticeable regarding implementing change to react to the Horizon 
Issues. This is confirmed by discussions with POL representatives (21-Oct-2020, 
23-Oct-2020, 29-Oct-2020, 30-Oct-2020, 3-Nov-2020 and 10-Nov-2020, and 
subsequent discussions in January to April 2021). 

17B. A new Target Operating Model (TOM) has been introduced which includes 
roles and responsibilities. Historically there has been a lack of knowledge to 
challenge vendors within supplier relationship, thus vendors have not been held 
to account and performance reporting has been misaligned. Incumbents will need 
to manage vendors at a relationship, performance and contract basis within their 
new roles and be confident in the support of their stakeholders. 

• Vendors will continue to act or revert to a status quo unless the TOM is fully 
adopted and sustained. SLAs and lines of communication within a model that 
protects POL's interests and hold vendors to account must be agreed and 
enforced. This is confirmed by discussions with POL representatives during 
October and November 23-Oct-2020, 29-Oct-2020, 30-Oct-2020, 3-Nov-2020, 10-
Nov-2020 and subsequent discussions including 09-Mar-2021). 

17Ai. All component workstreams that support the target Operating model and are 
illustrated at Appendix 5: Short-term Fast Fix tactical remediation (Fast Fix) and 
Appendix 6: Long-term remediation planning (Long Term Remediation) need to be 
aligned with those of the Postmaster Journey and underpinned by POL's Culture and 
Change programme to deliver and sustain the required outcomes, and building for the 
Strategic Platform Modernisation. 
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17Bi. Cultural and operational changed in the ways of working for incumbents should be 
supplemented by appropriate training, plus a communications strategy to ensure 
vendors and POL staff are clear on the new approach. 

• WS #1: Organisational Change and Comms 

• WS #2: IT Target Operating Model 

• WS #11: Remediation Management Office 

O 2021 KPMG LLP in the UK. All rights reserved. Published in the UK. KPMG and the KPMG logo are registered trademarks of KPMG 
International Cooperative, a Swiss entity. This Report is provided in confidence and its circulation and use are limited — see Notice on 
cover page and page 1. 

Document Classification: KPMG Confidential 
84 



POL00030396 
POL00030396 

Horizon report 

KPMG LLP 

4.7 Data 
The following page detail our observations as they pertain to Horizon data. 

4.7.1 Personal Identifiable Information (PII) at rest and in transit 

Foundational 

18A. POL distributes banking and insurance products, which includes payment 
cards - as such Payment Card Industry Data Security Standard (PCI DSS) 
compliance is a requirement of the card scheme (e.g. VMC - Visa Master Card). 
POL is not PCI-DSS compliant and there is an active remediation programme in 
place to address the none-compliance. Horizon contains Personal Data RELEVANT 

• Given continued PCI-DSS non-compliance, or insufficient remedial progress, POL 
risk action being taken by the card scheme (VMC), which may result in fines or 
their card scheme being withdrawn for use by POL. 

IRRELEVANT 
IRRELEVANT_ I In the event of unauthorised access POL risks being subject to 
Regulatory action (from the Information Commissioner's Office) under the Data 
Protection Act (DPA) 2018 (e.g. lack of appropriate technical controls). This could 
be a fine, leading to reputational damage. This was confirmed during discussions 
with POL representatives (16-Oct-2020 and 12-Nov-2020)." 

18Ai. Continue to completion the PCI compliance in-flight project. 

18Aii. Add PCI DSS non-compliance to the Central, Project and Technical Risk 
registers. 

18Aiii. Introduce DPA compliance monitoring for processes which include Personal Data 
across Horizon, including the AWS environment. Ensure appropriate organisational and 
technical controls are present for the protection of payment card information. 

• WS #6: Data 

• WS #7: Security 

• WS #8: Internal Audit and Risk 
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4.8 Systems 
The following page detail our observations as they pertain to Horizon systems. 

4.8.1 Key dependencies 

Foundational 

19A. Migration to AWS as part of the Belfast Exit is in-flight however POL still 
have a significant number of decisions to make (i.e. whether to stay with Fujitsu 
to manage Horizon or not, integration or migration of legacy product services 
onto AWS). 

Since this observation was originally made in Nov 2020, there has been a great 
deal of movement with Belfast Exit, however there are still some core decisions 
which will impact Horizon yet to be finalised (for example - how will the test 
environments function, what will be done with the applications not being migrated 
to AWS, what happens with the applications now they are in AWS (refactor / 
rebuild / improve), etc.). 

• Not remediating the identified findings from the current environment in Belfast 
datacentre could lead to future Horizon operational issues with potential cost 
implications. This was confirmed during discussions with POL representatives (29-
Oct-2020 and 5-Nov-2020). 

19Ai. Review interdependencies and the core contracts surrounding the migration to 
ensure no potential conflicts or future complications materialise. 

19Aii. Ensure that the current POL - Fujitsu contract is fit for purpose to accommodate 
the in-flight migration and future states. 

• WS #6: Data 

• WS #7: Security 

• WS #2: IT Target Operating Model 
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4.9 Supplier and performance management 
The following pages detail our observations as they pertain to Horizon supplier 
and performance management. 

4.9.1 Vendor performance management 

There are two risk gradings in this section. 

Foundational 

20A. Key Performance Indicators (KPIs) are too high-level, without well-defined 
service performance metrics, which is self-reported by Fujitsu and no subsequent 
independent assurance activities being undertaken by POL. It should be noted 
that there is currently no contractual obligation for detailed reporting. 

• High-level and non-accountable performance reviews do not provide sufficient 
evidence of vendors' performance to the required standards, with no improvement 
expectations from stakeholders. This leads to the Service Management Report 
(SMR) being accepted as is with no challenge from POL. 

• The results of the metrics from the Fujitsu provided SMR do not include sufficient 
technical analysis regarding any issues or problems which had arisen during the 
reported month. 

• Lack of overall visibility and governance of the Horizon service, which could lead to 
performance metrics not being met and result in operational issues. 
This was confirmed during discussions with POL representatives (29-Oct-2020 and 
9-Nov-2020, and ongoing discussions in February and March 2021) with 
subsequent review of the provided Service Management Report "SMR Pack - 
September 2020". 

20Ai. Develop service performance management frameworks for the current and 
future target operating models. Ensure there is inclusion of relevant forum(s) with Fujitsu 
presence for POL to discuss and present relevant challenges on reported metrics in 
order to maximise service performance for Horizon. 

20Aii. Review and update the defined expected KPIs and thresholds to meet with POL 
defined Horizon risk appetite. This wil l require contractual re-negotiations between POL 
and Fujitsu to implement. 

20Aiii. In parallel with 20Aii, working in collaboration with Fujitsu, revise the SMR to 
include relevant and detailed technical analysis to ensure that POL is made aware of 
Horizon related issues and problems that are being or have been resolved. 

20Aiv. In the short-term, POL should be seen to be consuming and acting upon the 
requested inputs from Fujitsu and other key vendors to demonstrate the 
importance/value of the requested improvements. 

20Av. Stakeholders should be engaged in discussions regarding investments required 
to achieve the outputs desired from vendors and such decisions formally agreed. 

52021 KPMG LLP in the UK. All rights reserved. Published in the UK. KPMG and the KPMG logo are registered trademarks of KPMG 
International Cooperative, a Swiss entity. This Report is provided in confidence and its circulation and use are limited — see Notice on 
cover page and page 1. 

Document Classification: KPMG Confidential 
87 



POL00030396 
POL00030396 

+T A
Horizon report 

KPMG LLP 

Foundational 

20B. Horizon service performance is overseen through different governance 
routes such as the Information Security Management Forum (ISMF) and Service 
Management Report (SMR) 

This drives a fragmented view of supplier performance leading to potential 
inaccurate or incomplete metrics used by POL leadership to manage the vendors 
and make strategic decisions. This was confirmed during discussions with POL 
representatives (29-Oct-2020) with subsequent review of the provided Service 
Management Report "SMR Pack - September 2020". 

20Bi. In collaboration with second LoD, service managers, compliance team and ISMF 
review the existing end to end vendor performance management process for Fujitsu. 
Identified gaps to be addressed and understanding of the end to end process to be 
documented and made available to relevant teams in POL to adopt a standardised 
coherent approach. This will require contractual re-negotiations between POL and 
Fujitsu to implement. 

• WS #2: IT Target Operating Model 

• WS #7: Security 

• WS #8: Internal Audit and Risk 
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4.10 Technology 
The following pages detail our observations as they pertain to Horizon 
technology. 

4.10.1 Tool support for change delivery 

SDLC 

21A. There is no universally required project management tooling in place, and 
some projects are managed via spreadsheets and email, whereas other projects 
are using an implementation of Jira just for the delivery of that project. 

• There seems to be no overarching tool in place to facil itate the delivery of a) project 
change or b) test management, which causes inefficient control and coordination of 
change management. Similarly, there is no coordination of metrics, MI, and 
reporting, and so the governance of each project will be different, and more 
complex, than if there was a prescribed tool which had to be used for project 
management. 

• This is evidenced by review of the provided "Test Strategy R1", "POA-TPN-2415 - 
PCI DSS Test Plan v0.2", "PCI DSS - Master Test Strategy v1.0" and during 
discussions with POL representatives (11-Nov-2020, 12-Nov-2020). 

21Ai. Whilst POL has IBM DOORS and Microfocus ALM present, these tools have not 
been in use several years, and have degraded. Re-licensing may be expensive, and 
these tools may no longer suit POL's approach. A suitability assessment of the current 
market available tools should be conducted, and the most appropriate tools 
implemented - and their use enforced across all change. 

• WS #2: IT Target Operating Model 

• WS #9: Tooling 

© 2021 KPMG LLP in the UK. All rights reserved. Published in the UK. KPMG and the KPMG logo are registered trademarks of KPMG 
International Cooperative, a Swiss entity. This Report is provided in confidence and its circulation and use are limited — see Notice on 
cover page and page 1. 

Document Classification: KPMG Confidential 
89 



POL00030396 
POL00030396 

M-1
AT 

Horizon report 

KPMG LLP 

4.10.2 Business Continuity Plan (BCP) / Disaster Recovery (DR) 

HNGA 

22A. Whilst there is a Business Continuity Policy in place, the next level plans do 
not exist. 

• The BCP document is high level, and outlines the purpose and scope of the 
required business continuity approach, and this is as expected, and is acceptable. 
However, the next level of detail, which should be contained in the business 
continuity plans for each business unit, seem to be unavailable or not yet created. 
The impact of the missing plans is that the business units do not have a structured 
and detailed approach to BCP, and do not have the expected components in place 
to determine how business continuity will be handled. This was evidenced by 
conversations with the BCP manager and the DR manager (3-Mar-2021, 15-Apr-
2021, 16-Apr-2021). 

22B. There is no consideration for resilience at the architectural level. 

• Designing for business and technical resilience is not included in the architectural 
effort of change. This has an impact of making resilience an afterthought, and the 
solution (when implemented) may not have the required components in place to 
support the expected resilience requirements. This was evidenced by 
conversations with the BCP manager and the DR manager (3-Mar-2021, 15-Apr-
2021, 16-Apr-2021). 

22C. POL has no Business Impact Assessments (BIA) in place. BIAs are a 
standard component of a BCP, and inform the overall BCP approach and 
structure. 

• Without BIAs in place, the business cannot determine what the business and 
financial impacts are when a system goes offline for a period of time. BIAs also 
help determine the prioritisation for each system, enabling appropriate recovery 
planning to be put in place. This was evidenced by conversations with the BCP 
manager and the DR manager (3-Mar-2021, 15-Apr-2021, 16-Apr-2021). 

22D. There is no clear linkage between the BCP approach and the DR approach 

• It would be expected for the BCP and DR approaches to be linked, and be working 
together to ensure both the business and technology aspects of business continuity 
are maintained, however this is not the case, and the two areas are currently 
operating independently. This is known to the BCP and DR leads, and they have 
identified this as a risk, and are working to resolve this problem. This was 
evidenced by conversations with the BCP manager and the DR manager (3-Mar-
2021, 15-Apr-2021, 16-Apr-2021). 

22E. The DR approach is to repeat the same tests year on year, with no updates 
for results and changes to the systems. 

The DR events are appropriately run year on year. However, each event simply 
repeats the tests of the previous year, without detailed analysis across any 
changes which have occurred within the year, or analysis to changes to the 
surrounding systems. Furthermore, the feedback mechanisms within the DR testing 
are not fully utilised, and the outcomes of the tests are not fed back into the next 
year's planned testing. This was evidenced by conversations with the BCP 
manager and the DR manager (3-Mar-2021, 15-Apr-2021, 16-Apr-2021). 
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22Ai. Develop and finalise the individual business continuity plans for each business 
unit. These plans then need to be implemented. 

22Bi. POL should develop a standardised and universally accepted approach to 
resilience, which is well documented and applies across third party delivery. This wil l 
ensure that third parties, when delivering solutions into POL, have to adhere to common 
and understood resilience requirements. 

22Bii. Include the resilience requirements in the architecture and design of a solution 
(generally these are part of the non-functional requirements). This should include a 
review by the BCP and DR managers. 

22Ci. The BIAS need to be created, validated, and signed off as soon as possible. Once 
complete, and accepted, the BIAs can then drive the BCP and DR strategy across POL 
and the third parties. 

22Di. The BCP and DR approaches need to work in conjunction, and in support of each 
other. This is a goal of both the BCP and DR managers, and they are actively working 
towards establishing a proper working structure. 

22Ei. The DR testing has to consider system and structural change, adapting to reflect 
what those changes were, and how they could potentially change the resilience of the 
landscape. 

22Eii. The tests being executed for DR year on year should be updated to reflect points 
of failure, changes to the risk profile, changes to scope and changes to responsibilities 
(e.g. ownership of systems, etc.) 

• WS #3: Horizon System Improvements 

• WS #7: Security 
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22F. Both the BCP manager and DR manager are coordinating teams of one 
(themselves). Based on the volume of work, and the complexity of the landscape, 
larger teams would be expected. 

• For a corporation the size of POL, with the number of third parties, and based on 
the complexity of the technical landscape, KPMG would expect to see each area to 
have a team of 5-8 people. This was evidenced by conversations with the BCP 
manager and the DR manager (3-Mar-2021, 15-Apr-2021, 16-Apr-2021). 

22Fi. Both the BCP and DR teams should be expanded with the required SMEs and 
experts to facilitate the delivery of the full scope of work required in both these areas. 

• WS #7 Security 
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4.10.3 Tools for IAM and GRC 

Foundational 

23A. There is insufficient usage of technology and tools for IAM and risk 
management. 

POL has access to ForgeRock, Microsoft Identity Manager, ServiceNow, TRACtion 
and Archer (being migrated to ServiceNow), tool sets although their capabilities are 
not fully leveraged nor used in an integrated way, which if they were could: 
— alleviate, streamline, and automate manual processes, 
— provide a single view of users/identities, 
— improve governance and reporting, and 
— reduce risk exposure. 

There is no privileged access management software implemented at present. This 
was confirmed during discussions with stakeholders ((3-Nov-2020, 9-Nov-2020, 10-
Nov-2020 and further discussions in February, March, and April 2021) 

23Ai. Assess existing tools and processes and create a strategic road map to leverage 
or consolidate current tooling. 

23Aii. Consider additional Commercial Off the Shelf (COTS) tools to introduce new 
capabilities, in particular privileged access, and supplement or replace existing tools not 
fit-for-future/end of life tools to achieve additional efficiency and controls. 

• WS #7 Security 
• WS #9 Tooling 
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4.10.4 AP-ADC Scripts allow uncontrolled change 

SDLC 

24A. Automated Payments — Advance Data Scripts (AP-ADC) are used to make 
changes in Production & Reference Data. 

• An initial review of the function and use of the AP-ADC scripts has illustrated the 
extent to which they represent a significant part of the HZ environment. Moreover, 
their existence is shown to compromise DR, as the DR approach does not consider 
AP-ADC changes which have been implemented, and the DR environments do not 
always include the latest AP-ADC changes. Additionally, changes implemented via 
AP-ADC are generally not tested from a holistic or an end-to-end perspective. 
When the scripts have an impact wider than expected this may be missed until the 
script is in Production, and then problems may occur. Note that the AP-ADC 
scripting capability was originally the responsibility of POL; this function was then 
outsourced to ATOS in 2014. Recently (April 2021), this functionality was insourced 
back into POL from ATOS. 

• This was confirmed during discussions with POL representatives (14-Dec-2020) 
with subsequent review of the provided AP-ADC script reference manual' 
(20Nov2020). 

• A separate report focusing on AP-ADC scripts has been produced which provides a 
series of recommendations. 

24Ai. The "AP-ADC script and Reference Data assessment v1.4" report discusses the 
AP-ADC scripts in detail, and offers several recommendations to rectify the issues 
identified. 

• WS #3: Horizon System Improvements 
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4.10.5 Usability and User Interface Design 

SDLC 

25A. Usability is not considered during solution design, and there does not 
appear to be a clear focus on the interface design and structure. 

• Modern payment and retail systems have a focus on smooth and intuitive screen 
design that supports the user journeys and process flows, whereas this does not 
seem to be the case with Horizon. The screen interface has an "old school 
terminal" feel which is complex and confusing, and still has elements which are no 
longer part of the POL product offering. In a worst case scenario, poor screen 
design can lead to user confusion and error, which then require backend 
rectification and assistance to be provided to the user. 

• This was confirmed during discussions with POL representatives (4-Feb-2021), and 
with a subsequent review of the provided user interface design tools. 

25Ai. Implement appropriate user design, following standard usability protocols. Tidy up 
the screens and improve the user interaction with the platform. 

• WS #3: Horizon System Improvements 
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4.11 Further observations 
Observations have also been made during our review of the Horizon architecture. 
It is our understanding that these observations are being addressed by current 
POL activities. However, as they have the potential to cause problems which 
align with the concerns of the Horizon Judgement, we have included them for 
awareness, and they may have an impact on the Horizon Remediation 
Programme or potentially the wider POL organisation. This list is not exhaustive. 

4.11.1 "Non recoverable" or "lost" transaction types 

It is possible, in the current architecture, to begin the process of buying a product 
and then to exit from the process before payment is attempted. The fact that this 
process was initiated, and a basket created, is not captured, or persisted 
(generally) until such time as the process is completed by making a payment. 
This means that certain products can be allocated and provided without there 
ever being a record that this was done. This feature of the architecture allows 
various undocumented workarounds and has potential to be a vector for 
fraudulent transactions. There are several strands of remediation which will aim 
to address this. 

4.11.2 Branch workarounds 

There are various mechanisms within the Horizon platform that facilitate 
variations in the way Postmasters use the platform depending on their particular 
business situation. For example; where a Postmaster operates a retail shop and 
a Post Office but no separate EPOS system for their non-Post Office Limited 
business, Postmasters may feel the need to use workarounds such as stamp 
reversals to allow them to use the Horizon platform and payments mechanisms to 
pay for stock items not supplied by the Post Office Limited for the sake of 
supplying a convenient single payment point for their shop customers. These 
processes and working practices have a high degree of risk associated since 
errors and accounting mistakes can easily be made and there are some 
variations on how these facilities are used. This observation has been taken 
forward by GLO into the Postmaster engagement workstream. 

4.11.3 Enfranchisement 

There are various mechanisms within the Horizon platform that facilitate 
variations in the way Postmasters use the platform depending on their particular 
business situation. For example; where a Postmaster operates a retail shop and 
a Post Office but no separate EPOS system for their non-Post Office Limited 
business, Postmasters may feel the need to use workarounds such as stamp 
reversals to allow them to use the Horizon platform and payments mechanisms to 
pay for stock items not supplied by the Post Office Limited for the sake of 
supplying a convenient single payment point for their shop customers. These 
processes and working practices have a high degree of risk associated since 
errors and accounting mistakes can easily be made and there are some 
variations on how these facilities are used. This observation has been taken 
forward by GLO into the Postmaster engagement workstream. 
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5 Appendices 

5.1 Appendix 1: Documentation 
5.1.1 Document list - PAM/RAM 

During this review we inspected several documents. They are listed below. 

IT Access Control Details provisioning of PAM and RAM POL 
Policy/Standards/Guidelines/ access on Horizon. 
Manual 

User Access Management Details permitted actions for user access POL 
Policy/Standards/Guidelines/ management and privileged access 
Manual management. 

Information Security Details security expectations or PAM and POL 
Policy/Standards/Guidelines/ RAM. 
Manual 

Records of corrective action(s) Details corrective action(s) taken by Post POL 
taken by Post Office Limited Office Limited when failings in the PAM 

and RAM processes have been identified, 
discussed and actions taken to 
remediate/resolve and to ensure the same 
does not happen again. 

Horizon landscape document Description of the environment and POL 
Horizon analysis VO.3a architecture. 
Horizon description (1) 
ARC030 Horizon Solution 
Architecture Outline 
ARCSECARC0003V6po 
UEM-012b - POL IT 
Landscape v1.5 (002) 
UEM-012b - POL IT 
Landscape v1 6 

User access request form for Evidence for User Access Management POL 
requesting global access activities performed by Data Services 

Team 

Bi-annual user access reviews Evidence for User Access Management POL 
and remediations of access activities performed by Data Services 

Team 

20201104 Security Risk Evidence of the IT risk register POL 

Weekly leaver checks and Evidence for the Global user access POL 
access remediation of leavers accounts 
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Populated forms and Evidence for the Global user access POL 
approvals for creating new accounts 
users for global access 

Evidence that the Admin role Evidence for the Global user access POL 
is only granted to users from accounts 
Data Services Team 

Number of SMARTids that To evidence if any redundant or orphan POL 
have not been used in the last accounts exist. 
6 months to date 

Harm Table Published The likelihood and impact table used by the POL 
POL Central Risk team 

ITGC Update - IT Audit result Update on IT General Controls review POL 
for discussion POLv1 

IT Controls Progress Report Results from the COBIT IT controls review POL 

CSA Monthly Detail Report Results from the Controls Self Assessment POL 
(CSA) 

Risk and Control Matrix Table of Risks identified and Controls in POL 
place to mitigate them 

Contract Management New POL Contract Management POL 
Framework framework 

Archer IT Risk report 261120 IT risk team report from IT GRC tool Archer POL 

Fujitsu-Post Office ISAE3402 Service Organisation Controls Report POL 
FINAL report - 1 April 2017 to (SOCR) performed by EY, provided to POL 
31 December 2017 by Fujitsu 

Fujitsu-Post Office ISAE3402 SOCR performed by EY, provided to POL POL 
FINAL report - 1 April 2018 to by Fujitsu 
31 December 2018 

Fujitsu-Post Office ISAE3402 SOCR performed by EY, provided to POL POL 
FINAL report - 1 April 2019 to by Fujitsu 
31 December 2019 

JML - Final Report Joiners, Movers and Leavers thematic POL 
Internal Audit conducted by POL IA in 2020 

Internal Audit Reports - HMU IT Internal Audit plan for the thematic POL 
IT reviews (2016-2020) 

AP-ADC script reference Reference manual for the AP-ADC scripts Fujitsu 
manual 

COMMGTREP4165 — RA Fujitsu Report — Remote Access and Fujitsu 
Report Privileged Access 

COMMGTREP4228 RA Fujitsu report — Remote Access Report - Fujitsu 
Report Follow up responses Follow up responses 
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5.1.2 Document list — KELS, SDLC, HNGA 

Test Strategy R1 Document covering all testing and POL 
integration activities performed for the 
HNG-X Programme 

Edge Fujitsu Test Document covering Edge Testing's review POL 
Environments Report v1.1 of Fujitsu/Post Office Limited Test 

Environments estate and 
recommendations for improvement. 

Test Strategy Post R1 Document covering all testing and POL 
integration activities performed for the 
HNG-X Programme 

Rig 0094 - Regression Tests - Covers regression tests for back office POL 
Back Office 

Rig 0093 - Regression Tests - Covers regression tests for front office POL 
Front Office 

Hydra_0823 Covers test script & report for the CC POL 
(Computacenter) HNG-a Microsoft Patches 

Hydra_0817 Covers test script & report for the CC POL 
(Computacenter) HNG-a Microsoft Patches 

Change Management Process Minutes of a meeting discussing the PO POL 
V2 change process 

20200907 Horizon Terms of Reference for the Horizon POL 
Governance Terms of governance board 
Reference v1.0 

20201016 Horizon Known Terms of Reference for the Horizon Known POL 
Errors Joint Review Working Errors governance board 
Group ToR R v1.2 

Copy of Horizon Known Error Known Errors for 16th Oct 2020 POL 
Review WE 161020 

SMR Pack September 2020 Fujitsu monthly Service Management Fujitsu 
Report pack 

Monthly service review Minutes and actions from monthly service Fujitsu 
meeting minutes and actions review meeting 
09.09.2020 

20200220_POL_BCMS Board Business Continuity Gap Analysis — Audit, POL 
Paper Risk and Compliance Cttee Report 
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05.02_RCC_9.5 (ii) Business Business Continuity Management Policy 21 POL 
Continuity Management Policy June 2020 
v2.6 

Horizon Known Error Review Process for managing KEL items POL 
ToR V 1 

Horizon Known Error Review Horizon Known Error Review meeting POL 
Agenda 191020_ agenda or minutes 

Horizon Known Error Review KELs for 2nd Oct 2020 POL 
WE021020 

SIP Test Action 1.1 Response to SIP environment issues Fujitsu 

SIP Test Action 1.2 Response to SIP transaction issues Fujitsu 

SIP Test Action 1.3 Response to SIP automation issues Fujitsu 

SIP Test Action 1.5 Response to SIP regression issues Fujitsu 

CM-POL-IT Change The change management policy for IT POL 
Management Policy v1.0 

CM-PRO-IT Change The change management policy for IT POL 
Management Process V2.0 

Change Control Framework Extract of Change Control Framework POL 
Extract October 2020 Deliverables 

Change Examples-> Change Example_Fujitsu POL 

CHGO037290 Campus DR 
Change Request Draft V2 (5) 

CHGO037290 Change Plan Script for CHGO037290 Change Plan POL 
DR_2020 DR 2020 

CHGO037290 Sample Fujitsu Change Request POL 

Zip Tech CAB Agenda Technical CAB Agenda and minutes detail POL 
Minutes sheet 

Zip Business CAB Agenda Business CAB Agenda and minutes detail POL 
Minutes sheet 

CHGO037544 Computacenter Change Request Sample POL 

CHGO037838 Verizon Change Request Sample POL 
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CHGO037846 Verizon Change Request Sample POL 

CHGO037898 Verizon Change Request Sample POL 

CHGO036991 Computacenter Change Request Sample POL 

CHGO036992 Computacenter Change Request Sample POL 

POA-TSR-DM01 19468 - Test Summary Report POL 
Environment Agency - GDPR 
changes vO.3 

Fujitsu-Post Office ISAE3402 Internal Audit Report - Fujitsu-Post Office POL 
FINAL report - 1 April 2019 to report - 1 April 2019 to December 2019 
December 2019 

POA-TSR-Drop & Go -EUM Test Summary report - DROP & GO -EUM Atos 
Restrictions v0.2.docx RESTRICTIONS 

Test Plan - Drop & Go -EUM Test Plan - DROP & GO -EUM Atos 
Restrictions v0.t.docx RESTRICTIONS 

PCI DSS - Master Test PCI DSS Master Test Strategy POL/Atos 
Strategy v1.0.docx 

Pocono Regression Test Regression testing update Mail Atos 
Update Friday 9th October 

POA-TSR-2415 - PCI DSS Test Summary Report for a Large change POL/Atos 
PIN Changes Test Summary 
Report vO.4 

POA-TPN-2415 - PCI DSS Test Plan for a Large Change POL/Atos 
Test Plan v0.2.docx 

PCI DSS - Master Test Master test strategy for large project POL 
Strategy v1.0 

RIPE Project Closure Project closure documentation mail POL 
Concurrence 

IT Concurrence - Guidelines IT Concurrence Document POL 
v3.0 

IT concurrence - Closure Project closure documentation mail POL 
report IT Service 
transformation 

Copy of Risk and Control Risk and Control Matrix sheet POL 
Matrix 
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IT Controls Progress Report IT Controls Progress Report POL 

Copy of CSA Monthly Detail CSA Monthly Detail Report POL 
Report 

TSTSOTHTP4072 SV&I Test plan for CP2459 — Payment POL/Fujits 
Pilot — Phase 2 U 

TSTSOTREP4126 SV&I - End of Testing Report - PBS Phase POL/Fujits 
1 and2 u 

POA-TPN-000241 1- Autumn Atos reference data change test plan - Atos 
Tariff Change Test Plan v0.1 Autumn Tariff 

POA-TSR-0002411 - Autumn Atos reference data change test summary Atos 
Tariff Change Test Summary report - Autumn Tariff 
Report - Approved v1.0 

KELs Process Flow KEL's management process diagram POL 
diagram(PEAK and KEL 
process Swim lanes 
MG2.5.vsdx) 

Summary Notes Post-HIJ Historical KELs summary notes Post-HIJ POL 

Summary Issue Reports Historical KELs summary reports Post-HIJ POL 

Copy of Historical KELs key details sheet POL 
_DOC_159267141(2)_29 
Issues - key details.xlsx 

20201113 Known Error Log Known Error Log Decision and Funding POL 
Decision and Funding Tracker Tracker 
v2.xlsx 

Horizon Known Error Review Known Errors Review Minutes Fujitsu 
Minutes 161120.docx 

Horizon update November Release Notes for Horizon November POL/Fujits 
2020 - Release Notes.docx update u 

Knowledge Base - Knowledge Base Article POL/Fujits 
cardc2117L.151119.pdf u 

Knowledge Base - Knowledge Base Article POL/Fujits 
dsed1614M 060420.pdf u 

Knowledge Base - Knowledge Base Article POL/Fujits 
GelderR488Q 131120.pdf u 
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Knowledge Base -jsim14291 Knowledge Base Article POL/Fujits 
151119.pdf u 

Known Errors - Stakeholders Horizon Known Errors — Latest Status of POL 
and Management Update - 23 Open Items (as at 23/11/2020) 
November.pptx 

MemoView Branch Reminder Drop & Go Compliance Communication POL/Fujits 
- Drop & Go Compliance u 
Communication 
17.1 1.2020.docx 

Current Architecture and Current Architecture and Forums details POL 
Forums.ppt 

Computacenter Service Post Office Service Review Pack Computac 
Report March 21 enter 

RADC2012001++1-SUB- Screen construction / design for the SUB- POL 
RFLCommon VO.12.xls RFL change 

RADC-2012-012 Add Prize Screen construction / design for the Add POL 
Draw MenuHierarchyFront Prize Draw change 
v423.xlsm 

COMMGTREP4169 BED Fujitsu Report — Bugs Errors and Defects Fujitsu 
Report v1.0 Historic 

COMMGTREP4167 HNGA Fujitsu Report — Service Delivery Metrics Fujitsu 
Robustness v1.0 

COMMGTREP4184 BED Fujitsu Report - BED Current Process Fujitsu 
Report v1.0 

COMMGTREP4227 Testing Fujitsu Report — Follow-up Responses Fujitsu 
QA Report 

Fujitsu — SYSMAN4_Event Process document — Event Collection Fujitsu 
Overview Process 

COMMGTREP4166 v1.0 Fujitsu Report — Testing and QA process Fujitsu 
Testing-QA 

COMMGTREP4168v,1.0 Fujitsu Report — SDLC processes Fujitsu 
SDLC 

COMMGTREP4226 SDLC Fujitsu Report — SDLC Report — Follow up Fujitsu 
Report responses 
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5.2 Appendix 2: Contributors 
During this review we spoke to several individuals. They are listed below. 

Adrian Eales CTO, Retail Horizon walkthrough 

Andrew Kenny Service Centre Demonstration of the Tier 2 team usage of 
Manager HORice when conducting investigations 

Adam Malach Head of Cyber Meeting to understand PO side of security 

Tony Hogg 
Security Advisory management 

Head of Cyber 
Operations IT 
Security 

Graham GLO Portfolio Understand the GLO Portfolio and how the 
Hemingway Manager Horizon Issues programme fits in this bigger 

picture 

Simon Oldnall Historical Maters Regular interaction on direction of travel, 

Martin Godbold 
Horizon IT Director validation of hypotheses and emerging findings. 

Paul Smith 
Horizon Service 
Lead 

Dean Bessell Incident and 
Paul Kingham Problem Manager 

Charlotte Muriel Security Architect 

Access Control 
Specialist 

Historical Matters 

Dionne Harvey Head of IT Contract To understand the vendor relationship 
Management management aspect between POL and Fujitsu. 

Sree Head of Obtain an understanding of the IT landscape 
Balachandran Postmaster (e.g. IT equipment, email, server, networking, 

Experience, etc) of the Post Office Limited and 
Product and Branches; understand how a Branch processes 
Vendor transactions and how data moves from Branch 
Management to Horizon; understand feedback 

from Postmasters 

Joy Lennon Data Services Lead Overview of the process for management of 
global user accounts, Privileged Access 
Management, Remote Access Management 

Dave King Head of Security Walk through privileged Access 
Architecture, CISO Management/PAM/RAM process(es) for Horizon 

at Fujitsu 
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Walk through break-glass procedure including 
approvals, monitoring, audit log reviews etc. 

Shaun Turner Learning Horizon Access Management: process for 
Technologies access to Horizon using Smart IDs 
Manager 

Ehtsham Ali Head of Cyber General overview and specifics around 
Security compliance checks with suppliers, detail on 
Compliance builds, understanding of approach 

Aatish Shah IT Governance and IT Change Framework: POL IT controls and the 
Reporting Manager framework in place around these controls 

James Brett Senior Test Discuss the testing which ATOS is responsible 
Manager (ATOS) for delivering 

Luke Harrison Digital Workplace Further develop understanding of the IT 
Lead landscape (e.g. IT equipment, email, server, 

networking, etc) of the Post Office Limited and 
Branches 

Sally Rush GLO Solutions Understand the current documentation and 
Specialist processes for data management in Horizon 

Rob Wilkins IT Cloud Services Understand the Horizon move to Amazon Web 
Director Services 

Gary Walker Service Understand the Release management process, 
Management & Change delivery, Operations overview 
Enterprise IT 
Director 

Ian Sage PM Discussion of how the Belfast Migration 
for AWS migration programme is governing change 

Ben Owens Head of Cloud Introduction to the testing being performed 
Services across change occurring on Horizon, and how 

the testing is governed and controlled including 
the test approach for the Belfast migration. 

Jonathan Acres IT Audit Manager To understand the POL environment from IA's 

Diogo Vidinhas Senior Audit 
perspective and evaluate Internal Audit's 

Manager involvement with risk management around 
Horizon and Fujitsu 

Rebecca Barker Deputy Head of Understand the role/records/actions under 
Risk, Risk POL's Risk Management function 
Business Partner 
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Group CIO, Group 
COO 

Stephen Browell Fujitsu Discussion of ways of working 
with Fujitsu including access to documentation 
and resources 

Katrina Holmes Head of Branch Horizon change mgmt., testing and incident 
Operations management 
Engagement 

Stuart Banfield IT Service Horizon change processes 
Transition Lead - 
Retai l 

Harry Vazanias Contractor Discussion of change management. gaps, and 
problems in IT org structure and SDLC 
management 

Joseph SPO Discussion on how the PCI programme is being 
Moussalli governed 

Tony Jowett CISO Governance around Horizon and the IT controls 
framework 

Steve Page Lead Solution Library of architecture documentation on 
Architect Horizon and an overview of the Horizon data 

flow 

Sara Burwood Head of SPO Walkthrough of the portfolio process; Discussion 
George Cross Portfolio on detailed programme and project 

Governance management; Governance of third-party delivery 

Manager 

Cherise Osei Change and Walkthrough and discussion of the POL change 
Service Catalogue management process 
Manager 

Gareth Clark Head of Portfolio management within IT 
Transformation 
Portfolio 

Matthew Warren Head of Reference Discussion of how ATOS are involved with POL 
Data Services change 

Harshwardhan Test and Release Collaborative development of testing capability 
Soman Manager 

Johnny Lansdale Business Understanding of BCP process 
Continuity Manager 
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Jon Davies Asset and Understanding of ITIL service management 
Configuration processes 
Management Lead 

Kathryn Wearne Head of Service Incident and Problem Management, Change 
Operations Management, Operations, Service Desk 

Tim Perkins Head of Service Investigations TOM 
and Support 

Alison Bolsover Branch Branch reconciliation 
Reconciliation Area 
Lead 

Colette McAteer Branch Branch reconciliation 
Reconciliation 
Operations 
Manager 

Alison Clark Branch Analysis Branch analysis and loss prevention 
and Control 
Manager 

Andrew Kenny Service Centre BSC Tier 2 
Manager 

Louise Liptrott Tier 2 Team BSC Tier 2 
Leader 

Sharron Logan Case Review Case review teams 
Manager 

David Southhall Contract Case review teams 
Investigation and 
Resolution 
Manager 

Wayne Brant Case Review Case review teams 
Analyst 

Huw Williams Contract Case review teams, key logging, ARQ process 
Investigation and 
Resolution Team 

Michelle Stevens Loss Prevention Branch analysis and loss prevention 
Manager 

Paula Jenner Head of IT Service IT Systems 
for Corporate 
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Matt Quincey Service Manager IT Systems 
for Accenture and 
Verizon 

Drew Mason Network Monitoring Branch analysis and loss prevention, FREDD-O 
and Support 
Analyst 

Ketul Patel Network Delivery Key logging and network analysis 
Director 

Ruk Shah Group MI and Data Platform 
Analytics Director 

Maria Opaniran Project Manager, Data Platform 
SPO 

Dean Whitehead Service Centre Dynamics and Puzzel 
Support Manager 

Laura Tarling Case Review Flag Case Team 
Analyst 

Tony Hogg Head of Cyber Security operations 
Operations 

Matthew Lenton Fujitsu Investigation requirements for Fujitsu 

Christopher Intel Team ARQ data request process 
Knight Manager 

Min Dulai ServiceNow ServiceNow 
System Manager 

Clare Hammond Senior Data Compliance controls 
Protection Manager 

Jonathon Hill Compliance Compliance controls 
Director 
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5.3 Appendix 4: Glossary 
Throughout the report we refer to several terms and use acronyms. They are 
defined below: 

AP/ADC 

• 

Automated Payments/Advance Data Capture 

APPSUP Application Support — a user role which provides full data 
read/write privileges on Oracle systems. 

ATOS 3rd. Party Supplier of IT Services 

AWS Amazon Web Services 

BCP Business continuity plan 

BEDS Bugs Errors Defects - Fujitsu terminology — synonymous with Known 
Error List (KELS) 

BIA Business impact assessment 

BRDB Branch Database 

CAB Change Advisory Board 

CFS POL's Finance System 

CIJ Common Issues Judgement 

CMMi Capability Maturity Model Integration - a process level improvement 
training and appraisal programme, administered by the CMMI Institute 

COBIT (IT) Control Objectives for Information and Related Technology 

CSA Controls Self-Assessment 

DR Disaster Recovery 

EPOS Electronic point of sale 

FCA/PRA Financial Conduct Authority / Prudential Regulation Authority 

GDPR General Data Protection Regulation 

GLO Group Litigation Order 

HIJ Horizon Issues Judgement 

HIJF Horizon Inquiry Judgement Findings 
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HITJ Horizon IT Judgement 

HNG-A Horizon Next Generation — Anywhere. This is the replacement for the 
HNG-X counter using Windows 8.1 

HORice Interrogation and Reporting tool — designed to interface with Horizon 

IAM Identity and access management 

ISMF Information Security Management Forum 

JML Joiners Movers Leavers 

KELs Known Error Lists 

LoD Lines of Defence — a risk management model designed to assure the 
effective and transparent management of risk by making accountabilities 
clear 

KPI Key performance indicator 

MFA Multi-factor Authentication 

PAM Privileged Access Management 

PM Postmasters 

POL Post Office Limited 

RA Remote access 

RACI Responsible, Accountable, Consulted, Informed matrix 

RAID Risks, assumptions, issues, dependencies 

SDLC Software Development Lifecycle (Development, Change Management, 
Testing etc) 

SLA Service Level Agreement 

SME Subject Matter Expert 

SOCR Service Organisation Controls Report 

SoD Segregation of Duties 

SMR Service management report 

SPM Strategic Platforms Modernisation (Project to consider options for 
replacement of Horizon system) 
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ST 

• 

System Testing 

SIT System Integration Testing 

SV&I Solution Validation and Integration 

TOM Target Operating Model 

ToR Terms of Reference 

TUPE Transfer of Undertakings (Protection of Employment) 

UAT User Acceptance Testing 

UX User Experience 

XML Extensible Mark-up Language 
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5.4 Appendix 5: Short-term Fast Fix tactical remediation 
This screen shot has been extracted from the Horizon Improvements Programme 
V1.0. It depicts the range of work currently ongoing to address HIJs, with a 
planned delivery date of '1.0 — Initial fix' in before the end of May 2021. 

Note, Fast Fix activity stated in March 2021, but planning is shown from April 
here taken from latest reporting. 
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0.1- Requiremcnts / issue dehe itien 
C • dapid to imp enrereed . ~: ~ I i • 

1.0- Initial fix in snort term to address critical issues, mainly process based but likely to have sore tech enablement Fast Fix - POAP 1.0- Medium term intent,, build to reinforce 1.0 remedia6dn wills improved solution interim ort / p lan / review Lunge, in, mrep 3.0- Longer term integrated operating model solution 

Key deliverables/ milestones 
Fast Workstream fix Sub-warkstream Ap-21 May-21 

06/04 12/04 19/04 26/04 03/03 10105 17/03 24/03 

Organisational o. t. seeunaeer maop.riq and anaiv+•+wan ta,geted .nler,enuo.n in, snort lean woau,ean s orened 
Change 

IT 70M j IT 
L..0 - l d b make lad roe 01M a mmrdl read. dMlled 

Hz govarna rice change _ 

Design ci Pavorm to integrate longer term setuton. No OWCk In 

Enterprise architecture 
Des,n nrplatiorm to mte9rated longer term tel tion, No fuck tin 

7 Monroe HNGA software issues fO 1^upre, Rce Design for ,Meent reference onto and APADC solution lterget to delver lane 20211 

13 Horizon help improvements 1.0 • Mnnsee help prlONty imprveamems 

Horizon System 
Improvement 5 Current KELS 

— — >1 1. - IOQ lest t end tun 1 
6 Historic KELS } - vm Te1. . tna cern ttaaaci cad tut2121) 

w . r,i r , ✓ :. rr ~~,.~ ~.~~~~ .nr. 
9 Test HNGA under load • v , 

10 SOLC / {tA 
' ad aperalioM 2.0 1 mplemanallon M mw prddsrs as par L O C  e4M as mnlralardee 

E Inform errors to Phis  -- ' r 
o Pmlmaaters 2,0 • Eatablbli reedback loop ter SPMo 10 meassre.#.cheerer at prdoees i Impwemenr i 

r tin purl 

led to and name. 
1 Horizon, dispute mecharnsm 

Selmion evIONSO to rn.,0i1r 7 esv,, l+une,r, w e to Horizon lirsilli 

2 Keystroke logging I a01e 3.0 keau •omenes dnvrn caalvre el ores ,n;vacua0 ocr.tr at me neuni r.• 

Investigations 
3  Direct access to tran5a[t:idnel 

data 
2.0 Reaurementi and desgn N Inenetp ations Date PlaMorm 

4 Sharing of transactional data 
0. M a or tactical d bin, InrladMg 

dfWmlMtad 4 2.0 Reeu•remeMs la anarinq a data w•tn Postmaatrrs 

Investigation of Postmaster I 1
14 transactional concerns 2. M It Wldbledhna lnatdement 01 15ne111901111,I profess (nestle rarNlsheriLy Ii POc'eea In, Poslmasier s, enornnn,nl It  1PM Ond Woty teadl+the new organisatronil atrucl are (target lop10211 

0.1 
Controls tactical fix 31.6 marthly e1Ulutan b t7 assurance In Include programme support 

IT Controls and establish an elfeclrre second Inn rT ruIn Iunct,on 
Enhanced IT controls roadmap 

Data Data governance 
2a  MN Mn alneoingn1se or lee wahm asta 

Security 12 PAM/ RAM 
o2<>IDAM nonuse I I Contiraat.on al manua4 prorru impavement. 

remedialgM 

Internal Audit 
and Risk 

15 Independent audits will team to tstm lalale lJrr roan. of POL Hu aclnM at laly 

Tooling SemiceNow 
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5.5 
5.5.1 

Appendix 6: Long-term remediation planning 
Strategic vision and objectives 

This screen shot has been extracted from the Horizon Improvements Programme 
V1.0. It depicts the programme strategic vison and overall objectives. 

Strategic Vision and Objectives 

• Postmaster experience is at the heart of the programme vision... 

e POLs vision for the programme is... 

• "To improve the Horizon user experience and Postmaster service, by reestablishing a level of trust and confidence in Horizon —
spenifically with regards to platform security, data integrity and supplier management" 

__.as are the POL strategic objectives for the programme 

Imple nentdlarges regtdredto oddness Hu findings and to 

~ 
pmvide meter lend dasataanue over Hgrum 

rragr.r.Hrr 
• Execute audit programme targeted at key areas of Hill 

findings 
Oefine requirements for audit and controls activit

.rferazn

y 
programme 

• Ieprove management of Horizon 
related processes across Pot and 
suppliers 

• Improve resolution of Horizon related 
transurtreal issues 

Improe m'aaagCHnad aFllor¢ort ardadpmt 

comity end implement IT images to ndwnr;e 
operation of Her zoo and Postmaster operation 
cope i 

• guild internal -intelligent client- capability 
• Improve control over donann changes 

5.5.2 Programme objectives 

This screen shot has been extracted from the Horizon Improvements Programme 
V1.0. It depicts the specific programme objectives. 

Programme Objectives 
We have identified I programme objectives and 13 high level measures to track our progress against the strategic vision. Our next step 
will be to develop a full set of KPls on which to report. 

Pastenaster 1. Re-establirhtnssl and Embeds culture is the I' organisation that 
Trust confidence focusses on the Postmastereeperience,putting 

Postmasters at the heart of everyming undo. 

address the 2. Address -. HIJ and Implement toe changes required to address No 
Past &PMG audit findings conformance and assure Postmasters over 

Horizon management. 

Deal with the 3. ReBme financial Reduce financial discrepancies and should they 
present discrepancy ocuurprspldeannitectice, transparent and 

euditeble outcome far Postmasters. 
and 

& eseln/ormMbn Provide actionable Information to Postmasters 

Prepare for Intel igemh' and POL to allow timely querying oftransactions. 

the future 5. Secure Horlann from Implement robust sonfrols that provide 
interference confidence that nommn is secure&data 

integrity maintained. 

&Improve service provide aneRective Horizon IT function that can 
deRveryand aperatont control and prlorinlse naTioh Change, Improve 

Horizon operation, and manage and positively 
influence the Postmastereeperience. 

]. crouton Horizon Ink Deliver Hired up Horizon risk management and 
anagemcnl and internd audit capabitlies. 

sternal audit 

A measurable fmpmvement in Postmaster trust and confidence in Horizon 

DelNer the Hartzon audit report 
Group eaec sign-off thatthe wl and &PMGAuda findings have been addressed 

A reduction krfinandal diurepancss tmm foam to an acceptable irdusfry standard 
A process in place to menage flnenclal dlscrepandes when they eccun 

Relevant Information is available for use by Postmasters, VOL and auditors 
A measurable reduction in disputes as a restIt of Irepround data quality and avallabilty 

A Hadzon system larduoape nersne from unauthorised Interference 
A fully resourced IT Controls function, wonting m defined processes and tads 

ccntroled & effective design, build, test and depkaymeot of IT cbange, with a measurable 
reduction In defects post go-live 
A measurable improvement in the identitiration and resolution time of Incidents and 
Problems 
A fidly resourced Hmmen 111 e ITfsnntlnn, working rn a Irading prartice op mndrl, 
processes and tools 

A fully esounced risk and inlemal audit capab hi, ..mint to leading practice processes 
and touts, and audited as bring Ofeclive 
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5.5.3 Programme structure 

This screen shot has been extracted from the Horizon Improvements Programme 
V1.0. It depicts the programme structure currently being set up across 11 
workstreams. 

Programme Structure 

We have identified 11 workstreams to deliver the programme. 

1 Organisation Change and Comma 
d AttaI—on.ieinmmedeli e1;

Emma Williams 
Re-tltbloh(ive 

and• tac~ on oenwrine oljecdol is Retdtabllah•Nit ~no coMldeMe 

2 ITTafget Operating Model 
Provide an effective Hcmmn 11 Wntponthat can control and pelotmse fronton [barge and improve operations 

Martin Godbold 
Deal objective G Im prove Servico oelieery & Operations 

• Identify andimplememimprc•emenismthe Honaonsystem 
4 Gorgon Bystem Improvements Impraveusadlity of the 112 elatfonrltoreduce no. of user cornea,im provetraining and outcomes Sme Balaehandran 

• Improve lmegratlon and data transfer elements tithe pkiformra Improve oanaaeslon Inoegnty 

4 Investigations he-design the investige:lons protest no provide standard and transparent experience for the pmt masters bean bcsseII 
• Rrovide the tethnologv and data menableadata-dutee appeoaehtoinvestigavon 

5 ITComrob 
Establish IT Controls to govern G Lo end fronton IT 

peon geerell 
• Emuum appropriate comrab stein place to protect data 10411 help deliver Objective 5l 

• Implement Intervenrlons Identified In the Data Governance review 
6 Data • Dotcoran overarching Horiaan Data Strategy and Roabnap Dan Addy 

• Designandimplemenr new Data TOM, Tools and atchrteaure 

] Seclnly 
• Provrte ae effective Horror satyr in tcrrtion that tan salute and manage Manion (aril help de liter abletire el 

Dean bessell 
Entire appropriate conirob err In plact to protect data (will helpdelle,r Objective 5l 

• Assess maturity of eaistsng Ii IntemeIAudit approach and development a risk-based IT Internal 4udit approach 
8 I ntarnal Audaind gist • assess the meeurlryoi lssdng rlst managementfremewertfortT end Horton, and developefnrmal nskmenagemene Dean Banoell 

ttatnework 

9 Tuobna ' Creates looker strategy and roadma, for GLO /HZ IT 
DanAddy 

• Derive, mchnical cap.b lily needed m eaewtn Me eaadmap and suppurttho propeamme wortrtreams 

10 Business rase development plan for and manage the programme'si mecca on the IT bud get lEm*rma W,lliamsl 

11 Remedlaliom Manaeementoffite Ire kMereliveryofaI 1pbjectves across theprngramme,rn-otdinatedesign andimplemenbtongnvemance Emma Williams 

5.5.4 Plan on a page across all workstreams 

This screen shot has been extracted from the Horizon Improvements Programme 
V1.0. It depicts the plan on a page of 24 months of activities across the proposed 
11 workstreams. 

Note: Additional artefacts also exist, such as a RAID log, Resource Plans and 
Governance structure. 
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Plan on a 

# Workstream 

1 Organisation Change 
and Comms 

2 IT Target Operating 
Model 

3 Horizon System 
Improvements 

DRAFT FOR DISCUSSION 

across all workstreams 
r Phase End Date * Re-baseline 

Phase M 

M A M J J A S 0 N D J F M A M J J A S 0 N D 

0StakeholderAnalysis _ 

OChange impact assessment 1isTrj .

OChange & corn ms plan r 

fT TOM 1-0 O IT Change mgt. improvements, quick win governance forums, critical lbs and (Pit O IT TOM enabling tooling implemented 

ITTOMvalidationK> • i r • i - • - 

IT TOM Governance implemented O 
Embed priority To- O IT TOM design 

<> Implement and embed next priority To-Be processes 
Be processes complete 

s 
v1.0 of the HIJ remediation activities implemented Note: improvements to Horizon will be Identified, prioritised and implemented throughout 

Produce Solution Design for medium term reference data, for the longterm and for Integration pattern implementation, respectively 

O 2 • r ' 
4 Investigations Investigations 

TOM atio Investigations Data Platform designed Note: Data driven investigations to be conducted throughout 

Fast Fix O Training and implementation for selected IT controls 

5 IT Controls ", Wave one Lessors learnt report 

IT controls roadrrap r r + 

Data Gov Dratirg +;} 7 J - 
6 Data 

20 2.1 IDAM Prioritised Ph 1 rollout TED: 3.o Ph 1 extension to wider HZ 

Design, implement and embedding of priority Tn-Reprocesses

AnalyAsofIT lAplan Risk based [A approach AssessmentafPOL IT PM 

8 Internal Audit and Risk  > ~> Wider PM 

_ _ nrrr. Maturity Assessment ERM Framework 

Platform Revieew Q O eaw Pd - : r 

` 
9 Tooling 

Chg- Mgt. MVP Q - IISM Processes Re-baselined 
ITEM/PPM Processes Re-baselined and extended r - - : r 

Tooling Strateot VI v : t 

10 Business case dev. 

J F 

GRC Solution 
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5.6 Appendix 7: Engagement Terms of Reference 
The following screenshots are taken from our contract with POL. This sits under 
the following contract reference: 2019/S 079 190249. 

Engagement requirements 

This engagement has two requirements: 

A. In support of the Post Officers response to the inquiry, the Post Office wish to offer ar 

interim report into progress they have made to address previously identified fail ings. 

Specifically, the Post Office require assistance across six areas: 

i. Privileged Access Management 
ii. Software Development Lifecycle, Testing and Quality Assurance 

iii. Known Error Lags — historic 
iv. Known Error Logs —current 
v. Remote Access) 

vi. Horizon Next Generation (HNGA) Robustness 

The six areas and expected evidence are included in the table below. 

Privileged Access To clearly know who has what privileged access at 
Management any given time-

S)LC, Testing, QA To understand how changes progress from 
requirements analysis through development, testing 
and into early live support. Clearly demonstrate how 
such changes become fully live under mainstream 
support arrangements. 

• PAM capability overview covering People, process and technology 
• Evidence of tie PAM related processes within Fl working —to include processing of Movers 
• Routine Reporting on PAM 

Evidence sampling of PAM system in Fujitsu 
• Evidence of corrections to PAM when things are seen to have gone wrong 

• SDLC, Testing and DA capability overview covering people, process and technology. 
• Evidence of the process working and not working. 
• Evidence of handling of any exceptions. 
• Evidence of decisions made along the process 

Evidence of go/no go decisions and how they have been made 
• Evidence of where things have not followed process and what has been done to correct them. 

KELS— historic For each historic tEL prove that the tEL condition no • Data needed to proves the tEL has been fined — will differ in each case 
longer exists 

KELS Current Understand how Fujitsu notice that something is not • KELS Process overview within Fl covering people process and technology 
right Evidence of reporting and decision making around KELS e.g. minutes of meetings, reporting 

Horizon Remote Access How does remote access Into work both in the past • Who In Fl has the tools and capability and how do Fl manage this 
and now that people are working from home? • What are the specific tools and capabilities. 
Covers branch equipment and RRDR. • Now is the access given and taken away from people? 

• How is it monitored. 
• Evidence of all of the above 

HNGA robustness Evidence of functional and non-functional robustness • Evidence of performance and stress testing 
of HNGA • Evidence of measures fortransurnonal integrity 

• Evidence of Infrastructure resilience 
• What are the proressesjcontrols/measures for ensuringthat integrity is not breached 
• Ability to replicate fault conditions fortargeting improvements 
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B. Given the judgamantslbe Post Office also wish to establish a cybar and foransiccapabdity. 
They require assistance in developing a tapabi ity focused operating model. 

Sauelie- aueraach 

The 5uppllerwll approach meeting Authority requirements In four phases: 

1) Phcael-Discovery 

The Supplirrwil week wilt, the Aulherity to uncover all mateeialsand stakeholders needed to 
omplete subsequent phases, and with the support of the Authority schedule meetings with 

the stakeholders. 

the surp.Ion will draft both high level and detailed plans to manage the timetable that well he 
used to define the programme timeline. These plans will be agreed with the Authority. 

2) P000e2-ReviewoJleaelo 

A review will be conducted egairul a niterler agreed between the Supplier and Authority, 
such as standards as speafied in the contract between the Post Office and Fujitsu or any other 
standing instructions. 

Note: At the time of agreeing this Lbmrant the Authority contract with Fujitsu has not been 
made available to the Supplier. As such it gas eat been passible to agree the Criterion against 
which the supplier will review. 

The Supplier con a conduct review of the to areas of Horizon identified in Raqurementa. 
SpecBtsuly, this will involve, 

Privileged I Estabish site he; what privileged access to donate at any 
Assess given time. 
Management 
(PAM, 

This will include an initiaf review of the fallowing: 

a.The processes and technology rmnved in the 
management of privileged access. 

b. The detail/description of the roles that are assigned 
prieilege access and how those approvals are 
vettedJmntreged at a technical level. 

c.Th, frequency of prMleg d level access, specifiral hp those 
avenneesthatuen granted to the Unanen production 
emnrmunent. 

d. The purpose of the PAM usage era case by case basis. 

e.Tha salt trail of which ar:evites were canted out and 
management of any armoires that could affect counter 
lransacliuns data. 

Records of corrective action taken by Fujitsu when failings 
in the process have been identified. 

The Supplier will fulfil this taskby performing rice following 
act ruse 

Proposed Approach 

The following high li veI approach is supported by the detars, 
below (500pe and Definmons AND target Elements). 

a. Establish scope of prodleged access 
2. Establish baseline for prtailegac access review 
3. Agree report dellvershlestructure and content H.e.a 

'product description'). 
4. RequestrelevantdocumentatlonforprivBegedaccess -

both Noriaon aedanything underlying if different ?if io 
cope) 

5. Request relevant documentation for PAM management. 
6. Review dumnierratiev. 
7. Arrange meetings with relevant key personnel to disorss 

relevant topics and clarify any items. 
8. PnAarm Intertgews. 
N. Perorm analysts. 
10. Perform any follow-up interviews if relnear t. 
11. Reporting. 

uoofitaeite of ecoDe end defeltlone 

The fallowing will be addressed in the irdliel phase to establish 
agreed dnfnfilnns to mnfirna the scary+ of the prnlnnad 
engagement, as proposed. above. 

Specifically, within the statement •Establish who has what 
privileged access to Honaor at any given time Further 
clarification is required to rotten: 

1. Within thesccpe, how is"Homan"defined? 
2. Within thesccpe, how is •Privileged Access" defined? 
3. Within the scope, what In cat any given fir" deer irin,r 

Targetelemneta 

The breadth of the review will be darified to ena.re that the 
above scope encompasses the correct target elements for the 
roam) review: 

1. Proeeuee associated with managementef privileged 
access and their scope. 

2. Processes and technoloev, reviewedawording to an 
agreed benetn e. standard, policy orvendor guidelines. 

3. The "reporting procass" stated relater to what 

specfirally? Is there an agreed approachthat POL can 
provide that can be used asthe template to perform the 

net? 

I. Cladtratlon enthe point' rewpMlleged access" 
Treated by Fujitsu en understand the direction of the 
question and the uederlyng concern that raises the 
question. 

5. We will reviewthe coneetive actions taken having 
clarified the perspective from which ths ato be 
delivered. 

Establish how:)) elrargeeto Horimn progressfrom 

a Knew. Error Establish how P.11mauare made aware ofanemor. 
Lags -current 

This will include an nitlol review of the following: 

a. The KEL process at Post Office and Fufllsu, across 
people, process and tedrrology. 

b. ieporting and decision maldrg around KELS eg.minutes 2 Software 
Development requirements analysis through development, testing and of ineerings, reporting. 

Dfetyde(SDLC), into early bee support; and ill how such Changes become The Supp ter will fulfil this task by performing the following 
Testing and fully litre under nalnstreem support arrangements. acnlons: 
Chaarrty 
Aaeueaeae((UA) • Reviewing and analysing the relevant 

This will holude an,antl) review of DIe following: documentation (e.g.ItL technical analysis, root 
sviewin

a. SOLE, Testing and GA tapsbildies within the Post Office 
. the tbents,elc.). 

Intarvlewing the stall msponsibl¢ for dat6lon. 
and Fujitsu. 

h. Meretherapahllmes have faded anmsahp. 
makngregarding the KEL 

e. lbw eueeptbns are handled. 5 Remote Access Esmblesh how remotes ern Intothe Post Office network is 

A Where documentation of decisions has been made conducted-both currently and pre-Co ed-to include 

throughout -he capability. branch equipment and BRD€. 

n. we love/don't go ice decisions and how they were made 
f. Where process was not followed, why and whatwas 

daneto address the oataf process step. 
Thiswill include an inrtlel review of the (allowing: 

a. Who in Fujitsu hasthetools and capability and howit is 
The SnppllPnwlll frlgllthlslMkby perfnrmingthetnllea.ag o' 
dClans: 

b. The The ounxefic taolsand wpebilRies at fu]itsu. 
• Reviewing andanalysing therelevant e. Howeccess granted and revokedend monitored. 

docomenta[ier. (eg.test plans, progeosR reports, The SuFp tar will tuff) this task by pertorming the following 
qualay gate declslon prime, etc.). ac ions. 

• Interviewingtteteststatfuedtestsupportstafl 
(e.g. test manager, test practitioners, environment Proposed Approach 

onager, release manager. PMO, etc.). The following high-level epl ioadi is supported by the details, 
• Analysing project boars, projectdetbions and below (Scope and Deln l[lom AND Target Elements(. 

meetingouttatnn 
• Reviewing action I s 1. Establish the scope oft he r.meteaccess service review. 

• ReNewrnR RAIDS. 2. Establish a baseline for the remote access servire review 
based nu wr mist std le, comp) tiaras regain meanie and any 

• Analysing defect management, and the decisions l stare
made aresedthe acrepeaere of defects. 

Per each histori[KELestatlish whether the condition 

re a 
deliverablestnxtum and content (i-

'product dessnptiue'). 3 Known Error 
Logs j KELI- rernainn or not. a. Requestenlevantdocumentation Inn privilegedaroess-
Irblon[ bath Horace and arrythirg underfyrng if rhfferent )if I. 

.cape) 
Thrsswll include an i—(mvrrceafth, fallnwing 5. Request relevant documentation for remote access 

a. Each KEL end-toted. 
management. 

6. Review existing documentation. 
Thempplrerwill fulhltnis task byperformingthefollowag 7. Arrange meetings wth relevant key personnel to discuss 
uenlens: relevant topics and clarify any tens. 

• See4`KnownEeoeLogs-current)" 
8. Pedarmrntervlews. 
9. Perform anabfsls 
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a reliarm any/dbw-up lMennevs H t insaa. g ore poliryor Inducted Intha 
II. Aeptding: primary pol q? 

' 
Is tptrcanappmprutc 

[Icrlfkotlon at scope, target thwarts end deflamons propasal(I50pittethat ew/sign 
nN prncas n place that  all 

Thefallo.vina will he addressed In the initial phase establish chankesto the reme[e xcess sernce? 
agreed defntians :o confirm the scope of t he proposed 
engagement, as proposed, ahova 1. Remae Aaess Desgl and llfraslr,acNre 

assess Ismmalel
I. Aemde4¢ess Requirements 

waren  -l[inaearl 
awarenessseeesraIrgandawateneasrercece (h eddmon 

wTet mats/soflwereere used tofetrlbete 
stress? 

t general usersaurtty awareness)? 
b. who has acressmme remaeacress Whte 

h. Whet seethe target aDPhnllom/saNaes ra,r.peeertsasrdhrieb
tratwe remof acre users? 

Are spedfit ussees tlhln 
aaess ctntmise is

C. 
rosesi 

remMe stress auefoud, clan r!trct
0. writ rensote actessbe Imlret to pmeumloa, 

prere meMdthe 
prwessm IMude M1ow sensrtlse caM[sum as 

ist a requiremem (or pasvords)are password rolaiim 
on-priMunwn emnrgnmems;p be

rune r
polDlesandme use m mu¢I-raadr autnentrmdn Inert

How 
net esspa.od In. rtMr4D Used, oftokens 

to both,  terms of whorls allowed m use 'noses 
str,rd toile 

and/re are 

s 
antl v.filU appecadom/smwceamey suppor tl zntl/ormantlatetl? 

ed waft manes

sagan4, e when working remotely? 
hmr reod/r,o eematenstingneuc  roarsaMmenmreles managed on 
modelaM/orcu MMt devicest salt t  teen

f accosted that tulrtsu wlllrotaed :oce tl. whah.Wti anre ramass 
responsible d 

sndesrerlce and esmene 
solutions are used to ton4d and edmce to chute 

remoteadminlstratbnoftsH ily rite Hates stasis vaee AGonear0r yantrsdpatrhro ndard 
g. 

h. tey 

PnttmprA.
stndards, web Nhaing and required patch 

rest
inren dna kited web

Collated (ierl web ,.a gang? 
asthereroutesaes 

Dn 
004)ir oerert ctaom atat0 0t snd,dbA 
pAM~ Ipptllet[pfedlba[e RfAof securltY 
„tltleMz? 

n a tom nnrl,r btospanats htfln
app mpnate level of Iesillen[e n line wnh me 

P(Ys exznng HA antl DR polldez? 
h. Wbat tlewresare authansetltar remote 

access )l Issued pCa, sAonx, tnbbts—im 
f. oea the vsrepo eta pr havesumdem 

upanry t pprtme pro)etted usag, ,lumen 
sop 

i. lasct is mearrant and 
IdeMmed In the requirementsf 

In th

WAdape=il note assfun projectedwumed 
tasctment u5etsaM cnmesponding 
Wndvndtl,,rtllisanon? 

g. 
—d—are aeel In plum and Iaow sre 

dr 
are mere 

Nedand adminideredy 
rrently/plenneass ti naraoetanar 

Generatlgn 
Emehlish the funt'honel endnoe-han[AgnNmr uN attesa 
Henson Heassenenatlon. basin VPHateeas the pdsptlmary 

eeoiee 
r 

aasaeate 
rc uit 

teNor)-ininn—
etryntel sisal lebastness 

). t-Aat (I5any) "Alme Thh will lndude an lnwliel revkwold,efolbwing: 
standardsm„st be met? 

a.  The appraadl lospecl1950 NGRfunttunalantltwn- 
ponildllryee k. hmereane ingl i5 tr antl 

lunmbal requirements gurer,amz model whi+cokrs'he ,emotr 
enmtlnn pertaninginM h. a dn,man,s and amcc rxe, eNar speuf IlY to man umbmllai tnstegofotlto, 

I. h adminheratbn of me rtmae stress 0. hteaoceeetortraeeatr,oe,altrtsnrrty. 

sacoitatatnraa bya separne d The iMmstr,chaeresoenre at 01104. 

Across the six areas additional lines of investigation may materialise as the review is 
conducted. As such additional review areas may be identified and agreed with the Post Office. 

For the Supplier to maintain independence and manage potential conflicts of interest, 
Requirement A will exclude the following: 

• Any review of financial controls in relation to financial reporting systems or systems 
that feed financial reporting systems. 

• Any comment as to the effectives of Horizon to provide financial reporting. 
• Any KELthat refers to financial reporting functionality, and or KELs that could be used 

to question the effectiveness of financial reporting systems. 
• Any KEL that has a financial recording or reporting impact. 

3) Phase 3— Review of Horizon - Report 

The Supplier will draft a report with its findings pertinent to the six areas outlined above. The 
report format will be agreed with the Supplier during the engagement, and may contain 
narrative documenting issues, findings, risks and recommendations versus the criterion 
outlined in Phase 2. 

The report will be grouped into areas that will easily map to Horizon judgement matters, and 
the Supplier will provide this mapping. 

The report will be KPMG-branded and may need to be disclosed in a public inquiry. 
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e. The processes/ controls/ measures for ensuring that 
integrity is not breached within HNGA. 

f. The ability to replicate fault conditions for targeting 
improvement activities. 

The Supplier will fulfil this task by performing the following 
actions: 

• Reviewing the Non-Functional Requirements, and 
establishing if they are fit for purpose and 
appropriately detailed. 

• Reviewing and analysing the relevant 
documentation (e.g. NFT / OAT plans, progress 
reports, quality gate decision points, volumetrics, 
data profiling and analysis, environment 
configuration, etc.). 

• Interviewing the test staff and test support staff 
(e.g. NFT manager, OAT manager, environment 

manager, release manager, PMO, etc.), 
• Analysing project hoards, project decisions and 

meeting outputs. 
• Reviewing action logs. 
• Reviewing RAIDS. 
• Analysing defect management, and the decisions 

made around the acceptance of defects. 
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5.7 Appendix 8: Analysis, findings, and improvement 
recommendations — Horizon AP-ADC scripts and reference 
data solution 
This document is an assessment of the reference data and AP-ADC scripting 
software which currently form part of the Horizon computer system. 

AP-ADC scripts and 

reference data assess 
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5.8 Appendix 9: Horizon IT Delivery Robustness Analysis - 
POL Horizon IT Maturity Assessment 
This document is an assessment of the robustness of the Horizon IT capability. It 
assesses how Horizon IT Services are delivered against pre-defined maturity 
levels using KPMG's reference IT Maturity Assessment tool. The IT Maturity 
model is underpinned by industry standards such as ITIL, COBIT and CMMi and 
will be used to provide maturity scores for processes and capabilities supporting 
the Horizon platform. 

IT Delivery 
Robustness Assessme 
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