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Post Office Limited ("POL") is going through a major program of work to 
address historical failings in its core Branch computer system (Horizon"). 
Horizon is used for transactions between POL and its Postmaster branch 
network, and is owned, maintained and managed by Fujitsu Services 
Limited ("FJ"). 

Postmasters raised issues with Horizon and these were linked to 
prosecutions and convictions of Postmasters for offences such as theft 
and false accounting. 

In December 2019 POL settled with a group of claimants who established 
legal action against POL in response to their convictions. Following this 
settlement, the High Court ruled in the claimants' favour. In February 2020 
a public inquiry ("Inquiry") was announced into the matter, with terms of 
reference and the appointment of a chair being announced in September 
2020. 

The terms of reference of the Inquiry include '`whether lessons have been 
learned and concrete changes have taken place or are underway at Post 
Office Ltd", with respect to Judgment (No3) "Cornnion Issues" and 
Judgment (No 6) "Horizon issues". 

In response to the Judgement in October 2020 POL engaged KPMG LLP 
("KPIVIG") to review progress made since the Judgement in 2019 and to 
provide recommendations against observations. The engagement was 
established to help POL report into the public inquiry; specifically, 
Judgement No 6, the Horizon issues, summarised on page 9. The content 
of this report was thus predicated upon KPMG's review against these six 
areas of concern. 

To provide an independent view of progress made to address previously 
identified failings categorised in Judgement No. 6 as the following six areas: 

Privileged j Remote Access Software Development 
Access  Lifecycle, Testing and 
Management Quality Assurance 

e Known Error Known Error Horizon Next Generation 
Logs — current Logs — historic ñ (I--INGA) Robustness 

Section 1 introduces our report findings and key themes and a proposed 
remediation programme structure. We raise Fundamental Issues which we 
see as underlying issues which need to be addressed to prevent the 
improvements that are needed from being sustained. The main body of the 
report has two lenses for our observations, Section 2 provides a summary 
view based upon each of the above scope areas and Section 3 provides our 
detailed findings within key themes, mapped to the HIJT report. 

Appendices 1 to 3 provide details 
of the documents, interviewees 
and meetings which have shaped 
our opinion in this report. 
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The Inquiry demands change and (data) integrity 

One of the central tenets of the Inquiry is that POL must change and be able to 
confidently assure Postmasters on the integrity of their branch data, and that 
POL must be able to provide externally assured confidence in the approach by 
key suppliers (or by itself). In short Postmaster trust must be re-established. 

This requires POL to demonstrate it understands its Postmasters and the 
demands they face as the customer-facing sales force. It must be able to 
manage and address risk in the broadest sense of the business definition, both 
internally and, by extension of the approach, with its suppliers, and be based 
upon a stable platform within a supportive environment for its Branch network, 
be it direct or franchisee. It needs to make its business and that of its 
representatives safe, trusted, uncomplicated to run and accountable. 

POL's appointment of a GLO/Horizon IT Director and the building of a capability 
with a revised operating model to manage the Horizon IT estate and 
relationships is a clear signal of intent by the POL. 

The team is assessing the current Known Errors in Horizon and has established 
a method of approach which both improves inclusion and alleviates the impact 
on Postmasters. Encouragingly, this signposts that the 'voice of the Postmaster' 
is central to C-level understanding of the need to accelerate change in what is a 
unique organisation, with a core social purpose. 

Fundamental issues remain 

desired. This is critical in successfully landing the Strategic Platform Migration 
(SPM) currently being derived in a newly formed transformation unit. By way of 
illustration: 

• The established organisational design and culture, and the way in which 
process and risk are managed in the areas identified within the Judgement 
means that governance and process gaps exist; 

• The outsourcing of activity has affected the (assumed) delegation of 
accountability; and 

Individuals are primarily concerned with their own area of responsibility. 
There is no apparent challenge between siloed roles to broaden, connect or 
change this, thus no visible collective management of risk and controls. 

Consequently, there is a lack of consistent, reliable management of Horizon; 
process, frameworks and approaches are not currently fit for purpose. 
Moreover, the Horizon operating model and that of POL which it interfaces with 
require significant attention to transform the Post Office into a successful and 
future-proof direct and franchise-based model. Our observations, therefore go 
beyond and behind the core findings of Judgement No. 6 as the two cannot be 
separated. 

Two high-level illustrations of the reach of our observations are: 

• Process — Section 9D — 3LOD- This highlights the lack of internal 
communication of the Judgement finding actions to relevant teams in the 
context of the need to address these at an operational level. 

Our observations to date have established that there are fundamental issues Process Section 14A No User Acceptance Testing of Horizon releases is 
which must be first addressed in order to effectively drive the change that is performed and the impact of change on branch users is not considered. 
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0 
The main body of this report (Section 3) is categorised according to eight 
themes. They align to the GLO/ Horizon ...... target operating model currently,
being designed and are split as follows: 

1. Governance 5. Data 

2. Capabilities 6. Systems 

3. Processes 7. Supplier and performance management 

4. Culture ann canducA S. Technology 

We also provide a HITJ report issues view — this is found in Section 2 and 
summarised on page 9. Both point to Fundamental Issues (summarised on 
pages 7 and 8) which go to the core of POL being able to address the HITJ 
report issues. As such, significant further remediation is needed across all eight 
themes in order to address the six HITJ report issues and land the SPM. In 
effect, addressing the observed themes will allow POL to drive a successful 
business through its direct and franchise branch network. 

Implementation roadmap 

POL and the Horizon team are making progress. The immediate challenge 
however must be to ensure that any in-flight activities, such as the migration 
from Belfast and the underlying arrangements are assured as fit-for-future. 

The workstreams we propose within the GLOI Horizon IT target operating 
model are all critical to the delivery of SPh1 (see page 10). However, our 
concern is that there is limited value in commencing these if POL does not 
embrace the changes which have to originate from the parent body. Put simply, 
the new Horizon team needs the support of POL to succeed. Culture, roles, 

responsibilities, understanding of risk, processes cannot be sustained in 
isolation, nor can the interdependencies be ignored. 

The proposed roadmap must start with an organisation 
that collaborates internally as well as with its Branches and its vendors, and 
identifies areas of quick-fix and foundational change, such as: 

:t:stablish an oversight board to coordinate and govern the programme. 

'Identify interdependencies between POL, vendors and Horizon. 

Review, update and train staff in key roles of risk and governance. 

In summary, the observations thus far point to issues which extend to people, 
process and technology at a POL-wide level, and whilst change can be effected 
within Horizon, POL must lead and follow the same path to succeed. 

Conclusion 

There is an apparent culture within POL which needs to adapt quickly, 
embracing a collective responsibility where changes, in areas such as vendor 
management, roles, responsibilities, process, training and technology, will 
endure within the new operating model. 

POL needs to reflect its Social Purpose in its internal business engagement by 
adapting and maturing as an organisation to embed the improvements it is 
about to make within Horizon. It needs to ensure these are driven through its 
public-customer facing lens; that of the Postmasters, and these must be driven 
throughout the POL organisation. The following pages of this section expand 
upon this point. 

Pif=ase n ste o fa conci~rsiarf will confinue tcs c€eveio fofiowin recei t of 
inf€arr}' ation from FJ ancf irr srarne cases rna ctran e as a result. 
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Our report includes a set of broad-based observations or fundamental issues that must be addressed, without which any resolution of the wider observations will 
be unsustainable. They are summarised here and denoted throughout the report with this symbol . 

These Fundamental Issues have been uncovered throughout the Horizon investigation to date, however, it must be noted that it is highly probable that these 
issues are POL-wide, and may have a much wider impact than just within Horizon. It would be appropriate for POL to investigate further, to ensure that company 
wide policies, processes and approaches are in place, and that these are effective. This would validate that the expected management of other vendors, platforms 
and systems is taking place within the company. 

Additionally, a number of Emerging Issues have been identified during the architectural review. These items do require further investigation, however, as they 
have the potential to cause serious problems that would align with the concerns of the Judgement, we have included them in this report for awareness. These are 
found on the following pages. 

1. Governance the accountability, ownership and responsibility for all management and control aspects on Horizon is not clearly defined between POL, FJ and 
other vendors. 
Notable gaps exist in vendor management, service performance management and contract renewal. 

4. Regulatory Compliance • KPMG has a concern that the lack of coordination in areas of Governance, above, and the absence; of collaborative effort between monitoring and 
oversight of Horizon regulatory compliance and risk management is signit:cant, ✓al,ic:l ray h..a, eimpacted l'O._'s ability to meet its 
FCA/PRA obligations. POL and FJ have a programme in place to resolve a non-compliance issue regarding unencrypted PCI data; and GDPR P1 1 
requirements are not currently being met. 

3. Risk Management maturity POI.'e approach to risk assessment and management is unclear with regards to how IT operstionsi eke as e, managed. This is compounded by 
concerns over the use and suitability of ,Archer as a tool to iTiorltor. idertfy dependencies, ag„regate risks and  highlight potential impact. 

9. Risk Mans meant at Three Lines of • The ,.econd l ine and "I rd Lines =s of [.)ete'nce .1r, not seem towork in r.cai'dination and appear `n operate indapendei itly. €x .v', -..: or d assessment 
)efel r . (3Lo[A of Hanson is provided € y 1 oj'lsi.i (via monthly ly reports), Fhis se f ,sse.;snieiatis rot challenged by POL, and there seems to he no ndepencent 

review of Horizon by .`P O'... 3LoD staff Audits conducted by the third line of defence tend to be thematic rather than risk based, and do not delve 
into IT controls to determ''r€e the e,ffc,ctiveness of these, controls 
We observed that the judgerrer9 slues have not been shared with the second and third lines of defence, meaning that the items were not being 
tracked as corporate risks, or used as focus items for Internal Audit to examine. 
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10.  Contractual Arrangements (Process) The strategic IT vendor management process is performed on an ad-hoc basis rather than at regular, set intervals. These ad-hoc reviews do not 

apply the latest business needs or re-evaluation of the required service levels against the contracts. 

13. IT Controls Framework (Process) the IT COBIT controls are not implemented at a meaningful and granular level, and the controls framework does not actually apply robust and 
effective controls to IT processes across delivery. operations, change management and vendor management. 

17. Ambiguous attitude to taking There appears to be a lack of understanding and/or acceptance of responsibilities and accountability across the POL landscape. Furthermore, the 
accountability, ownership and importance of process changes required from the Inquiry does not seem to be understood, and there is a lack of urgency to develop the appropriate 
responsibilities especially for GLO response to the judgement items. 
remediation (Culture and Conduct) Apart from within the GLO team, there appears to be no detailed planning to address the judgement findings. 

• There seems to be little' willingness to challenge vendors within supplier relationships, and the contractual management framework is trusted as being 
fit for purpose and is not challenged. 

Branch workarounds There are various mechanisms within the Horizon platform that facilitate variations in the way Postmasters use the platform depending on their 
particular business situation. For example: where a Postmaster operates a retail shop and a Post Office Limited and has no separate EPOS system 
for their non Post Office Limited business. Postmasters may feel the need to use workarounds such as stamp reversals to allow them to use the 
Horizon platform and payments mechanisms to pay for stock items not supplied by the Post Office Limited for the sake of supplying a convenient 
single payment point for their shop customers. These processes and working practices have a high degree of risk associated since errors and 
accounting mistakes can easily be made and there are some variations an how these facilities are used. 

Enfranchisement The franchise structure that POL has set up has to take into account the various types and formats of the POL counters (dedicated, mixed business, 
supplementary business, hybrid), however this does not seem to be the case. Our initial findings indicate that there is not an adequate and 
standardised base which can be used to build upon a complex, multifunctional organisation that can act in a consistent and reliable manner. For 
example, franchise post offices, when hiring staff, use their own contracts which are not necessarily POL templates or standardised POL contracts. 
This means that there is no consistency between POL's staff contracts. 
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Please rote: Emerging obsr~~rvations relate,, primarily tc tf•e currently reviewed Post 
Office I..i mite;d POI. ) ele meris of I Icrizon or p CJI..'s ability to vs' man a ,.fe t c identitie d ........................................k..........................._.._....................................._............................................................................................................................................... 
elements of l iorizon. ,fit the ume of draftin this ir, rim rep ort e n aor emer~t wi-,h 
F.ajitsuF.l))._has_no_t-been..possible:._Cortent_ s therefore_t(,_e_ product _of_the_evol vvin.g.
a; c ate .ras rat u~ith POL atal elwold+ rs cr7: ~rrd re u e ^•i of FJ elerra£ nts POL I a'I e 
been able to irouide. I : is antir:i anted ti-lai ir•.formatio n From f .1 c ill k;e avri la l frnrn t ............................--..............K~.............. - ................................ -............................... - ................................ ------
rtid Jar cart{_torifleFeb1_car, 202'_,--atwhich time this ia+ e rirLrf or wiillhr. 

lidate of a10 ._.0 fr .0',ttf when e nee 00f 0ry A sear f the c o ents_of
not acc:arate;l~- reflect .hoe current state;. 

Observations are summarised here according to the six HITJ report issues. 
More detail can be found in Section 2. 

. Privileged Access Management: There is no notable progress on an 
approach to privilege or elevated access controls within the POL Horizon 
environment beyond basic user enablement and access. No tooling is 
deployed to automate and reduce human error. Moreover, there are scripts 
or applications that are used to resolve issues within Horizon for which do 
riot use such controls either. 

Remote Access: The POL environments use limited controls around .~. 
Remote Access and although a few operational changes have 
been implemented since the Judgement (post COVID) these do not 
represent an improvement in the overall profile for Remote Access, which 
remains sub-optimal. 

r "'! Software Development Lifecycle, Testing and Quality Assurance: 
Overall, the governance and control of the SDLC and Testing within POL is 
immature and requires immediate attention, with critical actions to take 

place as soon as possible. It is clear that limited focus has been applied to 
this area, and there have been no substantial or incremental improvements 
since the judgement in November 2019. 

Known Error Logs (KELs) _ current: Whilst there has been definite 
improvement in the handling of current KELs, this progress has occurred 
recently, with the commissioning of a dedicated owner, with a support team. 
to take control of the KELs and drive there to conclusion. An updated and 
improved process is being €mplemented, and h<gnter controls have been put 
in place. Buy -in and commitment from the third partles has likewise 
improved. 

Known Error Logs — historic: Without more technical detail being 
supplied for each of tile historic KELs it is riot possible to determine if each 
of these items has been successfully resolved, or if they are still 
outstanding. Whilst POL has improved the tracking and monitoring of the 
historic KELs, there is still a large gap on the levels of information being 
supplied from the third parties regarding these KELs/ Without that 
information forthcoming, it will not be possible to conclusively close each of 
these items. 

Horizon Next Generation (HNGA) Robustness: This is a critical 
outstanding area; POL has not implemented the expected and required 
controls regarding robustness to give confidence that the Horizon platform 
is resilient and reliable. Currently there is too much reliance upon FJ and 
other vendors to handle robustness; this is not appropriate, and leaves POL 
in a high risk position, as each vendor may be monitoring and controlling 
their own scope, but the holistic and overall responsibility lies with POL. 
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For each emerging observation detailed in Section 4 we have themed them and provided a mapping 
to one or more of the six HI_f.J report issues we have been tasked with auditing. ..I. hesFe are. 

. Privileged Access Management 

Remote Access 

Software Development Lifecycle, Testing and Quality Assurance 

Known Error Logs — current 

Known Error Logs — historic 

Horizon Next Generation (HNGA) Robustness 

On the following pages we provide a summary narrative for each HITJ report issue, pulling together 
:m ultiple low level observations into higher level observations. In this table we list the number of 
themes mapped to each issue. 

Privileged Access Management 4 

Remote Access 2 

elty, re Developmen'. I_ lec:ycle, Testing and Quality Assurance 5 

Krc.vr Error L+cgs ... curre€ t 

Known Error Logs — historic 

Horizon Next Generation (HNGA) Robustness 
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Overall theme: - a low-maturity, inefficient and uncoordinated approach in all aspects of IAM, with no view of priorities/risk exposures, requiring immediate attention. 

Governance 3. Identity administration, Access governance, No coherent approach to IAM Exists, with high dogmas of r"nar,i'aAl process and no consolidated source of truth for all users 
Privileged and Remote Access (IANI) - Core creating a sub-optimal process for all joiner-mover-leaver and certification processes. 
systems and management There are no po!iaes, g£lidani;e or control; to manage car audit elevated access. 

• There is a lack of visibility of vendors' users or activities including elevated and privileged users with differing processes and 
lack of ccrrelation between user ooro)ul)s. 
Tusk. combination and segreg t::on of duties checks are not made upon user creation or rights elevation_ 

... .. ..... ... ... ... .................... 
3. Identity Eidminisfr<tion, Access governance, ;dcess review of all ) ci types i, inconsi:>tenl in liming and conducted 6-econt31, f_r Globe users, and within seven days 
Pnnvitaga and Remote Access I AM) - for Global t. cis !savers. No such otocE . a s t:s for f ttan:ctl users. 

certification and remed:atiorn " The !sack (3l understanding of the Horieon estate inhibits risk t} se<f good governance processes. 

3. Governance 
_. ............_ .................... 

3. !den 'sty administration, Access governance, 
_. .. 

• Po .trnay. ors can meats user type., and have elevated function tights including password. creation. No auditing or controls 
Ptivilege(7 and Remote are driven by 0 P to limit Ac use of these rights. 

Access (IAM) (Branches) 

3. Process 

... _._........._....._.....I.... 

12. SmartlD/Authherntication 
......_...... ......_...._._._._ ......................W......_._.._._.._.............................__. .. 

" ,fo!ner"mover leaver processes vie not defined, mdi leaver de tection based  primarily or' inactivity, thus inactive users 

including 'hose veal elevated Gr pr ivileged I"€ght i way continue to be aciv£;, This is a knows issue n II)(. B ccinch network for 

..... .... 
aJARlif) user" 

.... .... .... ..........~ . .... ...._. 

12. Sntart t ulhen ir .Lion (Branches) 

... 

t.e. veia nc cou 's are left active by Branch roansig r with elevated Mg t., enabling 1 user a(U3Unt sA r [rig. 
..... .._ ........................................................................................................................................................................................................................................................_...._...........,.....................................,..................................................,....................................~ 

1?. ;;mart iLTAuthenticaticn 
______....... .. .. ... .... .... .... .... .... ........ 

• The approval pi'cress for access € ights does not have a four eyes olive epic itch for Dci.. Global users and Branch users. 
... ..... .... ... .... __ .... .... .... ... .. .... .... .... __ .... .... .... .... .... .... .... .... .... .... .... .... ...."""' 

12. Smart :[.AElfhe. 1 ica i:ion There s r:c iinatf1od at c:onv mf tacitly enabling, monitoring, ce.sinci of euditing elevated arid )r vitsceci access to secure 

prompt end appi"npnafe access. 
.................._ 

S. Technology 
...................................... .......... ............_._._................................._...._................................................... .. 

23. Tooting .... lAM & CRC 
...... ..... ..... ........................................ .... .............................................................. ............................... .... ............................. ... 

PC I.. masse mlr. ':rnai (t £,. . .all use ciif its current commercial AM tools and has no strategy fm : !A&i!( R( . 

C :2KCfi:iL).P. ,Lis i
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f 
Overall theme: - there a lack of a consistent approach to authentication or a linkage to IAM (see Privileged Access) f remote access within the POL environment. 

Governance Identity administration, Access governance, Inaffic ar rkrs in IAM ceemance resulfs in inconsistent visibility or management of any user including those with remote access 
Privileged and Remote Access (IAM) and a heavy ref anca itpon hi ii par ins governance. 

..._...._........... ..........................._.._....................................._._...................................._._....................................._.._...................................._._....................................._.._...................................._._.................................... 
2 Process 12. SMARTID/Strong Authentication Siinng'nnulti-factor authentication is not used consistently, and weak passwords are used for all Branch users. A consistent 

appio>ei,h is required to ensure identification of Global, third party and elevated users, particularly where credential theft is an 
exposure 
... ..... ...... .... ... ......... ....... 

12. SMARTID/Strong Authentication Smart'. D and panaword management processes for Branch users are not formalised and are communicated to 
re€evant incividuals vlea email. 

12. SMARTID/Strong Authentication Theo 10 evich ric able a:' li ing of user activ:iy. 
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SOW, Testlng an ouallty Assuiance 
t3verall tlaei ie: - there is a complete lack of effective governance, control, management and ownership across the entire Si 

L ........... ....................... .........................._.......................... .~—_ 

1. Governance 1. Horizon governance roles and The ac countahility, ownership and responsibility for all management and control aspects on Horizon is not clearly defined between 
responsibilities POL, FJ and other vendors, which leads to confusion and contradiction regarding change being delivered into Horizon. 

2. Vendor management governance There are notable gaps in vendor management processes around service performance management and contract renewal, leading to 
and oversight "rogue" third parties acting on their own accord and making decisions for POL, without POI.. input or approval. 

5. Test Governance • There is no organisation Test Policy in place, and as such the test governance is fragmented and incoherent (e.g. quality gates are 
poorly enforced). 
Rettuirewerls tracraabilii:y is, Incomplete or r aving. 

• There is a lack cif a clearly defined tell en~:iicnmentand data straatagy. 

6. SDLC Governance • POL does nut have a Pried De t r} Capabili ty Framewci k in piece, and there is no standardised delivery methodology. Individual 
programmes car implerrrenl their own del ta y mm harm rn:;, which means that there is no consistency between ongoing programmes. 
l..lkewise oovemarrne and -:oral £l. varies from programme to 3r(1grammo. 

p capabilities

._. .. .... .._........._. ....._. .... ..........._ 
upon abilities 7. POL Horizon  heie is a lack cf POL in hc'usr technical ca at i.i le wh ch im .. ar _.e s heavy reliance u on a number of vendors to manage Horizon 

I=J fcc aiohilrvc:tui do elc;prriont and testing, f I OS for reference date and testing), or short term contractors. POL have no 
c ap ahilty to conk of 1hr, portly of technical deliver, they rely on third parties to fulfil this role. 

5 t,2 KPb`a„P „I, :+'t':sd l 's 15t.':Ire;'•: n. S rnr,:;; a ':.: ri GI 1N, ~.: 57.':.bat ~r 3 ;:... 'rr, r rf .:Son's :.:it . in ,: I ;me. a'flli.! 3dr t^ > ', \'., ' I .;r;ia <i nlil•rl,« , 'v. e,. z~~~:;~i cc'ma. 't r: :~.,a „~ ;sa la ^ „I r:f;rrf£. 
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SOW, Testy dUuaty Assurance
5 55  5 a ate ¼ 5_. .. 

3. Processes 11. Product management There is no Product Owner for Horizon, and no product lifecycle is currently in lalecf;. This implies that there is no one single person 
with an overarching and hot st c ,.esv of at the changes ongoing aciass is r zor, with a clear and concise understanding of how these 
ch nges impact POL's bus r:es., end cu uricar from end. Addition fy, there Is r o single approver fns these; changes. 

• Th.; level of invo:vemlent from arch i:cots across Horizon change is lmited; there is a poor understanding of :he Herman enterprise and 
system architecture. There is limited understanding within POL of how Horizon works, what it does, and how change can be 
effectively applies. 

14. Testing POL. does riot perform appropriate and effective User Acceptance Testing or Non-Functional Testing 
• Regression 'c stin gy is patchy and poorly appl:ed to the platform;. 

15_ Change 'sianagerraent • POL does riot have a clearly def scat orange mean fo ement prorssss that is appl: ^r across _Ill change and all third parties_ 

7. Vender 'P" sore , Key Performance indicators •K ls) 
appear e poorly defined _rfo -„~ „ self-reportedy eats e ; oSupplier and 20 . . r:cicr, . ,fc,rm.a, . .c^ • 6 n.c,c^ Perfarm;anc;i .ri .li .a,. 3., t : .f I,^, ,.pN.,arTc,. . p,..c.rli c^v }i?c,l. rr::arit;ehe;irrg hf F .< ,,.ca .r:c. r 

performance management subsequent independent assurance activities being undertaken by POL as part cf its own governance structure. 
maanagem:--nt 

ft. Techr in tngy 21 Tool Supportfor chenge delivery Spreadsheets are used to manage projer s, as the use at DOORS and AI._M hav nc; been discontinued. 
— --------------- ---------- ---------------------- _ -------------- ----------------- ----------.. 

24 AP-ADC Scripts allow Automated Payments — Advance Data Scripts (AP-ADC) are used to make changes in Production & Reference Data "There: are 
uncontrolled change limited controls in place around this chant , and most of the change implemented using these scripts is unrecorded. 

S7! !i, rnr,:;; a a.: S7.':.t4i ~ S r ;:... 'rrr! rf So4: 's :.:it . in n 1 .;:r.:: a'flliG<sd r t > ', 4',' i . ;r;ia < i n1r,•r!, « :, 'v. e,. z~~~:;~i cc'ma. 't F: ...,d ., C 3 a la ^ „I r':Sil'Rf.2C KPb`^,.? 3 
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Known error lous KFLs] - cuiient 
Overall theme: - Positive progress has beers made in this area, with the implementation of a new process, and a dedicated team in place to handle the current KELs. 

.... ...... .... ........ ..... ......_ .. ...... ..... ......... 

2. Process N/A POt have assigned a senior start member with a support team, to take ovdneieh:p of the current KELs, to ensure that these 
oui:slandin i items are appropi lately managed ;racked and resolver_!. P,d.9itiisn i f, a new ry process to manage dElLs has been 
designed and is currently being rnp15n Ii _need rand embedded with ail ste c lic Hers_ This process will be automated and 
coordinated we Service No,,. .' Weekly reports are being pros er:;:.c: to track the p ogi ass on resolving the current KELs, and there 
s oversicht with a CAN in piece.  the CAB is statiNd by the appropriate SMEs and people with the required sonority to make 
and rl ,n ca:; on) decisions, Tt: lyd party  enga cement is currently in place, and the third parties are onboard with the new process, 
teams within 1:1 l_ are likewise ont card and involved. 

This is a positive improvement. 

LP „I, :+'t':sd l 's 14 ,.'! 4x ,.: n. S rnr,:;; a ':.: ri GI 1N, ~.: 37.':.ba: ~r 3 ;:... 'rrr! rf So4: 's :.:it . in n 1 .;:r.:: a'flliG<sdr t^ > ', 4'., ' Ii .,r;ia <i nlil•r!,« , 'v. e,. zn~:;h c['fna. 'J l: :~3d ., ~ ;sa la ^ „I r:f;irf£, 
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Known error lousfKELsj-hIStCt 
1 Overall theme: - Without detailed technical information for the historic KELs it is not Possible to determine it these items have been effectively resolved :and can be 

considered closed. The investigation in this area is ongoing. 

2. Process 

s 
- 

16. KELs (Historic) KELs documentation lacks adequate details (particularly technical details for the issue and fix) 
KEL reports are not always consistent with status reports. 

e: 7525KCf5i LL.F, 3tlr m{': yd l 's lr , .'!Ir .'.: n. f 'no,1ii F ':.ri Gi1F:FI 1.: g.':.a.fi Ji 3 ;:e.. 'pri ~If Sor. '3 :;iii 3R ,r I ,,i e ,t ..,. t;' }; \~' I',.;r,~& et n1F•[! u'. 'Y. u.. z.~"1.^t'ma. 'J I: ~3a .r~3.: I£ AI r t£'. 
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Hoilzon  Next Geneiation (HNGA) ROb'JS[I1eSS

1 tOverall there:: - The investigation in this area is ongoin , and requires details tea Lae supplied from the third party vendors. However, there seems to be a clear lads of 

ownership within POL, and no individual has been identified as having responsibility for the management and control of HNGA robustness. 

rechno:ogy 22 Business C, ntinu,t}- than (BC R) 1 Disaster • The SVbd teat a v: rdmrr:ant doulsles as the DR elle runrae r:f_ This is a ilgh-risk siotution and a nor an eftecr':ee Did strategy. 
Recovery (DR) The test environment is not an app`opr ate DR eneilo ment because code ver:-,ton ng would be dfferent and may riot be 

refiective of the production environment (e.g. rnisslrrg integrations r apptic;stions, size and scale)_Repurposing the test 
enarinmani Bur DR could result in code conflicts, data issues and/or other code corrfigurat:ori issues which could invalidate 
certain test real.rta:. 

-- - __'- 72KPb`^..? 3 i, rnr,:;; a a.: S7.':.t4i 4 3 ..... 'rrr! rf .:Son's :.:it . lrt n 1 .;:.re. a'flliG<:C r t > ', \'., ' i .;r;ia < i nlr,•t!, « ~, 'v. e,. a~~:;`~ c['ma. 't F: ...,d ., C : a la ^ •,I r':S.il't"^~.. !rC r 
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I IWIIWitii 

Tt€ese title's denr~te either 
an org anisat'' f~rlal ride or -, 
Horizon i it ice 
management lherne 

This is our rating based on a 
KPMMG scale, as detailed below. 

Rating Description 

( of in¢3r 2:MxJ ?y .M1'f.BixE1', ape ': W^.r` 4 P J ? d 4 a Csa';: Wgh H s;af;~ or critical 
i 

l3

Tf 42. }..MSrN! i R cent Ml solos rM N} { M1Iae .ot
Corti.ol n}9 nte CIEUwt' `✓ 

'w ~~ 

" 6.t[G rtl neojn BRe a yP 5[<
.1'rE`A"M4 °pe romac  I mwag.- 3 I[ 1117 E,d :r111Tlf d. dtf3 C i 

F Here we break the hi h ,. 

bswo5Cn LFI
IMgRBd AeaunB9~P~ F1 and haigCrMAan 

" °̀ dGwunM 

iIII54!'9'CL
C.%'BQEni¢aI .f`[i6 OIV BpMMmrM!arnxwya:7ar 

x~+y na mrt!eyv"r 5~
CC IC E ll1 $ to rF tlry 

ft J ,-' - 

level theme into sub_ 
EfE"> _ELY. Ax'I  EI R t- 1 ; f OF 
mxra•x:c 5:u 53CA"Sa~! rt9 eis 

P.&CO ac3x a,a¢#[~ sar 
- t~ f ll ape 

([3:. Ginit 3 eE 2Sf4,- eRe :PJt 45'ce coo ER On 05g4-Ani 05g4—An 5cic,  m-c5bcV'•: k3B I -C 
themes. rt es' a  500,F LaeC 

no IY. alec wç,c sa eraf !VA nYNSi•? 
,Ae33 7 0,(0c R3 }fit 000 FL F1 cod sloe,
kx 000000,10 )auol .jwlyfl nor !aeceegs YAMi 

level b ccee 3 cao..eeoe owl: y iMSF FAM at,,VmtAsy. 
fosoe cceec'o rooceseeL:3nv5 delivery r :rrr T;., r.. 

ll.. 
0' 05r, niirhC^'IACt 100000e5,4 
1014,1 RAM 0' d hp rnaP849 eM so.,.':•. i 

• !Joj ntllorI!Ye!-:x[k[:ks':R lod 01i .4iI.01e'ekY3 0'01N 

5000 5.000' process erinoetlo for AA 9 8r A, o 3Y1[e o 
 !

€ '
,, •'' rrw,agB' :It fury 1„j CN$ B 0,0e5 a lesmgol .no ons j)Brh} : d.Q[:B rs ooks. BRt8 ax C,Yr-a-'Sfat5 

Observations are provided RM anxys x, e, 33• B , ~4 :xexBxBx3 

€i;'.. TI c' arc fulo` cd  ,' 
\ 

by 
- Ord11.:ca=.braeRmntaixix»rai~ 

3>ss:x"0. ra. a  n oer  tr.Anir asv 3 c rlre  eF_tc 
c= i i ,.s dent red 

r€ f - 
j 

 .......- 
what evidence 'a 

o
040.5015 el ^ix^Sa!x!tne!r. ~rren vCfeM ?at;w.•t^vra ra:ffizs 

-^s„z 
Ir 

l3 

observed to di:av' out 
ar i a e~B ̂ 13:35. B^sGR [3v iWx'S 3.W Jfi05(37Wi 

° a ~, <1 ,

conclusions. y No sues or p..;J, 

..... ..._..... ......... _........ ......... ..._.... ..._...._ ......... 
r 
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Where possible we have mapped to the section of 
the HIJT report that is relevant, 

PAM RA SOLO cKEL hKEL HNGA I'--'! Where recommendations are 

Or, where the obse£uatio}l isn't specific to a section possible or appropriate we 

or is POL ;-,-ids, we have used the koliowin- . make them here. 
POL wide 

^___, __ rnr,:l; a a.: g.'..bal ~S ! ..... 'rrr! rf So4: 's :.:it . 1rt r: l ;mf. a'flllG<:C r -t~> ', \'., ' i' .;r;1a <t n1r,•t!,«', 'v.e,. z~~~:;~i cc'ma. 't r: ...,d .,C 3a la ^„I rlt;'r'R[',.. . 7•'?2C KPb`^„? 1 t 1, mtlsA r, !S•.': 1, a^'.: n. S .. .I ci thsl , 

Document Classification: KPMO Confidential 



POL00031727 
POL00031727 

DRAFT FOR DISCUSSION PURPOSES ONLY 

1. Horizon governance roles IA. The accountability, ownership and 
and responsibilities responsibility for all management and 

control aspects on Horizon is not clearly 
defined between POL. FJ and other vendors 

This is evidenced by the lack of certainty of 
ownershir, and responsibility which was 
demonstrated at a number o;f'KPMG 
meetings web repre:ser:tetives from POL and 
confusion at an aranisational and individual 
level of who is accountable, owns or has 
responaihillty for prncnssc.<. and/or delivery 
of components wh li impart Horizon fe.g. 
PAM, RAM change man: er ent; ,ci,uriy 
management. testing, etc i This is leading 
to inefficient processes, Iodic of controls 
and chance araanaq anent arid operational 
issues. 

• 1Ai. Document, a POL vendor management policy that clearly 
defines (hence mandates) the vendor mans ement iifecycle 
with defined processes. POt.. staff expectations fur vendor 
management such as service pertorrriarice nm!anagenient, 
establishes accountahillty, ownership and responsibilities, at 
each stage of the lifecycle. 

• 1Aii. Within the vendor management policy establish clear 
roles aid responsibilities between PCiI.., FJ and other vendors; 
for management of Horizon changes, new releases. PAM i 
RAM and testing. 

• lAiii. Within the IT controls framework inciuc-e relevant vender 
management process . and, controls for governance. cgcvernance 
oversight, service performance requirements and communicate 
to all Horizon venders. 

1Aiv. Design and roll out trc-a:rling for relevant role holders to 
ensure they understand their rurren.t roles and responsibilities 
and, as changes are made, ensure  revisions are ulnceistood 
and accepted 

~. 7!r~C ~.Qt ',• t,l a, 3tl: rt't'.sd 'E !r!.', 4 .'.: n. f 'no,~ii F :. xi Gi 1F:£3 1.: ~.':. a!fi Jr 3 ;:e..0r': YS .:30 4'.:3 :;iit 3R ,r : :"riF%e ,t ..,. t;}; \~' i',.;r,3& et n1r,•[!,u'. 'Y.u.. z.~"1.^t'ma. 'Jr: :.,d .r~ :3 r: I£ .Aii r1 t, 
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2. Vendor management 2A. There are notable gaps in the vendor • 2Ai. Perform a gap analysis between the vendor management 
governance and oversight management process, with service policy and the existing vendor management and service 

performance management pearly defined manactument processes. Identified gaps should be used to 
and contract renewal treated in an ad hoc formulate process(es) and controls that should be 
man net Ii, ifPieirr ntPCI_ 

h:s could result in misalignment with 21t. Newly formed process(es) and controls should then be 
corer tzr se v de vendor management it clucled in the IT control, it smewora, where they should be 

xpect tip€e. Ion-compliance with mon toi ,c, reporter~ ;and sell-assessed as per vendor 
regulator rl requirements, irements, regulatory'  criticism, management policy defined Intervals (also please refer to 
Irerrelts's. firs{'" ;and farther re nth I']rl'al reCC¢r Ii"ei (.t,.lon 1A: and o _e v:tCin 13A). 
damage to POL. This was conhimsO during 
discussions with POL representatives (29- • 2Aiii_ Vendor contracts shoEuid be updated to match and meet 
Oc 2 020 and 3-Nov-2020): no formal POL expectations cf vender deliver Appropriate Kris and 
evidence has been supplied at this point in SLAB need to be included wittlirl the contract. 
time-. 

• 2Bi. Review the exES.Inf_l Contractual :`3 riegeioent fra1, 1C;.wor l'i 

2B. The contractual management framework agalr':at the 'N a`ienel Audit (Office Good practice Contract 
is trusted as being fit for purpose and Is not Managerrrent irarrleswrrt. aura update tyre existing POL 
challenged. frenrewark accurdir:gly_ 

The contract rnanagernent frarrewcoi'k does 
not provide the required eric expected 
contractual controls that a. t31pical vendor 
contract should contain, and the boundaries 
on the third party are quite loose. There does 
not appear to be any cilai`:.enge from POL 
staff regarding the contract and Crow is has 
been comtigrrred. `his is e :denced by review 
of the provir:ed "Contract Management 
Framework Final 2020" and dun inc 
discussions with POL representatives (29-
Oct-2020). 

C 7rr20 KPl`O „a Sr i, im t':sd r, 14 ,.': 4r , .: n. S mr,:;; e ':. .i ;:IN, ~.: 37.':. t4i ~ r 3 ;:... 'o-r! rf Soo: 's :.:it . in n l .;:r.:::~ 51i><:d e E': ✓.xi i1_:,r~.s < i n1r,•r.!, « :, 'v. a Ono.;::;~i ec'ma. 't r: ...,a ., ~ ;s a la , •, I r:r;i , 

Document Classification: KPMO Confidential 



POL00031727 
POL00031727 

3. Identity administration, 3A. There is no coherent AM approach for ;i • 3Ar Improve the overall IAM posture of POL. Establish strong 

Access governance, Horizon and POL's approach is forms driven, i' policy, controls and accountability for identity and 
l 

Privileged and Remote with no clear workflow that ensures each access management for POL and third-party users. 

Access ([AM) step of an overall process is linked, thus it 
is disconnected, manual and sub-optimal.

3B. Identity and Access management 
processes are disparate for different user 
groups such as Global Users and 
Postmasters, and are run by separate 
operational process. 

3C. Governance and administration is 
heavily decentralised, and is owned by third 
parties. POL has no visibility into FJ IAM 
processes or how access to Horizon is 
granted to FJ-side operatives. 

POL is therefore unable to provide 
assurance to one of the core findings of the 
judgernent, integrlly cf daia and thus 
ccn'ii:ienca in the Horizon system as it 
cannot dernorishate rcnli el over the €isk of 
unauthorised or Unac:cour?lahle access to 

critical infras7ucetayre and systems_ i e. it 
cannot pi ova who has or had access io 

what Phis was confirmed ed during ci ciue ,inns 
with POL ieplesentativnes (ft..Nov-L020 and 

r_ Nov-2u2)), no for oral evidence has been 
supplied at this pant in time. 

1

/17 -7f1~" 

' 7i20 Kses L.P.L , ilk :r t': sA l 's 14 , .'! 4x , .: n. f rnp::; a ':. .i G[ 1F:s1 1.: ~7.'.. tai ~ r 3 ;,... 'rrr: rf So4: 's :',iit lrt n l . ;:r.:: a'AIiG<:C t^ -E > ', \ ~' i . =,r :ia < i nlil•[I, « ~, 'v. e,. zn,:;h c['ma. 't r: ,, ,d . r ~ ;s a lR ^ „I r':Si'i'Rfr 
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(...cant.) 3D. Due to the decentralised model, there is 3C i lvlaintain a singie source of tl uth for all risers or by user 
3. Identity administration, no consolidated source of truth for internal type c arnl to /e s non -employees, se ni C acosurts etc and 

Access governance, or third-party users (Fujitsu, ATOS, CC). have rehabis ow elation br w,wc n accounts iaid users. r 1 hF l s-i 
Privileged and Remote 23 . . m  y - h€phlights E,xi tine) .o d''- a; .r i.h _P .,i Id be 

Access (lAM) This compounds POL's inability to create a consider cd , , E,d pal crt thisapproach. 
con Islam {rsm E:wCr3 It foi 'AM where joiners, 

movers and leavcu ii are managed an a 
timely, easily audited manner; nor can POL 

waintain Visibility ii to wt :Q has access to 

What across Its bi'anchea nor supportii'.g 

organisation and vendors. 

Without a single source of !dewily, 
correl;ntior: of users to system ace e ants is 
difficult its :€lerllily formats are inconsistent. 

%1dhouf this, POL is unable to cire moe the 
can•eni 4cacentralised Sapoic ch_ 1:0 

correlate or consol third rerl:y riser activity 
itsPlt i hi s was cord wren ouirng 

EPscussion r with (- '€at.. I epi esentaatives (17-
t ov-21)2:)1. no fow,.al evidence ho 's been 
sup, lies: at this point in mare. 

"x.. 20KPIC LIP. , Li ' rt't':sd l 's 14 ,.': 4r , .: n. S rnr,:;; a ':.: r1GI1N, ~.:37.':. bat ~r 3 ;:... 'rrr! rf Soo: 's :.:it . in nl .;:r.:: a'flliG<sdrt^ > ', 4'., ' I i .,r;ia <i n1il•r!,«~, 'v.e,. z~~~:;~i cc'ma. 't r: ,,.,d .,~ ;sa la ^ „I r':Siltif£, 
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( cent.) 3E. JML processes are inefficient and t 3Ei Estahl >l ren ial and unified lc r er I Inver {I7 + _saver 
3, Identity administration, inconsistent across POL. Repeatable pro4es c lull :q irrmedi c . : rrs rlatr r ti il, lc.i atrci 
Access governance, processes are identified in Global user 

fiil
SLi1 tar u _. aria hi a has <;IeLal u .e€s grid :lra 

Privileged and Remote access management, with gaps in mover and i3 p 3 ty users. 
Access (lAM) leaver handling.

3F. Postmasters create user types 
independently of Data Services team that ; EI 
manages Global User accounts and there is 
no apparent audit or control,

3G. Data Services places Global Access 
users into roles by a forms hosed request ,irl It 

li 
with no access review for conflicting rights. 

l
11 l 

This is inefficient, prone to error and 
consequently falls short in providing a 
service to deliver an effective joiner-mover-
leaver process for any user type. This can 
result in accumulation of acres. v:elatior of 
least privilege policy and insic:er ttcsat- This 
was- ev deared curing disctaslor: wi:h POl 
representatives t5 Nov-2022, 17-Ncv-2O20i 
and review of email received (26-Nov-222t), 
14:22) "RE: Global UserAdmin 
Access-m ap'. 

e 2mKpf.rai.L.p. L.Is i:+'t:sd r, 15 .': 4 , .: n. f rnr,:;; e ':. .i Gr 1N, ~.: 57.':. t4i ~ S 3 ;:... 'o-r! rf So4: 's :.:it . in n l .;:r.:: a'flliG<:C r t^ > ', 4'., ' i . ;r;ia < i Hill•r!, « :, 'v. e,. z~~~:;~i c['ma. 't r: ...,a ., ~ ;s a la , •, I r':Sil'Re. 
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3H. Branch Managers have full access to branch • 3Hi. Review and strengthen mull: factor authentication 
3. Identity administration, user management functions such as create processes. Implement MFA for branch users 
Access governance, Horizon accounts, manage passwords for these alongside/replacing Smart f..'>. r 'lease see Theme 2 - Prow=s 
Privileged and Remote accounts. Elevation of user authority in W — Smartlra) 
Access (IAM) branches is not audited or controlled by POL. 

POL user administration is inefficient and 3Hii. Improve the audit and re: ortin: a abilities for identity,p reporting 
the expediency of an informal approach to 

e• 
. password and account related activities. 

allow a branch to run effectively is a known 
issue with no current practical resolution. • 3Hiii. Educale Branch owners and staff on the risks and impact 

of such activities and consider €ncorpolatinO ihiS nttw 
he ab 111 f tc ehsrr-r accounris. r.reatkrr, cif supporting staff contracts 

ac ' ).,Irt:S w th irt'.EJ€€¢ .it own rnabnp, rand use of 
such accoE:tits to con nor transactors exposes 

franchise owners, brsnnh r'r anaoement, staff and 

ns POL to the risk of accusations 
regarding inapt: ropr:ate acllvitios, albeit that the 
employer in the Pcct Ott ice i united±-franc:hised 
brandies is the business owner, i.e. line 
Postmaster. This was confirmed during 
discussions with POL €'epresental:ivees (3-Nov-
2020), no formal evidence has been supplied at 
this point in time. 

• Postmasters are currently provided with 
temporary access to global access roles (due to 
COVID remote help) which allows them elevated 
access. This was confirmed during discussions 

with ? 'DL representatives (17- Now-2020), no 

foanal evidence has beer supplied at this point 

In lire -1 

Please also rater to `Theme 12 - Process —
SmartlLr'. 

C 7r2C KPb`^„? r lr mt':sd r, 14~.'! 4r , .: n. S rnr,:;; a ':. .i G€1F:FI ~.: Sl.':.bar € 3 ;:... 'o-r! rf Soo: 's :.:it . rrt nl .;:r.:::~51i><:d eE', ✓.xr i_:,r~.s <r n1r,•r!,«:, 'v.e,. z~~~:;~i er'ma. 't r: ...,a .,C ;sa la , •,I r:air . 
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j _.coot.) 31. Within POL limited policies, no guidance 3ILimprove ci rent controls icr elev'a'ted access 

3. Identity administration, or controls exist to manage or audit usage, governance end aorquale lopping, rY or, ta;im p and 
Access governance. elevated access. auchtinq for elevated access activity via autorrration. 
Privileged and Remote 
Access (IAM) 3J. Toxic combinations are not defined, 311 Improve current processes tia introduce rnakei -checker(four 

especially for elevated access_ POL defined eyes) controls 
roles such as Branch Managers, Auditor C 
and Adrnin do not have any Segregation of 3Ji Review elevated access and identity toxic combinations. 
Duties (SOD) rules in the system. The Establish strong SOD policies and a process to handle 
creation process is paper based and does violations, excepto is and remediations. 
not check for SOD, and the recertification 
process does not check for adherence to 
joiner processes. 

This exposes frencthse owners, branch 
managerriert, stall and POL to the risk of 
accusations regarding inappropriate activity:
deraiabllity r i ac?~t;ris, misuse of privileges 
and to irasic r tt;ret. This was evidenced 
during discussions with POL representatives 
(",I Nov-2020) and email received (26-Nov-
2D2(r,14;22) "RE: Global UserAdrnin 
A< cers.msg" 

"C. t,20KPLIC LIP. gil, : ii, 'd r, 15~.'!~r , .: n, f rnr,:;; a ':.: ri GI IN, ~.: ia.':.bat ~i 3 ;:... 'or! rf So4: 's :.:it . in nl .;:r.:: a'flliG<:Cr t^ > ', 4'., ' I i .;r;~a <i n1il•r!,«:, 'v.e,. z~~~:;~ic['ma. 't r: ...,a .,~ ;sa la . •,I r':Sil'Re, 
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(...cont.) 3K. Access review timings are not uniform 
E 

3Ki. Prim i ^ a Yapph otions and define access ra c c l l' cation 
3. Identity administration, and remedlatlon tracking is not streamlined i frecuea r~ ownership and SLA's for access remecf a:ion. 
Access governance, and mostly manual. ij 
Privileged and Remote { 3K.i Redd(-'a mcanr ai :ntervv 't½n in the access recerfification 
Access (lAM) Bi-annual access reviews are conducted err. remc iiatii n .arc 

only HaGlobal oasis, which include FJ 
users, by users 'reaper ::five line € i 
managers. The window of vposure to
accurnul ti led pi ivile ; e..s is between 6-12 
months Tha was evidenced during 
d3.. c.usriorr, LVifi3 HOG repr£ r.latl ;%L'S (17
Nov2020 and reeLew of email received (24-
Jev-2020; "FW: Global User accounts -

removal from stock units.msg". 

Leaver checks for Global access are carried 
out weakly t,wr'r on n report from HR. with 
remedlatior tchina t elweaen 1 - E days 
resulting in residaai access exposure of 7-14 
days. Th is was corllarmed during discussic ar. 
with POI.. representatives (17-Nov-2020), no 
formal ev!,Jence has been supplied at this 
point in lime. 
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4. Regulatory compliance 4A. There is an absence of collaborative 
effort between monitoring and oversight of 
Horizon regulatory compliance and risk 
managementwithin POL. 

A lack of regulatory compliance monitoring 
is in place to ensure compliance of POL 
anc its vendors vii li ieguleiory 
requirements (e.gi GDPR PCI DSS, DPA) 
which could result in sign it leant fines, 
damage to reputation, possible withdrawal 
of services from financial services from 
partners, all of which would lead to 
significant loss of revenue and impact the 
sustainabilityof POL. This was confirmed 
dor ng dlacussions with POI.. 
representatives t3-Nov- O O), no formal 
evidence has been supplied at this point in 
time. 

• 4Ai. POL need fn assess, record end plan against the 
regulatory coot hey are subiect to ensure I male and 
appropriate compliance and clear statements on the 
consequences of non-comp ance.. 

• 4Aii. Compliance approaches should be e,. bedded wi thin the 
appropriate operating models — Risk, operations etc 

• 4Aiii . Establish clear responsibilities and plans for appropriately 
authorised individuals with pr;thwav,s for escalation to 
leadership. 

4Aiv. Review the IT risk management framework to establish 
regulatory compliance expectations to be identified, evaluated 
for risk and impact, escalated to leadership for awareness and 
remediation plans to be formulated. 
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(.. con 4B. FJ are not meeting their GDPR 
4. Regulatory compliance regulatory requirements as Data 

Processors. FJ are dependent upon POL to 
provide strategic. organisational and 
formally documented and agreed ways of 
working - but cannot absolve themselves 
front being a Data Processor. 

For both POL. and F 1, talc could result in 
non-compliance: to POL. load:rig to 
elgr,ificantfine;s, damage to r;putatmn and 

ss of trust by business partners. ,. This was 
confirmed during discussions with POL 
€apiasentatives lid-Oct-2020), no formal 
e ricence has bean supplied at this point in 
tin'le. 

t IF,<ss se,e Theme 18 -- Personal Identifiable 

4C. There is a lack of awareness within 
areas of P0I.. the impact of financial 
services regulatory requirements 

surrounding Operational Resilience (OR). 

This is flagged as TBA as KPMG is still 
investigating this but should be viewed 
along with Theme 22 — BCPIDR. 

• 48i. Add to IT risk register whilst remediation plans are being 
implemented. 

Please see Recommendations 18 i-iv — Personal Identifiable 
information 
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5. Test Governance SA. No organisational Test Policy appears 

to be in place, and an overarching test 
framework does not seem to exist. 

This results ir' ncSnsl tertt at epproa.hes
' and piw 'asses being ado,a eo across . s

various pro je;.ts and vendors thereby' 
nice sad testing effort and cost_ This was 
evidenced during discussions with POL 
representatives (2-Nov-2020) and ATOS 
represer;ta Ives (11-Nov-2020). 

5B. Test Governance is fragmented, and is 
applied inconsistently. 
• Little or no POL test governance over 

internal ano third party test delivery- This 
leads to Iiic.onsistent clual.it'v; lack of 
coherent test outputs arid r:e+livcry, aril 
ambiguous results ,which cannot be verified 
or relied upon. Th!s was evidenced during 
discussions with POL representatives (06-
Nov-2020,  2-Nlov-'2020) and ATOS 
representatives (11-Nov-2020). 

5G. Requirements traceability is Incomplete 
or missing. 

Without clear traceability in place it is 
difficult to determirc+e if a rec uirerrent has 
been designed, built and then tensed This 
is evidenced by reviewlnq d:rCurlenta 
shareu by At OSiepresentslive ( 1-Nov-
2020), and during discussions with POI-
representatives (30-Nov-2020). 

• SAi. Create and imtlenientan overaruhin5 arganisa:ionwide 
Test Policy which applies to ail te_sti: p ongoing within POL, 
including any third party testing. 

• 5Ali. Create and enforce a fcrmal test framework, which 
outlines end deterr Ines the required test del verables for each 
type of test engagement. 

= 5Bi. Implement appropriate and effective test governance to 
ensure that all testing follows and adheres to PO's test 
framework. 

= 5Ci. Traceability of requirements should be both mandatory, 
and automated via an appropriate tool. 

. cr25Kefi'n„P 3tli 

Document Classification: KPMO Confidential 



POL00031727 
POL00031727 

DRAFT FOR DISCUSSION PURPOSES ONLY 

(cant.) 5D,. Lack of a clearly defined test 
5. Test Governance environment and data strategy 

• I:e path.+rev to ivc t r ct,range is unclear, 
and Ito .v ,ade is ppted tO tiie test 
environments appears to be inconsistent and 
uncontrolled. Whilst it is understood what 
each test environment should be used for, 
there doesrt seem to be a cohesive 
approach to managing the lest 
environranents. Likewise, test data is treated 
as an after -thought and does not appear to 
be controlled_ This is evidenced by review of 
the provided „ Edge Fujitsu Test Environment 
Review Report v1. 1" and during discussions 
with ATCS representatives i 11-Nov-2020) 
and FOL aepreser?tatfves (OPP-Nov-2020,12-
Nov-2020). 

5Di. Implement and maintain a Tear Fnvircnn•enr S Data 
Strategy to ensure the appropriate ni ailageriaerat of the test 
errd,ronmer s ann test data. This strategy stolid also cover the 
lest earn mcnerltcomponents and support; operations (e.g. 
how hatches are . r artlae< and executed, etc.). 
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6. SDLC Governance 6A. POL does not have a formal Programme 6A:. P0:1- to impleinert a formal Programme and Project 
or Project Delivery Process D li,-ei y Process uti .lr Doti nee x . c ly how programmes and 

projects wit be del vraed within FOL. 
Whilst r Ot does hove a formal Porttoho ,,.
(UfFdi'a2ag£a'314^r; t. F''rnc £' ~ ''.t CIf)(:F not d:II'dn.

Programme or Prothct Del_.tery Process : ""lie ali 
decision on which programme delivery 
mett odoioty to use is '.nappropriately 
delc'e;paieci to the individual programmes or 
projects. I hiseas svldenceel during 

dec.uesiors esh POL rey.r£ enlatives (28- 6f3i- POL to adopt sfand£ai its d lemplatrs for all 
Oct 202r ?-Nos- 2022)- documentation that is pioc E ced by t- Ot sir 2 its vendors. A 

document meanager ent pfocoss. sine. fc;rnisl repository, should 
6B. Documents do not adhere to POL also he irnpiernennte€j, and cropied a,:ross all change delivery 
standard templates, and the quality of the :, . Within POL., and ii-rd  psalm 

documents varies greatly. Sign-offs for 
documentation also vary. 

Without standardisation and appropriate 
qual!ty standards; in piece test documentation 
is unrel iable end rncas not cc;ntain required 
ink-)motion. l urtti€;rrnore. i'Cil.. is not 
obtaining =a clear and pros so understanding 
of any ongoing testing- The.; ',s evidenced by 
review of the provided' Teat StiategyR1", 
"CM-POt.-I [ Change Management Policy 
of .0" "POA..T sR-t)?,-1O1'I94ttd - Environment 
Agency C:=C?t'li ct'.anges ,X.., - etc. 
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iieflhii 

7. POL Horizon capabilities 7A. There is a lack of POL in-house technical 7Ai. Establish a target operating model for Horizon and ensure 
capabilities, which imposes a heavy reliance fI "' this is supported by a complementary model in the broader 
upon a number of vendors to manage . organisation and by the vendors.. 
Horizon (i.e. FJ for architecture, development 

w

and testing; ATOS for reference data and 7Ai. Identify relevant skills and capability caps. 
testing, Verizon for networks and
infrastructure, etc.), or short term • 7Aiii. Where capabilities are lackirie, consider hiring of 

contractors. Pr7L has no capability to control contracting the required capabililie': to desl ;n and sssl.ire 
the quality of technical dal€very; they rely on Horizon processes and testing. noang that good practice 
third parties to fulfil this role. dictates these as eparate functions 

• This could lead to l ;-Ik of co 3trol over I Ice '',::an • 7A v. The rlee., fan I sprov .relent in skills, capabif. .ies and 
data ; gaps n testir -) tuSJlity crmtrol. f cultuae is ace which needs to be addressed corporately as a 
Itn,rari regulatcrd critic ..I flares. and part of t ae POL':- sinaieqy, feeding down into the various 

reputatonal cl: rnac;e to the "- 0.. brand with business areas, such as Horizon. 
Postrrlaste,rs grad tl:e public This v,'as 
confirmed daai...............1,   itl POL 7Av, The POL strategy for change should drive a training and 
represent f vcs r 1 Oct-<~`r i':t. :'t, Oct-2020 development programme for POL Horizon associated staff and 
and 11-.o:t-2:72(7;, no furrnai evidence has those who will be relied upon to support Horizon in the wider 
been sut-rplie:d at this polrlt inr tme. POL business. 
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• 

8. Risk Management maturity 8A. PO1's approach to risk assessment and 
management is unclear as to how IT 
operational risks are maanaged. Currently 
there are 42 active risks with expected 
response dates ranging from 31 July till 1 
December 2020. 

This could lead to high risks not being 
identified and open risks not being 
addreaase:d resultinc ''n nmaiseiignment with 
POI..'s risk appetite, exposing noi.. to 
potential reoulator criticism including future 
reputational darnage This was confirmed 
during di„rr.!s ione. with POL representatives 
(3-Nov-2020) and review of evidence 
provided (26-Nov-2020) "20201'I04 Security 
Risk.xls . 

• 8Ai. Establish a clear process for risk and dependency 
management with defined roles and responsibilities. 

• 8Aii. Re-evaluate risk management processes to identify gaps 
and remediate accordingly. 

~. 7!r~C ~.Qt ',• t,l a, 3tl: rt't'.sd 'E !4!.', 4 .'.: n. f 'no,~ii F :. xi Gi 1F:£3 1.: ~.':. a!fi Ji 3 ;:e..0r': YS .:30 4'.:3 :;iit 3R ,r : :"riF%e ,t ..,. t;}; \~' i',.;r,3& et n1F•[!,u'. 'Y.u.. z.~"1.^t'ma. 'Jr: :.,d .r~ :3 r: I£ AEI riit, 

Document Classification: KPMO Confidential 



POL00031727 
POL00031727 

DRAFT FOR DISCUSSION PURPOSES ONLY 

Prowss [conti 
(cont.) 8B. The inadequacy of the Archer risk 
8. Risk Management maturity management framework tool to track (e.g. 

date of risk identified), monitor, identify 
dependencies, aggregate risks and 
highlight potential impact makes Archer not 
fit for purpose for the size and complexity of 
POL. 

his could cause failures in rnenageroentof 
internal controls to pi aside complete and 
accurate reportin<; rr~etrirs leading to 
inefficient sirstog€e and operational 

decisions being made by POL leadership. 
Th is was confirmed during discusslor€s with 
POL represerltetives (3-Nov-2020; a icl 
review at eviderce provi'.iec. "20201 ̀ 101 
Ser;uri!.y Pak.xlsx 11 Nov :2020 

• 88i. Consider platform consolidation - for example, 
ServiceNow, to enable a single pane approach across all 
relevant teams and :rr€pruve,c collaboration. 

88ii. Ensure agreed Risks, Assumptions, Issues and 
Dependencies (RAID) are tracked & maintained. 

`~.. 7rr2 Kaf s L P rl, 
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Prowss [conti 
9. Risk Management at Three 9A. The annual Service Organisation 
Lines of Defense (3LoDt Controls Report ISAE3402 (SOCR) obtained 

from FJ reviews high level infrastructure 
controls and does not provide reasonable 
assurance for FJ managed controls over 
Horizon. The 3LoD do not review the report, 
challenge FJ on findings or self-assure that 
any findings are risk nmanaged. 

See also 9B. 

This could result in lark of knowledge and 
awareness of FJ activities, insufficient 
management of FJ as a vendor, resulting in 
regulato3j criticism, potential fines, 
reputational damage and possible further 
litigation :against POL. This was confirmed 
during discussions with POL 
representatives 0 Nov-2O2'u and 5-Nov-
2020), no formal evidence has been 
supplied at this point in time. 

• 9Ai. Second and thiud coD to review all internal, external audit 
report, and controls reports initiated by POL or Horizon 
vendors Any idler tii ier firtdinr s with potential risks to Horizon to 
be neluded in Arc flex. seenne LoD to discuss with ft at LoD and 
formulate actions to be taken and dealt with accordirgiy as a 
part of continual die ague between first and second LoD. 

9Aii. Second and tied LoD to adorpl a collaborated approach to 
strength the internal control trarnework at POL by holding open 
discussions reguldriv perta'.ning to all areas of Horizon_ 

• 9Aiii. Second and third LcD to leverage the findings from this 
interim report to agree roles and responsibilities between POL 
and Horizon vendors. 
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PI-Ocess [C0111 
LL

~'.:.~ ~\ ar k  tau`~~~~~`~~~~~or\~~~

(...cont.) 9B. Lack of self-assurance activities 
9. Risk Management at Three performed around Horizon with no apparent 
Lines of Defense (3LoD) cohesion between POL`s 3LoD. 

This cord result in lack of knowledge and 
awareness of FJ activities, insufficient 
management of Fl as a vendor, resulting in 
re rrialory r?ritlr.€sn . potential fines, 
reputetiorial damage and possible further 
liticration ac;airist P21.. ibis was conf:rrned 
during discussions to^,kph, € hi L representatives 
(5.-Nov-2023), no fei naal evidence has been 
supplied at this point in time 

(impact comment also applies to 9A} 

• 9Bi. POL to cons!der external risk based irlarnal audit training 
such as'Furiainmr',:) ais of R;'*.-desert Auc,:::ne hy't'. he Institute 
of Internal Auditors (l IA) or use prcrls i:ar:al sc i vl es to deliver 
training to IA (Senior Management;. 

• 9Bii. IA to adopt a risk based approach to Internal Audits to 
initially create audit universe of all entities around Hcrr con ami 
Horizon vendors (Also please refer to recommendation 92: . 

• 9Biii. Subsequently A to expand the audit uri:verse ice create all 
other entities within POL, create audit plans for the next 12 
months to 3 years and provide assurance over controls for 
Horizon and broader POL. 

SErii As part of he collabora:Ied elks IS ass twee n second rand 
third ',..ci)  il,:ird Lc[) to corl,nually monitor erneig no r:s'rs, 
ccrrdactbu nee manitrairig rsra aesessrrii-rnts and refresh 

audit plans accord''. I civ_ 
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Prowss [conti 
(...cunt) 9C. Third LoD Internal Audit assurance 
9. Risk Management at Three activities are based on thematic reviews. 
Lines of Defense (3LoD) These reviews do not include assurance 

over controls specifically around Horizon 
and POL IT Controls framework, thereby 
resulting in a lack of risk management 
activities and appropriately scoped reviews 
of in-house and outsourced controls around 
Horizon. 

This could rake it difficult for third doD to 
satisfy re, oratory requests and I.o ali lr It
LaD with hae first LeD to provide assurance 
over nteira: l controls within POL. -his. was 
confirmed duiing discussions with POL 
representatives 5• Nov-2020 and 9-Nov 
20201 grid review of email response (19--
Nov-2020 15:43) "Project Iris - IA evidence 
request 

9Ci, Third LcD IA to-sins to review anci update current structure 
to reflect and minnie POL r.tepaitrriental structure — ir-clucling as 
it evolves with changing operating model structures. i his will 
assist IA to formulate eotitiec and to erefore formulate risk based 
IA activities inducing risk assessments. 

• 9Cii. As part of the risk based audit activities, POL IA should 
concentrate efforts prirrlarfv on IA of Horizon and Horizon 
vendors- The review should include all identified judgement 
issues scope. areas. 
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Prowss [conti 
(...cunt) 9Lf. We observed that the iud€gement €Sauer 
9. Risk Management at Three have not been shared with the second and 
Lines of Defense (3LoD) third LoD. 

This- could rasJlt it n lscaign naer : Letween 
second and third LoL) assraranca activities, 
lack of collaborative a loin Lam all LoD at 
POL. lack of risk managgement, lack of 
knoviled{fie and information sharing and 

scif icant controls and decision waking to 
address i Cuddyernent isc:ur s. Th s as 
confin m " ! ':Ur'inf EJ5 "IC ir'S VJItl7 'C)L 
rep -can an  (;;..IdJos-2020 are, .5..P-iav--
2020j, no formal ccen e has beer: 
supplied at this point in tirrie-

9L5 GLO to include second and third LcD Ii all disc-ussiuns 
accord jucemer:t issues and planned ren ec iation actions Inc 
rick rnanagernent. Second and thirc! LcD to input into the 
disc:3Jssions and reriedia_tion actions to ensure any pending 
rake ks are captures and dealt wiTh ac crd rlclt 

/17 -7f1~" 
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Prowss [contJ 
10. Contractual 10A. The strategic IT vendor management 
Arrangements process is performed on an ad-hoc basis 

rather than at regular, set intervals, These 
ad-hoc reviews do not seem to apply the 
latest business needs or re-evaluation of the 
required service levels against the 
contracts. 

This hiss c;3 sed s:prlificai:t gaps between 
business needs and venaoi orovided 
sertit;es Ier;ultinq veridcr:; ¢rot meeting 
With i3LJSl":E '>::f7eC.l lii n; hOrodino to 
Horizon performance issues ho; .•,,as 
cords med during dlscussorrs~rvlth PCL. 
repres l latives 2d3-Oct-20201, no formal 
evidence has been supplied at this point in 
time. 

• 10Ai. Determine the key issues and gaps within the service 
delivery, and address these core issues within the vendor 
contract. 

10Aii. Implement appropriate and required SLAs to ensure that 
FJ meets POL's expectations when delivering support service 
regarding Horizon. 

• 1OAiii. Implement PO€_ process to assure and present challenge 
to FJ and other relevant vendors as a part ca the 
revised operating model. 

5 7:'2 KPfOe L.P.L  3 L I, 
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Prowss 

[conti 

11. Product management 11A. There is no Product Owner for Horizon. • 11 Au. P01.. s aculd aesign a Product Owner for the Horizon 

1,= pla'tlr;rrn, ,;l-itPr the remit of owning all change being implemented 
• There is no single person respof :,ihlc for onto ttc I aitorm. 

ownership of the Horizon platform tform - i.e with t: 
retspansihility an a ; c,haruac , operations,
strategic vision, b€ -iress e upport etc. m-ri• =i 

• Updates are made based on requests by 
Business Product managers with limited 
oversight from POL IT on sequencing and 
prioritisation. 

• These Items were evidenced by discussions 
With POt i es,Tttatives (22-Oct-2020 and 
28-Oct-2P20) 

1IB. Level of involvement from architects is 
limited, 11 Bi. Mandate early and continuous engagement of enterprise 

and solution architects for any cY:arrc, a:;rO<.:s. Horizon 
• Late or inadequate engage-anent of a 

SoV on Architect have resulted In poor 
dacurnenteaton ( nciuding design 
doc.rimee iitet!on) :her eby resulting in design 
issues/gaps. Those was evidenced by 
discussions with POL representatives (22-
Oct-2020 i. 

C 7r20KPb`^„a 3,I, i
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Prowss [contJ 
12. SMARTIDs! Strong 12A. Multi-factor authentication is used by 
Authentication support staff but its use is not extensive 

for example - SmartlD consists of a four-
letter identifier and a login of an additional 
two numeric digits (e.g. ABCD & ABCDQI). 

This does not provide a meaningful way of 
idenlifyine, Isere, thus sharing of logins and 
impersonation of users are a easily achieved 

cornprc rnising <audilabilily and seoulity. this 
sves confiin-ed dur:r,g discussions with POL 
re;pre;:,ertatiees f1g-Nov-- :Tl:_ft;, roc formal 
evidence has been supplied at this point in 
t:rne. 

126. Joiner Mover Leaver (JIVIL) processes 
for SMARTID are not fully defined, Mover 
and leaver processes are reactive. Leaver 
detection is largely based on inactivity. 

• There is a lack of in-house POL controls or 
oversli~ht or creation and use of SMART
The was confirmed during c -truss-ions with 
FO.. representative-; (17-` c;' -20 -0), no 
formal evidence has been supplied at this 
point in time. 

Dormant account policy is not efficient, 
based upon a 60 — 90 days' inactivity 
window. This was confirmed during 
discussions with POL representatives (17-
Nov-2020), no formal evidence has been 
supplied al this pons in true. 

• 12Ai. Linking ci l:Oi DD to SMARTID should be unique and 
should be tied to personnel along with branch. 

12Aii. Enable K1FA for users where there is the potential for 
credential theft, and assess the benefits for extending this io 
Branch user access. 

• 12Bi. JML processes for SMARTID must be defined, 
periodically reviewed and updated as necessary. 

• 12Bii . Immediate ierrn:netion of leavers is recommended for 
SMAf TiDs as they provide critical access to Hoiizon and 
Branch hub. 

• 126iiih Assess current operations and identify opportunities for 
automation to improve efficiency and reduce human error. 
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Prowss [conti 
(...cant) 12C. It is known that inactive SMARTIDs are •12C. Refer to 12Bii. 
12. actively transacting. 
SMARTIDst Strong Authentic ,  ̀ °120i. Until such time as the our: nt process can be improved 
ation •In all of the observations, 12 A to C, the current (ernell:ne of uafr.F names arid p 3.: , vdorcls), audit and notify changes 

ptooe,_, s s dernorotrabl f neltc ent and error to end user accounts to a checker identity, and ensure end users 

prone arid does not provde, adequate acknowledge changes to their account information. 
governance and control for the POL 
or managers to be able to assert and prove >12Dii. Implement maker checker controls (manual or automated) 
that only duly authorised individuals obtain for all JIVIL actions undertaken. 
appropriate access. Th is was confirmed by 
review of email reecehiad from •12Ei. Define and implement segregation of duties for elevated 
POL represernlatrives t21-Nov-2020) "RE: access roles such as Branch r.:anager 
Document Evidence Request for POL -
2ONov2O2OvO.2.xlsx ". •12Eii. Establish strong controls over branch manager access. 

Ensure adequate logging, monitoring and auditing is enabled. 
12D. Though SMARTIDs are owned by 
personnel, legion information is shared via 
the branch managers email addresses. 

12E. Password management is solely owned 
by branch managers, and no process is 
identified for password management. 

•This is an exposure for franchise 
owners, branch management siatl and € 0L as 
it provides branch managers full access to 
Horizon IDs and SMAfs'l' lDs of their 
aid ire; hi aria staff . has was ccnlirrred during 

POEOE i apiesentatives (t9-Nov-
Ci2C}), no formal evidence has been supplied at 

this point in time. 

rnp~li F ':. ri Gr lh i, l.: Sr.'..t i Jr r ..v i,i,i if .:304: '3 :;lit art 3r l ;me. a'flliG.sd r -}; K 4'`. i .;r;ia et nfi: 1,«'. 'v. E.. Em,i et'~na..:t :Ar2 iR . •,I r ,(i'; nF'. 
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Prowss [conti 
(...cunt) 12F. Leavers accounts remain available and 
12. SMARTlDs! Strong are "useful" where staff replacements are 
Authentication waiting for their own accounts. 

This could breach staff contracts or 
referenced policies on appropriate use, If 
these are in place, allowing staff who have 
not passed naandalory training to access 
Horizon arid is likely to 
breach cent. ally developed policies, 
irrespective of whether.

thee; are communicated approtpri alaly 
to Postmasters end their em,ployeesistaff-
This was c!,::l:rrr,€: z by review of email 
"Document 1:vdence Request for POL -
2ONov2l32r0 vi1.2.xlsx" provided by POL 
representa gyres (21-No„-2020,10 31). 

• 12Fi. Check and address devolved policies and contracts, 
training and understanding for: 

1. employment contracts for staff, 

2. regulations and processes in particular 
for Postmasters (Direct and Franchisee), and 

3. auditing of these at a branch level. 

Consider these in the viewpoint of fr€anchisee enalilement 
(See 32. Emerging Clxervati ri E::nI'la nchiserr7rant) 

• 12Fii. Refer to 12Bi . 

KPb`^..? 3! i, rn,,,:;: e a.:3 i :,t a: ~S 3 ..v i,ir! rf Soo: 's :.:it . in n I .; me. a'flli.! 3dr t > ', 4'., ' I .;r;ia <i n1r,•t!, «', 'v. e,. z~~~:;~i cc'ma. 't r: :;-3a ., C ;sa la •,I r,fii ,

Document Classification: KPMO Confidential 



POL00031727 
POL00031727 

DRAFT FOR DISCUSSION PURPOSES ONLY 

Prowss [conti 
(...cant.) 12G. Post-Covid„ only one POL staff member 
12. SMARTIDsl Strong from BSC can create, amend 
Authentication and delete SMARTIDs. 

• Single pore of fa lure risk exists -11:is was 
confirm ee c€.€r:no rtiscussior:s with pr-c.. 
representacvr-s (17-Nlov-20201 anc c msil 
received ;1 S-lVov- ' i 0; "l"ar '='Io;it Ethics 
Limited Horizon discussions - follow up 
check". 

• The process does not have a four-eyes 
approach to protect the individual r-acrd POL 
as a pooc governance process- Tics -,vas 
confirm c during discussions with Per'':.. 
repre, en atives (1 % Cov-'ttD_`t)) and ernail 
received (`:tt- Nor- 2020,t -'F: r' Post Office 
Limited Horizon discussions - follow up 
check". 

Please see Governance ® lAM Section 3G 
onwards. 

• 12Fii. Refer to 12Bii. 

• 12GI. Ensure elevated I privileged access is approved, 
:.:. . monitored, periodically reviewed and promptly remediated. 

• 12Gii. Evaluate existing processes and identify single point of 
failure I risk and implement necessary interventions 
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Prowss 
[contJ 

13. IT Controls Framework 13A. The IT COBIT controls are not 13AL Update and cextenc! the COBIT !T controls frame:,vork to 
implemented at a meaningful and granular include the required rele anf c.cmtrid processes, documentation 
level, and the controls framework does not and objective control duscrptuns Ic in plement effr cx:ve 
actually apply robust and effective controls c or lrols across the 1 T landscape  .vi:.hinq Pct., incluciir:g vendor 
to IT processes across delivery, operations, supported app!:catinns_ )e'egrl the Controls eccordin ly to 
change management and vendor ensure the controls ols cue ciarular, well undecutood by the staff 
management. performing CSAs, and are applicable to POL. 

• 13Aii. Ensure that an independent and periodic internal audit of 
the I I Controls Framework is performed. 

• 13Aiii_ l m alice In—Scope Controls and perc;3:ii ally review the 
controls Ic ersure their relevancy is maintained. i.e. any aged 
or duplicate coni ols s>trould be updated and/or removed 

13Aiv. Enhance he 
IT 

Control reporting schedules, and ensure 
the report€nq concu rs Ik,e reccrlred mnlbrrrie tlon to accurately 

determine the eft :c'. ,veness and completeness of the controls. 

13Av. Decelop and !rr:ipl:err:ent the Controls Process 
IManagemeru document. and ensure adherence. 

/17-7f1~" 
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Prowss [conti 
(...coat.) 
13. IT Controls Framework Framework could hinder rnanagemenl:'s 

ate:€itti to identify and .uidr r• a issues I elating 
to `unction'inc7 of internal controls, lheishy 
Fey ng in de-;^layeri imps oar Oscir ion 
making which could palertialit affect
company's brand or reputation. 'This  was 
cortitmed c!;.rring dI t;ussinns with POL 
rerg yenta;:ivies f1 d- Nov•-2u231 end a 
suusequent review of the extracted cc:nSole 
"Copy of Fisk and Conk ni M trix.x[(;x. 
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Prowss [conti 
14. Testing 14A. POL does not perform appropriate or  • 14Ai. A UAT phase should be intrnduced as standard for ell 

comprehensive User Acceptance Testing. , ~ Horizon change. UAT shleu hr be conducted wdhtn Eta own non.. 

waae Production envtorn lent, post the ccmlpist:or- of tcncuortial 

Without appropriaate UAT heing perlo3roed ~ testing. 
there is no riser validation cif the change.
Postmasters nEo a'lo: have exposure to the 

change unit after it goes into Production, so 

there is little chance for them to comment or 
examine the chance Iri deal prier 'er being 

forced to use It. This was evidenced dns lrlg 

ciecr-rssionswith At  representatives (11--
No`,r-:2020 and 8-Ue`r.2020)and PUL 
representatives (30-Nov-2020). 
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Prowss [conti 
14. Testing 14B. The test environments are improperly 

managed and utilised, with single ~N
environments in use by multiple projects and <9 . 
test phases. Test data within the 
environments is not refreshed. 

• Conducting multiple test phases which have 
different cut rbieniivex: in the same 
environment will result in ariviranment conflict 
(e.g. different batches beng run at the same 
time and on the same environment). 

• Using obsolete tea: data con l result in code 
conflicts, data issues anti other code 
confyuration issues which could invalidate 
certain test: rescid a 

• Additionally test analysts from different teams 
could r tteo pt to use the same test data 
resulting ':n data conflicts. 

• This is evidenced by review of the provided 
'Edge Fujitsu Test Envircinrrierrt Review- 
Report v1.1' and duririco ciiscuss'wns with 
AT OS reloresen'ta'ues 1 1 1-No ✓-2020, 8-Eec-
"2rp-

• 14B1. Testing for each project should be carried out rl dedicated 
environments with different data sets. The phases should be 
conducted soquen:nul y (ST [sat, then SIT followed by MAT) and 
With, rotsust entry and exit stage gates between these test 
phases 
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Prowss [conti 
(...conf.) 14C. POL does not have an owner for Non-  , • 14Ci. POL to identify a NFT subject matter expert (SME) to 
14. Testing Functional Testing (NFT), and there is no take ownership of all non-functional testing, and govern third 

overarching NFT approach. a party delivery of NFT_ 

• The lack of POL ownership means that the 
third party vendors make their own decisions 
on NFT, which can leave POL exposed to 
risk. Addiconally, taihout a POL NFT SME in 
place, validation and acceptance cf NFT 
tesul s Is ricorrectia delegatec Lu tl:e third 
parties: there is a risk that the required level 
of quality wit not be net, and there s no 
independent validation of tie results. This 
was evidenced Bur:ng riisc+.rs :ir ra with 
ATOS representative,, (11-Nov-2020), 14 )i- Develop ; identity a standarc set of Non Functional 

requirements which apply across the Horizor:. platform. 
140. POL do not have a standard set of Non-
Functional requirements (NFRs) covering the 
Horizon platform. 

Non funct',onal aspects of the system cannot 
he desiyr",ed built and tested adequately 
thereby providing limited/no confidence 
around system robustness, performance, 
integrity and security. This was evidenced 
during discussions with ATOS 
representatives (11-Nov-2020). 
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Prowss [conti 
(...cont.) 14E. The regression test suite should be 
14. Testing enhanced and automated. Regression testing 

needs to be regularly executed across the 
Horizon landscape (at least frronthly). 

Without appropriate regression testing in place
(and the regression suite being regularly 
executed) there is no guss.rar tee of the stabilit.,,
of the platform after constant end ongoing 
change. Tho is evidenced by review ;sf the 
provided 'Rig 009'- - Regression Tests - Back. 
0ifi:  `Rig 0093 - Regression Tests - Front 
Office" „ and curing d ;ousc:ians veitfi ATOS 
represr•nta!:ivres (^I 1-" ov--2C20), 

idl:: i. I :rih ance the current Regression test suite and automate 
tie nest scoots within the suite The will en=able the execution 
of consistent aria continuous ie,gr•; is utI, 
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Prowss [conti 
15. Change Management 15A. The POL change control process and • 15Ai. Uplift the Change Management Frameworlo: Prdicy and 

framework is immature and poorly do fined 1 Process Dor3.rn3ea .anon to capture: details en how the change 
rO~,r',SS wa3'ks (. . ,p - ,. c, g trai-siticn to did rrra cl-ange status, 

Nat all t h me IS q ;rreti by the Cb i'ir objr C_IV k Stc'?wni nt, 3 ip:y5 :i_._E .`mats etc., and 

control t9roci sa ., :'m' c' E;h Fl i'i tj' - - t ;did ra ted :C1 
mss 

... i ensure w tle;r£;n(;E; by P01 and ail had partleS. 

project work, Some; :. not Seen until after the

change is implemented, some change occurs • 15Bi. Enforce appropriate impact assessments, performed by 
without passing lhrc;ugh this process to t- POL experts and architects and technical staff. 
Type X, the :nformel and undocumented 
relationships that exist between change 
initiators and chance manr:rcemenr.}. 

• Due to the lack of a structured and formal 
framework, many of the dec!sions within the 
change management process are made 
subjectively and wthcut cersultetion. 

• Horizon change can come via non-IT projects; 
this chat-ice s sometimes cnvncwn end does 
not pass through the charge control process. 

• this is evidenced by review of the provided 
2d2hOtt % Horace Govern "r.'nr;e Terms Of 

Reference v1.3" and "cM-PCrLlT E:art,7e 
Management Policy- v'I .U, and drlrirc; 
discussions with POL representatives (27-

Oct-2020). 

15B. Impact assessments of Horizon changes 
are irregular and inconsistent. 

• Inade i ete impact assessrrt grits carry the risk 
that the impact of the change is not fully 
understood, and the change can have a more 
drat attic impart than expected Ibis was 
evidenced during discussions with POL 
representatives (27-Oct-2020, 30-Ncv-2020). 

C 7rr20 KPb`O „a , L I, im t':sd r, 15 i.': rr , .: n . f rnr,:;; a ':. .i G; 1N, ,.: ~7.':. ba: , i 3 ;:... 'o-r! rf Soi: 's :.: it . rrt n l . ;:r.:::~ 51i><:d e E': ✓.xr .-- i _:,r,.s < r n l,,•r!, «'. 'v. a ,. z~ :;~i er'ma. 't r: ,,.,a ., ~ ;s a la , •, I r':Sii'Re. 

Document Classiflcatlon: KPMO Confidential 



POL00031727 
POL00031727 

DRAFT FOR. DISCUSSION PURPOSES ONLY 

Prowss [contJ 
(...cont.) 15C. The documentation provided by the third 
16. Change Management parties into the change process are limited, 

and do not adequately describe the change or 
the impact of the change. These documents 
are not appropriately challenged by POL. 

Without clear and concise details, the full 
scope of the change cannot he understood, 
and there is a risk thet the impact of the 
change may be wider than originally though. 
Additionally, , without Gear rh':ailenge there is no 
incentive tel the thin part en to press's more 
in-depth and accurate information. 'This is 
evidenced ov envies' of the ercvided ' 0200907 
Horizon Governance Tenon  t < Relsr:rice v'', 
and "CM-PC)I_-IT Change Mar.agererit Policy 
v1.0' rind during adisra.rssions with ?`)L. 
representatives (27-Oct-2020). 

15D. There is no obvious Design Authority type 
function. 

Without a Design Authority in place to oversee 
changes or ensure they are consistent with 
Post Office Limited strategy, compliance or 
data governance, change can occur without 
ove=ersi lit eric nipi'eop3 into; rc wines l di 
evidenced Us review of the provided Current 
Architecture end Forumm`s.ppt' and during 

discussions ,^.itt? P`OL. representatives (14-Dec^ 
2020). 

• 15Ci. Enforce document standards, and challenge any 
documentation without an appropriate level of detail. 

15Di Implement a formal Design Authority, and ensure all 
change is appropriately routed ttrrcur l i this trout for review 
and analysis. 
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Prowss [contJ 
(...coot.) 15E. There is no central change repoahory, 
16. Change Management which holds records of all change (historic and

ort-rroing). 

Ghar j .rs, particui;:frly 
i, 

refereof e data mild AP-
,40 m :r:pts, are not always per _ i - ted in a
entraliscd repository tish:ch would eUow 

nvere:gt't of change history and depenrer:;y 
roariageinent. Without has recorn it plar::e. Pot. 
cannot determine the historiosh ,ro'le of chance 
being ecpfedtoF{orizor,or effectively anal, e' the 
impact c,t cfian ze to Horczon_ InIS was evidenced 
during discussions with AT'OS rzepreserntatives 
(7Dec2O23) and during discusicns witlf PCt.. 
Architects. 

• 15Ei. Set up a formal change repository, and require all change 
to be recorded and captured into this repository. 
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Prowss [conti 
16. KELs (Historic) 16A. Historic KELs documentation lacks 

adequate details (particularly technical details 
regarding the issue, the cause and how it was 
resolved). 

• Without adequate detalir; supplied, these a 
level of confusion re; ardind nether or not 
the h::storic; KI::L. hoe acts ol€ , t,^on r ocived 
and is no k nger ierlt;:_inteq tie Horizon 
pleaform. This i,+ tnrlde'l nect t;y review 

'v 
of the 

nro rt d 'Horizon Known Error Rev ToREoR 

Vi' and during discussions with POL 
representatives (06-Nov-2020,19-Nov-2020). 

• 16Ai. Encore complete technical details are cooriht from t=J. 
Once these have been supplied, an analysis of the. histnncah 
KELs can be completed to determine It any are extent 
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17. Ambiguous attitude to 17A. It is apparent that there is a lack of 17Ai. Assign responsibility for the design and implementation 
taking accountability, understanding, or a lack of acceptance, of cultural change i;rclgrannrne to address the cultural problems 
ownership and amongst general POL staff with respect to within POL. 
responsibilities especially their accountabilities and responsibilities 
for GLO reaned'iation within their roles. This is especially apparent 174kii ttpd ,te cod u•rfne the roles end r , ;Irar ibaities tor 

regarding implementing change to support reneging HorutcrI risks arid conduct approgn .'z, training. 
the _judgement issues 

The abdicelon of responsibility, or lack of a 
sense of accountability, may cause 
c.ha ienges or delays to POL progressing with 
the recto red iernediel actions. This is 
confirmed by discu::sions with POL 

• €-,presenti✓tiv~a (.'-1_Oct;C)'.r}_ 23-Oct 21)20,
29-{:)c -2(Y:o, 30-Oct-2020, 3 Nov 2t 2O and 
1 0-Nov 2020):. no iorrr.al evidence has been 
supplied at Ithis: paint in tirnf-r_ 
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(cont.) 17B. Evidence of detailed planning, outside 
17. Ambiguous attitude to the GLO remediation team, to address the 
taking accountability, Horizon judgement findings appears to be 
ownership and missing. This is leading to a lack of urgency, 
responsibilities especially awareness, drive and focus across POL to 
for t."iLO remediation address the judgement items. 

Implementation of the changes required to 
address ih jl.:dgement issues may be 
delayed, unnecessarily chater:ded, or even 

i :ec. This a co firmed by di soussions with 
PUb repre en ar ve - `:-Oct r? 2COct-
2020, 29-Oct-2320 :'. 0-Oct- 2.O2C. 3-Nciv-2020 
and 10-Nov-2O23), no formal evidence has 
been supplied at this point in time. 

• 17Eti. The comprehensive remedietion plan for reet:fying the 
Hanson judgment issues, and resolving the Flo Ivor -', oaks 
should be shared - . ross the I f husneas net. and tvder as 
required , flackinu cod support froi a., level execute rt, v may be 
requited to enforce and insist upon :mplern r:tatlon of the plan, 
and ensuring adherence to timelines and schedules 
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CLfluie and  Con duct [cont 
(...font.) 17C. Willingness to challenge vendors within • 170. Implement the new TOM, along with the appropriate 
17. Ambiguous attitude to supplier relationship is lacking. vendor management and go err arr; a with the required quatty 
taking accountability, controls and ;L1 o empv ` I r

, 

O L personnel to appropriately 
ownership and VVitho_a clear and appropr .ate challenge, challenge tt. irc: pai es. 
responsibilities for GLO vendors car r c "rogue' - in effect, making 
remediation hecisiuns tor' POL wh clh are not in POL's best 

interests, or take POL'e risks into account. This 
is cnntrmed by d scuassinns with POL 
representatives (27.r ct.2020 and 4-Nov-2020), 
no formal evidence has been supplied at this 
point in time. 
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18. Personal Identifiable 18A. POL are not Payment Card Industry Data 18Ai. Continue to completion the PCI compliance in-flight 
Information (PII) at rest Security Standard (PCI DSS) compliant. project. 
and in transit Horizon contains Pit data - managed by FJ -

with data at rest and in transit not being 18Aii. Add PCI DSS non-compliance to the IT risk register. 
encrypted. 

• 18Aiii. Introduce GDPR and DPA compliance monitoring 
• If this breach in compliance is uncovered by processes for Horizon. 

the regulators, it could result in a formal 
finding at non-compliance with the Data 18Aiv. Engage with FJ to design, implement. monitor and 
Protection Ac- i DPA 28i8) and General Data report compliance and non-compliance to relevant regulators 
Protection l at lrito: lGC3? 2{. the couid and POL. 
result in high tines and reputat!crlal 
damegre 1 h's was confirmed during 
discussions ebb 't O1L represen:atives i ,, -E`)r..t-

2020 and 12-N )v-2 )2.)), no tome) evdence 

has been supplied at this point in tine. 
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19. Key dependencies 19A. Migration to AWS is in-flight however POL • 19Ai. Review interdependencies and the core contracts 
still have too many decisions to make (i.e. surrounding the migration to ensure no potential conflicts or 
whether to stay with FJ to manage Horizon or future complications materialise. 
not, integration or migration of legacy systems 
onto AWS). • 19Aii Ensure that the current POL. - Fujitsu contract is fit for 

purpose to accommodate the; :n-flir hr rriigr melon and fut€.irc 
• Not remediating the icentifi< c findings from the states. 

current environment in Belfast datacentre could 
lead to future Horizon operational issues with 
potential cost implications This was corltirmed 
during discuss  {ors with POL re;prc-;eel:let:ives 
(29-C t-2O2O and No,,' 2020), no fo -rnal 
evidence has been supplied at Th is pn:nt in 
time. 
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supp~lei a['][, oeifolmance mallagement 

20. Vendor performance 20A. Key Performance Indicators (KPIs) are too 
management high-lev€:l with poorly defined service 

performance, being self-reported by Fujitsu and 
no subsequent self-assurance activities being 
undertaken by P01.. 

• High-level and non accountable performance 
reviews are leading to unacceptable and 
un)eetifled treat of the vendor provided services 
w'tl or, :mpr :ement expectat c ns from 
alsikelroiclers. These levels of Spa t lead to the 
Service franagemert Report t:>r' R) being g 
accepted pted as -.s with no challenge from POL. 

• The results of the metrics freer the FJ provided 
SMR. do not include sufficient iechriical analysis 
regarding any :;si.€w or pi:,b ems which had 
arisen during the reported month. 

• Lack of overall visibility and governance of the 
Horizon service, which could lead to 
performance metrics not being met and result in 
operational issues. 

This was confirmed during discussions with 
POL representatives (29-Oct-2020 and 9-Nov-
2020) with subsequent review of the provided 
Service Management Report "`4MR Pack -
September 2020". 

• 20Ai. Develop service performance management frameworks 
for the current and future target operating models. Ensure there 
is inclusion of relevant forum(s) with FJ presence for POL to 
discuss and present relevant challenges on reported metrics in 
order to maximise service performance for Horizon. 

• 20Aii. Review and update the defined expected KPIs and 
thresholds to meet with POL defined Horizon risk appetite. 

• 20Aiii. After completion of 20Aii, working in collaboration with 
FJ revise The SN'R to include relevant and detailed techric l 
analysis t; ensure that P01.. are made: aware of Horizon re r: c r.: 
issues and problems that sire hewn, or hove been resolvent_ 

7!:~C ~.Qt t,l a, 3tl: rt't'.sd 'E !4!.', 4 .'.: n. f 'no,~ii F :. xi Gi 1F:£3 1.: .':. a!fi Jr 3 ..e..0r': YS .:304'. :3 :;iit 3R ,r :: "riF%e ,r ..,. t;}; \~' i',.;r,3& et n1r,•[!,u'. 'Y.u.. z.~"1.^t'ma. 'fr: :-d .r~ :3 r: I£ Ail r.15C, 
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SURIPil at, [lelfol  111al,lagel'I'lent cont.) 
20. Vendor performance 20B. Horizon service performance is overseen 
management through different governance routes such as 

the Information Security Management Forum 
(ISMF) and Service Management Report 
(SMR)) 

This drives a fragmented view of supplier 
performance teadirrq to potential inaccurate or 
incomplete metrics used by POL leadership to 
manage the vendors and make strategic 
decisin is 'hs was r r finned during 
aisce ':s'.ons with POL reptesentasves (29-Oct-
202^) with subsequent review of the provided 
Service Management Report'SNIR Pack - 
September 2020". 

• 20Bi. in collaboration wth second LoD, service managers, 
compliance tears and ISMF review the existing end to end 
vendor perforroacce nonace ric it process , for FJ dentified 
gaps to he addressed and uederatand rg of the end to end 
process to he do urnente (and made available to relevant 
teams in POL to adopt a sta:ldardrsed coherent approach. 

__, __ rni,,:;: e a.: S i :,ta: 4 3 ..... 'rrr'; rf So4: 's :.:it . in n I .;,re. a'Aliu<:d r t > 1, 4 G I . ,r:ia < i n1r,•ti, «', 'v. e,. z,~~:;n cc'ma. 't I: :;.3a ., C 3 a la ^ „I r,f;lrf£. 
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21. Tool support for 21 A. Projects are managed via spreadsheets 21Ai. Whilst POL has IBM DOORS and Mic::rcrfauu>.raLNt 
change delivery and email, present, these may no longer be suitable; for nee (end 

licensing may he expensive). A suitability assessment of the 
• There seems to be no overarching tool in place 4 

`v~ 
cul l rant market  a r:;ilable tools should be conducted. and the 

to fad l,tate the delivery of project change or test moat appropriate tools implemented - and their lee enforced 
management which causes inefficient control across all change. 
and coordination on change management. This 
is evidenced by reviev:, of the provided 'Test 
Strategy R"I" "POA-T'P!N1-2415 - PCI DSS Test 
Plan v02, "PCI DSS - Master Test Strategy 
v1.tT and dur:n , dlsca;sltatrs with POL 
repreeeri ;atvc s {11-Nov-2020; 12-Nov-2020). 
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22. Business Continuity 22A. The SV&l test environment doubles as 22Ai. Build and establish a dedicated DR/BCP environment 
Plan (BCP) / Disaster the DR environment. which is a mirror of Production, and is only used for DR 
Recovery (DR) purposes. 

This o a high rink solution and is not an 
effective CPR strategy. The test eno/ceirnent is 22Aii. Update BCPIDR plans (if available) to include Amazon 
not an appropriate DR environrrlent because DR approach now that Horizon is migrating to AWS. 
code versianng would be different and may 
not be refler;t:`;e Of the production environment 

(eq. i" i isslnc ril_egratonS / applications, size 

and scale).R.PplirpOS:nC the teat envii'orirnent 

or DR could result in 00Cc conflicts, data 
issues and/or other code configuration issues 
which could invalidate certain test results. This 
was evidenr;eci stEur'.rru Cr'sct salons uvitfi AT OS 
representatives (I1-Nc c 2O2C1. 

This area is sr/i under' i rvesri atian.. 
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-I-
23. Tools for IAM and GRC 23A. There is insufficient usage of technology 

and tools for lAM and risk management. 

Although POL. has F ur sPeck, Micro soft 
Idt nv. ar Manager, Serui+ el lov I kAClino 
and Ai:;her, their capabilit'':es we rua:fully 
leveraged nor used in sn iri=gwteh vvay which 
it they were COuIC!: 

cheviots, streamline end 
automate manual processes, 

o provide a single view of 
users/identities, 

o improve governance and reporting, 
and 

reduce risk exposure. 

This was confirmed during 
discussions and evidenced during the 
share screen session with POL. 

representatives on TRACtion to view 
the Risk and Control Mains ((3-Nov-
2020, 9-Nov-2020 and 10Nov2020,L 

• 23Ai. Assess existing tools and processes and create a 
strategic roadmap to leverage or consolidate current tooling. 

• 23Aii. Consider additional Commercial Off The Shell "COTS) 
tools where existir :, boots cra not It -for-future use 
or to achieve add'€:'':oval efficiency. 

rni,,:;: e a.: S i :,ta: ~ S 3 ..v i,' r r rf .:Son's :.:it . in n I ;me. a'flliG<sd r t > ', 4'G i .;r;ia < i n1r,•t!, «', 'v. e,. z~~~:;~i cc'ma. 't F: :;-3a ., C ;s a la ^ „I r':Sil'Rf,C':25KPfi'ni.L.P. L.Ik i
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24. AP-ADC Scripts allow 24A. Automated Payments — Advance Data 
uncontrolled change Scripts (AP-ADC) are used to make changes 

in Production & Reference Data. 

AP-ADC sr, ipts provide a facility fair the Post 
Office Limited to make configuration and 
reference date changes to the pla€form. The 
script riq iarngi ;aqe pm,e ,Aec peterctally 
powerful fun aionalii . is prcpr ,nary and 
extremely complex. There are curreri:ly over 
900 such scripts in production each of which 
can contain `dOe of lines of function of various 
levels of ccntpiexity and these car be 
changed reiatnrely easily through formal and 
rlfornrai methods_ This, facility has evolved 
into a complex rand relatively undocumented 
sys,errs"'n`i ci3 has the potenfiei to cause 

unanticipated system behaviours and 
unwanted use, exper`ences. -here is currently 
a high volume of such changes at any time 
and this fact seems at odds v,,:ih what should 
be a relatively stable platfoi irl ester Nally 
do r:cl the same or sir iiar €b non it ilt;s done 
for some time. This was confirmed during 
discussions with POL representatives (^4 
Dec 202if) with subsequent review of th1:e 
provided 'AP-ADC script reference manual' 
2n;aovd020) 

• 24Ai. Analyse and build an index of the AP-ADC scripts to fully 
understand what they can be used for, and how they are used 
within Horizon. 

• 24Aii. Formalise the procer.s by which AP-ADC scripts can be 
used to effect change, and ostriof the access to these scripts 
to only the most appropriate pee.pie (PAM/Access controls). 

24Afi. Ensure all change involving AF'-ADC scripts is 
appropriately routed through the updated change process, and 
any change is appropriately captured and recorded. 
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I iIIIMIVIII 
IT Access Control Details provisioning of PAM and RAM access on Horizon. POL 
Policy/Standards/ Guidelines/Manual 

User Access Management Details permitted actions for user access management and POL 
Policy/Standards/Guidelines/Manual privileged access management. 

Information Security Details security expectations or PAM and RAM. POL 
Policy/Standards/Guidelines/Manual 

Records of corrective action(s) taken by Post Office Details corrective action(s) taken by Post Office Limited when POL 
Limited failings in the PAM and RAM processes have been identified, 

discussed and actions taken to remediate/resolve and to ensure 
the same does not happen again. 

Horizon landscape document Description of the environment and architecture. POL 
Horizon analysis VO.3a 
Horizon description (1) 
ARC030 Horizon Solution Architecture Outline 
ARCSECARC0003V6po 
UEM-012.b - POL Li Landscape v1.5 (002) 
UEM-012b - POL IT Landscape v 6 

.....-..__._. 
User access request form for requesting global Evidence for User Access Management activities performed by POL 
access Data Services Team 

Si-annual user access reviews and remediations Evidence for User Access Management activities performed POL 
of access by Data Services Team 

20201104 security Risk Evidence of the IT risk register POL 
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Al:DOGLIPI"Ient list PAM/RAM [cont.] 

Weekly leaver checks and access remediation of Evidence for the Global user access accounts POL 
leavers 

Populated forms and approvals for creating new Evidence for the Global user access accounts POL 
users for global access 

-- -------
Evidence that the Admin role is only granted to Evidence for the Global user access accounts POL 
users from Data Services Team 

............................_.-...................................._.._.._.. 
Number of SMARTids that have not been used in To evidence if any redundant or orphan accounts exist. POL 
the last 6 months to date 

Harm Table Published The likelihood and impact table used by the POL Central Risk POL 
team 

ITGC Update - IT Audit result for discussion POLv1 POL 

IT Controls Progress Report Results from the COBIT IT controls review POL 
--------------------- ... 

CSA Monthly Detail Report 
-----------

Results from the Controls Self Assessment (CSA) POL 

Risk and Control Matrix 
........................I..._.-._............ 

POL 

Contract Management Framework 
..._..._ ....................._.............__..-

New POL Contract Management framework POL 

Archer IT Risk report 261120 IT risk team report from IT GRC tool Archer POL 

POL - FJ contract Current contractual agreement between POL and its business POL 
critical vendor FJ. 

~. 7!:~C ~.Qt ',• t,l a, 3 
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Al:DOGU[J-Ient I'ISt PAM/RAM C011t) 

Fujitsu-Post Office ISAE3402 FINAL report - 1 April Service Organisation Controls Report (SOCR) performed by EY, POL 
2017 to 31 December 2017 provided to POL by FJ 

Fujitsu-Post Office ISAE3402 FINAL report - 1 April SOCR performed by EY, provided to POL by FJ POL 
2018 to 31 December 2018 

Fujitsu-Post Office ISAE3402 FINAL report - 1 April SOCR performed by EY, provided to POL by FJ POL 
2019 to 31 December 2019 
_ ..........................-_....._.............I..................... 
JML - Final Report Joiners, Movers and Leavers thematic internal audit conducted by POL 

POL IA in 2020 

IA Audit Reports - HMU IT IT Internal Audit plan for the thematic reviews (2016-2020) POL 

AP-ADC script reference manual Reference manual for the AP-ADC scripts 20/12/2020 

~. 7!r~C ~.Qt ',• t,l a, 3 
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Al:=uCUil1en' list KELS, IT, HNGA 

Test Strategy R1 Document covering all testing and integration activities performed POL 
for the HNG-X Programme 

Edge Fujitsu Test Environments Report v1. 1 Document covering Edge Testing's review of Fujitsu/Post Office POL 
Limited Test Environments estate and recommendations for 
improvement. 

Test Strategy Post R1 Document covering all testing and integration activities performed POL 
for the HNG-X Programme 

-------------------- 
Rig 0094 - Regression Tests - Back Office 

----- ................... _........... 
Covers regression tests for back office POL 

Rig 0093 - Regression Tests - Front Office Covers regression tests for front office POL 

Hydra_0823 Covers test script & report for the CC (Computacenter) HNG-a POL 
Microsoft Patches 

Hydra_0817 Covers test script & report for the CC (Computacenter) HNG-a POL 
Microsoft Patches 

_._ ............................_..._...........................................__._..... ,................ 
Change Management Process V2 Minutes of a meeting discussing the PO change process POL 

20200907 Horizon Governance Terms of Reference Terms of Reference for the Horizon governance hoard POL 
v1.0 

20201016 Horizon Known Errors Joint Review Terms of Reference for the Horizon Known Errors governance POL 
Working Group Tof R v1.2 

...........-.. .. ... _ ... ... ... ......... .. .. 
board 

_._...........-.. 
Copy of Horizon Known Error Review WE161020 Known Errors for 16th Oct 2020 POL 

rni,,:;: e a.:3 i :,ta: 4 3 ..v 1,' , 4 So4: 's :.:it . in n I .;,re. a'Aliu<:d r t > 1, 4 G I .,r:ia < i n1r,•t!, «', 'v. e,. z,~~:;n cc'ma. 't I: :;-3a ., C ;s a la . „I r'S.i'I , 

Document Classification: KPMO Confidential 



POL00031727 
POL00031727 

DRAFT FOR DISCUSSION PURPOSES ONLY 

Al:Docu-~'-­flt l  I'IS--t KELS, SDLC, HNGA [conti 

Horizon Known Error Review ToR V1 Process for managing KEL items POL 
. . .. . . .. . .. .. . .. .. . .. .. . .. . . .. . .. .. . 

Horizon Known Error Review Agenda 191020 
.........................................._.........................................._.......................................... ....................................................................................._.....................................-.._.....................................-.._....................................-.._.....................................-.._......................................._.. 

.. .. . .. .. . ... 
Horizon Known Error Review meeting agenda or minutes POL 

Horizon Known Error Review WE021020 
... ... ... ........... ........... ... .... ....... 

KI::Ls for 2nd Oct 2020 
... ... .... ... ... .... ... ... ... 1111.. 

POL 

SIP Test Action 1 1 Response to SIP environment issues Fujitsu 

SIP Test Action 12 Response to SIP transaction issues Fujitsu 

SIP Test Action 1 .3 Response to SIP automation !slues Fujitsu 
1 .11....1.._ ------ 111.1... 
SIP Test Action 1.5 

---.. .. ......_... 
Response to SIP regression issues Fujitsu 

GM-POI..-IT Change Management Policy v1.0 
__............_ ..................._..._...._..-.. 

The change management policy for IT 
_._._..-...._......................._..__........._......................_. 

POL 

CM-PRO-IT Change Management Process V2.0 The change management policy for IT POL 
............. 

Change Control Framework Extract October 2020 Extract of Change Control Framework Deliverables POL 

Change Examples-> Change Example Fujitsu POL 
CHGO037290 Campus DR Change Request Draft 
V2 (5) 

CH00037290 Change Plan DR 2020 Script for CHGO037290 Change Plan DR 2020 POL 

.. . .-.. .. - .. .. .. .. . .. .. 
CH00037290 

.1111... .. .. .. . .. .. . _. 
Sample Fujitsu Change Request POL 
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Al:DOGLIPI'lent list KILS, IT HNGA [C0111 

Zip Tech CAB Agenda Minutes Technical CAB Agenda and minutes detail sheet POL 
... .. .. .. . ... 

Zip Business CAB Agenda Minutes Business CAB Agenda and minutes detail sheet POL 

CHGO037544 Computacentre Change Request Sample POL 

CHGO037838 Verizon Change Request Sample POL 

CHG0037846 
--- -------. - .. ........... 

Verizon Change Request Sample POL 

CH00037898 Verizon Change Request Sample POL 

CHG0036991 
......_ 

Computacentre Change Request Sample 
.................W......._......_.._......._.................._..._......................... 

POL 

CH00036992 
__ .... 

Computacentre Change Request Sample 
.._ ................... .._............._...................... 

POL 

POA-TSR-DM0119468 - Environment Agency - Test Summary Report POL 
GDPR changes vO.3 

......... ._........._.._ .........................._- _- --------......__.............._......._. 
Fujitsu-Post Office ISAE3402 FINAL report - 1 April 

_- --------. .... ..... 
Internal Audit Report - Fujitsu-Post Office report - I April 2019 to POL 

2019 to December 2019 December 2019 
.. ... ... ... ....... 

POA-TSR-Drop & Go -EUM Restrictions vO 2 docx 
.. ... ... ....-_..._..........__... ... _.. 

Test Summary report - DROP & GO -EUM RESTRICTIONS Atos 

Test Plan - Drop & Go -EUM Restrictions v0.1.docx Test Plan - DROP & GO -EUM RESTRICTIONS Atos 

PCI DSS - Master Test Strategy v1.0.docx PCI DSS Master Test Strategy POL/Atos 

Pocono Regression Test Update Friday 9th October Regression testing update Mail Atos 
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Al Docu-~'--flt  I'IS--t KELS, SDLC HNGA [Coll 

POA-TSR-2415 - PCI DSS PIN Changes Test Test Summary Report for a Large change POL/Atos 
Summary Report vO.4 

POA-TPN-2415 - PCI DSS Test Plan vO.2.docx Test Plan for a Large Change POL/Atos 

PCI DSS - Master Test Strategy v1.0 Master test strategy for large project POL 

RiPE Project Closure Concurrence Project closure documentation mail POL 

IT Concurrence - Guidelines v3.0 
...- .................................-.._.....................................-.._.....................................-.._....................................-.._.....................................-.._....................................-.._.....................................-.._....................................-.._..-................................._..._......................................._.. 

IT Concurrence Document POL 

IT concurrence - Closure report IT Service Project closure documentation mail POL 
transformation 

Copy of Risk and Control Matrix Risk and Control Matrix sheet POL 

IT Controls Progress Report IT Controls Progress Report POL 

Copy of CSA Monthly Detail Report CSA Monthly Detail Report POL 

TSTSOTHTP4072 SV&I Test plan for CP2459 — Payment Pilot — Phase 2 POL/Fujitsu 

TSTSOTREP4126 SV&I - End of Testing Report - PBS Phase 1 and 2 POL/Fujitsu 

POA-TPN-000241 1-Autumn Tariff Change Test Atos reference data change test plan - Autumn Tariff Atos 
Plan vO.1 

POA-TSR-0002411 AAutumn Tariff Change Test Atos reference data change test summary report - Autumn Tariff Atos 
Summary Report - Approved v1 0 

KEL.s Process Flow diegram(PEAK and KEL KEL's management process diagram POL 
process Swimlanes MG2.5.vsdx) 
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Summary Notes Post-HIJ Historical KELs summary notes Post-HIJ POL 

Summary Issue Reports Historical KELs summary reports Post-HIJ POL 

Copy of _DOC_159267141(2)_29 Issues - key Historical KELs key details sheet POL 
details.xlsx 

20201113 Known Error Log Decision and Funding Known Error Log Decision and Funding Tracker POL 
Tracker v2.xlsx 

Horizon Known Error Review Minutes 161120.docx Known Errors Review Minutes Fujitsu 
__ ....................... ..._ _... .... .......... .. ................. 

Horizon update November 2020 - Release Release Notes for Horizon November update POL/FJ 
Notes.docx 

Knowledge Base - cardc2117L.151119.pdf Knowledge Base Article POL/FJ 

Knowledge Base dsed1614M 060420.pdf Knowledge Base Article POL/FJ 
_ .... ... _ _ .......... .......... ..._..._.... ..... ... 

Knowledge Base - GelderR488Q 131120.pdf Knowledge Base Article POL/FJ 

Knowledge Base -jsim14291 151 119.pdf Knowledge Base Article POL/FJ 

Known Errors - Stakeholders and Management Horizon Known Errors — Latest Status of Open Items (as at POL 
Update 23 Novemher.pptx 23/11/2020) 

MemoView Branch Reminder- Drop & Go Drop & Go Compliance Communication POL/FJ 
Compliance Communication 17.11.2020.docx 

Current Architecture and Forums.ppt Current Architecture and Forums details POL 

__, __ 
rni

,

,:;: e a.:3 i :,ta: 4 3 
..v 

1,' , 4 So4: 's :.: it . in n I .;,re. a'Aliu<:d r t > 1, 4 G I .,r:ia < i n1r,•t!, «', 'v. e,. z , :;n cc'ma. 't I: :;.3a ., C ;s a la . „I r'.S.i'I .
KPfOLL.P. L.Ik 

j

Document Classification: KPMO Confidential 



POL00031727 
POL00031727 

DRAFT FOR DISCUSSION PURPOSES ONLY 

I i1LWi1 

Graham Hemingway [GLO Portfolio Manager] Understand the GLO Portfolio and how the Horizon Issues programme fits in this bigger picture 

Simon Oldnall [GLO and Horizon IT Director] At least daily interaction on direction of travel, validation of hypotheses and emerging findings. 
Martin Godbold [Head of IT Service for Retail] 
Paul Smith [TBD] 
Dean Bessell [TI31:)] 
Paul Kingham [TBD] 
Charlotte Muriel [TBD] 

_. ... . .--- ---- _ - --- --- - ---- --- _-- . 
Dionne Harvey [Contract Vendor Management] To understand the vendor relationship management aspect between POL and f= J 

..........._ . _. _... .. .. .. .. - ---- --- ._. ._- --
Sree Balachandran [TBD] Obtain an understanding of the IT landscape (e.g. IT equipment, email, server, networking, etc) of the Post Office 

Limited and branches; understand how a Branch processes transactions and how data moves from Branch to 

.... .... 
Horizon; understand feedback from Postmasters 
.._ 

Joy Lennon [TBD] Overview of the process for management of global user accounts, Privileged Access Management, Remote 
Access Management 

Dave King [Head of Security Architecture] Walk through privileged Access Management/PAM/RAM process(es) for Horizon at Fujitsu 
Walk through break-glass procedure including approvals, monitoring, audit log reviews etc. 

Shaun Turner Horizon Access Management: process for access to Horizon using Smart IDs 

Ehtsham Ali [Head of Cyber Security Compliance] General overview and specifics around compliance checks with suppliers, detail on builds, understanding of 
approach 
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A2: Neivlevvees [cont' 
Aatish Shah [TBD] IT Change Framework: POL IT controls and the framework in place around these controls 

James Brett [ATOS Test Manager] Discuss the testing which ATOS is responsible for delivering 

Luke Harrison [TBD] Further develop understanding of the IT landscape (e.g. IT equipment, email, server, networking, etc) of the Post 
Office Limited and branches 

Sally Rush [TBD] Understand the current documentation and processes for data management in Horizon 

Rob Wilkins [Director for Cloud Office] Understand the Horizon move to Amazon Web Services 

Gary Walker [TBD] Understand the Release management process 

Ian Sage [PM for AWS migration] Discussion of how the Belfast Migration programme is governing change 

Ben Owens [TBD] Introduction to the testing being performed across change occuring on Horizon, and how the testing is governend 
and controlled including the test approach for the Belfast migration. 

Jonathan Acres [Internal Audit] To understand the POL environmentfrom IA's perspective and evaluate the internal audits involvement with risk 
Dingo Vidinhas [TBD] management around Horizon and FJ 

Rebecca Barker [Head of IT & Digital Risk] Understand the role/records/actions under POL's Risk Management function 

Stephen Browell [Fujitsu CISO] Discussion of ways of working with Fujitsu including access to documentation and resources 

Katrina Holmes [TBD] Horizon change mgmt, testing and incident management 

Stuart Banfield [TBD] Horizon change processes 

Harry Vazanias [TBD] Discussion of change management, gaps and problems in IT org structure and SDLC management 

Joseph Moussalli [TBD] Discussion on how the PCI programme is being governed 

Tony Jowett [CISO] Governance around Horizon and the IT controls framework 

Steve Page [Solutions Architect] Library of architecture documentation on Horizon and an overview of the Horizon data flow 
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A2:Neivlevvees Icom' I 

Saira Burwood [TBD] Walkthrough of the portfolio process; Discussion on detailed programme and project management; Governance of 
George Cross [TBD] third party delivery 

Cherise Osei [TBD] Walkthrough and discussion of the POL change management process 

Gareth Clark [TBD] Portfolio management within IT 

Matthew Warren [TBD] Discussion of how ATOS are involved with POL change 
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A2: nt8VW8BS [DHtJ 

Tim Perkins 

Alison Bolsover 

Colette Mcateer 

Alison Clark 

Head of Service and Support 

Branch Reconciliation Area Lead 

Branch Reconciliation Operations 
Manager 

Branch Analysis and Control Manager 

Investigations TOM 

Branch reconciliation 

Branch reconciliation 

Branch analysis and loss prevention 

Andrew Kenny Service Centre Manager BSC Tier 2 

Louise Liptrott Tier 2 Team Leader BSC Tier 2 

Sharron Logan Case Review Manager Case review teams 

David Southhall Contract Investigation and Resolution Case review teams 
Manager 

Wayne Brant [TBD] Case review teams 

Huw Williams Contract Investigation and Resolution Case review teams, key logging, ARQ process 
Team 

Michelle Stevens Loss Prevention Manager Branch analysis and loss prevention 

Paula Jenner Head of IT Service for Corporate IT Systems 

Matt Quincey Service Manager for Accenture and 
Verizon 

Drew Mason Network Monitoring and Support 
Analyst 

IT Systems 

Branch analysis and loss prevention, FREDD-O 
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Ketul Patel 

Ruk Shah 

Maria Opaniran 

Dean Whitehead 

Laura Tarling 

Tony Hogg 

Matthew Lenton 

Christopher Knight 

Min Dulai 

Network Delivery Director 

Group MI and Analytics Director 

[fBD} 

Service Centre Support Manager 

[FBD} 

Head of Cyber Operations 

Fujitsu 

Intel Team Manager 

ServiceNow System Manager 

Key logging and network analysis 

Data Platform 

Data Platform 

Dynamics and Puzzel 

Flag Case Team 

Security operations 

Investigation requirements for Fujitsu 

ARQ data request process 

ServiceNow 
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A3 Meet'ITSIIsI 

HORice walkthrough for 
Andrew Kenny 

investigations 

KPMG Engagement 
Adam Malach 
Tony Hogg 

16-Oct Horizon walkthrough meeting 

16-Oct HORice walkthrough 

21-Oct Meeting to understand PO side of security management 

4 Project Iris - Audit 
Simon Oldnall 23

-Oct To agree on the engagement deliverables and audit report structure using the examples that Amina provided and was agreed 
deliverables at this meeting. 

5 Call with PO Head of Cyber 
Security Compliance 

Ehtsham Ali 23-Oct General overview and specifics around compliance checks with suppliers, detail on builds, understanding of approach etc. 

Graham Hemingway 
6 GLO Programme Overview 28-Oct Understand the GLO Portfolio and how the Horizon Issues programme fits in this bigger picture 

Kevin Hutchinson 

7 Project Iris - Vendor 
Dionne Harvey 29-Oct To understand the vendor relationship management aspect between POL and FJ. 

management meeting 

8 Project Iris - CISO meeting Tony Jowett 30-Oct Discussion on governance around Horizon and the IT controls framework 

9 
Project Iris - Branch process 

Sree Balachandran 03-Nov Session to understand how a branch processes transactions and how data moves from branch to Horizon 
meeting 

10 Risk Management Rebecca Barker 03-Nov Understand the role/records/actions under POL's Risk Management function 

Steve Page 
Martin Godbold 
Charlotte Muriel 

Session for Steve Page to introduce us to the library of architecture documentation he has on Horizon and an overview of the 
11 Horizon Data Flow Overview Dean Bessell 06-Nov 

horizon data flow 
Martin Godbold 
Paul Kingham 
Sally Rush 
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13 
Project Iris - Security 

Dave M King 09-Nov (PAM/RAM meeting) Discuss and obtain an understanding of the IT security architecture of the Post Office Limited and branches 
Architecture meeting 

14 IT Security: Initial Discussion Dave M King 09-Nov (Forensics meeting) Discuss and obtain an understanding of the IT security architecture of the Post Office Limited and branches 

15 KPMG GLO Assessment - IT 
Change Framework 

Aatish Shah 10-Nov Discuss the POL IT controls and the framework in place around these controls 

16 Project Iris - PAM/RAM Simon Oldnall 11-Nov Discuss the testing ATOS is responsible for delivering 
evidence request ... ... 

17 IT Scoping Discussion 
Sree Balachandran Luke 

10-Nov 
Discuss and obtain an understanding of the IT landscape (e.g. IT equipment, email, server, networking, etc) of the Post Office 

Harrison Limited and branches 

18 Project Iris — Global User Joy Lennon 17-Nov An overview of the process for management of global user accounts, role of Joy Lennon, Privileged Access Management, Remote 
accounts meeting Access Management ...._.._......- ....................._....._.._..._ -...............__..._._ ...._.........._ ...............__..._.._......-...................... 
Project Iris - Security Walk through privileged Access Management/PAM/RAM process(es) for Horizon at Fujitsu 

19 Architecture Dave M King 18-Nov Walk through break-glass procedure including approvals, monitoring, audit log reviews etc. 

20 Evidence request meeting 
Simon Oldnall 

18-Nov Walkthrough the evidence list - meeting requested by Simon Sree Balachandran 

21 Horizon Access Management Shaun Turner 19-Nov Discuss the process for access to Horizon using Smart IDs 

22 Horizon Change processes Sree Balachandran 20-Nov Discussion on our understanding on Horizon Change processes 
Sally Rush 

23 Evidence request meeting Sree Balachandran 23-Nov Walkthrough of the evidence list 

?4 Review document request list 
Sree Balachandran 25-Nov Walkthrough of the evidence list -meeting requested by Simon 

I Project Iris additional Sree Balachandran 
25 documentation

26 AP-ADC scripts Steve Page 

10-Dec Walkthrough of the evidence list for PAM/RAM 

14-Dec 
Discussion reaardina the AP-ADC scri 

L.P. 3, i, rni,,:;: e a.:3 i :'t a: ~S 3 ..... 'rrr! rf So4: 's :.:it . in n I .; me. a'flliG<sdr t > ', 4'Gi .;r;ia <i n1r,•t!, «', 'v. e,. z~~~:;~i cc'ma. 't I: :;.3a ., C ;sa la ^ •,I r,fii .

Document Classification: KPMG Confidential 



POL00031727 
POL00031727 

home.kpm gfeocialrnedia 

2020 KR G=` LLP, a UK limited liability partnership and a mornber `rrr of the KPI=b G global, or janisat•:on of ndepertha...t €':ember fi rms aff liated with 
Ki't3 G International Limitec, a pr ate Enç ish company limited by guarantee, At ngnts reserved. 

This report is providec pursuant to the terms of our contract with Post Office Limited (POL), The report is intended solely fcr intemai purposes by the 
management of POL and snould should not be used by or distnbuteO to others, wthout our prior written ;consent. To the fuI est extent permitted by a; , KP G 
LLP coos not assume any respons iiity and w<i l not accept any iab iity in respect of this report to any party other than the Beneficiaries 

Tue. KPMG name and logo are re istered trailemar ;s or trademarks rF KP ✓'<G International, 


