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1 Executive Summary

Context

As outlined to us by the Post Office Limited (“POL”) litigation team, “ POL is responding to allegations from Sub-
postmasters that the “Horizon” IT system used to record transactions in POL branches is defective andthat the
processes associated with it are inadequate (e.g. that it may be the source and/or cause of branch losses). POL is
committed to ensuring and demonstrating that the current Horizon system is robust and operates with irtegrity,
within an appropriate control framework. “

POL is confident that Horizon and its associated control activities deliver a robust processing environment through
three mechanisms: POL have designed features direcly into Horizon to exert control; POL operates IT
management over Horizon; and POL have implemented controls into and around the business processes making
use of Horizon. Collectively these three approaches of inherent systems design, ongoing systems management
and business process control are designed to deliver a Horizon processing environment which operates with
integrity.

Since its implementation in branches, POL has commissioned or has received a number of pieces of work relating
to the Horizon processing environment, to provide comfort over its integrity. This work, referred to in our report as
the “Assurance Work”, provides documented assertiors relating to aspects of the design and operation of the
Horizon processing environment. The Assurance Workincludes IT project documents; operational policiesand
procedures; internal and external investigations and reviews; independent audits; and emails confirming otherwise
verbal assertions.

Deloitte has been appointed to:
e consider whether this Assurance Work appropriately covers key risks relating to the integrity of the
processing environment,
e to extract from the Assurance Work an initial schedule of the Horizon Features1,
e to raise suggestions for potential improvements inthe assurance provision.

" “Horizon Features” is a term we have introduced b represent those features of the Horizon processing environment, including IT management
and business use controls, which provide that:
. movements in Branch ledgers have the full ownershp and visibility of sub-postmasters; and

e audit trails kept by the system are complete and acurate.

Summ a%-y Of AK}WVQQCH Key assertions requiring assurance, to underpin confidence in processing intregrfty -
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A key element of the approach was to identify the Horizon Features. POL did not have an existing document that
could be described as representing the Horizon Features in a demonstrably complete way, therefore we have
drawn out an initial view of the Horizon Features from the underlying documentation and considered Assurance
Work relating to them (Appendix 2) for the purposes of this review.

As communicated to us by management, we have also considered the following 5 key control objectives during ou
activities to identify Horizon Features:

1. Horizon only allows complete baskets of transactionsto be processed;

2. Baskets being communicated between Branch and Data Centre are not subject to tampering before being
copied to the Audit Store;

3. Baskets of transactions recorded to the Audit Store are complete and ‘digitally sealed’, to protect their
integrity and make it evident if they have been tampered with;

4. Horizon’s Audit Store maintains and reports froma complete and unchanged record of all sealed baskets;
and

5. Horizon provides visibility to Sub-postmasters ofall centrally generated transactions processed to their
Branch ledgers.

These key control objectives are an important subset ofthe overall set of key control assertions highlighted in the
diagram above.

We have grouped the Assurance Work provided to us into three areas, corresponding to POL’s three mechanisms
of exerting control over the processing environment, as follows:

e System Baseline Assurance Work: This aims to provide comfort that the original Horizon implementation
and other changes performed under formal projects were well governed (compared to Deloitte project
management methodologies) and that detailed testing was performed against agreed business
requirements. Such activity would verify that the system was, at that point in time, fit for purpose and
implemented as intended. This assessment considers the point when the system and processes are
created.

e IT Provision Assurance Work: This aims to provide comfort that the IT management activities required to
run the Horizon system with integrity are designed andoperating effectively. Such activity verifies that key
day-to-day IT management activities (e.g. security, IT operations and system changes) are appropriately
governed and controlled.

e System Usage Assurance Work: This assurance aims to provide comfort that the controls in and around
the business processes which make use of the Horizon system are appropriately designed, in place and
operating as intended.

Our work has been performed as a desktop review of documentation made available and has neither tested the
quality, completeness or accuracy of the Assurance Work provided to us or tested any controls relating to the
Horizon processing environment.

Summary of Observations

Substantial Horizon-related system documentation exists, comparable to that typically seen in organisations of a
similar scale where IT activities are outsourced and formal assurance activities are not mandated. Some
organisations are externally mandated to have a greater level of end-to-end, risk orientated documentation and
testing, e.g. in financial services. POL is not so mandated.

Based on our review of the available documentation, our key observations are:

e The extensive Horizon system documentation is structured from a technical rather than a risk and controls
perspective and provides an understanding of the Hoizon Features. POL should conduct a formal
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assessment to identify a complete set of Horizon Features that respond to POL’s control objectives.

¢ The integrity of the Audit Store is designed to be preserved by a system of “digital seals” and “digital
signatures”. This feature underpins the ability to confirm the completeness and accuracy of data kept in the
Audit Store, and that of subsequent reports generated from the Audit Store. These digital seals and digital
signatures are both key components in the Horizon Featues which are both validated during the extraction
process from the Audit Store.

e POL is relying on the Horizon Features being implemented and operating as described. Whilst our review
focussed on the design of the Horizon Features, the Assurance Work we have assessed does not
completely test these features for implementation and operating effectiveness. Only those Horizon
Features relating to IT Provision have been validated and tested by independent third parties. In addition,
during the course of our engagement, one of the Horizon Features has been discovered by POL to not be
implemented as expected.

¢ Business use (process) documentation is not complete orup to date, by some years in cases. As part of
completing or updating the documentation of Horizon Features, all relevant business uses should be
identified and evaluated from a control objectives perspective to identify potential additional matters being
relied upon.

e Pre 2010 Baseline Assurance Work could not be provided by POL. This Assurance Work is required to
evaluate the comfort that the system was originally built and tested to specific business requirements. The
implementation in 2010 of HNG-X is asserted by POL o have not significantly impacted the design of the
Horizon Features.

¢ Governing controls over key, day-to-day IT managementactivities have been independently tested and
opined by Ernst and Young (since 2012) to a recognisedassurance standard (ISAE3402).

e A number of third party systems are used by Horizon on a day-to-day operational basis. Documentation
asserts that these interactions do not impact on the Horizon Features.

Scope Limitations
Our work has been subject to the following exclusions:

¢ Only matters relating to the Horizon Features within the Horizon processing environment have been
considered during our review;

¢ We have not provided a legal or any other opinion as to the completeness and accuracy of processing of
Horizon at any point throughout the work;

¢ We have not had direct contact with any third parties other than named contacts that you have provided to
us (Appendix 3);

¢ We have not verified or tested any information provided directly by you, or directly or indirectly by third
parties (the schedule of information received is in Appendix 3);

¢ We have not reviewed any contractual provisions in place between you and third parties;
¢ Our work was limited by significant gaps existing in the information available, relating to both the granularity
of information and the existence of the Horizon Features over the entire timeline of operation of Horizon.

The effect of which is that there are in gaps within what we are able to comment upon over this timeline.
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Our findings below are written in the context of the information available, which relates to the current
system;

¢ An event occurred in 2010 which required the use of the exceptional Balancing Transaction process in
Horizon to correct a Sub-postmasters position from a technical issue. Information has not been provided on
the circumstances that lead to this system issue and how the issue was identified. It is assumed that verbal
assertions received from Fujitsu that this was the only time this process has been used hold true;

¢ We have not tested any of the Horizon Features; and

¢ \We have not validated or commented on the quality of the Assurance Work supplied to us.

Our work was also based on the following assumptions:

¢ The documents provided are a complete and accurate representation of the Horizon design. We therefore
cannot comment as to whether the Horizon Features described below are complete nor whether other
processes or mechanisms exist which would need considerdion in the context of the Matters.

e All changes made after the initial implementation have been properly approved, tested and validated asnot
undermining the Horizon Features i.e. that the system’s controls have retained their integrity throughout

and thus the controls identified within the documentation have been consistent over the system’s lifetime.

¢ The assertions received relating to the major upgrade of Horizon in 2010 not materially changing the
design of the Horizon Features hold true.

¢ The cryptographic keys underpinning the digital signatues in Horizon have not been compromised.

¢ The mechanisms for issuing cryptographic keys for signirg baskets is secure and authenticates requests to
prevent unauthorised provision of keys.

e Fraud or collusion to undermine or work around the Horizon Features has not occurred, in particular within
database administrator and security teams in Fujitsu.

¢ Assertions made by POL and Fujitsu staff have been accepted as accurate without corroboration or
verification.
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2 Introduction

Introduction

The Horizon system has been used by POL since 1995. Duiing this time it has processed many millions of
transactions across thousands of branches. Horizon is accradited by Payment Card Industry Data Security
Standard (PCI DSS) and ISO27001. Itis currently used by more than 68,000 users across 11,500 POL branches
and is administered by Fujitsu as part of a managed service agreement. It is a key operational system for POL and
integrity of processing on the system is crucial to the day-to-day operations of the business.

POL is responding to allegations that the Horizon processing environment, used to record transactions in POL
branches, is defective and/or that the processes associaed with it are inadequate.

In order to respond better to the allegations (which have been, and will in all likelihood continue to be, advanced in
the Courts), POL management want to demonstrate that the Horizon processing environment is robust and
operates with integrity, within an appropriate control framework.

In particular, management at POL has highlighted two key statements they would like to assess their comfort over
in response to the allegations, being:

1. That Sub-postmasters have full ownership and visbility of all records in their Branch ledger; and
2. That the Branch ledger records are kept by the systemwith integrity and full audit trail.

These statements have then been further sub-dividedinto the following statements:

1. Horizon only allows complete baskets of transactionsto be processed;

2. Baskets being communicated between Branch and Data Centre are not subject to tampering before being
copied to the Audit Store;

3. Baskets of transactions recorded to the Audit Store are complete and ‘digitally sealed’, to protect their
integrity and make it evident if they have been tampered with;

4. Horizon’s Audit Store maintains and reports from a complete and unchanged record of all sealed baskets;
and

5. Horizon provides visibility to Sub-postmasters ofall centrally generated transactions processed to their
Branch ledgers.

POL management have previously either been provided with or commissioned work (including independent
assurance reviews) into matters relating to Horizon’soperating environment and processing integrity. Documents
outlined in Appendix 3 have been provided to us andconsidered as part of the planning and delivery of cur review.

Objectives and Activities Undertaken

The purpose of this report is to provide, based upon the information made available to us by you, an independently
produced summary of the Assurance Work undertaken overyour current day Horizon processing environment and
make recommendations on further work that could be doneto enhance these assurance sources.

The work we have performed to produce this report hasincluded:

e Obtaining an understanding of the Allegations; POLs key risks in and internal controls over the Horizon
processing environment relevant to the integrity of processing; the measures in place to record and
preserve the integrity of system audit trails and other background matters that we may deem necessary to
complete our review;
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e Obtaining an understanding of the key differences between the current Horizon processing environment,
and the system which this replaced (here-to referred o as the “Legacy System”);

¢ Reviewing, understanding and consolidating the Assurance Work (e.g.: investigations, assurance activities
and remediation actions) which POL or third parties have undertaken;

¢ Holding discussions with relevant members of POL staff and other key stakeholders;

¢ Reviewing project documentation relating to the 2010 implementation of Horizon, in order to compare the
nature and extent of project governance and documentaion with Deloitte’s good practice project
management methodology;

e Preparing an initial schedule of Horizon Features ard assessing the level of comfort over these, provided
by POL’s Assurance Work (including the use of a specialigd to assess the design of the Audit Store’s
tamper proof mechanisms); and

¢ Recommend further activities that management could undertake to improve the assurance provision.

Scope limitations and assumptions are outlined in the Executive Summary above.

Understanding of Historical Issues and Concerns

As an initial step, in building the requisite understanding required of the historical context ieading to this review, we
have reviewed the documentation provided by POL in order to understand the history of issues and concerns which
have been raised in relation to the system.

From the documents provided, we have identified the following matters which have helped to provide us with a high
level understanding of the nature and extent of the potential concerns with the Horizon processing enviromment,
and thus focus our work in certain higher risk areas:

Branch 14 Issue - Involved a processing error where historic accounting entries in the 2010/11 financial year were
replicated in accounts for 2011/12 and 2012/13.

Branch 62 Issue - Involved a Receipts and Payments mismatch in Horizonwhen discrepancies were moved into
the local suspense account (this is an account which aggregates all discrepancies into a single gain or loss for a
branch trading period).

Falkirk Issue - The Falkirk Anomaly occurred when cash or stock was transferred between stock units.

Spot Review Bible — This outlines a sequence of matters raised during the work performed by Second Sight over
the allegations raised over the Horizon system, and summary commentary on 10 issues within.

Lepton Detailed Spot Review Information (included within Spot Check Bible) — Detailed documentation has
also been provided in relation to Spot Review 1. The issue raised was that a Sub-postmaster will not be notified
about automatic reversals of transactions when not connected to the data centre.

Reflecting on the nature and substance of these issues, and documentation relating to their foliow-up and
resolution, we have understood the importance of the audit trail to provide evidence relating to disparities between
Sub-postmaster accounts of events and subsequent investigations, based on audit trail evidence, by POL/Fujitsu.

As a result of the above understanding, our work relating to IT Provision and System Usage Assurance Work paid
particular (but not exclusive) focus on Information System Operations (IT environment processing), and business
processes controlling relevant key data flows (the key data flow for our assessment being that of the complete and
accurate transmission of data from the Counter systemat the Branch to the Branch Database and subsequently
into the Audit Store).
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3 Approach

In the absence of POL’s own holistic risk assessment relating to the Horizon processing environment, key to our
assessment of sources of assurance has been the formuldion of an initial “risk universe”, against which coverage
of the associated risks by the relevant sources of assurance can be assessed (“mapped”).

We have considered this risk universe across three key aeas:

1. Control objectives and risks relating to the ‘System Baseline’.
2. Control objectives and risks relating to ‘IT Provision’.
3. Control objectives and risks relating to ‘System Usage’.

Risks relating to the System Baseline — these are risks that the original implementation project and other
changes performed under formal projects were not conduwcted in line with good project management practices, and
that detailed testing was not performed against agreed business requirements. These risks are governedand
controlled outside of day-to-day system operating procedures. Controls which mitigate these risks are often
referred to as “Project Controls” and “Inherent System Controls” (those designed and built into the IT system).

Risks relating to IT Provision — these are risks that the underlying IT activities, necessary to provide a system
that can run and be used with integrity, are not designed and operating effectively. Such risks relate to key day-to-
day IT management activities, relating to security, IT operations and system changes. Controls which mitigate
these risks are often referred to as “General Computer Controls”. Our work focussed on assurance provided over
Fujitsu’s activities in these areas.

Risks over System Usage — these are risks that key features of Horizon and corresponding business use
activities (processes), aiming to prevent or detect matters that would impact the integrity of processing, are not
designed, in place or operating as intended. These are the more detailed risks in relation to particular aspects of
capturing and processing transactions across the Horizonprocessing environment. Controls which mitigate these
risks are often referred to as “End User Controls”, “Application Embedded Controls” and “Process Controls’. Our
work focussed on the internal dataflows within Horizon (Counter to Branch Database to Audit Store for example)
and we also considered the relevance of interfaces wih other systems such as the DVLA.

In the context of these three areas of risk we have performed knowledge gathering activities in order to urderstand
the Horizon processing environment in sufficient detail to identify specific risk areas and those Horizon Features
identified to exert control over these risks.

1. Approach to Understanding of System Baseline Risks
In considering Baseline risks we have considered pastiterations and changes to the Horizon IT system, including:

¢ Any that lead to changes to the Audit Store;

e The Horizon Implementation Programme in 2010-2011;

¢ The Data Strategy Foundation project in 2012 and 2013 (which updated the dataflows into Horizon from
certain third party transactional systems, including ‘Post and Go’, and ‘Paystation +’); and

¢ The original Horizon platform delivered in 1995.
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2. Approach to Understanding of IT Provision Risks

Our understanding of IT Provision risks has been fomulated through our understanding of the system via
documentation review and verbal discussion with suppotting POL and Fujitsu SMEs. Due to the nature of the
System Provisioning risk areas, the formulation of this understanding has been mainly through interview with
Fujitsu and POL security team members.

3. Approach to Understanding of System Usage Risks

Our understanding of System Usage risks has again been formulated through documentation review and verbal
discussion with supporting SME’s to identify additional support areas. Due to the nature of the System Usage risk
areas, the formulation of this understanding has been mainly through interview with Fujitsu, POL Finance Shared
Services and POL Security team members.

4. Approach to Consideration of the Horizon Features

In the formulation of our risk universes across the three areas highlighted in 1 — 3 above we have considered the 5
key matters relevant to the Horizon Features as instructed by management:

1. Horizon only allows complete baskets of transactionsto be processed,;

2. Baskets being communicated between Branch and Data Centre are not subject to tampering before being
copied to the Audit Store;

3. Baskets of transactions recorded to the Audit Store are complete and ‘digitally sealed’, to protect their
integrity and make it evident if they have been tampered with;

4. Horizon’s Audit Store maintains and reports from a complete and unchanged record of all sealed baskets;
and

5. Horizon provides visibility to Sub-postmasters ofall centrally generated transactions processed to their
Branch ledgers.

5. Combining the Above

Following our assessment across these four areas, thediagram below (see overleaf) describes the key risks
identified within the Horizon processing environment. We have number coded the risks in the below with (1)
corresponding to Baseline Risks, (2) corresponding to IT Provision Risks, and (3) corresponding to System Usage
Risks.

This diagram thus represents the framework of key risks that need to be controlled by Horizon Features and
appropriately assured in order to provide the comfort required by POL management.
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It can be observed that the majority of the risks identified are System Usage risks, which is expected based on the
complexity of the IT processing landscape and the diversity and volume of transactions being handled.
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Sources of Assurance Work relating to the Horizon Processing Environment

The diagram below summarises key examples of the Assurance Work reviewed and referred to as part of our
assessment.

END TO END Horizon PROCESSING ENVIRONMENT

System

IT Provisioning Risks System Usage Risks

Baseline Risks

uonewauxéjéui]

When considering the sources of assurance over IT Provsion Risks, System Usage Risks and System Baseline
Risks, a number of parties have been (and continue to be), involved in performing work over the Horizon
processing environment which contributes to the overallassurance management has over the correct operation o
the system.

Assurance Work from the following organisations, in addition to information provided from POL, have been
identified and considered in our work:

e Fujitsu, who designed, built and now operate Horizon;

e Bureau Veritas, who perform ISO27001 certification over Fujitsu’s networks, including that of Horizon;
e Information Risk Management (IRM) who accredit Horizonto PCI DSS;
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e Ermst & Young, who produce an ISAE3402 service audibr report over the Horizon processing environment;
and

e Internal audit, who perform risk based reviews within POL.

In considering the Assurance Work provided to us by mamagement during the course of this engagement we have
considered whether they constitute assurance provided under an assurance engagement, as defined by IFAC, or
are sources of information that provide comfort in other ways. For the purposes of clarifying the Assurance Work,
we have assigned each document received to one of two classifications, defined as follows:

‘Assurance”-The Assurance Work has been provided under an assuranceengagement by an independent third
party, suitably qualified in the subject matter constituting the focus of the engagement to provide a valid opinion.
Sources of such assurance include:

¢ Internal Audit functions;

¢ External Audit; and

e Other third party reviews, not involved in the original design nor day-to-day operation of the system
containing (a) a formal opinion, such as those perfomed in line with recognised standards, such as
ISAE3402 or (b) no formal opinion (i.e. a report based on evidence and facts without interpretation).

“Other Sources of Comfort”— The Assurance Work is either not produced by an independent party or by an
individual who is suitably qualified in assurance engagements, or both. Other sources of comfort include:

e |T Project Documentation;

¢ Operational Documentation, such as policies, procedures and process / system information produced by
functional teams;

o Reviews or investigations performed by outsourcers €.g. deep dives, diagnostics, spot reviews);

e Business peer group review teams and functions; and

e ‘Second line’ compliance teams.

In Appendix 3 we have documented all the Assurance Wark we received and added our classification of those
sources by these two categories.

Summary of Work Performed

Based upon the concepts outlined above we have performed the desktop based work below (further detail of which
is outlined in our Engagement Letter shown in Appendix 4). We have not performed any testing to validate the
information provided to us as part of our work.

Step 1: Analysis and Review

¢ Activity 1. Documentation Review - We have reviewed a number of documents produced by several
different organisations in order to understand key matters relating to the Horizon system and the
Assurance Work available.

e Activity 2. Risk Universe Formulation - We have then, in the absence of a holistic risk assessment being
performed by POL and thus for the purposes of our assessment, created a risk universe based on our
experience of information processing systems encompassig the three primary risk areas previously
identified IT Provision, System Usage and Baseline Risks. The five key matters for consideration outlined
by management were also considered during this process

e Activity 3. Review of Assurance Work — The available documentation was reviewed in order to
understand the Assurance Work available to POL, againsgt each of the three identified risk areas.
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Step 2: Gap Analysis and Assessment
Based on the analysis in Step 1 we have produced:

e Activity 4. System Provisioning Assurance Assessments and Gap Analysis - Considering key
potential gaps or areas of ambiguity in the available assurance sources when considering the System
Provisioning risk universe.

e Activity 5. System Usage and Baseline Assurance Assessments and Gap Analysis — Assessing the
documentation relating to System Usage Risks and then performed deep dives into the following areas of
specific risk:

Horizon interfaces (including DVLA);
Branch Database;

Audit Store;

Horizon Implementation Project;
Audit Store Changes; and

Data Strategy Foundation project.

O O O O O O

e Activity 6. Peer Comparison to Assurance Available to Similar Organisations — We have assessed
the Assurance Work available to similar organisationsover System Provisioning Risks (the area of risk
where a benchmark is most valid due to the level of information available from POL) and assessed
therefore whether POL has comparable levels of assurance.

Step 3: Reporting
The analysis and interpretation in Step 2 has allowed us to formulate:

o Activity 7. Produce an Assurance Schedule over Horizon Features, and Recommendations —
Mapping control assertions, Horizon Features and Assurance Work and reporting on the level of comfort
that we have assessed in each of these areas. |dentfication of the key considerations for management
arising from our analysis and plan of action to respond to these recommendations.

A more detailed description of these activities performed follows.

Activity 1: Documentation Review

All of the documentation reviewed during the course of our review has been documented within Appendix 3. This
documentation can be divided into the following classifications:

¢ Technical documentation on the Operation of the Horizon System — Reviewed in order to gain a deeper
understanding on how the Horizon system works, how comgex itis, and where we should be focusing
further efforts and analysis;

¢ Independent Third Party Assurance documentation — This documentation has been reviewed in order to
understand the existing assurance sources relevant tothe environment;

¢ Documentation of Historical Issues and Allegations in relation to the Horizon System — This documentation
has been reviewed in order to understand the background context and better position the IT Provision,
System Usage and Baseline System risk work performed over the environment; and

e Service Provider Analysis and Response to Issues — This documentation has been reviewed to gain an
understanding of the work performed by Fujitsu in investigating the issues raised, and how these will be
responded to.
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A number of individuals from POL have been interviewed during the course of formulating this report to supplement
our understanding from the provided documentation.

Activity 2: Risk Universe Formulation

System Baseline Risk Universe

The original implementation of Horizon in 1995, together with subsequent changes (whether routine via change
management processes, or large complex change programmes such as the Horizon system implementation in
2010-11), represent events affecting Baseline SystemRisk.

To assess these risks we have understood the historyof the Horizon system and selected three areas for mor
detailed investigation including:

¢ Horizon Implementation;

¢ Data Strategy Foundation project; and

¢ A sample of changes to the Audit Store (subsequentto determining that this key risk area for the system
had been left largely untouched by the key implementation events highlighted in the previous two bullets).

For each of these change areas we have assessed the Assurance Work from a governance and control
perspective, and POL ability to take comfort that the Horizon system was fit for purpose at the time of the change
and operated in line with management intentions (through business requirements definitions and projecttesting
against these).

IT Provision Risk Universe

This risk universe was formulated from our prior experience of auditing and assuring information systemsand
involved the identification of high level risks across three core areas:

e Information Security;
e Information System Operations; and
¢ Change Management.

Once the IT Provisioning risk universe had been formuated a mapping of control objectives within the Assurance
Work was performed in order to assess coverage.

The three sources of assurance included within this mapping were:

e ISAE3402 report on the Horizon managed service;
¢ PCI DSS compliance report on Horizon; and
¢ |SO27001 Statement of Applicability.

System Usage Risk Universe

As POL has not conducted a holistic assessment of risk in this area, a full understanding and assessment of
assurance over the System Usage risk environment was na available for our review.

Instead we focussed our assessment on two key areas of risk: those relating to the completeness and accuracy of
the Audit Store, the Branch Database and key system interfaces with a significant third party, such as the DVLA.
We sought to understand the Assurance Work that has been done against each of these areas.

This involved:

¢ Enquiry with relevant SMEs;
¢ Review of documentation;
DRAFT FINDINGS SUBJECT TO CHANGE WITHOUT PRIOR NOTIFICATION.
STRICTLY PRIVATE AND CONFIDENTIAL. SUBJECT TO LEGAL PRIVILEGE.
15



POL00029750
POL00029750

e Formulation of a risk universe in these specific areas; and
¢ Understanding of existing assurance work over controlswhich mitigate these risks.

Horizon Features

Across each of the three risk universes we identified features within the processing environment that exert control
and provide that:

1. Horizon only allows complete baskets of transactionsto be processed;

2. Baskets being communicated between Branch and Data Centre are not subject to tampering before being
copied to the Audit Store;

3. Baskets of transactions recorded to the Audit Store are complete and ‘digitally sealed’, to protect their
integrity and make it evident if they have been tampered with;

4. Horizon’s Audit Store maintains and reports froma complete and unchanged record of all sealed baskets;
and

5. Horizon provides visibility to Sub-postmasters ofall centrally generated transactions processed to their
Branch ledgers.

We refer to these identified features as the “Horizon Features” and identification of these features inresponse to
the matters for consideration listed above was a core component of our work.

Activity 3: Review of Assurance Work

With the background context of the three risk universes outlined within the previous section, we reviewed the
available Assurance Work in order to assess the covergge and nature of the comfort provided by the work.

The documentation reviewed during this stage has been listed within Appendix 3, as are the names of individuals
consulted in relation to our work.

Activity 4: System Provision Assurance Assessments and Gap Analysis

Once the System Provisioning risk universes had been formulated a mapping of control objectives within each of
the main assurance sources was performed in order toassess coverage. The three sources of assurance included
within this mapping were:

e [ISAE3402 report on the Horizon managed service;
¢ PCI DSS compliance report on Horizon; and
e [|SO27001 Statement of Applicability.

The results of this mapping exercise are summarisedwithin Section 5 and reproduced, in detail, within Appendix 1.

In parallel to this assurance exercise we have also summarised key matters relating to each assurance source.
This involved considering the context and focus of the relevant Assurance Work and comparing these to the
context and focus that would be required for coverage o the key risks (this was in recognition of the risk that some
of the documents could be used or applied out of context from their original purpose).

Activity 5: System Usage and Baseline Assurance Assessments and Gap Analysis

Following our understanding of the system and histoiical issues the following areas were singled out asrelevant for
deeper analysis, and this approach was agreed with POL management:

1. Audit Store — The audit store has been used frequently in investigations by POL / Fujitsu and is used as
supporting evidence during legal proceedings. Therefae its integrity is paramount to responding to these
issues. However the audit store cannot be relied onin isolation, as its integrity is dependent upon the
correct processing of transactions by the wider Horizon system (upstream events if processed incorrectly
will be recorded incorrectly by the audit store).
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2. Horizon interfaces (including DVLA) — Horizon is reliant on a significant number of batch processes and
online services (including interfaces with third party systems) in order to function correctly. These routines
need to be functioning correctly and accurately for the ransactions processed by the system and ultimately
recorded in the audit trail to be reflective of the underlying commercial realities and business transactions
they pertain to represent.

3. Branch Database — The Branch Database is a key ‘staging post’ for data being transacted on counters
within individual branches prior to transmission onwards to the Audit Store. As data from branches in held
within the messaging journal table on this system for up to a day before being processed into the audit
store the security controls and processes protecting ths data whilst in temporary storage here are
paramount.

4. Horizon Implementation Project — This change represented the largest single change tothe Horizon
system since implementation, and also the change implemented prior to adoption of the current major
release of the system, and so was considered of particular relevance to our overall understanding of
Baseline System risk.

5. Audit Store Changes — Our understanding of the HNG-X Implementation Project quickly highlighted that
this project had very little impact on the Audit Store itself. As a result we performed procedures to
understand some of the changes which had been made tothe Audit Store following its original
implementation.

6. Data Strategy Foundation Project — We determined during the course of our work that this was another
key implementation project in the recent history of the Horizon system of particular relevance to a sub-
group of the system interfaces on Horizon. This projectwas therefore also deemed key for our
understanding of system Baseline risk.

For each of the areas outlined in 1 — 6 above an assessment was made of the coverage and nature of the
Assurance Work provided.

For areas 1 - 3 (System Usage Risks) the functionalityof the particular area was further understood and key
controls over the corresponding risks then sought.

For areas 4 - 6 (System Baseline Risks) we adopted adifferent approach, whereby the typical good practise
documentation requirements and project governance methods as stipulated by ‘Prince 2’ (amongst others) were
utilised as a baseline, and the approach to each of the sampled change initiatives assessed from the available
documentation. This work was conducted through a mixture of verbal discussion and the receipt of supporting
evidence where applicable.

Activity 6: Peer Comparison to Assurance Available to Similar Organisations

As part of our analysis we have also assessed whetherthe IT Provision assurance POL has obtained is
proportionate to that provided to similar organisations.

We have also considered the best practice approach outined by the COSO framework, as published by The
Committee of Sponsoring Organisations of the Treadway Commission, in formulating suggestions for potential
areas of improvement in the risk, control and assurance activities of POL.
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The COSO Cube: Presents a framework for best practice
approaches to risk, controls and assurance activities.

Activity 7: Produce an Assurance Schedule over Horizon Features and raise
Recommendations and Plan of Action

We have written up our assurance schedule, which mapsthe Assurance Work to specific controls relating the
Horizon Processing Environment, and commented on the kevel of comfort that the Assurance Work provides in
each area.

Our report also contains recommendations for management together with a suggested plan of action for
management consideration.
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4 Understanding the Hor1zon Processing
Environment

Overview of the Processing Environment

The Horizon IT system was designed specifically for POL, and therefore an understanding of its operations,
processing environment and configuration was requiredin order to fully quantify the risks applicable to the IT
components of the processing environment.

Horizon has been the main operational system of POL since 1995 and:
e Has a user base of 68,000 users;
e Terminals within 11,500 branches;
e Processes an average of 6 million transactions a day; and
e Interfaces with over 20 third party systems.

As highlighted in our ‘Approach’ section above, we have categorised the risks posed on the system into three
distinct areas (System Baseline Risk, IT Provision Risk and System Usage Risk), and the remainder of this section
outlines our understanding of the IT system that underpins these.

System Baseline Risk
Horizon (HNG-X) Project

The change to the HNG-X system in 2010 was governed using Royal Mail’'s “Harmony” project methodology (the
governing project standard at the time). The projectsaw the phased implementation over 18 months of the HNG-X
solution (also known as “Horizon On-Line”). Individud POL Branches were migrated from the Legacy System to the
new HNG-X system, one by one.

No historical data was migrated, although six months of data was maintained within the Legacy System. Our review
of Assurance Work shows that a number of key controls were operated over the project, which was managed by
Fujitsu on behalf of POL. These included:

¢ POL signing off acceptance criteria;

¢ A phased migration including a model office pilot; and

e Branch by branch reconciliation between opening balances on the new system and closing balances on the
legacy system.

Wipro, an independent third party, were commissionedto provide a report on the performance testing strategy
including gap analysis and recommendations, and Gartnea provided an assessment of the overall system design
and strategy.

The benefits from the migration included the removal of transactional data being held at local branches levels and
this data instead being stored centrally within the data centres.

Data Strategy Foundation Project

The project focused on moving the Accounts Payable filefeed which was initially received into Credence via
Transaction Integrator to processing via Fujitsu Horizon systems (i.e. not the Counter). The goal of the project was
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to provide a longer term system solution which would provide complete reconciliation, resilience and disaser
recovery capabilities, as well as reduce the risk of cient withdrawal.

The POL strategic requirements to expand its offerings to other platforms beyond Horizon introduced the
requirement for a data integrator function. Originally POL approached Fujitsu Services to supply this sewice as
plans to incorporate an integrator service within the Horizon architecture were considered to represent a ckan
solution. However, Fujitsu Services were unable to respond within the desired timescales as it would havediverted
their resources from key Horizon on-line delivery milestones.

POL therefore investigated alternative options, finally selecting the use of IBM datastage as the Transaction
Integrator. This was delivered as part of the POLMI project. Fujitsu Services then submitted a high level design
proposal for the provision of a service for processingclient transaction files which would provide end-to-end data
validation / reconciliation, with resilience and DR (the incumbent IBM datastage solution did not provide resilience,
DR or end to end reconciliation, presenting a threatto relationships and future contracts).

Assurance Work provided included:

e Project overview document;

e Business Case;

o Weekly Project Meeting Committee Presentation;
¢ Business Requirements;

e Test Strategy;

¢ Test Sign off, and

e Test Report.

Audit Store Changes

In assessing change risks in relation to the Audit Store, documentation has asserted that the recent significant
changes above did not result in significant changes tothe operation of the day-to-day Counter transaction flows or
the operation of the Audit Store.

To assess Baseline risk for the Audit Store the original implementation documentation for the Audit Store was
requested. Due to the data retention policy this documentation could not be provided and so a review of Fujitsu
provided documentation over subsequent changes over alarge period of the Audit Store’s history was performed.

In producing the diagram on page 9, we have considerad the key System Baseline Risks in the context of two
control assertions below, which became the overall foaus of our work in this System Baseline area:

¢ The Horizon Features were fit for purpose and worked as intended when first implemented; and
¢ Major changes since implementation have not significantly impacted the Horizon Features.
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IT Provision Risk

As part of our work, through review of documentation and discussions with subject matter experts in POL, we
familiarised ourselves with the topology and operaions of the Horizon IT system.

The systems documentation and understanding obtained (shown in summary in diagrams below) highlights the
complexity of the Horizon IT system and the level of data being transacted via batch and real-time data flow. This
volume and level of complexity in the data flows, including interactions with other systems, highlights the
importance of effective IT Provisioning controls to the integrity of the processing environment.
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Diagram provided by Post Office Limited

The Horizon IT system is built in line with key principles that all data is held centrally within the data centre with the
exception of some standing data which is held locally within the branch. This centralisation principle applies to all
‘completed’ transactional data (known as “baskets”) andto the Audit Store.

To support this principle the network architecture of Horizon is formulated on:

e Data centre;
WAN Services (connecting datacentres, POL central sites, and Fujitsu sites); and
e Branch Network.
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The diagram below provided by Fujitsu shows the highlevel IT system infrastructure:
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The IT system is hosted on Bladeform technology with systems software being provided by:

Windows 2003 Server (Enterprise and Standard, 32Bt and 64Bit);

Red Hat Enterprise Linux (Release 4, 32Bit and 64Bit);

Solaris 10 (Discrete platforms only); and

Windows XP, Windows 2000 and Microsoft NT operating systems for some legacy services.

A number of internal and external interfaces are necessary for the reliable day-to-day processing of the IT systems,
and hence the integrity of the Horizon Features which control these activities and interfaces; which is key tothe
effective operation of the overall system.

External interfaces include (not an exhaustive list):

DVLA;
Lottery; and
Bank Payment Channels (Vocalink, e-pay, Streamline).

Internal Interfaces include (not an exhaustive list):

Paystation;

POL SAP

Pay and Go; and
ATMs

A number of batch processes also run in facilitating the successful processing by the system.
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Managing the processing of the real-time and batch processing environment is Tivoli Workflow Scheduler (TWS)
which is used to execute, monitor and handle exceptions within the processing environment. TWS is managed and
monitored by Fujitsu as part of the managed service contract between the two parties.

In producing the diagram on page 9, we have considerad the IT Provisioning risks in the context of the folowing
assertion:

e Supporting IT management processes are well controlied.

System Usage Risk

Responsibility for the administration of the system rests with Fujitsu who provide change control, security
management, system operations, and end-user support.

Responsibility for the effective usage of the system, including complaint and effective business processes, emains
the responsibility of POL.

The user base of Horizon can be subdivided into two care areas:

e Central Users - including Finance, and users at the Network Business Support Centre.
¢ Branch Users — Sub-postmasters and their staff who are processing shop floor transactions.

Outside of the POL user base, Fujitsu provide administration services, and hold service and super user account
privileges within the system.

Horizon supports the processing of a multitude of different transactions including:
e Purchases of goods;
Purchases of services (for example Lottery tickets ortax discs);
Payments to discharge customer debts (payment of mobile phone bills for example);
Refunds; and
Transaction corrections.

Several transaction mediums are accepted, for example:

e Cash;
e Credit and debit cards; and
e Cheques.

A number of controls are in place to support the integrity of transactional processing including:

e The Audit Store, a secure area of Horizon which pertans to store all transactional information in
sequentially numbered records, along with key system ewents;
Monitoring controls facilitated by Tivoli Workflow Scheduler and associated exception handling processes;

¢ Handshakes and call offs between systems include variows controls around the integrity of transmitted
data (such as digital signatures); and

¢ Backup communication routes between branches and the central data centre (mobile technology).

Reconciliations are performed regularly both in branch and centrally. Key reconciliation processes carried out
include:

¢ Daily branch cash declaration and reconciliation to Haizon balances;

¢ Weekly balance of cash and stock and reconciliation to Harizon balances;

¢ Monthly trading period roll over (including resoluion of any suspense account issues rolling over from
weekly or daily reconciliations); and

e Central finance processes to reconcile central records b cash remitted to POL, cheques remitted to POL
etc.

In response to discrepancies as a result of these recaciliation processes investigations may be conducted by he
Finance Service Centre, and if required transactional corrections processed. These corrections are subject to
significant investigation and are subject to approvalby Sub-postmasters in the first instance.
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Workarounds are not usually required, the main workaraund being in relation to mobile connections from branch to
data centre in the event that the main connection to the central data centre cannot be utilised.

In producing the diagram on page 9, we have considered the primary System Usage risks in the context of the
questions posed within the scope of our work, and refined these risks into the following control assertiors:

Transactions from the Counter are recorded completely, accurately and on a timely basis centrally;
Transactions processed to Branch Ledgers are recorded canpletely and accurately in the Audit Store;
Directly posted "Balancing Transactions" are visibleand approved;

Information reported from the Audit Store retains its original integrity;

Data posted from other systems and teams is visible to and accepted by sub post-masters; and
Database Administrators (DBAs) or others granted DBA access do not modify data directly.
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5 Assessment of Assurance Sources

IT Provision Risk Assurance Sources / Gap Analysis

For the IT Provision risks the existing assurance sources appear to provide a good level of coverage over te risk
universe associated with this area of the Horizon processing environment.

Our high-level analysis of this coverage against the three core risk areas is as follows:

Information Security Information System Change Management

Operations

1ISO27001 Statement of
Applicability

ISAE3402 Report

PCI DSS Report

Detailed analysis at an objective level is included within Appendix 1.

In considering this assessment, POL management should be cognisant of the inherent limitations of each report,
given the purpose for which it was written:

Limitations / Factors to Consider whilst Utilising

1ISO27001 Statement of | This document has been produced by Fujitsu, limitirg its value from an independence perspective. It stould be
Applicability noted however that it is supported by an independert assessment of ISO27001 compliance by Bureau Verits, an

accredited certification provider.

The main focus of ISO27001 is on security, althoughit does also focus (to a lesser degree) on the other core IT

Provision risk areas, Change Management and Information System Operations.

ISAE3402 Report This document has been produced by an independent third party, Ernst and Young. It hasgood coverage of all three

IT Provision risk areas, and is produced accordingto testing standards stipulated within the ISAE3402standard.

In relying on this report management has considered‘Section 6 Complimentary User Entity Controls’ which
stipulates the controls that POL should be operatirg in addition to the controls at Fujitsu in order b complete the

control environment over Horizon.

PCI DSS Report The scope of the PCI DSS report is the narrowest of the three assurance reports. It is focused exclusively on the
security of cardholder data, and does not span theother two IT Provisioning risk areas to the degreeof the other
assurance sources. It provides minimal coverage inparticular of the Information Systems Operations System
Provisioning risk.

Of note when considering coverage of IT Provision assurance sources is that the majority of the focus is over
Information Security, whereby based upon the historicalissues and allegations being levelled at the system,
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Information System Operations and Change Managementwould appear to be higher risk areas in the context of
this particular piece of work.

Peer Comparison of IT Provision Assurance Available to Similar Organisations
Our comparison to peer organisations yielded the following results:
Organisation Sector Sources of Assurance Regulatory Focus

Print Media External Audit N/A

Ad-hoc Risk Consultancy

Retail External Audit FCA (CCA)

Internal Audit

Retail External Audit FCA (CCA)
Internal Audit Loan Loss Provisioning Reporting
PCIDSS

Retail and payments processing External Audit FCA

Internal Audit

Government External Audit Data Protection
Internal Audit
PCIDSS

Risk

This highlights that the level of IT Provision Assurance Work that POL has performed is comparable to that in other
similar organisations which are not subject to risk and control regulatory requirements.

This should however also be interpreted in the context of the allegations being made against the Horizon
processing environment which may suggest that a higherlevel of assurance is warranted compared to these
similar organisational benchmarks.
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Baseline Risk Assurance Sources / Gap Analysis
Our assessment of Baseline Risk was based upon three core scope areas:
e Horizon Project;

o Data Strategy Foundation Project; and
e Audit Store Changes.

For each of these scope areas we queried relevant POL and Fujitsu personnel in order to understand the project
and change governance documentation available, and fom an assessment as to the project controls applied b
these change events, compared to Deloitte’s Project Management methodology.

Our findings are as follows:

Baseline Risk Assurance Work Information Provided

Area

Audit Store Changes to Horizon, such as the migration to HNG-X in 2010 involved minimal changes to the operation of the Audit Store. As
a result these large scale projects are of minimal interest with regards to establishing a Baseline Ri sk position in relation to the

design and functioning of Horizon Features relating to Audit Store.

Some small changes have been made to the Audit Stor e in more recent years. Samples of documentation correlating to
changes throughout the years the Audit Store had been in place were requested in order to understand w hether these

changes to the system had been managed to good practise standards.

Further at the point of implementation of the Audit Store verbal representation was provided that a ‘Security Report’ was
produced which pertained to demonstrate that the functionality of the system was as designed. This would be a key piece of
Assurance Work, demonstrating the correct functionality of the Audit Store at that point in time, but it could not be located by

POL and thus could not be reviewed as part of our work.

HNG-X Implementation Detailed business and technical design documents have been verbally represented to have been created during the delivery of

(2010) the project life cycle.

Detailed test plans, Mi, Defect Management and other key testing artefacts were produced during the course of the project.
Several acceptance criteria related to the closure of testing defects. Examples of testing documentation have been provided to

our review team during the course of our work.

Migration checklists and instructions have been provided. These illustrate that site visits would be conducted during the

migration to support the Sub-postmaster with the migration and support the resolution of any queries.

We have been provided with verbal representation that detailed project acceptance criteria were agreed between Fujitsu and
POL, and then signed off during the lifecycle of the project. An example of such acceptance criteria in relation to Non-

Functional Requirements has been provided to us to support this verbal representation.

Data Strategy Foundation Detailed business and technical design documents have been verbally represented to have been created during the delivery of

Project the project life cycle.

Assurance Work was provided to demonstrate business scoping and approval of changes to be applied (including a benefits
realisation and costings map), requirements tracker document, testing strategy plan, testing report plan and migration
summary documents. We were also provided with an example of the weekly reporting process at project close which

demonstrated the level of governance and oversight the project had from senior stakeholders.
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Summarising the work we have performed against Baseine risk we conclude that for each sampled change,
Assurance Work has been produced in accordance with defired change management or project methodologies.
We have not however been furnished with all key items of documentation we would have liked to review, due to the
availability of such documentation to POL, and much of the Assurance Work provided to us were confirmations of
verbal representations made during our work.

Further work will be required to perform a ‘deep dive’ review of project and change documentation on paricular
high risk areas (for example the original implementation of the audit store, and acceptance criteria sign off for the
Branch Database commissioning as part of the Horizon HNG-X Implementation project), in order to provide
assurance that the system baseline position were appropriately implemented and tested (timeframes of such
positions varying depending on the component of the system under investigation).

Assessment of Assurance against System Usage Risk Areas

Our assessment in each of these areas is based upon ihformation contained within system documentation from
Fujitsu and operational policy and procedure documentdion from the finance service centre, as well as emails
confirming verbal assertions we received during the caurse of our work.

No testing or independent sources of assurance were dentified over these System Usage risk areas.

Our understanding of the design of Horizon Features responding to key risks is a core output of our work and is
outlined within Appendix 2 where we have provided adocumentary listing of all of the Horizon features.
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In this section we set out our key matters for management consideration, further to the work we have performed

above.

We have structured this section as follows:

o Key Matters for Consideration, by Risk Area reviewed;
e Factors to Consider in Formulating an Action Plan; and
¢ Proposed Action Plan.

Key Matters for Consideration

Risk Area

M

General

Key Matters for Consideration

a. Risk Appetite: During our work, only occasional linkage of work b the risk appetite of POL
was noted. Whilst not unusual in the consumer busiress sector, such articulation and
embedding of risk appetite assists with the delively of better optimised and prioritised key
controls and assurance activities.

b. Holistic Risk and Assurance Framework: A holistic, risk intelligent assessment relating b
the identification and mitigation of key risks to he integrity of processing should be
considered in order to validate the completeness ofthe Horizon Features referred to in our
work and thus provide a complete schedule of key cantrols that require assurance. Whilst
Assurance Work has been provided demonstrating the use of key forums for tracking the
risk environment surrounding Horizon (such as the nformation Security Management Forum
and Fujitsu Services Security Reports), these arent set up to specifically consider the
holistic risk and assurance framework necessary toenable an overall comment on the
design, implementation and operating effectivenessof the Horizon Features.

Nature of
Assurance
Work

N/a

@

System
Baseline

a. Project Governance: Governance procedures described to us (verbally) suggest that the
expected levels of business involvement in pre-go ive system and user acceptance testing
is performed as part of system implementation projects over the Horizon IT system; and that
business users would be appropriately involved in dgning off of system requirements and
readiness to go-live (full system reconciliations). To supplement these verbal assurances,
management has provided us with samples of documenftion from the three sampled
change areas (Horizon Implementation, Data Strategy Foundation, and Audit Store
changes). Despite these sources of evidence, management shouid consider whether further
investigations into sources of assurance from the aiginal Horizon implementation would be
worthwhile, given the importance of establishing awell-founded baseline position over the
Horizon Features.

b. Audit Store Baseline: The implementation of Horizon HNG-X in 2010-11 was asserted to
not have had a significant impact on the Horizon Features. In particular no changes were
made to the Audit Store as a resulit of the implemertation. Therefore the ‘baseline’ position
for the Audit Store was established as being at the original implementation of the Horizon IT
system. Key documentation around the baseline positon for the Audit Store has not been
able to be provided to us during the course of ourwork. We note that a security report was
verbally represented to us to have been commissioned during the original implementation of
the Audit Store, although this report could not belocated and provided to us.

Verbal
representations

Limited
documentation
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Risk Area

®)

IT
Provision

Key Matters for Consideration

a. End User Entity Control Considerations: The ISAE3402 report requires interpretation in
the context of these controls at POL. They are outined in section 6 of the ISAE3402 report.
Without such analysis, the assurance provided by tre ISAE3402 is weakened. We are
aware that POL has nearly completed work in order b address such considerations.

b. Assurance Clarifications: In the context of detailed testing and assurance procedures,
there are areas of the ISAE3402 report which would benefit from further clarification, in order
to remove the risk of ambiguity from its interpretaion, and overlaps with other sources of
assurance that may be performed. For example:

o  the report does not state from where populations of data tested in samples were
obtained and thus how exposed conclusions may be b internal fraud or deliberate
override of control (e.g. for change management testing, were samples picked from the
population in the secure Audit Store, or from another source?);

o the report does not draw out certain key featuresin the control design, which we wouid
assume are present, for example, control objective 4.8.11 (relating to access to the
system being restricted to appropriate users) does not explicitly state and test that users
must have and use their own unique username, thus wnderpinning audit trail integrity;
and controls relating to the management of administator access could be more specific
as to the extent and nature of the design of contrds and testing performed.

o  the reportis not explicit in the sample sizes usel for testing; and

o  the report contains tests which could be strengthened, for example, control test 6.5 in
section 7 appears to test through discussion with personnel only, without clarifying if
anything was done to corroborate such verbal asserions.

c. Internal Audit Work - Internal audit work conducted highlights progress n responding to
and closing down issues in relation to internal audt risks, but a number of issues remain
outstanding. Internal audit have also not done anyspecific assurance work over the
allegations being raised on the Horizon system andPOL’s response to the issues raised.

POL00029750
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Nature of
Assurance
Work

Extensive
documentation

Independent
testing

System
Usage

a. Risk Driven Considerations: The current documentation over System Usage Risks has
been largely written in response to key incidents @ events, by non-independent parties and
from operational perspectives. Whilst detailed, itis also not written from a risk and
assurance perspective and is rarely evidential in ts content.

b. Risk and Control Framework: There are areas where an understanding of the desigh and
nature of operations relating to System Usage Risksis available, but the design,
implementation and operating effectiveness ofkey controls has not been aggregated into a
risk driven framework nor formally assured throughevidence based testing. Further, the
ability of documentation to fully support informaton relating to the detailed design of controls
relating to System Usage Risks is unclear (e.g. whist JSNs are sequential is there a
systems operations control which checks the complekness of this sequence proactively?).
The Schedule of Assurance over Horizon Features we have formulated as part of our work
(and documented in Appendix 2) provides a basis forsuch a risk and control framework, as
well as targeted testing over key controls. Management should consider enhancing their
assurance provision by verifying the completeness d this schedule, and conducting
implementation and operating effectiveness testingof the key controls there-in.

c. Interfaces - DVLA: Whilst environmental risk relating to system operatons is largely
assured in the ISAE3402, we note that no evidence d specific or detailed testing or
assurance work has been carried out over System Usage Risks relating to the DVLA
interface (both IT and business in nature). We notethat many interfaces observed do not
relate directly with the Horizon Features in scope for this review, but we recommend that
such activities be considered for inclusion in theoverall risk and control framework relating
to the Horizon processing environment.

d. Audit Store: We observed the following:

o ltis not clear from the documentation we have been provided whether POL has agreed
that the current capturing of certain, key system events, is complete and appropriate for
potential governance and investigation needs;

o We have not identified controls which formally report, review and consider the impact
and resolution of any exceptions identified duringthe Audit Store extraction process, nor
reconcile the data from other reporting systems inthe business to those data sets
contained within the Audit Store ;

Partial
Documentation
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Nature of
Risk Area Key Matters for Consideration Assurance

Work

o Investigatory work on the Audit Store has all beenperformed by Fujitsu who, whilst
technically qualified, do not constitute an indeperdent or risk experienced party for
assurance driven purposes. POL could consider doingmore independent analysis of
Audit Store historic data to verify that it is recarded in line with expected characteristics;
and

o  From the documentation we have reviewed, controlsto assess that the digital signature
is valid and verify that there is a complete sequerce of JSNs are retrospective. No
proactive checks were documented which describe the performance of such verifications
prior to the copying of data to the Audit Store.

e. Proactive monitoring of key System Usage Risks: The current assurance environment
appears to be “reactive” in nature, with exceptionsin processing triggering diagnostic and
remediation activity only when reported. It would gpear that no use is being made of the
Audit Store, for proactive monitoring of unusual orexceptional system events potentially
worthy of further investigation and action.

f. Hardware controls over the Audit Store: The Centera EMC devices used to host Audit
Store data have not been configured in the most seare EC+ configuration. As a resulit
system administrators on these boxes may be able toprocess changes to the data stored
within the Audit Store, if other alternative software controls around digital seals, and key
management are not adequately segregated from Centeaa box administration staff.
Privileged access to the cryptographic solution araund digital signatures, and publically
available formulas on MD5 hashed digital seals woutl potentially allow privileged users at
Fujitsu to delete a legitimate sealed file, and regacement with a ‘fake’ file in an undetectable
manner.

g. Branch Database: We observed the following in relation to the BranchDatabase being:

o A method for posting ‘Balancing Transactions’ was observed from technical
documentation which allows for posting of additiond transactions centrally without the
requirement for these transactions to be accepted by Sub-postmasters (as ‘Transaction
Acknowledgements’ and ‘Transaction Corrections’ require). Whilst an audit trail is
asserted to be in place over these functions, evidence of testing of these features is not
available;

o  Processes around Transaction Acknowledgements and Transaction Corrections are
subject to out of date documentation, or in the case of Transaction acknowledgements,
no documentation at all. Such documentation shouldbe produced or brought up to date;

o  For ‘Balancing Transactions’, ‘Transaction Acknowkdgments’, and ‘Transaction
Corrections’ we did not identify controls to routirely monitor all centrally initiated
transactions to verify that they are all initiatedand actioned through known and
governed processes, or controls to reconcile and check data sources which underpin
current period transactional reporting for Subpostmasters to the Audit Store record of
such activity;

o  Security on the Branch Database around the ‘Messagng Journal table’ is a key area of
risk due to branch transactional data being held onthis table for up to a day before being
written to the Audit Store. It was unclear from the documentation reviewed whether
specific assurance work had been carried out in ths area; and

o  Controls that would detect when a person with authorised privileged access used such
access to send a ‘fake’ basket into the digital signing process could not be evidenced to
exist.
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Recommendations

We have identified three areas where POL should consider further actions to strengthen the quality and nature of

assurance in place over the Horizon system.

These are actions that may:

e Further support Project Sparrow;
¢ Integrate knowledge obtained from this work into the Future System Requirements project; and
¢ Help POL to move towards a more holistic Programme of Assurance.

We have aligned each of the actions we would recommend to POL management to one of these areas, and we
present these below.

Actions that may further support Project Sparrow

A1

Investigation

Perform a detailed review of Balancing Transaction use: Instruct a suitably qualified party (independent of

Fujitsu) to carry out a review of the circumstancesleading up to the need to use the Balancing Transation

of Balancing functionality in Horizon, including an assessment d the communications with the relevant Sub-Postmaster prior to
T&::si:cztiotzr:)s any adjustment being made to their ledgers. This wak should include a more detailed walkthrough of the current day
“Balancing Transaction” policies, procedures and Key controls, making recommendations for improvement
A2

Verification Perform implementation testing of Horizon Features: Instruct a suitably qualified party (independent d Fujitsu) to

Work that carry out implementation testing of the Horizon Feaures (or a selection of key Horizon Features) identified in this
Fe:t(:xrz:r;re report. The work should aim to provide POL with confort that the Horizon Features extracted from documentation are
Implemented actually designed and implemented exactly as descrbed in that documentation.

as Described

A3

Analytical
Testing of
Historic
Transactions

Analytical Testing of Historic Transactions: Audit Store documentation asserts that the system contains seven
years of Branch transactions, and a number of system event activities. In addition, a number of asserions relating to
data integrity, record / field structure and key catrol features (such as sequencing of JSN) are made in
documentation, but have never been validated by paties outside of Fujitsu. With modern day technologes, the
analytic profiling and testing of such Big Data set is likely to be feasible, thus POL should consider instructing a
party independent of Fujitsu to perform independentrisk analytics on an extract of all Audit Store data to verify that
(a) key characteristics are seen in the data as expected and (b) what other matters / exceptions / indghts can
potentially be derived. This exercise would also povide valuable insight into those Horizon Featuresthat could be

automatically monitored as part of the optimised rgk and control environment described below.

A4

Documentation
of all Horizon
adjustment
and reporting
processes in
the FSC

Update / Create documentation formalised all key adustment and reporting processes in operation over
Horizon in the FSC: Identify and document all key activities in the FSCrelating to both adjustment processing to
Sub-Postmaster ledgers and to the control activities that ensure that transactional data visible to Sib-Postmasters is
fully reconciled to the Audit Store’s ‘high integrty’ copy of Branch Ledger transactions. Use this exercise to verify the
completeness and appropriateness of Horizon Features so far identified from verbal assertions, and then perform

implementation testing (per A2 above) of such contols.
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Actions that will integrate knowledge obtained from this work into the Future System Requirements
project.

Produce Future System Requirements Document: Produce a schedule of key system requirements thatany
Bi future Horizon replacement platform should deliveragainst, as an underpinning baseline for the integiity of
Produce processing. This schedule would outline key controlobjectives, with current day control activities /Horizon Features
baseline . _— .
requirements and /or other examples cited to show how such contmwl objectives could be addressed in any future sysem. The
for future schedule should include matters that will support e delivery of such design confidence in efficientways, and
regql:(;f:;;r;;of providing foundations for preventative, detective and monitoring control activities. It could also higlight key
System questions for POL to consider, such as the longeviy of data head in the Audit Store and the type of ayptographic
mechanisms applied to the system.

Actions that may help POL move towards a more holistic programme of Assurance

This area is the more significant piece of work recommended in a broad context for POL to consider as a resut of
our assessment.

The development of such a holistic assurance programmeshould be seen as a ‘strategic’ response to the issues

raised. If delivered successfully it will bring assurance benefits beyond the confines of assuring the integrity of
processing within Horizon.

Whilst not raised specifically below, such an exercise would first require the appointment of a role in POL who
would be responsible for the coordination of assurarce across the whole organisation and the reporting ofkey
areas where assurance provision could be improved (a ‘Head of Assurance”). This would ensure that POL

Management and the Board have the ability to map, coordinate and assess assurance sources (and their quality)
on an ongoing basis for the organisation.

Risk Workshop': Conduct an exercise with key stakeholders in POL, including those in charge of Governance, to

c1
create a baseline understanding of risk and risk management concepts; share examples of how similar organisations
Wo?lg‘;nop manage, define and control key risks; and obtain suggestions and consensus as to if, where and how POL could
become a more “Risk Intelligent” organisation and eporting of risk and assurance matters could be improved.
Construct Risk and Control Framework: Extend and confirm the completeness of the HorizonFeatures which are
c2

Construct Risk

designed to exert control over the Horizon processing environment. The framework can be used to priortise key

areas for improvement (including clarifications / hie removal of ambiguity in existing sources) and enbed agreed

?:r::r:e()x(t)rr?(l changes in current assurance sources. A key component for the construction of this risk and control famework is the
initial information produced as part of our analyss and reproduced in Appendix 2. This Framework coull be
extended to cover POL’s overall risk and control famework, not just those areas relevant to Horizon processing.
Test Controls: Once the framework is verified as complete, key cortrols can be identified and evidence based

C3 testing performed to validate that they are operating effectively. Such operating effectiveness work could be
Test performed on a sustained basis and could be delivered by an independent party in line with a recognised assurance
Controls standard. In addition, this exercise can be used tofeedback on the design of the control environmentso that it can
be optimised (i.e. maximise coverage of key risks, with minimal duplication).
ca Sustain Assurance Delivery and Implement More Proactive Monitoringz: The longer term assurance map can
o be designed to sustain assurance delivery for POL over key risks. This may include a transition to a nore proactively
oozg:‘i:; monitored control environment (“continuous controlsmonitoring”), where automated alerts are generated if certain
testing key behaviours in the system are identified.

DRAFT FINDINGS SUBJECT TO CHANGE WITHOUT PRIOR NOTIFICATION.
STRICTLY PRIVATE AND CONFIDENTIAL. SUBJECT TO LEGAL PRIVILEGE.




POL00029750
POL00029750

Notes:

'Risk Workshop: Risk appetite statements may be considered as part ofthis exercise, but are typically found by
key stakeholders to be a different area to understand. Such statements are effectively matters which help an
organisation to avoid imprecise or open statements relating to risk, which do not assist with the effective
management of responses to such risks. Statements are mechanisms that also help management to define
parameters relating to risk, against which key decisions and escalation activities can be performed.

‘Key risk indicators’ are often a tool used by management, and those in charge of Governance, in these aress.
Whilst POL needs to consider their own risk statements and indicators, some examples of those that may be
worthy of consideration in relation to the integrity of processing in Horizon could include:

e The number of allegations or concerns raised by Sub-postmasters during a defined period;
¢ The number and value of adjustment postings being performed by FSC

e The use of balancing transactions

¢ The number of security incidents on the Horizon systemduring a defined period;

¢ The value of unreconciled differences between systens / ledgers

¢ The number and nature of errors or exceptions in processing; and

¢ Key controls found to not to be operating effectively in a period.

The above are not exhaustive and key risk indicators need to be considered thoroughly in response to the
particular risks and controls which are required in response to the risk universes formulated over the Horizon
processing environment.

2Sustain Assurance Delivery and Implement more Proactive Monitoring: Benefits of these activities could
include:

¢ Minimising duplication in the control framework, and the assurance activities there-on;

e Support targeted assurance provision in the contextof existing or potential future allegations;

e Provide more measureable benchmarks of performance against other organisations;

e Underpin further efficiencies in the assurance provsion, for example the automation of existing manual
controls;

¢ Incentivise ongoing improvement in both the processes and the assurance provision, by highlighting
deficiencies on a timely basis and reporting these drectly back to those business or outsourced
owners who need to take a remediation or corrective action; and

e Support the maintenance of the completeness of documentation over the Horizon Features.
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Appendix 1: I'T Provision Assurance Source Mapping and Gap

Analysis

The mapping below outlines the more detailed IT Provision assurance mapping against IT Provision risks, a summarised in Section 4:

Environmental Risk

1SO027001 Statement
of Applicability

Coverage

Coverage PCIDSS Coverage
Rating

ISAE3402 Section Rating R

Requirement 6: Develop
and maintain secure
systems and applications.

4.8.10 Change
Management

Requirement 6: Develop
and maintain secure
systems and applications.

4.8.10 Change
Management

Requirement 6: Develop
and maintain secure
systems and applications.

4.8.10 Change
Management

Data converted from legacy systems A10 Cpmmunications and
- . introd data Operations Management
Management incomplete, redundant, obsolete, or Acquisition, Development
B ’ ’ ’ and Maintenance
inaccurate data.
A.10 Communications and
Inappropriate changes are made to | Operations Management
Change system software (e.g., operating A.12 Information Systems
Management system, network, change- Acqmsn.lon, Development
g management software, access- and Maintenance
control software).
A.10 Communications and
Operations Management
Change Inappropriate changes are made to | A.12 Information Systems
Management | the database structure and Acquisition, Development
g relationships between the data. and Maintenance
A.10 Communications and
Operations Management
Financial data cannot be recovered | A.14 Business Continuity
Operations or accessed in a timely manner Management
when there is a loss of data.

4.8.2 Backup
4.8.5 Incident
Management

4.8.6 Major Incident
Process

4.8.7 Security Incident
Process

Information System
Operations not within
scope for PCIDSS review.
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Environmental Risk

Production systems, programs,
and/or jobs result in inaccurate,

1SO27001 Statement
of Applicability

A.10 Communications and
Operations Management

Operations incomplete, or unauthorized
processing of data.
A.11 Access Control
Inappropriate changes are made
Security directly to financial data through
means other than application
transactions.
A.10 Communications and
Inappropriate changes are made to Operations Management
Application systems or programs A.12 Information Systems
that contain relevant automated Acquisition, Development
Security controls (i.e., configurable settings, and Maintenance
automated algorithms, automated
calculations, and automated data
extraction) and/or report logic.
- . ) A.8 Human Resources
Individuals gain inappropriate access Security
to equipment in the data centre and ;
. - ) A.9 Physical &
Security exploit such access to circumvent Environmental Security
logical access controls and gain
inappropriate access to systems.
Systems are not adequately A11 Access Control
Security configured or updated to restrict
system access to properly
authorized and appropriate users.
A.11 Access Control
The network does not adequately
s . prevent unauthorized users from
ecurity

gaining inappropriate access to
information systems.

Coverage
Rating
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Rating

ISAE3402 Section

4.8.3 Job Scheduling
4.8.4 Availability and
Capacity Management
4.8.5 Incident
Management

4.8.6 Major Incident
Process

4.8.7 Security Incident
Process

4.8.12 Access to
databases, data files, and
programs

4.8.10 Change
Management

4.8.1 Physical and
Environmental Controls

4.8.10 Change
Management

4.8.9 Networks
4.8.10 Change
Management

4.8.11 Security

POL00029750
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Coverage

PCIDSS .
Rating

Information System
Operations not within
scope for PCIDSS review.

Requirement 3: Protect
stored cardholder data.
Requirement 6: Develop
and maintain secure
systems and applications.

Requirement 6: Develop
and maintain secure
systems and applications.

Requirement 9: Restrict
physical access to
cardholder data.

Requirement 6: Develop
and maintain secure
systems and applications.

Requirement 6: Develop
and maintain secure
systems and applications.
Requirement 11: Regularly
test security systems and
processes.
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1ISO27001 Statement Coverage | Coverage Coverage
ISAE3402 Sect PCID
of Applicability Rating Feen Ratin 5 Rating
A.8 Human Resources .

Security
A.11 Access Control

Environmental Risk

Requirement 7: Restrict
access to cardholder data
by business need-to-know.
Requirement 12: Maintain

Users have access privileges

beyond those necessary to perform 4.8.11 Security

4.8.12 Access to

Security their assigned duties, which may d ]
g ; atabases, data files, and a policy that addresses
S[ﬁ?‘;: improper segregation of programs information security for

employees and
contractors.
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Appendix 2: Assurance Schedule over Horizon Features

We present below a schedule of the Assurance Work and sources we have identified which relate to certain groups of Horizon Features.
We have structured these in line with our three areas of assessment (System Baseline, IT Provision and System Usage), as defined in our report.
We have also recorded our assessment of the level of comfort that POL has over that Horizon Feature, defined as:

¢ “Significant” means we have seen Assurance Work that delivers comfot through evidence based testing by independent parties.

¢ “Partial” means we have seen Assurance Work in the form of desciiptions in formal documentation, but no testing of implementation or operating effectiveness.
¢ “Limited” means we have seen Assurance Work that documents verbd assertions we received during our work.

¢ “None” means that Assurance Work has not yet been provided b us.
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System Baseline

since
implementation
have not
impacted the
system.

documented, implemented and
periodically reviewed to ensure that
business requirement documents
have been regularly reviewed against
project progress.

Key Assertion Description of feature Assurance Work Source Control Type Control Method
re. Processing (Preventative / (Manual /
Integrity Detective / Automated / IT
Monitoring) Dependent
Manual)
Baseline | The system was | The design of key elements of the No information provided. Preventative Manual
fit for purpose Horizon system relevant to the
and worked as integrity of auditing and capturing
intended when transactions was formally agreed and
first putin? signed off prior to systems
deployment.
Baseline | The system was | Traceability Matrices have been No information provided. Preventative Manual
fit for purpose documented, implemented and
and worked as periodically reviewed to ensure that
intended when business requirement documents
first putin? have been regularly reviewed against
project progress.
Baseline | The system was | During the initial implementation of No information provided. Preventative Manual
fit for purpose the software, Key Project Governance
and worked as mechanisms were put in place to
intended when ensure the:
first put in? Working Group
Steering Group/Project board
Requirements Review Group
Baseline | Major changes Traceability Matrices have been No information provided. Preventative Manual
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Key Assertion
re. Processing
Integrity

Description of feature

Assurance Work Source

Control Type
(Preventative /
Detective /
Monitoring)

Control Method
(Manual /
Automated / IT

Dependent
Manual)

Baseline | Major changes Key Project Governance mechanisms No information provided. Preventative Manual
since have been enacted and operated over
implementation | significant changes to the system since
have not implementation. Examples of such
impacted the mechanisms include:
system. - Working Group
- Steering Group/Project board
- Requirements Review Group
Baseline | The system was | Prior to implementation into the live For Audit Store Baseline: Preventative Manual

fit for purpose
and worked as
intended when
first put in.

environment (and in some cases post)
acceptance criteria in relation to key
system elements important for
auditing and capturing transactions
were formally agreed and signed off.

Example acceptance criteria
document entitled Acceptance
Report 20070917BL01.13WIP
(note no sign off of
acceptance criteria is included
within this document).

For 2011 Horizon
Implementation (BRDB
Baseline):

Testing plans were provided in
the document 'Copy of IT
Health Check 23-07-2009.xls',
a Risk Assessment of the
project has been provided in
'Security All Risk Extract
090928 v2.xls' and Migration
instructions have also been
provided in the document
'Migration_ Instructions.pdf'.
Also a report by third party
consultancy firm Wipro has

DRAFT FINDINGS SUBJECT TO CHANGE WITHOUT PRIOR NOTIFICATION.
STRICTLY PRIVATE AND CONFIDENTIAL. SUBJECT TO LEGAL PRIVILEGE.

POL00029750
POL00029750

Level of
Comfort

40



POL00029750
POL00029750

Area Key Assertion Description of feature Assurance Work Source Control Type Control Method Level of
re. Processing (Preventative / (Manual / Comfort

Integrity Detective / Automated / IT
Monitoring) Dependent
Manual)

been provided to demonstrate
the project was delivered as
planned in the document
'Horizon : Performance Test
Audit Post Office Limited (
POL)".

For 2012 Data Strategy
Foundation (External Feeds
Baseline):

- Example acceptance criteria
document entitled CFD New
Requirements v1.11.xls (note
no sign off of acceptance
criteria is included within this
document). Additionally, an
example of a designed, and
reviewed Migration Strategy,
titled ‘Migration Strategy CFD
v0.4’, was provided, in
addition to a Test Report,
‘POLTSTREPO010 - CFD E2E
Test Reportv0 1’.

Baseline | The system was | The testing of key elements of the For 2011 HNG-X Preventative Manual
fit for purpose system important for the auditing and | Implementation:
and worked as capturing of transactions was formally
intended when agreed and signed off and then For 2012 Data Strategy
first put in? delivered against. Foundation:

- Test Strategy Document
entitled 'Acceptance Testing
Strategy' - authorised version
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Key Assertion Description of feature Assurance Work Source Control Type Control Method Level of
re. Processing (Preventative / (Manual / Comfort

Integrity Detective / Automated / IT
Monitoring) Dependent
Manual)

dated 10/11/2011.

- Test Exit Report entitled
'Client File Delivery Report E2E
- Exit Test Report', draft
version 0.1 dated 06/01/2012.

Baseline | Major changes Sign off for design of significant 2005 Design Proposal Preventative Manual
since change is formalised and documented. | ASDPR027.doc
implementation 2005 Audit Centera API
have not Implementation
impacted the DELLD026.doc
system. 2002 Change Proposal

CP3240.rtf
2004 Change Proposal
CP4021.rtf

Baseline | Major changes Acceptance criteria related to key 2002 Acceptance Test Preventative Manual
since areas such as the branch database and | Specification IAACS002.doc
implementation | audit store.
have not
impacted the
system.

Baseline | Major changes Test Strategy and Execution have 2003 Acceptance Test Report Manual
since been documented and signed off, and | IAACR003.doc Preventative
implementation | provide an adequate audit trail for the
have not testing of key system features such as
impacted the the Audit Store and Branch Database.
system.
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Key Assertion
re. Processing
Integrity

Description of feature

Assurance Work Source

Control Type
(Preventative /
Detective /
Monitoring)

Control Method
(Manual /
Automated / IT

Dependent
Manual)

Baseline | Major changes Independent Assurance over design of | No information provided. Preventative Manual
since HNG-X system by Gartner.
implementation
have not
impacted the
system.
Baseline | Major changes Programmes and projects affecting Harmony Delivery Lifecycle Preventative Manual
since the Horizon system are controlled and | document
implementation | governed using an established change
have not methodology.
impacted the
system.
Baseline | Major changes Independent Assurance report over Wipro performance testing Preventative Manual

since
implementation
have not
impacted the
system.

testing procedures has been obtained.

report.
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IT Provision Assurance

Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /

Detective /
Monitoring)

Control Method Level of
(Manual / Automated Comfort
/ IT Dependent

Manual)

Provision | IT supporting Management have ISMF Minutes Preventative Manual
processes are well established forums to FJS Security Report
controlled. oversee the performance of
third party IT providers.
Provision | IT supporting POL has documented end POL End User Preventative Manual
processes are well user control considerations Considerations
controlled. to supplement third party Document
service provider controls
assurance reports
Provision | IT supporting Third party assurance ISAE3402 Report Preventative Manual

processes are well
controlled.

reports are in place to
ensure the overall control of
the IT environment,
including: ISAE 3402 reports,
PCIDSS compliance report
and 1S027001 certified
accreditation.

PCIDSS Report
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Usage Assurance

Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /

Monitoring)

POL00029750
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Control Method Level of
(Manual / Comfort
Automated / IT

Dependent Manual)

Usage Counter transactions Only baskets that balance to | Horizon Online Data Preventative Automated
are recorded £0 can be accepted by the Integrity_POL
completely, accurately | central database (double document.
and on a timely basis entry concept exists).
centrally.
Usage Counter transactions Digital Signature is applied Horizon Online Data Preventative Automated
are recorded to each transaction basket Integrity_POL
completely, accurately | at the point of counter document.
and on a timely basis inception to prevent
centrally. downstream tampering.
Usage Counter transactions Transactional Verbal confirmation Detective Automated
are recorded Acknowledgement and from Rod Ismay and
completely, accurately | manual review process. Jane Smith in Finance
and on a timely basis Shared Services.
centrally.
Usage Counter transactions Sequential numbering is Horizon Online Data Preventative Automated

are recorded
completely, accurately
and on a timely basis
centrally.

applied to each counter
basket prior to digital
signature application to
provide a 'baked in'
sequence check.

Integrity_ POL
document.
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /

Monitoring)

Control Method
(Manual /
Automated / IT
Dependent Manual)

Usage Counter transactions Oracle commit and roll-back | Horizon Online Data Preventative Automated
are recorded process is atomic (i.e. either | Integrity_ POL
completely, accurately | a complete transaction is document.
and on a timely basis posted or nothing is
centrally. posted).
Usage Counter transactions A fall back mobile link is in Horizon Online Data Preventative Automated
are recorded place to ensure that if Integrity_ POL
completely, accurately | transactions are still document.
and on a timely basis processed in a timely
centrally. manner
Usage Counter transactions A private cryptographic key | Horizon Online Data Preventative Automated
are recorded is securely established for Integrity_ POL
completely, accurately | each transmitted basket. document.
and on a timely basis
centrally.
Usage Directly posted Formalised change control Email communication | Preventative Manual
transactions, such as approval and monitoring from John Simpkins
"Balancing process over the usage of dated 15/05/2014,
Transactions", are Balancing Transactions articulating control
visible and approved. design around this
process.
Usage Directly posted An audit trail log is in place Email communication | Detective Manual

transactions, such as
"Balancing
Transactions", are
visible and approved.

to monitor the use of
balance transactions. The
log is monitored by an
independent department
that does not have access to
the function.

from John Simpkins
dated 15/05/2014,
articulating control
design around this

process.
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /

Monitoring)

POL00029750
POL00029750

Level of
Comfort

Control Method
(Manual /
Automated / IT
Dependent Manual)

Usage Branch Ledger JSNs are processed into the | Technical Design Preventative IT Dependent Manual
transactions are audit store and reviewed Document for Audit
recorded accurately in | when users access audit Extract Process -
the Audit Store. store information. The Audit | DESAPPHLD0029.
Store will automatically
detect non-sequential files
that are then processed by
the Tivoli monitoring tool
and investigated where
appropriate.
Usage Branch Ledger Digital seals are in place to Technical Design Preventative Automated
transactions are ensure that files are not Document for Audit
recorded accurately in | amended following load to Extract Process -
the Audit Store. the Audit Store DESAPPHLD0029
Usage Branch Ledger The digital seal applied to Security Architecture | Preventative Automated

transactions are
recorded accurately in
the Audit Store.

the batched digital
signatures ensures that any
amendments to data leaves
a traceable audit trail

Document

Network Architecture
Document
Cryptography
Architecture
Document
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /

Detective /

Monitoring)

Control Method
(Manual /
Automated / IT
Dependent Manual)

Usage Branch Ledger JSNs are processed into the | BRDB Technical Automated
transactions are audit store and reviewed Design Document
recorded accurately in | when users access audit Audit Technical Design
the Audit Store. store information. The Audit | Document
Store will automatically
detect non-sequential files
that are then processed by
the Tivoli monitoring tool
and investigated where
appropriate.
Usage Branch Ledger Formalised change control Email communication | Preventative Manual
transactions are approval and monitoring from John Simpkins
recorded accurately in | process over the usage of dated 15/05/2014,
the Audit Store. Balancing Transactions and articulating
control design around
this process.
Usage Branch Ledger Audit trail monitoring the Email communication | Preventative Manual
transactions are usage of balance from John Simpkins
recorded accurately in | transactions dated 15/05/2014
the Audit Store.
Usage Information from the | Logical access controls in Audit Store Preventative Automated
Audit Store retains place over user Procedures

original integrity.

management to ensure that
only appropriate staff have
access to extract
information from the audit
store
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /

Monitoring)

POL00029750
POL00029750

Level of
Comfort

Control Method
(Manual /
Automated / IT
Dependent Manual)

Usage Information from the | Hardware controls are in Audit Store Preventative Automated
Audit Store retains place to prevent the Procedures
original integrity. modification of data in the
Audit Store
Usage Information from the | JSNs are processed into the | Audit Store Detective Automated
Audit Store retains audit store and reviewed Procedures
original integrity. when users access audit
store information. Audit
store will automatically
detect non-sequential files
that are then processed by
the Tivoli monitoring tool
and investigated where
appropriate.
Usage Information from the | The digital seal applied to Audit Store Detective Automated
Audit Store retains the batch on data transferis | Procedures
original integrity. checked back to the initial
seal to ensure that hash
value has not been altered.
Usage Information from the | The integrity of the digital Audit Store Detective Automated
Audit Store retains signature is checked for all Procedures

original integrity.

baskets used in the extracts.
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /

Monitoring)

POL00029750
POL00029750

Level of
Comfort

Control Method
(Manual /
Automated / IT
Dependent Manual)

Usage Information from the | Exceptions identified in Audit Store Detective Automated
Audit Store retains integrity checks on digital Procedures
original integrity. seals or signatures or in the
sequence check are formally
raised and handled as part
of day-to-day IT operational
processes within the Tivoli
Monitoring tool.
Usage The system used by 3 way match between Data Flow Diagram IT Dependent Manual
the Finance teams for | Branch Database, provided by Finance
control contains all Transaction file and POLSAP | (Jane Smith)
records load file
Usage Data posted from Amendments posted Transactional Preventative Automated
other systems and centrally via transactional Corrections
teams is visible to and | corrections must be Procedural Evidence
accepted by sub post- | approved by sub-Post
masters Masters must be approved
before they can be applied
to the Branch Database
Usage Data posted from Amendments posted Branch Database Preventative Automated

other systems and
teams is visible to and
accepted by sub post-
masters

centrally via transactional
acknowledgements must be
approved by sub-Post
Masters must be approved
before they can be applied
to the Branch Database

Procedures
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Usage

Key Assertion re.
Processing Integrity

Data posted from
other systems and
teams is visible to and
accepted by sub post-
masters

Description

For any outstanding (non-
accepted) Transaction
Acknowledgement or
Transaction Corrections at
month end, a formal
resolution process exists
which enables non-accepted
items to be identified, held
in suspense and actively
investigated to the point of
resolution with the Sub-
postmaster. Business as
usual resolution activities
can be taken to conclude
outstanding items and have
them cleared down.

Source

Rod Ismay

Control Type
(Preventative /
Detective /

Monitoring)

Preventative

POL00029750
POL00029750

Level of
Comfort

Control Method
(Manual /
Automated / IT
Dependent Manual)

Manual

Usage

Data posted from
other systems and
teams is visible to and
accepted by sub post-
masters

Sub-postmasters have
access to view all
transactional records
underpinning their current
accounting period’s ledgers.
This information is used to
support their daily branch
cash declarations and
reconciliation, their weekly
balance of cash and stock
reconciliation, and their
monthly trading period roll
over activities.

Branch Database
Procedures

Preventative

IT Dependent Manual
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /

Monitoring)

POL00029750
POL00029750

Level of
Comfort

Control Method
(Manual /
Automated / IT
Dependent Manual)

Usage Data posted from All processes create an Branch Database Preventative IT Dependent Manual
other systems and identifiable transaction in Procedures
teams is visible to and | Horizon, with an audit trail
accepted by sub post- | to the originator in the
masters Finance Services team. This
transaction ID is protected
by the JSN, digital signature
and digital seal features.
Usage DBAs or others Sub post-master must Branch Database Preventative IT Dependent Manual
granted DBA access functionally approve the Procedures
have not modified Transactional
Branch Database data. | Acknowledgement file
produced by the POLSAP
system before items can be
processed through to the
branch database.
Usage DBAs or others Formalised change control Email communication | Preventative Manual
granted DBA access approval and monitoring from John Simpkins
have not modified process over the usage of dated 15/05/2014,
Branch Database data. | Balancing Transactions and articulating
control design around
this process.,
Usage DBAs or others Audit trail monitoring the Email communication | Preventative Manual

granted DBA access
have not modified

Branch Database data.

usage of balance
transactions

from John Simpkins
dated 15/05/2014
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /

Monitoring)

POL00029750
POL00029750

Level of
Comfort

Control Method
(Manual /
Automated / IT
Dependent Manual)

Usage DBAs or others Hardware controls are in Audit Store Preventative Automated
granted DBA access place to prevent the Procedures
have not modified modification of data in the
Branch Database data. | audit store
Usage DBAs or others Database access privileges ISAE3402 Preventative Automated
granted DBA access that would enable a person
have not modified to delete a digitally signed
Branch Database data. | basket are restricted to
authorised administrators at
Fujitsu.
Usage DBAs or others Database access privileges ISAE3402 Preventative Automated
granted DBA access that would enable a person
have not modified to create or amend a basket
Branch Database data. | and re-sign it with a ‘fake’
key, detectable if
appropriately checked, are
restricted to authorised
administrators at Fujitsu.
Usage Counter transactions TWS scheduler and ISAE3402 Detective Automated

are recorded
completely, accurately
and on a timely basis
centrally?

monitoring processes are
defined and formalised. Any
issues or errors are reported
and responded to by Fujitsu
as part of day-to-day IT
Operational activities.
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Key Assertion re.
Processing Integrity

Description

Source

Control Type
(Preventative /
Detective /

Monitoring)

Control Method
(Manual /
Automated / IT
Dependent Manual)

Usage Counter transactions Logical security access Security Architecture | Preventative Automated
are recorded controls in place to Document reference -
completely, accurately | minimise the risk of ARCSECARC0003
and on a timely basis inappropriate access to the | section 6.2 and
centrally counter software within ISAE3402, PCIDSS and
branch. I1ISO27001 reports as
well.
Usage Branch Ledger Logical security access ISAE3402 report. Preventative Automated
transactions are controls are in place in
recorded accurately in | relation to the Branch
the Audit Store Database and audit store to
ensure that only
appropriate staff members
have access. Key
transactions and tables are
monitored and activity is
verified by an independent
third party.
Usage Branch Ledger Database access privileges ISAE3402 Preventative Automated

transactions are
recorded accurately in
the Audit Store

that would enable a person
to delete Audit Store data
are restricted to authorised
administrators at Fujitsu.
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POL00029750
POL00029750

Key Assertion re. Description Source Control Type Control Method Level of

Processing Integrity (Preventative / (Manual / Comfort
Detective / Automated / IT
Monitoring) Dependent Manual)

Usage Branch Ledger Database access privileges ISAE3402 Preventative Automated

transactions are that would enable a person

recorded accurately in | to create new entries, re-

the Audit Store sealing it with a valid

(publically available) ‘hash’
are restricted to authorised
administrators at Fujitsu.
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Appendix 3: Inventory of Documentation Reviewed

The following documentation was reviewed during the course of our review:

Document Document Document Type

Number

1 Horizon Core Audit Process (Powerpoint) Other sources of comfort
2 Fact file (updated with SS comments) Other sources of comfort
3 ISAE3402 Report over Fujitsu managed service on Horizon Assurance

4 Centrally Generated Transactions document Other sources of comfort
5 POL Summary of Horizon Anomalies Referred to in Second Sight Report Assurance

6 Report on Local Suspense (14 Branch) Issue Other sources of comfort
7 Report on Receipts Payments (62 Branch) Issue Other sources of comfort
8 Spot Review Bible Other sources of comfort
9 Horizon Data Integrity Document Other sources of comfort
10 Horizon Data Integrity Document Other sources of comfort
1" Fujitsu I1SO27001 Certificate Assurance

12 1ISO27001 Statement of Applicability produced by Fujitsu Assurance

13 PCI DSS Attestation of Compliance Assurance

14 PCI DSS Report by Bureau Veritas Assurance

15 ISMF Minutes for three months Other sources of comfort
16 Fujitsu Security Reports for three months Other sources of comfort
17 Fujitsu Information Security Management System (ISMS) Scope Other sources of comfort
18 Horizon Solution Architecture Outline Other sources of comfort
19 Post Office to Driving & Vehicle Licensing Agency Automated Payments Client File Interface document Other sources of comfort
20 DVLA Internal Web Service High Level Design document Other sources of comfort
21 Security All Risk Extract Other sources of comfort
22 Migration Overview Document for Horizon system Other sources of comfort
23 Horizon Technical Security Architecture Other sources of comfort
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Document Document Document Type

Number

24 Solution Architecture Document Other sources of comfort
25 Batch Processing Overview Document Other sources of comfort
26 EMC Centera Acceptance Test Report - IAACRO03 Other sources of comfort
27 Centera Accepting Testing Specification - IAACS002 Other sources of comfort
28 Application Interface Design - DELLD026 Other sources of comfort
29 Audit Server Specification Design -TDDES071 Other sources of comfort
30 Configuration Design - TDMANO0O06 Other sources of comfort
31 Configuration Design - TDMANO009 Other sources of comfort
32 Centera star OS upgrade to version 2.4 design proposal Other sources of comfort
33 Centera star OS upgrade to version 2.4 design proposal Amendment -CP4021 Other sources of comfort
34 Centera star OS upgrade to version 2.4 design proposal Amendment -CP3241 Other sources of comfort
35 Exception and Event Guide - TDMANOO7 Other sources of comfort
36 Functional Separation - CRFSP006 Other sources of comfort
37 High Level Design - SDHLD00O1 Other sources of comfort
38 Audit Data Retrieval - SDHLD002 Other sources of comfort
39 Centera Migration HLD - TDIONO039 Other sources of comfort
40 Centera - High Level Test Plans - VIHTP014 Other sources of comfort
41 Horizon System Audit Manual - IAMANOOS Other sources of comfort
42 Low Level Design Document Other sources of comfort
43 Centera Operational Procedures - TDMANO008 Other sources of comfort
44 Centera - Performance Test Specification - TDLLT008 Other sources of comfort
45 Centera Support Guide - TDMANO017 Other sources of comfort
46 Centera Support Guide - TDMANO018 Other sources of comfort
47 Centera Test Report - VITRP029 Other sources of comfort
48 Centera User Guide - TDMANOO5 Other sources of comfort
49 Data Strategy Foundation - 04 - G149 Data Strategy Foundation - Client File Transfer - PODG Closure v2 0 Other sources of comfort
50 Data Strategy Foundation - CFD New Requirements v1.11 Other sources of comfort
51 Data Strategy Foundation - Data Strategy Foundation Test Strategy V1 0 Other sources of comfort
52 Data Strategy Foundation - Migration Strategy CFD v0.4 Other sources of comfort
53 Other sources of comfort

Data Strategy Foundation - POLTSTREP0010 - CFD E2ETest Report vO 1
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Document Document Document Type

Number

54 Data Strategy Foundation - Revised business case CFD 24 11 10 Other sources of comfort
55 Horizon Technical Network Architecture - ARCNETARC0001 Other sources of comfort
56 Horizon Crypto Services High Level Design -DESSECHLD0002 Other sources of comfort
57 E2E data flows Other sources of comfort
58 idocs involving settlement Other sources of comfort
59 Process Management Systems Diagram (Version 14 - 24.10.2011) Other sources of comfort
60 AR11.005 - Horizon controls Other sources of comfort
61 AR12.050 - Horizon follow up Other sources of comfort
62 AR12.050a -Follow-up Horizon May2013 Other sources of comfort
63 Horizon Counter Application High Level Design - DESAPPHLD0047 Other sources of comfort
64 COMPONENT TEST PLAN FOR Horizon COUNTER INFRASTRUCTURE: SERVICE AND PROCESS CONTROL Other sources of comfort
65 Horizon Operational and Support Services Requirements Other sources of comfort
66 ACCEPTANCE REPORT FOR DESIGN WALKTHROUGH EVENT DWO03 - SECURITY Other sources of comfort
67 Draft Deloitte Phase 2 Instructions (RDW 07 05 14)2 Other sources of comfort
68 Phase 2 - Areas of Focus diagram (DRAFT v1) Other sources of comfort
69 Project Zebra - Phase 2 Potential Next Steps v3 Other sources of comfort
70 REQAPPAIS1392v3.2.PayStation.ETL Other sources of comfort
71 REQAPPAIS1391v2.1.PoGo.ETL. Other sources of comfort
72 Acceptance Report 20070917BL01.13WIP Other sources of comfort
73 All Streams Plan vsn 0.98 Other sources of comfort
74 BCPLA0OO1vO0.3 Other sources of comfort
75 BC020 HNG PD Potential Risks and Issues Register v1.0 Other sources of comfort
76 Change Management Assessment Template Other sources of comfort
7 DES SEC HLD 0010v 1.0 Other sources of comfort
78 Engagement Meeting Log Notes v1.2 Other sources of comfort
79 Gartner Report Findings 1.1 with Appendix Assurance

80 HARMONY Full Guide 1.1a Other sources of comfort
81 HARMONY Full Guide 1.1a Other sources of comfort
82 HNG Benefits Tracking in confidence May 08 final Other sources of comfort
83 Other sources of comfort

HNG Board Report 080408
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Document Document Document Type
Number
84 HNG PID v1.3 Other sources of comfort
85 HNG Reqts Team Meeting 050606 Other sources of comfort
86 HNG Risk and Issues 070424LY Other sources of comfort
87 Horizon Testing Strategy - HXTSR001 Other sources of comfort
88 In Touch report for HNG 080418a Other sources of comfort
89 In Touch Report for HNG 081205 Other sources of comfort
20 POLHNG IMP 002 v 1.0 Other sources of comfort
91 POL HNG REQ 014 Other sources of comfort
92 QRHO031 HNG Reqts PID v0.1f Other sources of comfort
93 ACCEPTANCE REPORT FOR Horizon ACCEPTANCE GATEWAY 1 & 2 - REQ GEN ACS 0001 v0.2 Other sources of comfort
94 Horizon GENERIC ACCEPTANCE PROCESS -REQGENPROO0735 Other sources of comfort
95 Stakeholder Engagement Log_091218 Other sources of comfort
96 Test Report for the Integrity Testing of Horizon Data-centre Disaster Recovery — Week Commencing 1st

September 2008 - SVMSDMREP0005 Other sources of comfort
97 Wipro - Horizon : Performance Test Audit Post Office Limited ( POL) Assurance
98 DVLA Internal Web Service High Level Design - DESAPPHLD0012 Other sources of comfort
99 Audit Data Retrieval High Level Design - DESAPPHLD0029 Other sources of comfort
100 Audit Data Collection & Storage High Level Design - DESAPPHLD0030 Other sources of comfort
101 Horizon Counter Application High Level Design - DESAPPHLD0047 Other sources of comfort
102 COMPONENT TEST PLAN FOR Horizon COUNTER INFRASTRUCTURE: SERVICE AND PROCESS CONTROL -DEV

CNT CTP 0068 v 2.1 Other sources of comfort
103 DVLA AP Client File AIS Other sources of comfort
104 Product Branch Accounting - Issuing Process for Transaction corrections v0.1 Other sources of comfort
105 Audit Data Collection and Storage High Level Design Other sources of comfort
106 Data Flow - Transaction Processing for client file delivery Other sources of comfort
107 Other sources of comfort

Data Flow - NBSC Miskey Process - Network Banking
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With the prior permission of POL, the following indviduals were interviewed or consulted during the couse of our review:

Contact Name

Job Title / Role

Organisation

Dave King Senior Technical Security Assurance Manager POL
Julie George Head of Information Security and Assurance Group POL
Rod Williams Litigation Lawyer POL
James Davidson Fujitsu Primary Point of Contact Fujitsu
Pete Newsome Quality responsibility Fujitsu
Will Russell Regional Network Manager NT - South POL
Phil Norton Horizon Requirements responsibility Atos
James Brett Senior Test Manager — Post Office Account Atos
Bill Membery Requirements/Testing responsibility on Horizon Fujitsu
Gareth Jenkins Distinguished Engineer Fujitsu
Neil Crowther Senior Business Analyst POL
Matthew Lenton | Document Management responsibility Fujitsu
Rod Ismay Head of Finance Service Centre POL
Jane Smith AP Enquiry Team Leader, Finance Service Centre POL
Dave King Senior Technical Security Assurance Manager POL
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Appendix 4: Engagement Letter
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ki itis that wevumick aod jresinrve th ety of interfioes with the DVEA thind
ity wywien modk the orkoos FINGEX wrvieomment;

o mmmmmmummmmwmwwmmmww
ecnmned Sight, uk outined in Your sopplicd document “IOL Sumeiey of Svoomt Sight
imwstmsasbin” (e Appendix 13,

«  Hold dircanions with relevent members of Your stalf ind other key stakcholders a8 pre-
wgrwed with Yoo, i deliver e wodk outfived alove;

» Propare the Deliverabl puthined in section 2(d) below;

©  Atvond iwion weekly weetings o confeece calbs with Yowe Clieot Tow, W explide oo
ppeonsih, st of wiork s e cormmentiry within o Didivorabile; snd

* Llary ot wnry sther work required by You which is vemonably fncidental to th above;

Wour do not requing Deloitte to comment on or fest the gqualing. of the s work perfvemed, nor
i o it vicbegerniy, minf¥ihensy e donelimions, e the Sotegiity oF the Kiorkon BINCEX peocesiing,
bt (e i oy Howbron symem).

A engaponmet rosuirensnty sy divoussed, clarithod s aggrocd Surther, we will oot the sdditional
o ond thmetine for such work vin th Chiagge Ordor process s vet but in Appandis 2, Any Pag 2
wioak: Yo perpuive st pesform wilh be agred under these Cliange Urdor processen. This may nehude,
ot wikh et b Ensnised ton

»  Teating on dats buid mmmm«awm wmtm wmemphiey. pomIishons
peevicnisdy diwwn by Fajitsg it the extent of kiown doficioncies;

w  Asessoient und profiling of syitem wadit il w0 look S chargcteristios of and wundy i
uorsustind bk ioues fi e systom Soansactional oo

«  Engpkey Tt aodd tewting of the niture snd snteor of v, syster and wwer accepanie testing of
thee Hosebann FINGEX, processig eovinonmment, dariog ite implenentistion;

«  More detailed conmideration s 1o any aspects of the intermal sosteol covigonment whick
iptinge iver e urrent Horieom VING-X proorssing envionmnt whii were aot is plack or
apairating over thie kegacy Histkzon systam.

*  Undvstand the watisee o estent of Tomwrfaces. with other thind party systenss and st dhe
opurating inbegrity of daslhows o snd Trows sevtiin of Uiese sysions; and
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» Tonting of vespimmes o Bumatic consros seined by other indepermlent reviews.

mwwmmmwmmmmmumwmu 1 W Hervices wnd Detiversblon
et ok b Wi Comtmit, W will sk wo nepieesentaiions s vespest of il will niet coosider wny oty
wigwet,

Our work will b performed thiough o combination of desk based inspeetion of documentation,
conpobiorative eicpiny and theough thied paty providied evidincs. or contsct, s agreed between You
and s,

) Ohar responsibilitin

I orfiornming the Servicws, v will be responsible for:
o dertuking thie procedusss o hogessiry o producs o delivisbies; wnd
o onfirming the. faieal wovursiy of our nepoet with Y,

mmummm»mmmmmmmmmmmmm%mmm
werily fhie ilormtion given b us e the vowie of the Scevives, by pariicile, webess ot
imanrutiod by ¥ow 4o o sor, wib will ot prerfiora g mppuefonm sy isianod work et Jus testod and
comhudied: v the: dhesign, Tmplenentosion st operativonl elfectivenpss of wey inwemal comeoli over
i Flowkassin priscensing, envinonmint.

O weiek wilk be Himatod bry this tose and e informtion wvaiiable, 'Whilst wie will repont oue flodings
i onndimrnen with s agroed soope of wiwk baving considered the hafurmation peowidod W s in e
o o umerying ot the Serviovs, miditional information st Viow iy regred as abevanr may sxist
ehk b vt prowided v (sl thisreloes not comsidered byt us. Acvordingly, our Ditiverablet) and our
work lvoud not be oefiect pon as boing sempretunsive in sech nospocs. We acoept s responsibility
Toor mnttees nit conerod by or omitted from our Delivershlo(s) doe o the sprcitic nature oF our wirk
instractions from Yo,

I etk Wi oty thiat, in viertln ospicts, we will b relinnt on the integrity of those peopl whoti
war s, ek bt coonr bty o camenbioenis ad best wibak v B B ikl vy b Tinsiiod by thee
ﬂmmm\»

Wi shiall slisiuss with You woy ditVioultion wo encounter with completing oue work: should any
problios arisy.

You moknowhedge ot You wre vespoosibl for establivhing wnd. moinlbning wn sffectiv inipeot
couteol systesn that ovdiices. ths Tikelibood -t ermons or Foegulacitios will oveur and remain
ndetistod; however, it does not eliminat that possibiity. Nothing i o work guareaties tht oo
wwmmmzumwmmwmmwmmwmhmmmmmmmmm
AR

Thie soope of our- Servicos and pue. cesponsibilitien will st dnvolve ws s pertorabig the: work
mmﬁm&mwmm‘wmmmmmmmmnmmmwmw

proper compiiation or clerical accursey of my plan, Soadget, projection e forvoast (“prispective
ﬂmmw evforremation™) ok thi semsonnbleneis of e undartying assimptions. Sinon sy provpective
mwmmmmm«mmw kwhmmmmmm Actiat teswlts sre
Fikcky 4o by et Froen thivme pro Freguuntly dhs wiok conu 45
mmmm&mmmhwmm

e 4 o 1H
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() Format anid wee of the Deloitie Delivorabies

T Hoersn i ﬁmm m’ the um w;m “l‘nlimulvm“') Tnsaved by s will e ngrend with You, The
ot of sk Dk e it i seimary tand o verittan et o6 ollows:

Enpeutivie Sy
* A samany of our objectives, sppeonch, work prrfivmed s obsersations, witible for Bomd
prenentution wod discuision b theie meeting on the W Apeit Nlﬁ{m;mykﬂxymﬁw
peosint, U mpplicable, ad subjuct o the sccany of vie avswuptions. sod the fullilment of
Your vanpemsibilitos, below);
Wi, Kepant:
w  Tistpodition - veconfioming the context of o sppointment i the scope of work performed,

w e Ay i ovabisshng W s Do andopieiedt i thio dhelivry of our work, those
documents revigwed and the M&Mnlw i hoave Ttervipwd;

w  Ehmdorsumding Ve Floripon FNG-X Processing. Bnviramment - bused on the docummmiatineg
prowidied te ws, provide an overview:
o Walathog v the Yochwical prowessing envieomoent - nvisaged 1 bie & desiripiion of
vewhiedenl imatiens of Ghe Pt FINGLX sysien, coosisting of, whpre informstion i
mmwdmw
Ky statistics velsting to the procussing snvironsent s it renge of functions (s
mmwwmw,wmmwmmwmmm
punbiobs (e Avdic Siooy,

. mmwmmmmmmmm‘mmmm«fm

ioxmtipnents, b

. lwnmmmmmmmmw wmhmmmwmmmmmm
it of Ciowerslong resporuibilities over this” penjeut dnd e hey sadumcomenty
it Fhowizoe FINGX ilelivensd compaied o the Ty Horimm systim; md

* ey respomsibilicies. relating o the. curvent oporation of the Horizm HNG-X
prucensing wavienmmaet, nchiding uhampe ontol, mecirity MR, KySom
opensions (inilading eror handling, provedisen, Tillow-up. w resoburion), g

wer Huppoet and syskons vesovery, wed assuranon ssponsibilithes over those key

o Relating p the Uer eoviremmnt o onvivaged o be o desoription. of - the  winge
exivoniovent of e Horksen HING-X systan, sonshsting of, where informution ¥
m& o e

o dhewaription iof the dipe of useny ke the sysion i thi plyysioal environmsmts in
wilviihy Flowkaon BINGX i menemnifibe;
L4 demwﬁmmmm%tWMMnWMMhm
S bty of Shume Smmgmstions: ke virifiod
* Bow imove thes - duily, weoekly, mmtymlywmwmmiwm
s sperahy wd o ks sebioe orons sy handlod;
- MWMWWWMWWWWMWWM&

gt By vk, weh
» iy of U cobegorhes of the stlogod defoets in Dhorkroms HNG-X,
w A Assanee Mg - showlng thoms somross of Your sussconoe which Yo have sed with

o i the wrvas of hoey riak reliting to Yhe bntegrity of provessing that these were degigmed te
AR}

Pugpe § of 1B
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o Matters. for Considirntion - e asgessment of Your Assirance Mup i th sontext of Your
objuictives and iignificant mattors we have observed during o work thit we revosmend Yos
womiduy oy,

Moy Dowtivisembsby sl e e cophid, webomed b on suotedd oy oibier poty, excipt s U coskin o
s dubiprsc of e Allgations, or e wmed Hor aery othur purpoin. We deaw Your itenthon b whwme §
of the: wnchomsd Verms of Businesy. that sy out the: conditions under wivich the Deliverables will be
provided 1o You,

Tis thve vt that Yo swishe i share o Exeliverabile with thind purthes, we may coommont Wy such & course
W s vieblng “hokl Bemless® unbernkings Do thelr equivalent), Tloss povedures: sotify

ot disslosune 1 them will not create sny duty, Nabifity o rexponibility ‘whatsoever to
ety s vt b v Dnelivurnbibe e amy of ity

o the Dueliveraiile wics wot propared for thie use o with thelr moeds or ierests in mind; snd

o ey hould koep our Dliverablie ovetidential ad nok copy or cirenlite our Deliverible, or
ey st of them, 1o mny third party withiut our axpeuss writhin poomission,

W snsoratind that Yo e wnbiknly o ko oy pubilhe snmmmvements widel would refor o par
ok, BF ol wiveation chingas howeeor, Yiou wgron thst Vou will ot ke any ek pohtic
wiwsaRaReRI ). on thin wistter vefioring W Dol v o work in mny: way withot roviding prioe
siookificabion f the wirdbog uf sny pabliv ommovcoment 2 s snd within our prior weitken, consent te
wischy winrsding, sl ponsent wilh not b veithibichd anneasmmsbly.

3 et Rosponuibilities sl Asswmpies

() Client Reaponsibilities

In. connection with the peoision of the Servides, we refer You 1o slusse 3 of the sclosed Tormg of
Fousimens. - Tivese continm Your responsibilivy for the provision of information und decivousmaking in

wonisection with th Services we ave b provide. T sddition, our delivery of the Services B dependiint
e Yiowe sonpletion of the following:

o You scknowledge wid mgroe thiat our pecformance of the Services s dependeut on the timely and
wkfortive - cpmpletion of Your own wctivitios amd rosponsibilities in - connection with Ui
eenggpeivent, w will as ey decisions mnd appesvals by Yiu;

ook anggrens by mmwkbengg avonilodbbe vor v wlh bnebormainn 'Y ow deons mehevis tor this review;

- vmwmmwmummwmmmmmWWMumanmm
infoerantion by baform o understmoding ol repos;

w  Unhans-we wre odhevockie inseoctd, Yo sgpe ti curryiog oot all oonkmct with thind paties;
o Yo g b providing a somtivsted pobnt of coimant for us Uil the o

w You gt b provide o room for var tean and seoure sioge Thoilities for paperwork, if requived;
it FA% C3led Strwt, Lo, tiowd

* You agriee s sasess the Detiverable we provide to Yo, to d Uhuis vt SpIODTINY: COUrSRE
o wution Yo You.
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You uscknowledye s ngree it our perfirmans of the Serdom &5 dependent on.the tmely nnd
el ccopletion of Wour ows setivitien and. resporsibilitien in commedtion with this sngagremnt,
s wuilh o vimely deiicions sad approvaln by Yo,

The pesponilivilivies. st owt wheie. wd thowe wootimed T clwse. 3 of the Torow of Basimess we
wognthar veferred o o this Clontract as the “Client Responsibilities™,

() Aswunptins

T Seivices, Chorgen (i vt oot in Section 4 below) il timetalibe are hasod wpon t following,
asumnptiins, represeitations wid fnflormation supplics) by Yoo (" Avswonptions™s.

o Flovbeoe FINCRX s whan Snows. as ﬁwim ik S Yoo amganbsnthon. W will refer tsr the
prokissingg anvigsmoent as oo FNGWX Woagh-ont pur work, The nysivom. wiich o
:wammmmmm««m%mtwmmw

«  Only manes rebatiog t the Hoeon BINGX prosessing eslronment will be considered in pur
veviow. Wi will not comsider wy infoemistion relating fo. the Tegavy Herbron. system, with the

emcoption of et wocemacy for w to. obiaio s soderstindiog of ey oobascmmeits il e
Fharaon FINGEX detivered M it-wiss omprloninted,

o Dot will not provide s logal o any ther opiion 4t iny poil Swoughout tee wirk;

& That saffichont knfommmion is wesliable on s toely M&m‘wﬂﬂng Wi e ol Survives wnd
Debiwratyben: for s by b able 1o carey out oue wirk;

o Uhait wll pestioint fommathn reliing o the satione of the Abhagations sgaing You e by
yorcevicheat o s wuachs Shust we siee Fiully v o this ditadt of the Allegations;

o Unbows otherwise insmssted, that Deloiite stoft will ave wo. direct contact with sny thind partiey
b thiss nsvemad Fufite contacts that You provide i ui;

» The individuats we.may nood 1o interview will be avaibable w s for saificiont tme for w o
b oune wl diacing thie prociodd of our assessment ok thind parties can be wontcied on o
Wk b o i ke ot Klarthvor inormmatiion alould this b reneined;

« Delaitte will not verify or test any information provided directly. by You, or indirectly by third
[T

o Dleboithe will adipt 2 time Biited approacts t0 inur work, opersting - key milestony duties
Ww%myw’wmmwmmwﬁww.&MMM

w Dnboritne will wot peview any ik i i ol b Vioms sk thybeed pasethes,

ey Cliot contiets

We mwmm M MM wmum, hvigation Lawyer, wikh bie Yiour nomintod peint of gontect wod
thust whioubd be opied to Belinds Crowe.

¥

Pagge F af 1§

4 Ome Chonrgys

Wi it bunne wmar hanrgies peins i sl Y el vrvideviils i phin gkt
mew,mmmmmmmmmmwmmmwmm
wel wilkike wi have prerfivmed foe Yo fin 2003,

W smtimantie vt W Pt 1 ik will vakes 15 ddaron ool sethon tima v deliver, T prowiide sonu oeraiinty

owpr our foes, we wilh cap our fotal fou Tor Pait | wonk g £50,000 (phas VAT widd ot of o
wxpurimes), Changos Hoe wock done under o Change Deder will be busod o the vie cord bebow (in
adbigiuses ti Sl To congs Foor thao Pt | ok, il onbeewiig mgoond.

1 during the vourse of our work, or.{hange Crder there-under, 5 noed for ancillary spevialist servioes
wo speifid i thin Comtrnet i ihentified, agrecmient 1 dheir ws and rbited chisegon will be obtained
bl sy expienditane i intunnd.

S Werms of Busimens wosd Linhilley Provisions

T anvchimed Term of B foom an intral paet of the Lonteact bevwoon i and Your attention iy
Ao boe Uhons, Yions agron thit S thie prrpome of el & of W Terms of Busbess, our sgpregae
Fianhibiny welisieny T o fin wary ey bes commection with the Services shall not excied £750,000,

6 Varistipas
w”mmmmmmmmmmwmymmm»rmmmymmm

or-peciininsin mquived wsder this Cootract, we each sproe o lollow e dhasge control prociduses
deicribed fi Appindiy 2.
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Acknawledgement and iecopramee

W apigevciote thar opportmsiny 1o Be of servine to- Y snd Sook. forwmed v working with Yoo v this
wnigrment. Yo con be wssured thi it will moeies oue ol aissegion,

U, Doy, comsidioeed thiy peoviskons of this Conteat You comchude thit they wee reanveble in the
whmtens o ol the Fators ekating to oo peopossd appolmunear and Yow wish to sngage wy on thime
vy, phase liet v e Y o written agroenvent teo s stvimjgomsenix by shpnicg wid votuming 10 o
e e ot sy ol this Jettive.

Ehoitte LLY

mmmmmwmmumammuwmmwmmmmmm
nmwwmmhmumwwm ............................

- GRO

Buly mathorised %f Ahf Prost mvm
x ¥y 5 i S C”m

[ ‘m T A e ’fﬂmmm ety nww"{
Dt 2514 ) ‘}” gl
limwnm

ppondiv 1 - of finf
Appeandiv 2 . mmnmﬂmwi Procedures
Agipending. 3 - Teomplse

Corcbay -
Aprpendix 4 - Delolte !M‘ Ty of Busioess, Consalting and Advisory Seevices
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APPENDIX 1

ENGAGEMENT LEVTER DATED 9 Abkit, 2014
SOURCES OF INFORMATION

e Pt wonieh, e will v Shves Sorbhowiing sussrcun of infemmntion which S Do prosiided by Yo,
b “Hloviaon Core Audit Provsss™ which putlines bow. Plorizon HNCEX bay boae designed to

gy,

3 Dl Pacalihe" whiode el with ow POE, s Blorkain FINCG-X in the brasch nerworlc

% Enscription of Fujite's System of 1T Infiastructure - Services supporting Post Dfflee
i,.lmm& & POLSAP aod BING-X applications” which outtines e onvibonment jn whiid

Towteon opreatis;

4 "Lk uﬂm deicionsy thirmen™ whiclh outfines wrews that tderie s of the uflegmtions
et ke NG X s theliciunt;

S "POL Swmry ol Second Sigh aecnalies which. is me inderoal POL. swmmney of the
wnomalies, wittin Florime TINGXC rufering t pars®s 6.4 1o 6,10 of Second Sight's Ruly
ML Repony;

G Fujibo’s eeponse i the “Locat Suspeese™ £ 14 Bovoch

T Fugitan's eokponse o the “Receipty M{mam“a' 63 Bewoh ancimaly;

§. The “Spot Review Bibde”, whtich semtwing the ten "Spot Riviows™ sins 1o POL nd POL"s
vesporyen (ol paes 37 of Swcond Sight's July 2003 Regiet);

% Pogiesu's “Boceon Db Briegelty™ doommt, wiih provides & techabeid deveigtion of the
IS (tmdl it Hortaon HNCRX. 1o sose r&m %mww i:hcimm & sheamiription of
wennrnl fis wod s w8 ow those: moassres spily iy eanl wase;

B Fujitsu's *Heodken Online Data mmm foe Pomk Offioe 40" dounnpet, which peovides 3
mm»x m&w@nmm issnires thn sy il Joto Horieon BNGAX G eheurs dita

ot a6 Lo o thyiones apply oy omch g

1. Cutrens kaw POM ISO2T00 cenification;

K Vi assoched Fujisg POA 198 Stomment of Applicability;

B3 Whie Post Ofon Huizon PCI DBS vertilicate;

I P Pot Olfions Bowiann P DSBS wignod KO

18, Thw Post Offiew Hinrieon PCT DSS ROC;

1, The bt 3 publishd Post ONice BSME mintes with Fujives; snd

B The baat 3 Fujinss Security Ops Repeorts

ﬁmmmmmymmwuyVm»m«lmewm e Boalt Bt of bfmmmtiion
wources will be diselosed i tur
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APPENDIX 2
EnGacement Lieries DATED % APRIL 2014
CHANGE CONTROL PROCEDURESX

o tmwwmyww mmmmmmmmmmukm, ol iffumticn o otbwer
kg b5 the 5 & wcher ‘the Chonbract (& “Chmge™, thie purty
mmm&wwmmmmw fow the Chamgs {8 “Clinnge Heguest”) to the

2 Aﬁﬁwmwmmmmmmmmwwmmmwmm
wignesd thee Eayagoment Eottor for and o beball of the Client, i the vas off Chign Roigonts
memmmmmmmmmmwm»wummwrwmm
s e v o Cmavge: Msgimests incitimbiend by Iiliintie,

3 Deloitie will investignte the implications for the Comiract of implementiog each Change
Mmmm il okt iy thar Client i peoposed £ bamge Onder, b the S aitachied as
Ammm o, o vewpect of such Comge Rosyuont, - 17 o b party”s ucgement, the time 1 evalusie

wowh, ronpowt 1 e o mere Change Reqoests, beoase of thelr misgnituide, omplexity or
Trowpuenncy, sy, rewalt in o delay e the Korvices, tak prrty will notify the othisr party. ”!h
it itk then neod T agres i sppropriate covese of wtion.

4 mmmwmwwmmmmw«mmw«mmm*mmmmmmm
Innplemats e proposed Chinge as soun a5 rasonably practicalile bist in any event oo tavar than
5 diys {or s othier pericid agroed by the pavties) after weeipt of the Chisege Order subminied
Ty Wechiithe,  Shondd the partios wish b procsed with the peopomd Chnnge, the: Clunge. Omler
whisl B siggmed by thee iweoeid purson wh bas signud e Engagoment Letter e il on bubalf of
e it wnid b slown seveion portivr, o ot willsorived. voprosuntathven (iuch signed
donimunt betng refernd o o o “Change Ordor),

& Welther pary in obliged wo procoed with say progosed Chimg (ol te solatod chaagesy and o
Chuege (mand rolabend chisnges) will be effective and onfiwvonble ngnins o purty, unboss s woiil o
mmmmmmmwmimmmummm kil thve Chugge: Oniier for
iy progosid O i wigned, Dreloitte will continge wo perfors wod be peid for the Services as
B thae e Tk ot boens peoponiel.

6 Dioloite shatl be entithed v chuegs for all rewsimabile osts wd wxpenses ncird in sonmeetion
with investipming the implications of a Change Reguest, whithior or oot o Chunge Order s
whpivecd bt ot of suks Changee Ruspint.
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APPENDIX 3

ENGAGUMENT LErten DATED % APRIL 2014
Cuaner Omen Nusore

D
<iont Nisose wnd Adiens>

Fow thiy sipenstbion wf o o

Drsar Sien

Fwke e Choclier Hmm:ﬂw«g; any appenidions, sohedules, sodior sitmebients), recovds agroed changen b the
Clamteact Butwoen Debobine LLP ("Deloig”™ or “we™) ad < > dited « 5, v awgnched by prior agreed Cliange
Onderts) o mmendimins thivets, This Changs. Orler wonstitates the. entire wdirstunding s ngresomint
betwesn the Client sl Dieloltte with respect o the changes set out in this document, suporsdis all prior ol
Mmanmnmﬁwamwth[uMmMmlememm
iy only b amendud fn wreiting, sigred by suthorised represetitives of botk parties.

Thee spwtion(s) of the. Engagement et sor Tortd beow fund any cacior Change Onders) or amendmonts
limw; e Wevbyy vl effiestive s of feffuctive damo of whanges], by the follawing texr:

1 Seope and pbjuctives

T O Serviees wad pesponsibitivies

3 et Responi bilition amd Answmptinme

4 Our Clusrges

8 Comsequentinl changes to the Contract
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Eixep ki mmmmmmm-ummmm of the Clontpact ek inchanged, Plosse
bt ¥ ous agrocment s the terms of this Cluge Onder by wigning wnd returming e Dololtte the wncked
wopy of s Clamnge Ovder.

Yours faithtidly,

Purtuer
Deloitte LLP

Agrend by Post Offhes Lk
Higmed:
Vi wndh oms bkl o Pout Offiow Lad
Prishod Wanmiar:
Position:
Dt
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APPENDIX 4

ENGAGEMENTLETTER DATED Apsttt, 2014
DELOYTTE LLP - TERMS OF BUSINESS

DELOITTE LLP
TERMS OF BUSINESS

Consulting snd Advisory Serviees

] T CONTHAC T WENWREN D5
[ MM*MWW*MQM%W%“WMW
whion™ st

sl e LW, Sottad ity

BT Wi St s w0 ol s o er o e e bl
euarksnetiies: 4 T QML W A B AP 8 PARERE B o

TR Wil 0 v oy i o i Yewnion Shar Wit o
bt it bt v
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Appendix 5: Change Order 01

Deloitte.

ENGAGEMENT LETTER DATED 09 APy 2014
CHANGE ORDER NUMBER 01 (VERSION 1)

08 May 2014

Mr e Aujard

Pout Office 1.8

148 O Sitreer

Laron
ECIV 910

For the aitention: of Chels Auord

et Shs

This Change Ordes g sy appiondi bedithes, and/or aitich seconds sjgroed chunges
to the Conteact between Deloiite LLP (“Deliitte” or "we) anid Post Office Lad (POL™ or “You'™) distedd
09 Apeil, 2014, as amendid by prior agreed Change Ovder(s) or amendments theraio, This Change
Ordur Hintes the eatire ding wncd agy between the Client and Deloltte with rexpect
tor the changes sel out in this document, supeestdes all prior orsl and veritten communicatians with
respeont it sugh changes (inchuding, but vot Hmited 1 Change Requests), and may only be steadid in
wriling, signed by mithorisel representutives of bath parties.

The: section{s) of the Engigenint Letter set forths below are heroby amended, effective as of 06 May
20E4, by the following text:

1 Project scope wnd objectives

Your project scopé and objectives vemain as proviously described within our letter duted
09 Apeit 2014,

2 Our Servicos and responsibilities

Our services within 20b) of our camtesot dised 09 Apetl 2014 will be amended to. include the two
fesbhoyweing exsension avas:

Lstansion Areg I:

Delisitte will continue 1o review further supplied docusmestation reluting to the 2010 implementation of
HING-X i other key project documentation suppliod by POL, in onder fo compare the nature anid
axtent of project governance wid documentation with the Deloitte methodelogy. Tiv sssessment will
Inchude » review of documents that outline if and hosw transactional beanch datifows and Audit $1ore
features of thiv system were impacted by the implementation.

I uddtition Dieloitte with asvess documentation refating to signaf! of business roguirements &y well a5
the project s testing sirutoglos and testing asitrance provision,

Deloitte will integrate a iption of our upprouck, fodings and fations from this work

frito ot deliverable.

& Dbt L8

Deloitte
Esteasion Avea 2

Debyitte will review further docomentation relating 1o the specific design features of the processing
enviconment which aee sswerted to be i plrce to widerpin two key objeetives:

1. ‘That wub-post masters have il ownorsbip end visibitity of sll reconds in thele Branch ledger;

2 That the Branch leddger records ave kept by the system with integrity and full audic wail,
Deloitte will produce o schedule of tse specific design fentmes, identificd only through desktop
review of documcatation provided by Post OFfiee, wed wi this to assers wisethor the exbitence of this
speific desipn Testans has boen wexted wndor assared. Deloie wilh communt o the 2 polnt above i
thiy comtext.

Deloltte witl not comment on the qualisy of documentution wind will not perform any implemertation
or operating effectiveness testiog.

Dheksittes work, stitl based on desktop review procedires, will also include:

« Corroboration with an sppeopriste Deloiite specialist o validste the Audit Store's tamper pirool’
mechanistis,
o Understanding key historic changies its onder 6 asaess if key events which coiskd have bpivcted
thee combed design featunes shove,
+ Highlighting those design fuatures wharo Risther iy 0¥ i
testing should be considored by POL to peovide further assurance to the Board,
Dreloitte will integgrate & description of our b, firdings and fations from this work
o our deliverable.

I widition tor the above avess of addivionst survicy, Diedoitte will suppont the. delivery of angoing
project wpdate mectings with FOL stakahoklers prepare o Boued uf:tbw document (rmaked as Diaft}
s at close of our work on the Tuesiiry 13" Muy 2014 and Friday 16" May 2004,

4 Our Charges

ue time chirges for this additionat work will be charged oo o time and materials based, in line with
the ente card shown it our origioal Fngagement Lettey.

5 Consequential changes to the Contraet
FExcept s expressty modithed harcin, all other terms and conditiony of the Contract remaie anchianged.

Please indicate your sgrecsient w the terms of this Change Order by sigaing sl returning to Deloitte
the enclosed copy of this Change Order.

Dl 115
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Deloitte.

Yoy fuithlully,

GRO

Gareth James
Purtoer
Deloitte LLP

Agrend by Post omf G R 0

Sigmed:

Feur wnd oo bebudf of Post Office Limied:

Primted Mame: O’"m S A‘{{Mﬁp

e Gowerat. Comam.
Date: 5-04 -20/4
0 it LLP
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Statement of Responsibility

We take responsibility for this report which is prepared on the basis of the limitations set out below The matters
raised in this report are only those which came toour attention during the course of our work and arenot
necessarily a comprehensive statement of all the weaknesses that may exist or all improvements that mght be
made. Any recommendations made for improvements should be assessed by you for their full impact befoe they

are implemented.
Deloitte LLP

London
May 2014

In this document references to Deloitte are references to Deloitte LLP. Deloitte LLP is the United Kirgdom
member firm of Deloitte Touche Tohmatsu Limited (‘DTTL"), a UK private company limited by guarantee, whose
member firms are legally separate and independent entities. Please see www.deloitte.co.uk/about for adetailed

description of the legal structure of DTTL and its member firms.
@014 Deloitte LLP. All rights reserved.

Deloitte LLP is a limited liability partnership regstered in England and Wales with registered numberOC303675
and its registered office at 2 New Street Square, London EC4A 3BZ, United Kingdom.
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