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Cioar Mr Walr

Mr Edward Davey, Parllamentary Under-Secrstary of State, Department for Business,
innevation and Skills, has asked me to respond to you on the parfiamentary questions
that you recently asked on the Post Office Horizon compuler systern,

A5 your recent questions cover a range of ssues, | believe { would be helpful ¥ 1 could
orovide some context by briefly desoribing what is generally considered as Horizon and
the role it plays within the Post Office network and the accounting undertahen by
subpostmasters.

Let me strass at the putset that Post Office Lid is fully confidant that the Horizon
computer systers in it branches, and all the accounting processes arpund #, enable
subpostmasters 1o account accurately for the transactions they undertake in ther
branch.

The system has been operating for over ten years, In that time around twenty thousand

subpostmasters have used it in performing many mitlions of successful weeldy and

monthly finandal reconciliations between the cash they have in the office and the

transactions they have hangled The Morizon syatem has been rigorously tested. The

Mational Federation of Subpostmasters, which represents subpostmasters throughout

the country, has expressed jts full confidence in the accuracy and robustness of the
ayatem,

Tried and Tested Processes
For the tiny fraction who have not been able to reconcile their cash and transactions,
there are tried and tested systerms of checking, suditing and following up to determing
what has happened, Examples intluds:

& transactions might have heen miskeved {entering 100 instead of 10},

s a olerk might have handed out tog much change,

e @ cierk may have forgotten 1o take the money for the transaction,
The checking and auditing systems in place resolve virtually all discrepancies
sq‘fiqfacmri y. These discrepancies are caused by the same kind of small day-to-day

Tistakes and human evrars that any large bank or retaller would experience.
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In an extremely small number of cases, after all these checks have been undertaken,
there rernain missing sums that cant be accounted for. Whers such sums are
significant, Post Office Ltd may take action to end the subpostmaster’s contract,
Taxpayers money i3 entrusted to Post Office Ltd and it is vital that everything & fully
accounted for If significant money is missing - either as a result of lack of sufficient
competences by the subpostmaster or thelr staff or, in extrame and very rare cases, as 4
result of dishonesty (where we clearly have no tolerance) - s not appropriate for that
subpostrmaster o continue to operate the hranch. Post Office Lid will then seek to
APRUING SUMesns new to take aver,

Court Action

There have been a bmited number of cases where Court action has been taken over
missing sums of public money. In some of these cases, the subposimaster has made
aliegations agamnst the Horizon system that records thelr transactivns. The Courts have
consistently upheid Post Office Lid's position that the Morizon systerm is accurate and
refiable. When former subpostimasters have heen convicted of false accounting andlor
theft, itis, of course, the Courts that have convicted, not Post Office Lid. In some cases,
the subpostmaster pieaded guilty; in others Post Office Lid had Lo provide robust
evidence, A oriminal Court will only convict an individual if 1t considers that the evidence
has shown, bevond reascnable doubt, that the individual is guilty of the offences with
which they have been charged

The Horizon system is used by every counter clerk in subpastoffives and in Crown
branches every day. it is used effectively and sucepssfully. Each person using the system
has an ndvidual tog in, 1D and password, so all the transactions they undertake arsg
recorded as being done by them as individuais. Each s able to run off logs of the
transactions they have undertaken whenever they wish, They receive training on the
systermn and have full access to helplings to assist them. The systerm underpins efficent
service 1o ouwr customers, it provides o scubpostraesters and staff with an effective toal
I acourately and efficiently manage thelr day to day operations,

Having established this hackground context, T would like to consider the guestions that
you have raised,

You have asked about the numbers of prosecutions and investigations instigated by Post
Office Ltd as a result of “financial irregularities on the Morizon computer system” which

have subsequently been abandoned
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Disamg}ancias

“Finarcial irregularities” reflect situations where the cash or stock that should be inthe
branch, :&s:r:ard ing to the data ertered inte the Morizon system, is not there, A
discrapancy might arise when the cash and stock that is held in the office is "short”
against the ampunt i:?"zat shicuid be in the office In acoovdance with the transactions
uridertaken and recorded by the subpostraster or Post Office clerk. As has been
praviously explained, ?i is may happen for a range of reasons, It may well be that the
msue can he guickly resobved by tracking hack and ideniifying the issus that has cawsed
the shortage.

We move into the area of "financial irregularity” where there is & significant loss and
there s no clear initial explanation. This is most ikely discoverad when Post Dffice Lid
mderiaws an audit of the office and discovers a significant shortage. Like all finandial

rstitutions and retaifers, Post Office Lid will undertake audits of branches to ensurs
that proper accounting practices are peing folowed and the assets of Post Office Lid
which ultimately belong to the tapayer, are being kept secure. Such a shortage
represents a loss to Post Dffice Lid {as the cash and stock held in branch is the property
of Post ('}f-‘ite Limited) and it 15, of course, vital for a publicly awnpd orgarisation

154

sure that B cash and assets are managed with integrity angd care, Therefore these
mrmges give rise (o investigations and, 1 appropriate rases, cr:mmai or civit action,

m

3

There is no evidenoe gt all that the Horizon system has in some way been at fault with
respect to any financial rregularities discovered in a subpos Hna ter's account and no
cases have heen abandoned for reason of any doult about that system,

Your have also enquired about the number of complaings that Post Dffice L0 has
received in each « :’? the last five years with respect to the Horzon system,

Assistance for Subpostmasters

& subpostmaster has many charmels by which e or she can make enguiries or
complaints about matters relating to thelr operation - via the management structurs;
with visiting training support or sudi staff via the NFSP; or via the various heiplines
that are avatlable 1o assist them i eperating it accordance with they contract

&a; y case s handied individually and central records are not held of the nature that vou
are specifically requesting. For example our Network Business Support Centre (NBSU
4 & h paesk service 10 support guhmsimaﬁ,t@rs and ther staff with any operstional
issues. The NBSC works from the same aperational materials g.g. guides and manuals,
that all Post Office branghes have, All calls are logged and the vast majority are
arswered in ine with the published operational manuals.
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As the NBSC is the main operational point of contact for moest branches,
subpostrnasters do from time to time register “complaints” / their dissatisfaction with
the NBSC. These complaints can be ahout any number of operational matters. all of
which are dealt with and responded 1o within agreed processes and timescales, A
subpostmasier may have gueries about their accounting processes for a wide range of
reasons and as part of this hefshe may need some support on some aspect that
invoives operation of the computer system. For example he/she may nesd assistance on
remedying an inputting srroy that hefshe had already made - these are part of the
norma a’id} o day rading ssues that will ocowr in any large retadl or iinancial
organisatio

Legal Action

To consider vour enquiry further, there are a tiny number of ex-subpostmasters whao
appear o be making distingt allegationg with respert to the operation of the Horon
systemn. These ex-subpostmasters no lunger have contracts with Post Office Lid, after
significant shortages of funds were found at their office, for which they couldnt acoount,
A legal firmn, Shoosmiths, has been dalming for around a vear that they are
representing a number of these ex-subpostrasters. To date Shoosmiths have sent four
letters before action’, making allegations about Horizon {amorng other issues) and
seeking information. In two of the cases the individuals have in the past pleaded guily
to false accounting. These partcular cases streteh back over a peried of five years.

Post Office Ltd does not accept any of the allegations thal are being made and will
robustly defend 83 position if any o actipn i mounted against it

Howe gssume that these 4 ers hefors action constitute ‘complaints against Morizon
the number €3 %39 seET L t absolutely tiny i the context of & system thal many
thousands Cﬁ? subpostmasters have bean using for over ten vears to help produce many

muihions of financ ai reconc Hiatiors. Fast Office Lid s vigorously defending itself against
such allegations and will do 3o in the civit courts if necessary. 1t regards the claims in
the cases it has received as bemy absolutely without merit,

Separately, there have been a few coasions whers an adverse comment ahout Horizon
has been mage by a subpostmasier 0 pgal procesdings whers 3 subpostmaster is
being proseouted Tor thelt or false accounting, or pursued for a de‘ﬂ: Irt such cases, the
Courts have consistently upheld Post Gffice Lid's position that the Horlzon system s
accurate and reliable

You alsn ash for nformation about operational faults with the Morizon system since ity

irtroduction and the actions taken to remedy those faulls. & with any large system that
w reguived to support chanoing Dusingss requirements, operational issues can odour
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industry standard tools are used o alert support teams (o any such ssues a0 that the
potential impact can rapidly be assessed and, ¥ requived, rectified.  Reciification actions
range from straight forward hardware replacement to softwars patching desioned to
combat evolving cyimy threals,

External Scrutiny

Morizon and Post Office Ltd systerrs environment have always been subject to external
serutiny for both assurance and acoreditation purposes, Ermst & Young carry out an
annual fnancial systems audit, an mdependent auditor also carries out 8 yearly eum {55
maintain the system’s Payment Card Industry (PCH acereditation. The systern and B
Data Centre are 150 27001 accrecdited which reguires an annual augt from an
'ﬂ(‘i{*“%ﬁdﬁ"i agency. Horizon 5 also accredited by HEBU Payment Servipes smc
WorldPay (Post Office’s Merchant Acguivers) and must comply with the Vocalink
standard for card navment ransactions. In addition to these regular awﬁh ad hot
independent ausits of the system are initiated by Rayal Mall Group and supported by
Past Office Lid,

At this stage. it is worth pointing out that the Horizon systern keegs full audit recerds of
all transactinns undertaken by all log Ing - an that 1 s always possibie to track wc%
anvihing that has aceurred within i“?%a steyrt - oF 2t an individual sub post office, The

B
system 5 designed such that all date is wwm& iy nurnbered al the point of #4s
creation and s separately stored in 3 secure tamper proof facility fur 7 years ~ 50 that
recreation of situations and track aazk % a,wa‘yg feasibip,

Cost of Horizon

Finally, you have asked about costs of the Horizvon systerm, You are probably aware that
the system ariginally develaped out of Government processes D aulamate benefits
payments along .‘iiijff s maior automation of pravious Post Office point of sale and
accaunting systemns. It was therefors designed to meet the rigorous security standards
necessary 1o underiake the payment of benefits, The onginal costs and development
were the subject of substantial Parliamentary scruting back in the 199%/2000 period.
To respond to your specific question, it may help if | quote an extract from the 2001/02
Royal Mail Group Report and Accounts;

Hosponsibility for the fabifties of the Horizon I0LPathway project was transferred from
the Government to The Post Office i 3998 This resulted i & one-off pavment by the
Grovp for costs incorred by L of £550m a write off of £571m in the 3999-2000
accounts and the mourrence of substantisl ongoing mamtenance costs, By the time the
contract ferminates v SO0S, aggregate condract costs are sapecied fo amount in some
Fiba
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Current contracts for the operation, maintenance and ongoing ¢ M&’Ewmmt of the
Horizon syster are held with Fujitsu and the payments withm these contracts are
regarded as commercially sensitive (as disclosure couid have a material impact oF &Ny
future procurement exercises with respect to the syster).

This has necessarily been a long letter as the issues upon which you enguire are
complex and detailed. They also wvolve recsgrarsmg a wider context of the operating
and accounting systems of Post Office Ltd's business,

We have full '%rz‘éf‘iem% in the Horizon systern and it s regarded as an imoartant part
oof the sv&fvce:«%ﬁs% srativn of pur business and the modern infrastructurs that s
NECESsRrY 10 AU p QU ! atmnwgdﬁ retwork of Post Offices,

As you are aware, our policy approach s 1o sustain that network - we have no
programme of closures - rather we have an approach of investment and growth that
seeks (o ensure the future viahility of the network and retain the social value th it it
offers to custormers and communities throughout the land. A modern and affect
cornputer nfrastructure is a necassary part of achieving that goal {as will b t"ze case
with any nationwide hank, retailer or Government Department). Horizon provides that
infrastructure in full a.e;mr‘dan{'e with modern mdustry standards, 1 accurately reoords
roitfions of customer fransactions every day

{ hope this information is helpful to you,

i

GRO

Pauda Vennells
Managing Director

Yours sincers

POL00001976
POL00001976

F/866/6



