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Dear Sirs, 
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Yours faithfully, 

Cartwright King. 
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Our Ref: MS2/24676
Email simon Uierk& GRO

Secure Email simon.olarket GRO 
Dear Sirs, Tel: GRO Pax: L._._._._._._._._._._._._._. 

Susan Knight 
Truro Crown Court - 26th July 2013 

On the $th July 2013 a report into the operations of the Horizon system was published by 
an independent organisation which had been corrunissioned by our clients, Post Office 
Ltd. The report is known as the Second Sight Interim, report. We have also :received and 
considered a second report, concerning an :irwesttgatlori. into an incident at another post 
office, the Helen. Rose Report. 

We have thorougly reviewed the case in the light of material contained within the Second 
Sight Interim report and the Helen Rose report. We have also considered our disclosure 
duties under the CPIA. 1996 and the Code of Practice enacted thereunder, and the .A-G's 
Guidelines. on Disclosure. We now disclose these reports to you in accotxrd:ance with these 
duties, 

We would also remind you of your duty not to disclose this material to any third party 
other than your client; in particular the Helen Rose report is not In the public domain, 

Yours falthftzlly,_._. 

GRO 
Barrister 
Direct Dial: GRO 
iS  rn . 1 ar 

._._._._._._._._.. 
GRO 
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Interim Report into alleged problems with the Horizon system 

1. Introduction and Scope 

1.1, Following discussions with most Office Limited ('POL) Senior Management in June and July 2012, 

with the Rt Hon James Arbuthnot MP and with Alan Bates and Kay Lu nch representing the Justice 
.~.~ _ :. •: . . _ .. - ' - ~ ._ 

~krmn J~~v w' ~'n n~~u +rul
" y'<'.~x"_ 

1.1a"~c 

appointed to carry out a review into alleged problems with POL's 'Horizon System, 

1,2, The remit of the Investigation/inquiry was later defined as: 

"to consider and to advise on whether there are any systemic Issues and/or concerns with the 

'"Horizon' system, including training and support processes, giving evidence and reasons for 

the cans! usions reached". 

13. it was also agreed that Second Sight's report would; 

'report orr the remit and If necessary will contain recommendations and/or alternative 

recommendations to Post Office Limited relating to the Issues and concerns investigated 

during the Inquiry. The report and recommendations are to be the expert and reasoned 

opinion of Second Sight in the light of the evidience seen during the inquiry, " 

1.4, It became necessary to ensure that references to "the Horizon System" Were.understoa:d and agreed 

by all stakeholders. Was Second Sight to look only for defects in the softwaro code of:Horizon? Or, 

was it to take a broader view and also examine: 

a) the surrounding Q.perational'Processes, both at branch leveland'in POL's central processing 

c,entres; 

b) the interfaces between the Horizon system and other systems that are the resprrns4ibllity of 

organisatlons other than P"OL such as Camelot, the Bank of Ireland, the Co-Op; various 

Energy Companies and the 'L1I l(' system for processing Credit and i ebit Card payments and 

withdrawals; 

c) the power supply and telecommunications equipment that connects every Horizon terminal 

to POL's centralised data centres; 

d) the training available to Sub-Postmasters ('SPMR3') and their staff and whether It was 

commensurate with the demands of the day-to-day job et the counter; 

e) the actions need to 'balance' at the end of each Trading Period ('TP') and the Investigation 

vrark needed;In dealing with errors and Transaction Correction v (IFCs5 : 

f) the Level of support available to SPMRs and their stafffrom P0L's Helpdesk; 

g) the effectiveness of POL's audit and investigative processes, both in assisting SPMRs who 

called for help in determining the underlying root cause of shortfalls and in providing 

evidence for other action by POL such as in Civil and Criminal Proceedings. 
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1.S.. in answering the question as to whether Second Sight was to only exzmine the narrowlywdefined 

Horizon software, or the far more btoadiy-defihed Horizon system, POL`s own definition of'Hor►zon' 
provided much ofthe answer. 

_ 1. . J;~ayt~ p~ 1 t„LgV Iagn~ efined' Harizon as follows. 

• "i can advise that the name Hortzdn r'elntes to the entire application. This encompasses the 

software, both bespoke and so ware ctrkn rs, the "r" n uti r itvare~ zmzt--

comrrrur7rcp
software used to contra) and monitor the systems. In addition, I can advise you that testing 

and training systems are also referred to as Horizon" 

1.7. This PO1 definition does not include 'audit and investigotive processes`, but It quickly became clear 

that POL's audit and investigation methods have had a profound impact on th'a SPMR$ involved in 

almost all of the cases we have examined, 

1.8, Second Sight's Investigation has consequently addressed matter's well beyond the narrow definition 

of the core software component :of Horizon in order .to :ensure: that we have adequately dean with 

the totality of the concerns ralsed by SPMRs. 

1.9. Before describing the approach adopted in this; Investigation, {t is necessary to put the scale of the 

investigation Incorttext, 

1,10, second Sight has been asked. to investigate 47 cases submitted to either the JFSA or to :the office of 

the Rt Hon James Arbuthnot MP. All of these uiamissions are highly critical of POL's Horizon system 

and In many assn, the way that POL has dealt with the matters reported. 

1..1.5.. The Horizon system involves approximately 58,000 users and processes over 6 rrrillion transactions 

every day, The entire population of over 11,800 branches was notified about the proposed 

investigation -by Second Sight and this resulted In: 14 additional eases being accepted for 

investigation. Whilst in no way minimizing the potential importance of the ca.Ses under review, this 

level of response suggests that the vast majority of SPMRs and branches are at least reasonably 

happy with the Horizon system.. 

2, Approach adopted 

2,1. Second Sight has examined cases submitted from two sources. The first selection of cases were 

those submitted by SPMRs, with the: endorsement of their constituency MP, through the office of 

the Rt Hon James Arbuthnot MP. There were 29 such rases. 

2.2. The second source of cases was through the JFSA. These cases were submitted in accordance with. 

an Agreement dated December 2012 between POL, Second Sight and the JFSA (see Appendix a), 

That Agreement set a cut-off date of'28th February 2013 forthe submission of suitable cases to the 

JFSA, or directly to Second Sight. 
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2.3, In the event, over 60 SPMRs contacted the JI=SA and 18 cases were considered to be suitable for 

submission to Second Sight. These 18 JFSA-  sourced cases were generally simpler, more recent and 

better documented thanthe cases submitted via MPs. 

5,y~ alinrr ,Iw rNa~ c nd~ 5iht first ted copies of ) th documents In POI.`s Case Pile. 

The Initial plan was to interview each SPMi after all the P(L sourced v iu ne~`ir fa 

examined. This has proved to tie much more difficult than was expected. Delays In producing case 

,documentation.to Second S ht have added materially to the cost of the investigation and to the 

time taken to complete I . ie main prolil~i7i ie mS`to" be that~Fot° nes no ma n arswanr 

central file for each case. Rat=her, documents had tube gethered from multiple internal sources, 

23. Where MP sp snsored cases have been subject to either Civil Recovery or Criminal Prosecution, P01's 

centralised Legal Department was able to supply many documents, However, we found that :a 

significant number of cases had not progressed this far and that documentation was held In many 

locations within POL, Including the National Business Support Centre ('the NBSC'), the Helpdesk, the 

Branch support Team, the Security Team, the Former Agent Accounting Department, and Legal 

Services. 

in several instances, P01's seven•year Document Retention Poliey. :has meant that little or no 

documentation was available for Second Sight to examine. The same retention policy applies to the 

underlying Horizon computer data. in a number of cases we were provided with 901 created 

documents by SPMRs, whore P0L had been unable to supply the same document, even though it 

was within the 7 year retention period. 

2.7. After examining a{l ofthe available documents :and in some cases the-Horizon computer data relating 

to each case, Second Sight has been making contact with each SPMR in order to obtain, through 

telephone calls and face4o-face interviews, the SPMR's version of events. Second Sight then 

summarised the SPMR's assertions into•-one or-mor"e'.Spok Reviews'. To date, 29 Spot Reviews have. 

been created by Second Sight and other Spot Reviews are planned, Ten Spot Reviews have been 

sent ,to POL and a formal response received, Nineteen. Spot Reviews are currently `work in progress', 

3. The concept of - 'Spot Review' 

3.i,. it became clear at an early stage in the investigdtion that It would not be efficient or cost effective 

for Second Sight to examine all of the Issues raised by SPM:Rs or covered in POL's Case Files, 

3.2. Accordingly, and with the consent and approval of both the JFSA and individual SPMRs, second Sight 

conducted a fcst track' review of the available informatlon In each case and identified the key issues 

that were relevant to the remit of the investigation, Each key issue was then dealt with as a Spot 

Review, A case with multiple issues would give rise to multiple Spot Reviews, each of which would 

be dealt with on an individual basis. 

3,3, it was agreed by POL, Second Sight, the JFSA and the Rt Hon James Arbuthnot MP that any report 

issued by Second Sight-would maintain anonymity with regard to the Identity of individual SPMR. 

cases. Accordingly; this Report does not reveal the identity of any of the cases being considered. In 
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all instances where POL was asked to respond to specific issues, the SPMR's identitywas revealed to 
POL, but only after the SPMR's permission had been obtained, 

3,4. This approach to Spot Reviews was intended to be a self-contained, easy to understand procedure, 
free from unexplained acronyms and basked up icy SPMR supplied evidential material, Eath„Spec 
Ifeview was then submitted to POL fora 1mal response. The POL response was then discussed 
with both the plylR and h JFSAnd an at 

e p t7?ade tq reach g fl sure osure bgtweerl ,, 
POL and the $PMR, as to the Issues dealt with in each Spot 

Review, 

3,5, Regrettably, no such agreement and closure has been achieved to date, In the face of assertions, by 
both the SPMR and by POL, supported In many cases by only partial or conflicting evidence, Second 
Sight has attempted to find out what reaily happened. In most of the Spot Reviews investigated,:we. 
have been able to find additional information that has been of assistance in understanding what 
actually happened, 

3,6. This interim Report covers 4 Spot Reviews where we have been able to reach a preliminary 
conclusion or at least make substantial progress on thenatters being reviewed, 

3,7. As Spot Reviews were prepared, discussed and responded to by Pot, Second.Sight was able to see a 
number of 'thematic. Issues' that were of concern to many of the SPMRs we have had contact with, 
These frequently reported issues, some of which are described In Section 7 of this Interim Report, 
will be addressed in more detail in the Final Report. 

4. involvement of this Jf$A; 

4,1., At the request of the: MPs representing their SPMR constituents and with agreement from POL, 
Second .Sight has worked closely With Mr .Alen Bates of the JFSA and with the JFSA's appointed 
Forensic Accountant Kay Unnell, This developed into a sound working relationship and Second Sight 
wishes to put on record its thanks to both Mr Rates and Ms Linnell for their help and professional 
conduct throughout the investigation. 

5. Spot Reviews -and Responses from POL: 

5,1, This Interim Report deals with just 4 of the 29 Spot Reviews so far prepared by Second Sight, These 4 
Spot Reviews deal with. events that are typical of the matters reported to Second Sight by many of 
the SPMRs we have had contact with. They also relate to matters that appeared, both at the time 
they were°lssued-to POOL and when the selection was made for inclusion in this Interim Report, to be 
particularly, relovantto the remit of the investigation. 

5,2; Second Sight .has asked P01. to deliver Spot Review responses that would prove as easy to 
understand as the Spot Reviews themselves,. that addressed the spirit, as well as the letter, 

of 

the 

SPMRs' 

complaints; 

and 

that were backed up 

by evidence. 

5.3. 

whist the 

Spot 

Review responses received 

from 

Pot. 

can 

be seen to be thorough, 

they 

are 

long 

and 

highly technical 

documents, 

in some 

cases, 

they 

present 

counter

-assertions, based 

on 

Standard 

Page 
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Operating Procedures and Controls, rather than tangible evidence of what actually. happened, 
ccordingly, it has bean necessary to summarise and simplify the responses received. 

5.4, Our experience over many years, shows that even apparently robust controls sometimes fail to 
be circ nlvented b determined and skilful person. Second Sight is therefore seeking 

further evidence in support of POL's responses td some o t e issues coven y e po e, 

a, so. o rs u 

it Is only fair to say that POL now finds itself In the same situation that has faced all of the SPMfts 

who have submitted cases, They too, were unable to prove that the shortages or transactions that 

they reported to POL, and in respect of which they sought POL's help, were not the result of their 

own (or their employees') errors or criminal activity. In every case we have: looked at, only limited 
assistance has been provided to SPMRs by P01. 

5,6 In the 4 Spot Reviews covered by this report, PQL has only acknowledged minor failings In the 

implementation of its .procedures and processes, or iii: other relevant areas, it has agreed in 
principle to a number of process improveriaents relating to the matters under investigation by 

Second Sight, and some of these have been lmOI601 6%d already. 

5.7. Many of the SPMfts"we have dealt with remain aggrieved and dissatisfied with what they se as 

POL's defensive and unsympathetic response; Whereas wehad expected that some form of closure 

would be reached between POL and the SPMR associated with each Spot Review, this has so for riot 

been achieved. 

6. Did defects In Horizon cause some of the losses for which SPMRs err their staff 

were blamed? 

6.1, There Is still much work to be done on the cases Second Sight has b.een asked to Investigate. We 

have concluded In one of the four Spot Reviews covered by this. Interim Report (Spot Review SRO1) 

that, although Cite Horizon system operated as designed, the lank of timely, accurate `and complete. 

Information ;presented to the SPMR was a significant factor in his falling to follow the correct 

procedure. 

6.2. in that incident, shortcomings In the branch's primary. end fa'(1-baektalecornrriunicatlons equipment 
exposed a weakness that led to a poor counter-ievel experience both for the SPMR and his 

customer, 

6.3, We also note, in Spat Review 5R22, that P01 made a change to its standard operating procedures for 

Scratch Cards lust a few days after the SPMR was suspended. it is possible, that if this change had 

been lmpiemetitett earlier; many of the problems would not have occurred, 

6,4. In the course of our extensive discussions with POL over the last 12 months, POL has disclosed to 

Second Sight that, in 2012 and 2012, it had discovered "defects" in Horizon online that had impacted 

76 branches. 
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6,5, The first defect, referred to as the "Receipts cmd Payments Mismatch Problem", impacted 62 

branches. It was discovered in September 2010 as a result of Fujitsu's monitoring of system events 

(although there were subsequent calls from branches). The aggregate of the discrepancies arising 

from this system defect was £9,029, the largest shortfall being £777 and the largest surplus £7,044. 

6.6_..The second ciefect, referred to as the "Local Suspense Account Problem", affected 14 branches, and 

generated discrepancies totalling £4,486, Including a temporary shortfall of £9,800 at one brans '" 

and a surplus off3,200. at snot er f ia "remaining 12 rangy eg were a tmpa e y a o n 

than £161), 

6.7, PO1 was unaware of this second defect until,_a year after its first occurrence In 20; , it re-occurred 

a rid an unexplained shortfall was reported by an sPMR, 

6,8, P01's initial investigations in 2012 failed to reveal the system defect and, because the cause could 

not be Identified, the amount was written off. Fujitsu looked into the matter early In 201.3 and 

discovered, and then corrected, the.defeet. 

6,9, it. seems however, that the shortfalls (and surpluses) that occurred at the first occurrence (in 2011) 

resulted in branches. being asked to make good incorrect amounts. 

6.10, POL has informed us that it has disclosed:, in Witness Statements to English Courts, information 

about one other subsequently-corrected defect or "bug" in the Horizon software, 

7. Frequently reported ls; Ue 

7.1, It has become clear that whereas the Horizon system appears to achieve its intended purpose 

almost all of the time and operates srnoothlyfor.most:SPMRs and theft staff, some combinations of 

events can trigger situations where problems occur, 

7,2. The following issues have been reported to us by multiple' 5PMRs as being of particular concern 

about the I4.orizon system; 

a) A rriuttfi.produet system that is far more complex and demanding than, for ettausple, that 

found in a typical high streetbank, 

b) Multiple transactional interfaces ('hand-offs') to systems outside of Horizon such as Lottery 

Scratch Card and Bank of Ireland ATMs that cause repeated and possibly large shortfalls 

that take undue amounts of time to investigate and resolve; 

c) Unreliable hardware leading to punter filures, screen misalignment (pressing one icon 

sometimes :results in the system selecting an. incorrect icon) and failed oomrnunicatlops 

links; 

d) The complexity of end cif Trading Period (''I P) processes and the lack of a 'suspense account" 

option 

which 

would 

allow 

disputed 

transactions 

to 

be 

dealt 

with 

in a 

neutral 

manner; 

e) 

Inexperienced 

trainers 

and 

gaps

-in 

training 

coverage; 
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f) The lack of some form of on-site Supervision and Quality Control similar to that made 

available to staff employed in POL's Crown Offices; 

g) The receipt of centrally input, overnight 'corrections and other changes allegedly not input 

by SPMRs or their staff' 

h) inadequate Helpdesk support, with responses that are `script-based' and sometimes cause 

further or greater problems; 

i), POL Investigation and audit teams that have an asset recovery or prosecution i las and'fal~ to 

seek the root cause of reported problems; 

j) A contract between SPMRs and POL that transfers almost all of the commercial risk to the 

SPMRs, but With decreasing support being provlded In its risk reward decision meking,, PpL 

benefits from anysavings, while SPMRs may s:uffer increased risk. 

7.3, We have read all of the examples of problems reported to us by the SPMRs we have contacted, We 

can't help concluding that had POL investigated more of the "mysterious shortages" a. nd problems 

reported to It, with the thoroughness that it has investigated' those reported to it by Second. Sight, 

POL would have been In a much better position to resolve the matters raised, and would also have 

benefited from process improvements. 

7.4, it may be that a significant iimitation:irt the way that POL responds to: matters: reported to it are the 

terms of reference for the. POL Inv+ stigations Division. The standard contract between POL and 

SPMRs states: 

"The investig,atlon Division does NOT-enquire into matters where crime is not suspected: 

7.5. This appears to suggest that POL does 'not pro'vlde any Investigation support to SPMRs, except where 

criminality is suspected. The cases we have examined show that POL does sarnetinmes provide 

limited investigative support to SPMRs reporting problems, but clearly, POL's ability to do this is 

constrained. 

7.6; it is also unfortunate, in our view, that when POL does investigate cases, there is often a focus on 

'asset recovery solutions' without first establishing the underlying root cause of the problem. This is 
i 

also an example of a missed opportunity to be in a much better position to resoive problems and to 

benefit from process iniprovemnents, 

77. Another issue raised, by some of the SPMRR that we have had contact with, Is the allegation that the 

only time they were provided a copy of the full contract between POL and SPMRS, was when POL 

commenced litigation or recovery actions; This is contrary to POL's policy and procedures and 

enquiries are underway to find out what=has happened In the cases where this allegation has been 

made, 

7.5. The 4 Spot Reviews. where we have been able :to reach preliminary conclusions, or at least make 

substantial progress In investigating the matters raised, are attached at !appendices 

1to4. 
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8. Preliminary Conclusions. 

8.1., This Is- art Interim Report and there Is much work still to be done, Any conclusions reached at this 
point will need to be updated In the light of now information that arises as the Investigation 

8 2 Our prellminatYconciusIons are 

software; 

b) We are aware of 2 incidents where defects or `bugs' in the Horizon software gave rise to 76 
branches being affected by incorrect balances or transactions, which took some time to 
identify and correct; 

c) Occasionally an unusual combination of events., such as a power. or commur to tions failure 
during the processing of e transaction, can give rise a sltuatio.n where timely, accurate and 
complete information about the status of a transaction is not immediately available to a 
SPM R, 

d) When individual SPMRs experience or report problems, POL's response can appearto be 
unhelpful, unsympathetic or simply fail to solve the underlying probiern, The lack of a 'user 
forum' or similar facility, mearss that SPMRs have little opportunity to raise issues of concern 
at an appropriate level within POI; 

e) The lack of an effective `outreach' investigations function within POL, results in Pet, failing to 
identify the root cause of problems and missingoppertunities fbr process improvements; 

f) The end of Trading. Period processes can be problematic for individual SPMRs, particularly if 
they are dealing with unres.oived Transaction corrections ('TCs'). Th.e lack of a `suspense 
account option means that it is difficult for disputed Ts tø be dealt with in a neutral 
mnunner. 

GRO 
Ian R Henderson CCE, CISA, FCA i3 July 2QX 

GRO 
Ron Warmington CFE, FCA 

Second Sight Support Services ltd 
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Spot Review SR01 Appendix 1 

1,f. The SPMR reports that there were intermittent Internet connectivity problems on 4 h̀ October 2012. 
Online payments and withdrawal transactions were sometimes successful, but also failed on 

connection. Some card payments had to be attempted two or three times before being accepted. 
.,,,~.~»~ at~pr~x+rn•at~f~~-hrs~:.a..c~tsta~r..t ~ ,:fie Dili,~aliSl:7.~lt~sk.~,~tZ~~..~.J.~ .,,~..,~~ 

t ` £$0.:00 cash and sed this to a the 
telephone bill. 

1.2, The SPMR stamped the customer ̀s teiephon.e bill as evidence of receipt of payment, returning 
change of £3.91 Several weeks later, the customer returned from holiday to find his telephone had 
been cut off due to non-payment off the bill. The SPMR's examination of the Transaction Log. 
showed that all components of the transaction had been reversed by POL, The SPMR states that he 
did not initiate those reversals, nor did he receive any reversal notification . 

1.3. The SPMR raised this as en Issue with POL but was told that due to cost Issues the Horizon 
transaction data, necessary to fully investigate the matted-, could not be requested. The 3PMP felt 
that it was implied that he had .stolen :the money when he was tad to make good the shortage, TI-0s 

meant that 2 people had paid the telephone biih the customer who handed cash to the SPMR, and 

also the SPMR on instructions from POL to make good the shortage, after POL centrally had paid the 

bill. 

1.4. The SPMft was subsequently informed that he should have had a surplus of £70.09 due to the 

reversal of the transactions; 

1.5, POLs .0-page response to ,Second Sight asserts that the Spot Review does not demonstrate any 

fafling.in Horizon and that the root cau e of the difficulties suffered :by the S.PMR was his failure to. 

follow the on screen and printed instructions given by Horizon. P01 states that. the SPMR should 

have realised that some transactions had been automatically reversed becaut t': 

a) when the transactions in question first failed to be processed (because Horizon could notgat 

a response from the Data Centre), Horizon asked the SPMR whether he wished to cancel or 

retry the transactions in response to which the $PMR opted to retry the transactions; 

b) when.the transactibnsfailed again, the SPMI opted to cancel the transactions; 

c) Horizon then automatically disconnected and printed a "disconnect" receipt that showed the 

transactions that had been automatically reversed; 

d) a standard customer receipt was not prodiu.ced and. this should have told the SPMR that the. 

full transaction had not proceeded; 

e}. following the disconnect, the. SPfvtlt was required to log back orl and, as part of the standard 

recovery process, Horizon printed a "recovery" receipt which again showed`the transactions 

that had been reversed and those that had been recovered. 
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1.6, POL's response states that there were 4 attempts (at roughly 45 second Intervals) to send the
completed basket of transactions to the Horizon Data Centre. All attempts used a mobile phone 
(back-up) connection, The SPMR's records all show these connection attempts to have failed. 
However, frc~rn the Data Cen.trq's perspective,. one of the attempts did result in all of the data in the 

connectivity issues, the branch did not receive a confirmation of this at the time from the Data. 

1:,i. The cash withdrawal transaction for E80 could. not be Cancelled as this had already been processed 
by the Bank. 

1.8, The net effect of all of this was that, whilst the customer's telephone bill was not paid, the £80 debit 
to his bank account was correctly processed, even though this was not reported to the SPMR at the 
time this transaction was entered or the Horizon terminal. The success of this part- of the 
transaction was only notified to the SPMR after the customer had left the Branch. it took 
approximately 5 minutes for the retry, recovery and reconnection processes to finish, 

1.9, Procedurally, the SSPIVIR was at fault here because he was not meant to allow the customer to leave 

the counter until Horizon had finished its Recovery Processing, 

1.10. The SPMR had stamped the customer's telephone bill as proof that it had been paid, at 132.lrs, 

but he should not have been given it to the customer until the Horizon system had printed out all of 

the Session Receipts. This did not:•occur until 10:36 his, which was after the eustnmer had left v ith, 

his stamped telephone bill. It was therefore impossible for the.SPMH to return the customer's 

£76.09 or to retrieve the receipt-stamped telephone bill. 

1,11. Second Sight is more sympathetic to the SPNIR's position than POL appears to have been, POL's 

view is that the Horizon system operated as designed, in our view, timely, accL:rate and complete 

information was not presented to the SPMR at the time the transaction occurred. The delay in 

providing this Information was a significant factor in the SPMiR. failing to follow the correct 

procedure, 

1,12. At the time this problem occurred, there were multiple telecommunications failures in the branch's 

main data link and Horizon was using a mobile phone link tb communicate transaction data over a 

poor quality signal, 

1.13. When operating, In that degraded mode, with a complex multi-part transaction (involving 
communications to the banking system as well as to Horizon), the Horizon system did operate in 
accordance with Its design. 

1.14. But, not being able to reverse the customer's: banking transaction (the: £80r00 debit card 
withdrawal), Horizon relied on the SPMR being able to give the customer all of his money back and 
citherturning him away with his telephone bill unpaid .or starting the whole process again. 

1,15. Even if the customer had still been present when the recovery processes were completed (five 

minutes after being handed his stamped telephone bill) and even If the SPMR had been able to 
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Interim Report into alleged problems with the Horizon system 

immediately work out what. had happened and what remedial actions were necessary., this would 
not amount to an acceptable SPMIR/Customer experience, it also raises questions about the 
suitability of the mobile phone backup connection and whether a more resilient service should be 
provided, 
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Spot Review SROS Appendix 2 

1,1, This SPMR statesthat.on Tuesday 19th August, 2008 he observed an individual in the •basement.(or 

a boiler room type area with lots of pipe work) of the Fujitsu office In 'Bracknell who demonstrated 

illty to.aass transec ar s th rectiy into the Hgrirpn system and in so doing to alter, in real time 

or overnight, the recorded holdings of Foreign Currency in PDi. Branch C7fifices, The. SMR so 
_.. .._._... stated that- this-person, after altering.. a_.b.rancb's.- a h. lance, t ten "made If h c5f ft sayin "1'cl 

~.~.... h ter rnvpr5a that ntiy pow orhe'll Move a sbortag font j ht." . 

12, The SPMT f further states that the person did this by generating an outgoing remittance for a b'raneh 

(known as a 'Rem Out'), Me Si'MR explained that what he observed was contrary to PQL's repeatod 

reassu ra.nmes that any form of 'remote access'ta Horizon.transactlons et branch level was possible, 

1.3. Of potential significance. i the alleged comment that "he'll have a shortage tonight" This could 

mean that the alleged transactions were not directly Input to Horizon but to some other system that 

was linked to Horizon by way of overnight batch processing, or in some other way 

1.,4. To put this allegation in context, over two years later, in a 7thDecember 2O.0itter toAla.n Bates 

(Chairman of the JFSA), signed by Mr. Edward Davey, MP (the then Minister for Employment 

Relations, Consumer and Postal Affairs), Mr. Davey gave the following assurance: 

"i recognise ti i the core of the JFSA's concerns relates to the Horizon system to which you 

attribute the financial discrepancies and shortages which have led to a number of 

sub postmasters having their contracts terminated and subsequent court action, However 

POL continues to express full confidence in the integrity and robustness of the !iarizon systern 

and also categorically states that there is no remote access to the system or to any individual 

branch terminals which would allow the accounting records to be manipulated in anyway," 

P0L.'s. response states that. 

d) In August 2008, the basement of Fujitsu's building did contain a Horizon test environment 

with access to fourtest versions of Horizon; 

b:) It is this test environment that Is believed to have been witnessed bythe SPMR 

c); This test environment was not physically connected to the live Horizon system so it was not 

physically possible for the a leged transactions to have occurred: it is possible that 

someone showed the SPMR some form of adjustment to the test envlronm'ent that was 

misunderstood, 

1:.5, Simply stated, PCiL has reejecta4 this: allegation, stating that'non of lts sta':fi• who were present at the 

alleged 19th August 2008 r leetingi had any access to live data. 

1.6. POL has suggested that its employee may indeed have used the. .phrase_ "this is the live .system" 

because, in addition to the test version of the then unreleased new version of Horizon (`HNC-X`) 

being accessible from there, so was a test version of the then-current.:and live (old) Horizon system. 
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1,.7, it is unfortunate that, due to the length of time that has elapsed since the alleged visit, neither POL 

nor Fujitsu were able to identify any Individual who met with the SPMR on the date of his alleged 

visit to Bracknell, 

to find an email  proving that the meeting took place 

and Identifying one of the POL employees involved, Further urgent enquiries about TMS matter are 

fn bC" UTTFIs ao r r o e d'i i1 s Z)o Fi ec tde ~» 

of 7 PO1. employees believed to have been working in the Fujitsu office at Bracknell at the relevant 

time. 

1,1.0. Unfortunately, due toe change In entail systems, em ails is from 2008 have not yet been provided to 

us, but we hove reviewed the relevant email records fo.r 2011. This review has shown. 

a) A number of different teams of POL employees were working in the Fujitsu office in Bracknell 

In 2011 and possibly earlier, These teams were located on the Ground Floor and the 2"d and 

Ott' Floors of the Fujitsu office. 

b) Ali email sent tb a number of POt, employees in April 2011, rnclud.ing a m*mbOr bf the 

Testing team in Bracknell, included the following comrnentt 

"Although it is rarely done it is possible to Journal from branch cosh acaountsi. 

There are possible P&84 concerns about how this would be perceived and how 

disputes would be resolved." 

1.11. "P&BA" refers -to 'Product and.granch Acceunting', which is a team within POLthat is responsible for 

the back-office accounting system. 

1,12. POL has told Secohd Sight that the comment noted above describes a method of altering cash 

balances In the beck-office accounting system, not horizon. We note however that any changes to 

Branch Cash Account balances in this way would be subsequently processed in Horizon using the 

Transaction Correction ('TC') process, This would be notified to SPMPs and requires their consent in 

order for the IC to be processed. The IC process typically runs on an overnight basis and is 

necessaryto ensure thatthe back-office accounting system remains synchronised with the Horizon 

system. 

1.13. Second Sight notes that this ifhethod-o ultimately adjusting branch cash accounts in Horizon is 

similar, but not identical to, what was described by the SPMR, albeit In an indirect rather than a 

direct way. Wehave subsequently been told that none of the POL employees working in Bracknell 

in 2008 had access-to the back-offlce accounting system. 

1,14. We are left with a conflict of evidence on this issue and our enquiries are continuing, particularly in 

the light of the new information confirming that the meeting on l9rh August 2008. did in fact:.occur. 

Page 13 



POL00091391 
POL00091391 

Interim Report into alleged problems with the Horizon system 

Spot Review SR :21 Appendix 3 

1... This SPMR reports a sltuatiorn Where, on 4th Nov 2OC9, the Horizon system appears to have 

generated a series of transactions, reversing four Positive Stock Adjustments(SAPs) that she had 
. _ : r~te 4~as.. piev=_ sus 

Christmas,

aggro ate value of the four SAPS input by the SPMR was £5,577,93, Subsequently, 9 separate 

Negative Stock Adjustments itransactien references 'SAN') appear to ave e n gene a e .
. 

automatically by Horizon, Those nine entries total £6892,23 which equate to 16,834 stamps. All 

nine entries were timed at 1222 hrs and snow the SPMR's Identification Code (le, as though she 

had entered therm), 

1.3. The SPMR, however, denies executing an, y of these SAN adjustments. She states that site, was 

unaware of theirexistence until long after the AUtiit:of her Branch. She has no Idea whether they 

had any impact on the-  shortfall attributed to her. 

1,4. We have found no evidence that Pill. irivestgated this combined set of transactions or; if they were 

investigated, that the findings Were evertftscused with the SPMR, 

1.5, A Peal: Auditor on 6th January 2010, after becom ing aware of the large quantity of excess stamps 

held by this Branch, asked the SPMR; 

"Why didn't you declare yhur stamps "° 

1.6, The SPMR states that she told the POL Auditor that she did declare the stamps using the. SAP 

procedure. It is not clear whether the eventual £9,616.66 shortfall, for which POL held the SPMR 

accountable, included the Impact of those stamps. 

1,7, The SPMR is adamant that she raised this Issue with the POL Auditor but states that she was never 

provided with any answers. Neither the problem with the stamps, nor the SPMR's assertions- a bc)ut 

intermittent problems with. the. PIN Pod, raised both at the time of the Audit and in subsequent 

Interviews, seem to have bee's a eCpetel`iraddressedby POL's investigators. 

L8, POL's 3.page response to this $pot Review states that;; 

a) Horizon does not generate automatic stock adjustments. The function simply dries not exist 

within :Hortzon; 

b) The stock adjustments questioned In this Spot Review were all recorded against the SPMR's 

user ID which demonstrates that those transactions were manually conducted in the 

branch; 

c) Even If there were erroneous stack adjustments,. these•adjustments could not cause the 

SPMR to suffer a shortfall due to the "double entry" balancing process inherent In Horizon; 

1.9. POL's response does suggest a possible explanation as to what happened here, skating: 
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"rhe appearance of 
positive 

and negative stock adjustments for stamps made by SPA4RRs 
on 

the same day reflects a common non-conformance issue In the manner by which SPMRs 
inputted data. It led to significant branch conformance instructions .in 2009 to er,coura e 
branches to record their ratlona e for why they were using the stock adjustment f unction." 

and continui . 

"Adjustments of the 
type 

shown at this branch are indicative of a situation where branches 
- ti rein t1 start tcc rr i :-Y a` .tf l a : t »riz 

standard 1st class or special issue. commernorative 1st class), Post Office requires sales via 
the correct !cons to properly drive sales, remuneration and billing data. However, branches 
found it easier to serve customers by -adjusting stock out of "Specials'' irrto "Standard'' 
categories and then making soles from those Standard icons, it Is however ImpossIb!a fcr 
Post office and Fujitsu to say for certain why the $PM11 made stock adjustments In this 
particular htoneh.

1,10. Once 
again, we are 

dealing with 
a 

conflict of evidence where the SPMR states that she did not enter 
the 

stock 

adjustments 

and POL 

states that the Horizon 

system could not have 

entered 

them either, 

POL 

has, 

at Second Sight's request, 

produced 

the underlying Horizon detailed 

transaction 

data 

lard 

it 

wil l 

be 

examined to 

try 

to establish 

what 

really did 

happen, 

1.11. 

In any event, POL did not 

arrive at 

agreement with 

the SPMR 

as to 

what 

had happened. This failure 

to 

arrive 

at 

closure 

has 

left 

this SPMR 

with 

the 

powerful 

and lasting conviction 

that 

her 

"mysterious 

£9,6i6,6i shortfall" was who Hy 

or 

partially 

accounted for by 

those 

transactions 

that 

she says she did 

not.enter, even though the system says, on the basis of her User ID, that she did, 

1,12. 

Further 

contact 

with this 

SPMC indicatesthatshe 

remains 

confused.as"tawtratreally 

happened 

so 

It 

is possible 

that 

tiie £9,616.66 shortfall was the result of 

mistakes made by 

her or by her 

staff, 

Further 

investigative 

work 

is 

therefore needed 

and, 

as yet, 

Second Sight cannot reach a 

firm 

conclusion 

on 

this 

case. 
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Spot Review SR22 Appendix 4 

1,1, This. SPMii reports a situation where the Camelot and horizon records for 'Remitted in' (or 

'hemmed -In') Camelot Scratch Cards ('Instant ') were out of synohronisatlon and were incorrectly 

in Hon  Thew.. „ a al diff re ces between the two s, Stems rasuited 

in substantial losses being incurred and that POL failed to fully investigate and/or to communicate 

its~find!ngs in-respect of-those-differences: 

122. As an e>anipie of this; the SPMR " ,reports, that on 17th February 2010, the - orzon print-out 
o.

'Remmed-in' cards shows £1,280 worth of cards (8 full packs) whereas a POL-produced Excel 

spreadsheet shows that, on that date, E2,080 worth of cards (13 full packs) were Remmedin, The 

difference here is £800, which was a shortfall that the SPMR had to makke.good, 

1.3, it is clear that this SPMR experienced numerous problems with Scratch Cards and a review of TCs 

issued to the branch shows that, between 3rd Navomber 2'009 and 29th September 2010 (the 

period during which unexplained losses were occurring at the branch) 36 of the 47 TCs issued to this 

branch related to Scratch Cards. Also, 13 of those 36 TCs were for amosnts exactly dMsihle by £160 

(i.e. the value of a full pack of Scratch Cards). 

1.4, Those 13 TCs comprised 4 Debit TCS totalling E2,560 erd 9 Chedit QCs (which serve to reduce the 

branch's stock valuel totailir5g: £7,840. 

1:3 Together therefore, the 13 TCs produced a net deficiency of £5.,280, In pure monetary terms this

was :approximately 36% of the total shortfall of £14,842 that POt claimed., in the ensuing criminal 

proses utlon, had been stolen by the SPMR. 

1.6,. POL seems to have been aware, well before February 2010, of errors made by many SPMRs in 

dealing. with Scratch Cards. For example, an article In the 17-23 January 2008 issue of Branch Focus' 

had warned SPMRs that*

"in the last three mon't'hs there hove been over 1,1.00 Transaction Correction notices issued 

to branches too value ofV44,000 

1.7, We have established that during the relevant period, all packs of Scratch Cards should have been. 

activated on the Camelot terminal before being Remmed-in to Horizon, The SPMR asserts that she 

was instructed not to do that by POL, 

1,8, it also t ii.s Tres that a change to standard operating procedures for Scratch Cards took place a 

week.after this particular SPMR was suspended in September 2010 From thispoint, SP1wr1Rs were no 

longer required to remit packs of scratch Cards into Horizon, 

1,9. It follows., that after September 2010 it was impossible to have packs of Scratch Cards recorded In 

Horizon whilst awaiting activation it is also clear that a balance should be struck before the start of 

trading on a Thursdaymorning, rather than at 1730 hrs on a Wednesday evening, as had been the 

standard practice of this SPMR, 
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1.10. in Its response to this Spot Pevfew, POi, says thatltannot find any evidence that there is a problem 

with the Horizon. system With rei and to Remmed~in Scratch Cards, 

1.11. POL also stat93 that, during the period.being examined In this Spot Review, If 8PMRs had correctly 

stem the final fl •ures recorded in the Horizon system at 

the end of each day would match the final figure in the Came of system or ~e ac't'i"vatiGi~r: o°~i5 r,~- 

1.12. P0 L's investigation as esta s e a, on i 
relating toScratch Cards at this branch, it follows, says POL, that two receipts would have been 

automatically produced by the Horizon system, The discrepancy In the figures on that day resulted 

from the SPMi presenting only one of the two receipts•, The SPMR, however, disputes PO1's. 

assertion, stating that not only did she not make that second entry in Horizon but that she can't: 

recollect ever Remming-ln two Scratch Card entries within a 5 Minute period. 

1.13. PO1 has also told us that: 
i r 

"Puether to the discovery of large Scratch Co losses at Post office branches for:example 

£.147,000 in aggregate losses were discovered following the audit of 20 branches In and 

around May 20091, a process change was rolled out during January and February 2012. This 

process change was designed to significantly reduce loss/waste associated with Scratch 

Cards", 

1,14, The SPMR was charged with Theft and. False Accounting but the e Theft charge was dropped on the 

basis that the SPMR pleaded guilty. to False Accounting. The SPMR was convicted' 'on the False 

Accourtirlg charge and an order made to repay the £1;4,842, plus costs of £1,000 and 120 hrs of 

Community Service. The total of £15,842 was repaid before the court-assigned deadline, 

1.15, The key issue here, that seems to have been the root cause of this branch's frequent 

Camelot/Horizon problems, was the difference between the opening hours, of the shop and its. Post 

Office Counter. The shop was open from 06 3(l.brs until 21:30 hrs from Monday to Saturday and 

from 08:00 hrs until 2130 ht on Sundays, W:_hereas its Post office counter was only open from 09;00 

to 1730 on Monday..to Friday;and from 0900 to 12:30 on Saturdays, 

1,16. The dlfference in opening times, partl`oularly on Wednesdays when balancing (Incorrectly) took 

place, and at the end of each Trading Period, meant that the shop was selling Scratch Cards both 

before, and then long after, its Post Office counter (and therefore the Horizon system) was able to 

record there, 

1.1.7.. it was perhaps irievitaole, in 'open-all-hours' outlets like this one, that the Horizon and Camelot 

systems would be'dUt of sync' a great deal of the time. It took some time for POL to recognise that 

its standard operating procedure was presenting a real challenge to this type of retail outlet, 

1.18. Second Sight notes that the February 2012 system change eliminated the possibility of 

synchronisation errors between the two systems. This was after a number of Interim process 

improvements., 
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1.19. The fact that the Synchronisation process between the two systems is now far better than it was in 
2010 seems to give some support to the .SPMR's. assertion that the then-existing process was 
deficient and that her consequent errors were a material factor in the confusion that ultimately led 
to her conviction for False Accounting: 

1.20, Further Investigative work is needed to get to the bottom of this complex matter 
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Intrati~r i - rF Purao ..Pf.il7ls io urm~oti t

njis is a paper which has been Issued by the: agreement of Post Office Limited and 

the Justice for Subpostmasters Alliance (WC=SA),

post Office Mar' ited is :concerned to hheer about and deterrrrinad to thoroughly and 

even-handeWy Investigate cases where there have been persistent assertions that

the Horizon system (hiorlrort) niay be the source of unresolved shortages In Post 

offices, 
C i 

post Office Limited cares about its acgents, the thousands of subpostmasters and

uia rostmistrssses (SPMRs) oq cratlnq nranciles across the land for the bone it c>1 -ie 

cOrrrruiity, post Office Llrnit:ed !s committed to the highest standards of ctrrI orate

governance, openness, probity rrd accountability, xt Is happy to be .,en licit' 

challenged and believes this to be a good thing. 

Post Office Limited also atknowiedges that there may be a. concern that some ;;PMrts. 

mijht not express their concerns because they feel that speaking up would be

detirimental to their position, that they may also fear that they will be hatessed or 

victimised if they speak out, °arid, that in these circutnstancee they may prefer to 

ignore their concerns than to :reporrt them.. 

.... ce trrr~t~d.,>vnuId.. ke t tot t J .: ~nr Q. t stse s 

w tJa si1c Although .,PMRs are not employees, of I'ost office Lanited, Post Office 

Limited takes seriously any such allegations.

Therefore post Office Limited, working with 3i=SA,. is setting out In this document a 

process where you can raise concerns regarding 1100Jon, . nd fed cnrz7f aria ble aLo ut ~. 

doing so, Awry Investigation of any concerns which yo w may ruler will not influence 

or be infCtaenced by any dls ipiinary or network transformation aco ins that ainnadY

rrfect you 

This process also applies to all post Office L(Miited empioyea: , contractors and 

agency staff working with Horizon for Poet Qfflce LiiMited, 

reassure you that you should have no fears about raalsin9 any concerns over 

Horizpn, including over vi misatlon and reprisals; 

provkle yOu 4Ith a pro ass for raising any scach concern r 

demonstrate to you that your concerns will be taken seriously and that you

wilt got a response to your concerns, and 

• o.Jve you options if you are still not setlafied, 
ti
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Howover Post Offloe Limited takes deliberate fraud, dishonesty and illegal conduct 

If It has reasonable suspicions regarding the same.. So you should onl'y4i-za'fse your
conre is through this process in good forth, grid not fr ivolously, rrYallclousiy or for
del saner gain; .,. . . .. . . _ ... . . l „ ... ... 

"there  are two steps you can take to f 5ice your concerns, You can either contact 
7FSA in the lr: t Instance (gee (A) below), or you cram go dlroc:tly to Second Sigi- t 
Support; Services Limited (Second Sigiat), an Independent third party which Is already 
undertaking a review of several Hcrizon cases In consultation, yr th tlto `hght 

Honourable James Arbuthnot MP (see (S) below) 

r 1, You cart discuss any concerns with JFSA artd/or Its advisers (contact details at 
jfsa,arg.Uk). ) 'SA undertakes to treat :tor ca discussions as. confidential. It is 
then your derision as to whether or nqt you wish to pursue your concerns 
through the Inquiry Route set out In Section 0 belvw; 

2 Xf you decide to discuss your concerns with JPSAr you should make sure you 
,ether oh your evlder=cc together including all relevant documents, tram;,. ctlun 

Il references, hololincr references, copies of correspondence) contact details and an 
cut: ne of your concerns and any subsequent d1scusstons with. Post Office Limited, 

oo; should retain all original documents at this time although they may be 
required later, 

3. You-should provide JFSA with photocopies or P1 F copies of all relevant documents, 
Which wlll.k e examined by JFSA and/ordiiSAs adviser., 

4. At this time JFSA undertakes that it will keep all infcprrrtation strictly confidential 
and neither Post Office t.irnited nor Second Sight v ill be made aware of any 
discussions with or submissions to JFSA, 1FSA undertakes not to reveal any 
details about you, your PAD code or branch location to Post Office Limited until 
JFSA agrees with you that yourcofcef11s•Wlll be raised. as part of the ldqulry 

(D) Th irquIrv > dt ;.en v ,G SY 

1. The Xrtgt~iry Wl1V be carried out by'Second'Stght within a 'no blarrle" frarnaWdrk. 

2, rr you are a Horizon user (whether as-a Post Office Limited erinployea, contractor 
or a former or existing subpostmaster).., you. can submit your experirr ces cf and 
concerns with Horizon for consideratlor, under the Inquiry through JI:3A or by 
contacting. Second Sight at 'i'ythe rarm, Maugersuury, Cheltenham, 
Olourestershlre 031..54 ilHl , You must do this by 28 February 2013. 

5. 4xcept In a case where deliberate fraud, dishob sty or illegal or unlawful conduct 
Is sUspec:ted, I" o Information voluntarily submitted for she :Ii,ciu<<y !n ciooa b ibh 
will be used for any purpose other than the Inquiry, However, Second Sight may 
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. 1 

respond to any Issues-or cluesticons arising out of the inquiry, 

.....,,.M....H,.,.,....,.w»»,-.....».~.+_..~«.,.w»„«.~. . . ..,.w.w,.~,mr,. «w.,~.,..w~-~.ww:~w,K»aw;.,«. .~.~,wM,k..,~,wrx.ae ...~..~.+.ww+,ice.~,,x.,.ae,...~,..+~.,...,~::....,..„V._:. -»~,.nw,.«.,...,.Y...,..>.: ...«.n..✓,.,a....w.~.w.j*~. «»..,u,n;.ww». 

Details of the i errlt, C!sncijcL and Qutput of'thG. Inquiryare set out In the Appendix 

to this. docun.10.1 t,. 

Xf for t7ny r`er on you are not setisfted with the fh dtncs •anal wish to take r'nr tters 

furthr,r, you are of co~[r$e free to pursue other avenues which JISA can help you 

with, 

Equally, If Post Office Llmlte1 has good reason to suspect that there rriayIndeed 

have been f-ourd, dishonesty or oh or life i or u:d10 :rul conduct, It may decide to 

pursye such metiers In the ivii or i~rimiro courts, 

brted; 

issued by t~i. errs, I_ialf of C asi: t ffi Lrniied

GRO_. - -. 

Jsued

SInecL. G RO 
,tit ed by nn I can bpi if of ,ccont•151 }pport5arvicrss Limited 

SiindJr G RO
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7 h e hem t 8? the nqu

The remit erf the Inquiry will ba to consider and to advise on whether there are any 
systOn1ic Issues and/Or concerns. with the "Horizon" syutern, Inch ding training. and 

support processes,. glving evidence and reasons for the conclusions reached. 

The inquiry is not asked to investigate or comment on general Improvements Which 

night Co, made to Horizon, or or any lndivitlual concern rehab (sea below) save to 

toe extent, that it concludes that such investirgation or comment IS nec:Fs;3ary to 

address the remit, 

The Inquiry is not a medlehen or arhltratlan, tt is not intended to resolve or affect 

any dispute there may be between any 'ind'vtduai Horizon user and Post Office 

Ll i bitted. 

` h a cindC o ttiri a In.c by 

3 Sdbi 94 ] CC? 

As h'igi5)igl t i, '/U.. O n raise concerns dlrect rlth. Stcb`nd fight, However, M4 ' 
e raa ' DSt7 bu mustmustd by ~pF

By submitting a concern you wlli have agreed that; it may be taken forward Into the 

Inquiry process, and Chan as a consequence Po Offict Umlted may become awarre 

of the ntent of the concern, 

When submitting a concern, you should se ek en3ro that you include alt of the 

relevant facts of your experience of Horizon. You should include .a written suninnary 

of the concern, all relevant documents, contact retails, transaction references, 

heipline references, copies of correspondrance, an outline ciescrlptton of the error 

incident and any su,bsequertt discussions with Past Office Lirmited.
'  3 

Second Sight will decide whether it.will iiSvr tlgate ari individual concern in detail as 

part of the Inquiry, having regard to the remilt: Second eight may consult .1PSA in 

connection with this decision, "fhe Inquiry will riot cans{der any concern which 

becomes the subject of a civil or criminal court case. 

2, 1S1 rli3tx~ ~1 5~ 

Tf i 

your concern is submitted in god frith 

you honestly Ind reasonably believe at the time of suhmission that the facts It 

contains are substantially true i)ild complete, :3C far a, you know; 
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the concern is, not submitted with the intention of making personal pain (For trhw
~~ ,.~. o`CC+~~rl~` `~

SPN1Rs generally my benefit from the outcome of the Irtqulry), and

the concern does not reveal conduct which is or which is likely to arnoutnt to fmud 

and sub et t to there being no t erhiding public interest to the contrary, Post Office 
Limited will not subject you to any detriment either as a result ref huv nq aub itted a 
concern, or as a result of Poet Off ice Limited beconningi aware of any information, 
con aired within a concern, For the avoidance of doubt, information already known.
to Post office Limited at the time that the concern is submitted may continue to be 
used by Post Office Limited for any purpo.se., 

3. Fkt %flisr gF a ci coridtacC oP Il1st1C

Post Office Limited Will pay Second Sight to cndcrc the•rnquiry within a total-bu-dget 
acJVeed between Post Office Limited. and Second Sight, econd sight will' 'be 
contractually obliged to complete the inquiry within the agreed total budget, and 
both Post office Limited and JPSr will co-operote with Second Sight to facliltete this. 
If the agreed total budget is or is likely to be reethad before a report has been 
published, Post Office Llittited arid JF R will; meet to discuss options. 

All information received by Second sight from whatever eource in connection with 

the Inquiry will be held confidentially and will only be used for the purposes of the 

Inquiry, 

3f$A can provide Second Sight with enonymised copies of any or all concerns to 

e°nGbin ac orxd Sight to conduct the Inquiry, Second Sight my provide any such 

anooymised documents to Post Office Limited so th rt it can provde Input and 

assistance to thu Inquiry, 

Post Office Lirr ited may provide Second Sight with its own contents on any or all 

concerns, and on Horizon generally. 

j;n order to carry out. the Inquiry, Second Sight wili be ontitied to request information 
related to a concern from Past Office'Umit d,, end it Post office Lim ited holds that 
informntlan, PostOffice Glrrlit d will provide it t Second fight, 

post Office Limited will provide secrrnd. Sigrrt with such hardware, software and 
technical information and administrative suppOr't as second Sight may reasonably 

require to carry out the Inquiry; 

Second l ht will 'deterrriln+r th procecs it will follow for the i quiry using Its 

judgment, after .onsuitation with Post O'ice Limited and

The Output of thie ,query 

Second Sight will oonsuit with )PS , Post Office Limited, and/or any other party as. It. 

considers necessary before producing any report No party may introduce any wholly 
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new issue or concern at this stage, and the parties will each keep the consultations 
with second Si ht and. their contents -cornhidential.

Second Sight Wiil consider and take Into account any cornrnents received from .)r$A, 
Post.... Office- Limlted-and/or••-et ther..-consulted party.—and m a .conduct fu> th > ..,. _m. _._ .. m _ 

~, ,~~,v ri,gatlor j if necessary In light 9t the comet nts(heving roçjard to the agrcertl 
fatal budge) ), Second Sight wilt then produce e re6t by a cfa`te 
Post Office Limited and Second SI hL: 

The report will report on the remit and if necessary will contain recommendations 
and/or alternative recommendations to Pot ;Office ..Limited relating to the issues and 
concc;rns investigated during the Inquiry The report and; recornmendatlons ere, to be 
the expert and rcaeaned. opinion of Second $`•g rt In t1 a light of the evidence seen 
during the IngttIry, 1:
The report may be published= Until it Is published, 3> SA and its advisers), Post Office 
limited, and any other - party consulted by Second 'Sight. Will keep the report and 
evidence confidential. 

Second Sight will prepare the report so that so far as Is rdasonsb'y possible, it may 
be published without redaction of personal data and/or information that 1s 
confidential or commercially sensitive for Post Office Lirnited or any Horizon user, 
bearing In mind the primary need to ensure that the report is reasoned and evidence 
based. 
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Horizon data 

Executive ~x y 

04./10/2.012 at 1042 for a British. Telecom bill payment for 
aic or by 1o..d cash withdrawal for 

° u0 , 00 and change give for f3 . 91. At 1.0 s 37 on the same 

settlement 

The branch was issued with a Transaction Correction for 

76.09, which they duly settled; however the pi stmaster denied 

tevetsing this transaction a:za.d involved a t orensic Accountant 

a he believed his reputation was in doubt. 

evi.ewing the data, 

On looking at the. credence dat<a,. it clearly indicate t that' the 

reversal was completed by _ (postmaster) at l.0 z 37 

04/10/201.2 and was reversal. indicator 1 (existing reversal) 

and settled to cash. An existing reversal is where the session 

number/Automated Payment number has to be entered to reverse 

the item. (Copy in Appendix 1) 

The fu,jitsu logs were requested: for this branch, 
but whilst 

waiting for these to ;arrive communications took place with 

Gareth Jen;kina at Fujitsu for more details to gain an 

understanding what had occurred at this branch. 

Questions asked and extracts from various email.-t in, r.sponOe. 

Question I am requesting fuj itsu logs 11 t, c 

look at a. reversal that the postmaster denies t.xansactinc;, «o 

I .need to roquest further details, and also could you 
explain 

what happens when the system fail- (Gareth looked at 
data at 

his end prior to me receiving the Fujitsu logs, (Copy in 

Appendix 1) ,. 

Answer - This shos that: Session 537803 was successfully awed 

to the 5R , but when the user hogged On again 
Recovery reversed the session in session 53780 . 

it isn't clear what failed, but if it was a comms error, then 

the system would have printed a disconnected session receipt 

and the Clerk should have given the customer Ir8.0 and told him 

hi.s i3'.11 was unpaid. The fact that thei c' is no .ndication o. 

such a receipt in the events table suggests the souzat.er, may 
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have been rebooted and so perhaps may have crashed in which 
case the clerk may not have been told exactly what to do. 

The reversal was due to recovery (Counter Mode Id 1.113) so 
this was not an. explicit reversal by t.khe clerk. This scenario 
is fairly rare so it is certainly quite easy for the clerk to 
lvd re made a mistake and either lie or the cus€amier corid be in 

mom.= _. . 
pcc et catm o pac c e enr Yi eft : ri at. .i ~ n~ . , . 

The system is behaving as it should. (email :30/01/2013) 

<Question 1 can clearly see the recovery reversal on the 
fU i .--8-U ,ads,.. race ve: .:. .. „,.;..wou . ~. :_ 

not previously discussed this issue. (Copy of transactions 

anj events in Appendix 1) 

Answer .,. Note ;.hat the standard ARQ spreadsheet. may not Make 

it easy to confirm that the Reversal was part of Recovery, but 

the underlying lags used to extradt them can show it. (Email 

30/0:/20:1,3) 

The files 4 to 5 Oct 22,xls andSvont.s 4 to 26 Oct 12..x,1, are 

part of the standard ARQ return.ed RoW. 141 to 143 of 4 to 25 

Oct 12 1, C early show a Reversal. Also pow 7.0 of Events •4 

to 25 Oct 1.2. x:; s shows that session 53 'f3b'3 (is rows 1.33 to 140 

of 4 to 25 Oct 1.2.x15) has been recovered and this <cn nzi:: 'h as 

the same timedtamp as the Reversal Session. Also row 71 of 

Events 4 to 25 Oct, 12.xls ,haws that a receipt was generated 

from the session 537.805 (note explicitly, but it was the only 

session at:, that time) . ;.his receipt would d have told the user 

that a Rollback had taken place (but the logs don't make that 

explicit) , if that is aus f Ciont for you purposes, then you do 

have all you need in the staa,`.ard ARQ. 

I owever what I was >able to confirm from my look at live data a 

couple of weeks ago and is also held in the underlying raw 

logs is co~firmatioi. that the reversal was generated by the 

system (and not manually by the user) what might also be 

available in the underlying log is whether 0-r ~nOt t'fm system 

was ir' bot~'t-ed - I suspect it was but have no evidence one way 

or the other (arid it isn't in what was 3t  this time 

either) . I can confirm that the ,.1ser did Log Oii again (row 69 

of Events •4 to 25 Qct .12..x2s) . )Email .11/02./2013) 

Question -• 1. cat see where this transaction is and now 

understand the reason behind it. My main concern is 
that we 

use the basic ARQ :Logs for evidence in court and if we don't 

know what extra reports to ask for then in some cirrumatanoass 

we would not be giving a true picture. 

I know you are aware of al.l: the horizon integrity issues and I 

want to ensure that the ARQ logs are used and understood fully 

by our o >erational team who have to work with this data both 

in interviews and in coLurt. , 

oust one question from my part - if the reversal is system 

created but shm w•s as an a ist'ing reversal, could this not be 

reflected with a. different code, .i.e. S.R (system reversed) to 

clear up any initial challenges. My feelings at the moment 

are not questioning what Horizon does as I fully believe that 

it is working as it should, it is just that I don't think that 
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some of the system based correction and adjustment 
t:ransa.ctinne are clear to us on either credence or XQ logs. 

Answer - I understand your concerns. it. wo1ld be relatively 
simple to add an extra column into the existing ARQ report 
spreadsheet, that would make it clear whether the :'Reversal 
Basket was erne at ed b Peeove.ry or not I i h3r~k this would 

ac dress your oucern. ' m not "L Y 
for changing the report layout. Penny, can you advise as to the 
process : ls i h don 1r1zrugh. 

,a ..CR ('eitta :l: :x.20 ` ,} _ .,.,..w .. .... ,. 

recommendations. 

I do believe that the system has behaved as 
not see this scenario occurring regularly 
losses. However, my eonoernsa are that we 
what has happened on the data available 
itself may .be misinterpreted when giving 

the same data for prosecutions, 

Fly recommeendation is that a change 

that all system Created reversals are 

both fujitsu and credence 

Security - `r'aud, analyst 
12us, dune 2013 

It should and I do 
and creating large 
cannot clearly see 

tip us and this in 
evidence and using 

request is submitted so 
clearly identifiable on 


