The Shareholder Execu

OFFICIAL SENSITIVE

What is the Heat Map?

This will be used as a graphical representation of the TOP RISKS each team faces and also allows for different assets’/projects’ risks to be compared easily. Top

risks ONLY and their mitigating actions should be allocated bubbles (e.g. putting R8 in the two bubbles for Risk #8, and so on). These should be positioned
using ratings as coordinates - for instance a risk with probability 4 and impact 3 would be positioned 4 places along the x-axis and 3 places up the y-axis.
PLEASE ONLY INCLUDE YOUR TOP RISKS.

Completing the Risk Register

Please only include top risks on the heat map, to avoid overcomplicating the graphic (e.g. top 3 or top 5, but number selected is to be decided at each
team's discretion). Risk "bubbles" are BLUE while mitigating action "bubbles" are GREEN. The positioning of each "bubble" should reflect the coordinates
defined by the CURRENT probability and impact ratings.

In the top left hand corner of the Risk Register box 1 asks you for a brief description of the overall project. Box 2 asks you to set a RAG rating that reflects
your overall view of the different risks faced by your asset or project alongside a simple and brief rationale. Box 3 asks you to provide a HML rating of the
reputational risk of your project to ShEx alongside a simple and brief rationale. The ratings in boxes 2 and 3 will be used as a high-level indentifier on the
ShEx Summary Risk Register which will be approved by ExCo.

The “[Current Status]” box should provide a summary of today's state-of-play; it might well overlap with the general description of the risk. This should also
include a comment on any external review (e.g. internal ShEx quarterly or annual review, or risk committee (internal or external) assessments).

Under each risk for “[date of entry]” (i.e. the third row under the summary column for all risks) please input theDATE THE RISK WAS INPUTTED NOT THE
DATE THE RISK WAS AMENDED. This allows the risk team to monitor the ageing of various tasks.

Please populate all RELEVANT UNSHADED cells in this document. To ensure consistency between months only add new risks below existing risks andDO
NOT REPLACE EXISTING RISKS WITH NEW RISKS If a risk is no longer relevant please DO NOT DELETE IT and instead add CLOSED in the current status
column (last column). You only need to include AS FEW OR AS MANY risks as you feel should be reported.

For clarity the ratings on the mitigating actions should relate to the effect of the action on the underlying risk, NOT the effect of the mitigating action itself -
e.g. if arisk has probability 4 and impact 3, a mitigating action might change the profile of the risk to probability 2 and impact 2. Please also move the old
rating values to the “[Prev]” column and input the new rating values to the “[curr]” column. This allows the risk team to monitor month on month changes.

Definition of Risk Types

Finance: Related to financial performance (e.g. risks to milestones or of underperformance, or in relation to key financial parameters) of BIS, ShEx or ShEx's
assets or partners / projects.

Strategic: Related to business and strategy planning of BIS, ShEx or ShEx's assets or partners / projects.

Operational: Related to business-as-usual performance of ShEx or ShEx's assets or partners / projects.

People: Related to employees of ShEx's assets or partners / projects. Likely to focus on management issues (e.g. capability, remuneration, succession, etc.).

Reputational: Related to reputational considerations for Government. Ministers, BIS, ShEx, ShEx's assets or partners / projects. Also includes other possible
external communications or handling risks.

Legal: Related to legal, compliance, regulatory or equivalent risks faced by Government, BIS, ShEx, ShEx's assets or partners / projects or other third parties.

Information: Related to situations in which data or information is or could be at risk, including in respect of information held by Government, ShEx or ShEx'g]
assets or partners / projects. Also relates to information held by third parties that could impact Government, ShEx or ShEx's assets or partners / projects.

Other: Related to any category not defined above.
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The Shareholder Executive Risk Register -

1.0
[POL is wholly owned by HMG. HMG has committed € 2bn funding since 2010 to
imaintain, modernise and protect anetwork of a least 11,500 branches by 2018 -
to future and reduce subsidy. The network
jof post K

(Govermment, mails and financial)

2, Overall RAG Rating

I not managed successfully the risks - including commercial, strategic and

stakeholder isks and those inked to managem ent appointments and

remuneration - have the potential to significantly impact the financial
) I

Inetwork, reduced HMG funding).

3. Reputational Risk
There is significant political interest in the Past Office netwark and there are a
Inumber of clear policy objectives. Risk ismainly centred on these areas, but it
can to d The ShEx POL team
with Post Office

dare

limited to manage the risks away.

Post Office Limited

as

Impact of Risk

RAG Ratir tion Ovel

Mitigation Rati Further M
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30-Jun

t Status

Network Transform ation

POL is unableto deliver Network

Finance
- No BIS VFM for existing funding +

with POL ensuring

higher levels of subsidy required in the

ares u future. strategy
reasons, POLisunable

and / or due to loss of stakeholder |new work - disadvantaged in future

support. POL .

13/02/2014 public subsidy

comply/engage with transfarmation.

Crown Transformation

POL fals to bringthe Crown estate to

Reputational

effective monitoring and review of NT
and to provide robust challenge.

| Ensure POL takes appropriate action to
maintain momentum, particularly as NT
enters its final years (e.g. Transitional
Locals).

 Manage external narrative and

POLunable to meet HMG objective of

run-rate break-even by 2015, Finance

Michael Dollin 5
bresk-even in line with expectations, |11 ot (s as
nvestment in autom ation) delayed -
branches, revenue
targets, missing cost saving objectives.
13/02/2014 Wiy B OMEEHYES: | orofitabilty impacted.

improved and

Strategy

stakeholders; even if targets are missed
considerable progress will have been
made.

| Make sure POL is developingabau
plan to continue progress after March
2015,

is slow, or is perceived to be slow,

Reputational
Considerable possible reputational i i

impact on HMG, who in 2010 made a

commitment to move POL towards a Finanse

g evidence
"clear progress towards mutualisation”

on the subject and a perceived lack of

being made “in
13/02/2014

on ShEx

and POL. [select]

[POL has continued to resist our
encouragement, but fallowingaPOL/
llo meetingin December we might be
unlocking possible near-term progress.
|This remains to be seen.

Govemment Digital

Transformation Government Digital Service (GDS)

resistance to support role POL can play

Laura Thom pson in providing HMG with digital services
digtal, throu
existing channels eading to ongoing.
reluctance for Depts. to engage
13/02/2014

commercially with POL

Reinforce message on opportunities

Ham pers POL's ability to win new GS Sicatagy
contracts -
commercial strategy and finandial Fhance

sustainability. POL's profile and
relationship across Government
diminished. Govt. seen as renegingon
commitment to POL's front office for
Government ambitions.

Reputational

Premium Bonds
Contract to provide Premium Bonds
ends in September 2015 and for this

Reputational
Premium Bonds are an important

offered by the PO network, tech and
contracts (incl, FOCS framework) across
(Govt. utlising PEX, APPG, Ministerial
Bilaterals and other channels to deliver
and reinforce the POL message. Support
POL with HMG stakeholder
engagement.

revenue driver for POLand they are

Tim Melnnes

serviceto
happen shortly (esp. with HMT and
NS&1). The Commission have an interest
and it s important anything done s in
line with legslation.

considered Finance
product by customers and by

subpostmasters. Withdrawal would be
poorly received and raises real political

risks. [select]

Engage with POL and HWIT on plansto
ensure actions are taken in timeto
ensure continuity of service provision.

Mails contract with RM

Reputational

Limited direct influence given the
commercial nature of the risk; we are

also look to provide support as an when
it's required.

| Continue to engage with POL and
[where relevant also the NFSP.

[Make sure POL has support and HMG
insight to develop future options to
maintain progress, including
"Transitional Leavers".

- Encourage bau Grown strategy and
offer support where POL could benefit
(e.g. as with Parly Crowns).

[POLbeat end of year targets for branch
openings and contract signatures (389
and 305 respectively). Another “come.
on the journey” letter has gone to
lunengaged Postmasters. POL hopeful of
agreeing heads of terms with NFSP on
ffuture relationship.

Planning for BAU optimisation of the
estate is underway and will be shared
[shortly. POL plans ta run more mergers,
and the next 3 cases may stretch the
concept too far- POL will share ts
levidence with us before it movesto
public consultation.

f progress s not made soon wemay

Position around the risk is uncertain

within POL.
We are keen to avoid the Minister

given appetite
regarding POL's ownership. Once we

be
welcome ar helpful,

our new Minister we will
Ihave a dearer picture of the risk.

POL to meet regularly with GDS to

lIDA product was launched in March and
current volumes are performing

consid . POLto continue - challenge will
lto develop IDA product and consider  [beto maintain momentum. POL & ShEx
o session

|f progress s not made it might be

[focusingin particular on AD.

INS&! has put advice to Ministers and we
await feedback. This was not supportive
sithough

BIS and

4
HMT; sls0 o
ltemporary "stop gap" if time runs short.

consider should they want to renew the
relationship. We are staying dlose to the
Isituation.

Escalate concerns formally within POL,
lthrough the Board. We will be engaging.
lthe new CF his recent

[Engagement with Mark Siviter, POL's
Inew head of malls continues. Strategy
stll in planning phase; we await

New

arrival.

strategy expected to be presented to
Shex mid-year.

Respond to queries, esp. from MPs and

FSA are urging mem bersto refuse it

Tim Melnnes garding and long: Finance
Jstionshi lasting (e.g
move slowly and / or not in the position, less viable branches, lost
direction POLneeds. Has afinancial |revenue, lower volumes, a higher
impact on POL as It loses share, footfall |subsidy, and a challenging stakeholder
13/02/2010 and volumes. landscape) —
Project Sparrow Reputational
POL's reputation and brand
Increased attack from JFSA against POL |- > P utation and brand are
on alleged fauts with Horizon system, |C4™ 8% B accusations. Costs piral
Laura Thom pson o YSIEM: | out of control, particularly f legal action | Finance
including attem pts to derailthe
is taken. Government risks being drawn
mediation scheme set up to address
doser into the scheme or our level of
individual cases,
13/02/2014 Legl

shex

lthey arise and is seen to take the lead
on this matter. Important that the

mediation scheme remains
independent of Government

Parliament, '
independence from Govt. and the fact
that no systemic ssues with Horizon
Ihave been identified. Take legal advice
on ccRC

are
lindependent inquiry. BBCPanaramato
[feature this issue on 22 June. We are
|staying dose to POL on their handling of
will

relevant documents are saved.

brief new Ministers asap.
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POLManagement

Richard Callard

Senior
meeting/ delivering

not capable of
HMG objectives,

savings, and revenue diversification are

People

Strategy

lanned, meaning

and POLIs

Reputational

[Management team is under ongoing
review by the Board, with new Joiners in
|the CFO and GC.

POLBoard and, where remuneration is
concemed, use the POL Board to engay
with Ministers / HMG Stakeholdersto
influence outcom

of
limproving asthe new CFO beds in. New
[chair arrivingin July will present
lopportunity to reassess position.
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Shareholder Relationship Information 30 3.0 20 20
POL team s y
s engpging shd complying with Ensure we effectively communicate and b el Sk 1 e
Richard Call Breskdown In channels of sharcholder requests Strategy =0 |p=e e n:{ s S0l 550 nk s bl e =2 continue to encourter pockets of
communication with POL a some or all Skt Iresistance at lower levels of POL which
requests for information or areas of where our respective teams are not
godwill vt * TR |we continue to challenge or circum vert.
and strategy - sharcholder team is only G 1 e [New CFO adopts quite an open and
13/02/2014 told what POL wants us to know [Select] Princ! ltransparent posture, at the moment.
Stakeholder Relationships Reputational 30 | 20 20 | 20
- Could impact POL's abilty to deliver o
: successful strategy and transformation Ensure continued and responsive
, i a6 | 2 i | i Seckto maintain flow of positivenews  (to levy for wark CAB doss on POL that is
of services and netwark Finance . [dislogue with all stakeholders, o |
cther Whitehall Depts. (Defrastc.) across the national and local mediato  [not connected with postal services.
understanding therr needs snd
an [Initial view from CCP
PoL Imotivations and seekingto allay these
business ss usual matters. HMIG policy and POL lesdto s
- Undermines Ministerial confidence in where possible and appropriate i Bt
18/u2/2014 oy s Ireview of the CAB work plan.
Business Transform ation Finance 3.0 3.0 20 20
POLis unableto design or implement an|
approp o Unableto public e ciaselyii e RO hd e ead INew transformation director, David
and challeng ts plans as they are
e ad [funding Bar e e ol g Escalate concerns with senior [Hussey, now i place. Gear intent to
= : [developed inthe coming morths. o | 4
falsto realise efficiencies to reduce  [financial position. Depending on target management and, potentially, through [ensure al programmes are properly
Ensure sufficient contingencies are
gy work, E t lthe POL Board. risk and
baked in"to this early stage of the
are missed. Tough i2ger holder / ok ottt cathis otz adto Comms are aware of risks.
iti | i it i in his
29/07/2014 ;y‘:r?:rc;‘:: attract political external comms risks. People possible "bad news" leaks of proposals. |(but it is early days in his tenure)
NFSP relationship [select] 4.0 4.0 3.0 30
PoL Encourage POL to work with NFSP and
bty v [Potentialto undermine NT asastrategy, | (o i | a5 e R R i | g ngage directly more frequently, [POLand NesP dose to agreeinga 15
or ViM, with consequent financial/ indluding potentially with Ministers.  [year funding deal that will secure NFSP's
of directly if considered appropriate (or if
o s i e | o51d i pacts Could atract negative s gy {Also build Ministerial confidencein  [longterm future and tie it to
i polleyi sars, political interest raising reputational requ Y P} POLs abilities (e.g. to offset NFSP Iresponsible behaviour on POL's business
with POL can not be found, merger with eep Minister appraised of
risks in the early months of 2015. crticism). lplans,
03/10/2014 WU can not be ruled out. [select] developments.
DVLA new work Finance 20| 20 20 | 20
mealn r.lm G5 strategy asFIOquuld :ulx 2 -
GDS rules prevent DVLA from warking |7 "/"ni8 new revenue. Increases rist |GDS & DVLA to dentify barriers and
of HMG being criticised for ot fulfling.
with POLto deliver new services, unblock f possible at offcia level. [POL continue to wark with DVLA on new
Laura Thom pson commitments re: front office for Strategy 30| 30 30| 30 Ministerial intervention.
despite DVLA and POL wishingto do Recom mendations developed for |services (including under FOCS)
vernment. Could lead to POL
this work. (Cabinet Cttee could help here f
deprionitising GS n thelr strategy as et
new work nat coming through. :
03/10/2014 Reputational
f:" :""":"m""‘ Operational 20 | 20 20 | 20
L i c"“’f" ‘::“‘:;“’ °" |POLs Board will not have a Chair, or (Chair appointment timetable should [Ministers have now spproved the
e o ey o = C1" | would have an interim Chair inthe form | pegple 30 | 30 allow new Chair to be appointed before 30 | 20 f required, the SID would probably  [shortlist of candidates and interviews
et o |of thesio. y the Board will look luly, assuming Ministers are content to extend histenure for afew monthsif  [will happen on 15t June. Considerthat
e e e '* |very ifferent by year end (new Chair, make decision. We will prioriise advice we were without a Chair. TheSID  [this lowersthe rsk of finding a new
September. OIEHJA:CliihO SID, ARC chair) which could im pact lon the Chair appointment as part would make a very good interim Chair, |[Chair, SID and ARC chair recruitment is
27/02/2015 steppingdown in July. [Bosrd effectivees:. Eo—— early Ministerial briefing lbegnning.
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with POL to

POL and are in the

[taking an increased interestin this area.

Early consideration of the issue will help

IThisis acommercial matter for POLbut

Remaining NT branches Finance
POLisunableto o IFNT is not thishas
et N5, [maneidsnd eomercel ensure the content and timing of its
d 62,000 for POL. Similarly if the NFSP do nat Operationsl .
2 This |support PO o
could be bad planning, NFSP reacting |action which could have broader Pslsbipisamboites
against the plans or Ministerial consequences, e.g. also for Network A
27/02/2015 resstance. Development. strategy oamact yhthe 6P,
e |f the IT transformation Is m anaged Ot
poorly it e
Fshifti it
[ widespr of tsIT andalsoimpacton | finance rosessafEhng X monschgto
Fol infrastructure in the next few years; this |the delivery of POL's commercial
in itself s high risk but corepartsof |strategy (incl.if rollout is delayed). This
POL's strategy rely on it too. s important commercial
27/02/2015 Information
Cyber Security Operational
[R— POL Board and senior team arenct |POLis o increased risk of cyber attack sl
2 B considering sufficiently the risk of cyber [and suffers reputational dam age and/or o Board have been briefed by CPNI
attack loss of business.
27/02/2015 Reputational
POLPension Scheme Operationdl
PO is currently in
[ surplus, the generous nature of the il
scheme Lkely to e industrial 0 implement any changes required at
2 unrest with the time of POL's choosing and will
scheme willlkely and impact allow them early engagement with
require ts closure over the next 25 uniarns.
01/04/2015 years. Reputational
Bank of Ireland Finance
ey POLisnot busi
Tim Melnnes with Bol In 2012 the two parties have e 2 usness | strategy
3 25 planned, which impacts delivery of
to grow POL'sFs i
% ot i the won oranlly emvieaed - |POLS Stratesy, the returns on taxpayer
ot R ey grfdo sy andlsai| Investment and POL's sbility to reduce
Misalignments have started to emerge close to POL on progress.
its reliance on taxpayer funding
07/08/2015 in anumber of aress. Reputational

Until the nature of the risk becomes
clear it is difficutt to set out further
mitigating actions. These will be specific
lto the timing and circumstances.

[POLwould like to issue the formal
[change in terms for unengaged
subpostmasters but we have asked that
fthey delay until we have adequately
lsighted our new Minister. Delay Is not
Imaterial to POL's timescales.

Review govemance processes and
encourage an independent review of
plans and assurance structures.

We wil be working clasely with POLas
IT Transformation now moves into
limplem entation vs. planning and
lprocurement. We will also encourage
[POLto commission an assurance review
lat the appropriate time.

[To be developed

None as yet.

[POLs pensions sub committee are
exploringthe options avallable, in
[preparation for the next triennial
[valuation which begins in April,

Further mitigating actions will emerge

[Recent "deep-dive" at the QSM touched

becomes  |onBal. still needs to be
clearer in the coming months. improved although, rightly,
Preliminary POL/ Bol

re

where work is

unknown.

required - before focusing elsewhere.




