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(*) = Reviewers that returned comments

0.3 ASSOCIATED DOCUMENTS

The information provided by this Document has been derived from a number of other
documents that are listed below.

References in each case are to the latest Version of the document held in PVCS.

ACDBSUP DBE/SPG/O02 AutoConfig Downloader/Listener PVYCS
Support Guide

ACP RS/POL/003 Access Control Policy PVCS

ACSRR TOIDES/084 Agent and Cotrespondence Server PVCS
Resilience and Recovery at Release 2+

ADEF SYDES/116 Audit Data Extraction & Filter High PYCS
Level Design Specification for C8R+

ADSR SD/DES/ME Audit Data Storage & Retrieval High PVCS
Level Design Specification for CSR+

AQQ ADPDN/OOT Pathway Agents: Operational Overview | PVCS
for CER+

APSCHLD AP/DES/012 APS Counter High Level Design PVCS
Specification

APPRHLD TD/DES/034 High Level Design for Application PVCS
Recovery after Fail-over using Maestro

APSHLD AP/DES/004 APS Design Specification (Release 2+) | PVCS

APSHHLPD APIBES/ICA APS Host High Level Physical Design PVCSE

APSMART AP/DES/006 Implementation of Smart and Memory PVCS
Cards for APS

APSSUP AP/DCCIO03 APS Suppaort Guide PYCS

APSWS APIDOC/O02 APS Workstation User Guide PVCS

ATFS CR/FSP/006 Audit Trail Functional Specification PVCS

AUDITARC TD/ARC/016 Audit Architecture PVCS

AUDM IAMAN/DOS Horizon System Audit Manual PYCS

AUDP RS/POL/005 ICL Pathway Audit Policy PVCS

AUTOCF TD/DES/097 AutoConfig Requirements for CSR+ PVCS

BUSVOLS PARPER/G32 Horizon Existing Service Business PVCS
Volumes

BUSVOLSN PA/PER/G3 Horizon New Service Business PVCS
Volumes

CA BR/CON/ME0- Codified Agreement PVCS

253

CAORR TD/DES/050 CAPS and OBCS Access Service PVCS
Interfaces - Resilience and Recovery for
Release 2

CCFG TD/DES/087 CacheCfg High Level Design PVCS
Specification

CNTD BP/DES/003 Counter Hardware Design Specification | PVCS

CNTSUP SY/MAN/CC4 Steady State Counter Management PVCS
Support Guide

CRYPT RS/DES/001 Cryptography Design PVCS

CRYPTA Cryptographic Architecture T.A.Parker

CSMSR TD/DES/086 Correspondence Server Message Store | PVCS
Backup and Recovery for Release 2

CTRSCH TD/DES/109 Counter Application Scheduler HLD PVCS

DWHARC DW/ARC/010 CSR+: Data Warehouse Architecture PVCS
Specification

DWHLD DW/HLD/002 BI3 Data Warehouse High Level Design | PVCS
Specification

EACRR SY/S00/002 ACRR Improvements for Netwaork PVCS
Banking - System Outline Design
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EPOSSHLD EP/DES/019 EPOSS High Level Design PVCS
EPCSSSUP ER/MAN/DCT EPOSS Operational Support Guide PYCS
EVL RS/REGQ/Q07 Event Logging and Error Reporting PVCS
Policies for Crypto Code
FAILSAFE Startup.doc 0.1 NT Fail-safe Start-up M.Conneely
FTMS TD/DES/107 File Transfer Managed Service at CSR+ | PVCS
FTMSRR TD/STR/007 FTMS Resilience and Recovery PVCS
Strategy for CSR+
FTMSEUP TD/MAN/O1S FTMS Support Guide PVCS
Fw TD/DES/038 Network Infrastructure Firewall PVCS
Requirements
FWCONFIG SD/DES/103 FireWall-1 ~ Logical Filter PVCS
Requirements
GENAPI TD/STD/004 Generalised AP| for OPS/TMS PVCS
HADDIS TD/STD/001 Host Applications Database Design and | PVCS
Interface Standards
HOSTSS TD/STR/001 Host Systems Storage Strategy PVCS
HUTHDR CR/PRP/004 POCL Disaster Recovery Interface PVCS
Service Proposal
IMPSTRAT IM/STR/026 Installation Strategy PVCS
ISDNSUP DE/SPG/O0T ISDN Call Monitor Support Guide PVCS
KMACDRB RS/DES/041 KM interfaces with AutoConfig Process | PVCS
KMADF RS/REQ/014 Interface Specification for KMA Data PVCS
Feeds
KMAHLD RS/DES/018 KMA Design PVCS
KMHLD RS/DES/010 Key Management High Level Design PVCS
KMICDD RS/DES/O32 KM interactive Channel Detailed Design | PVCS
KMP RS/DES/020 Key Management Platform PVCS
Specifications
KMPG RS/PRO/G3Y Kev Management Process Guide PVCS
KMPROXY RS/DES/060 KM Proxy Detailed Design PVCS
KMSSUPR RS/MAN/12 KMS Support Guide for SSC PYCS
LFS LF/DES/O03 Logistics Feeder Service - High Level PVCS
Design
LFSSUPR LF/MAN/COT Logistics Feeder Service Systems PVCE
Management Support Guide
LIFT DO6A-9999- Financial Keyboard Specification Fujitsu
B057/01 Australia Ltd
Luc AD/DESIN36 High Level Design of Cluster Lookup PVYCS
Service for CBR+
MBS S/DES/128 CSR+ Message Broadeast Service PYCR
MISARCH DW/ARC/001 Data Warehouse: Architecture PVCS
Specification
MISDES TD/DES/115 MIS CSR+ SIP14 Infrastructure Design | PVCS
MISBUP DW/PRD/MZ3 CER+ DWh: Operational Support Guide | PVCS
NBSEZESDS | NB/SS/Q07 Systern Design Specification for PVYCS
Network Banking End-to-End Service
NBSSUP TD/MAN/OZ0 Network Banking Support Guide PVCS
NFR TD/REQ/004- Non-Functional Requirements PVCS
018 Catalogue
NTDOM RS/DES/AB0 NT Domain Structure Design for PVCS
Pathway
NTIMP RE&/DESMN8 Implementation Build Guide for NT PYCS
Platforms
NTBEC RS/DES/O8Y Implementation Build Guide for NT PVCSE
Platforms
NUMAQ NUMA-Q 2000 Framework Strategy C.Phillips
(Sequent)
NWARCH TD/ARC/002 Network Architecture PVCS
NWD TD/DES/059 Network Infrastructure High Level PVCS
Network Design - CSR & CSR+
OBCS BP/DES/008 OBCS Design Specification PVCS
OBCSBCNTR | OB/DES/OO7 OBCS High Level Design - Counter PYCS
OBCSSUP OB/MAN/0D02 CBCS Operational Support Guide PVCS
OCMSHLD TD/DES/106 Outlet Change management Service PVCS
High Level Design
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OoLs PA/PRO/025 Pathway On-Line Standards PVCS
OPSMENU SD/SPE/016 Horizon OPS Menu Hierarchy PVCS
PBS SD/DES/001 Product Breakdown Structure Meta- PVCS
Model
PCCSUP DE/SPG/O05 AutoConfig PCConfig Products Support | PVCS
Guide
PERFOV PA/PER/005 Pathway Performance - Overview PVCS
PERFSERV PA/PER/007 Pathway Performance - Services PVCS
PIU Counter Revolution — Modernising the Govt.
Post Office Network Performance
and Innovation
Unit
PIURESP CR/REP/021 The PIU Report - Pathway Analysis & PVCS
Commentary
PMSHLD TD/STR/002 Pathway Performance Management PVCS
Service Design
PMSSOD PA/PER/030 A Performance Management Service PVCS
Outline Design
R2RESIL TD/DES/031 Release 2 Resilience and Recovery PVCS
Strategy
RDDSHLPD RD/DES/047 RDDS High Level Physical Design PVYCS
RDMS RD/DES/046 RDMC High Level Physical Design PVCS
RMDSSUP RD/MAN/OOS RDDS Host System Suppott Guide PVCS
RECONFIG Reconfig.doc Autoconfiguration Design Proposal PVCS
RKM RS/REQ/009 Reguirements for Key Management PVCS
SADD CR/FSP/004 Service Architecture Design Document PVCS
SCO TD/DES/048 Riposte Mirroring for Single Counter PVCS
Outlets at Release 2
SDSINF TD/SDSION System Design Specification for PYCS

2001/02 Horizon Infrastructure
Enhancements

SECURID RS/DES/004 Use of SecurlD Token Authentication PVCS
for Release 2

SFS RS/FSP/001 Security Functional Specification PVCS

SPOL RS/POL/002 Pathway Security Policy PVCS

SSHSUP BE/SPG/O03 CpenSSH Auditing and Logging Server | PVCS
Support Guide

STYLE SD/STD/001 Pathway Horizon Office Platform PVCS
Service Style Guide

SWDIST SY/MAN/DOZ Horizon Software Distribution PVCS

TIMESV TD/DES/030 Time Services Specification PVCS

TIMSUP SY/MAN/GO Time Services Support Guide PYCS

TIVOLI High Level Tivoli Design Approach for PVCS
Sorbus - Pathway Project

TPS TI/DES/001 TPS Host Technical Specification PVCS

TRC Remcon.doc SYSMAN - Tivoli Remote Console PVCS
Facility

VPN TD/ARC/019 VPN Architecture PVCS

VPNHLD RS/DES/046 VPN High Level Design PVCS

VPNLAN RS/DEST3 Systermns Outline Design for Encryption PVCS
of the Cutlet LANs using VPN

VRNSUP RSMAN/IOOS VPN Qperational Support Guide PYCS

Note: This document was first published before an Approved version of PA/TEM/001
existed.

04 ABBREVIATIONS & DEFINITIONS

Hyperlinks within the Definition of a Term in this Sub-Section are in general links to the
definition itself within this Sub-section. Hyperlinks from the 7erm itself point to the most
complete use or detailed specification of the term within the body of the Document.
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0.4.1 Abbreviations
Term Definition
10baseT LAN standard for communication over UTP at 10 Mbps
100baseT LAN standard for communication over UTP at 100 Mbps
ACC {DSS} Area Computer Centre; contains a VME-based SX
mainframe system with which Horizon needs to interwork
ACDB Auto Configuration Data Base
ACE {ACE/Client and ACE/Server are trademarks of Security
Dynamics Ltd}
ACF Auto Configuration File; file, unique to each Counter
position, that is maintained by the Auto Configuration
Database Server and "replayed” to the Counter when needed
ACL Access Control List
AlS Application Interface Specification; part of an Application's
design documentation
AP Automated Payments
API Application Programming Interface
APPU Automated Payment Peripheral Unit; used to read and
recharge Smart Cards issued by the Utilities
APS Automated Payment Service; provided by POCL to the
utilities and implemented in Horizon
AS Agent Server; part of the vertical Application structure
ASCI American Standard Code for Information Interchange
ATE Automatic Targeting Engine; Tivoli enhancement that
smooths the flow of software distribution modules to a rate
that does not overload the ISDN Routers.
ATM Asynchronous Transfer Mode; very efficient fibre-based
protocol running at 155 Mbps
BA {DSS} Benefit Agency
BMC {Supplier of Patrol Systems Management software}
BST British Summer Time
BT British Telecom
C {A UNIX-derived programming language}
C++ {Object oriented version of C}
CAPO Card Account at Post Office; the official brand name of
POCA (Post Office Card Account).
CESG Communications Electronic Security Group; Government
organisation based in Cheltenham with responsibility for the
© [ DATE\@ "yyyy" \* MERGEFORMAT ] Fujitsu Services Ltd COMPANY IN-CONFIDENCE Page 6
File: TDARC001v48 with Yellow Bits.doc Printed on 19/09/2000 16:03 by PRW

This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



FUJO0079645

FUJ00079645
ot Technical Environment Description Ref.: TD/ARC/001
F U_HTSU Chapter 1 - Introduction Version: 4.8
Fujitsu Services COMPANY IN-CONFIDENCE Date: 22/10/2002

use of encryption within Government contracts

CHAP Challenge Handshake Authentication Protocol; Microsoft
protocol used prior to CSR-+ to support authentication in
ISDN

CIR Committed Information Rate

CKS Crypto Keystore Service

CLIP Calling Line Identity Presentation; BT facility whereby a
called ISDN service can be informed of the telephone
number of the caller

COM {Microsoft} Common Object Management(?)

CORBA Common Object Request Broker Architecture; support
infrastructure used by Tivoli

COS COS/Manager is a product which enhances the security of
Sequent Dynix systems

CP Change Proposal

CPU Central Processing Unit

CRC Cyclic Redundancy Check

CS (2) Correspondence Server; part of the vertical Application
structure

CS (1) Pathway Customer Services

CSR Core Systems Release

CSR+ Core Systems Release plus

CSv Comma Separated Values

DCE {OSF} Distributed Computing Environment

DCOM {Microsoft’s} Distributed Common Object Management

DCS Debit Card Systen; Horizon service that supports payment
by Debit Card

DDL Data Description Language

DLL Dynamic Link Library

DLT Digital Linear Tape

DMZ De-Militarised Zone; area behind a Firewall

DNS Department of National Savings; a Client of POCL

DSA Digital Signature Algorithm; part of X.509 standard. It is an
asymmetric crypto algorithm that can be used to sign data so
that it can be verified without needing to know the Private
Key used to create the signature

DSS Department of Social Security; a Client of POCL. Now
renamed Department of Work and Pensions DWP)
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DWP Department of Work and Pensions; previously known as the
DSS
E3 34 Mbps ATM link
EACRR Enhanced ACRR ~ A new improved ACRR introduced at
BI3
EAM Equipment Access Module; node on the Energis fibre
connections from which a tap is taken into a Campus
EDS Electronic Data Systems. They run the DSS VME
Mainframes at the ACCs.
EFT Electronic Funds Transfer
EFTPoS Electronic Funds Transfer at Point of Sale; generic industry
name for the service provided by DCS in Horizon
EMC {Supplier of disks for Sequent Servers}
EoD End Of Day
EPOSS Electronic Point Of Sale Service; Counter application
supported by Horizon
ESNCS Electronic Stop Notice Control System; DSS system that
provides Stop Notices for stolen, expired or fraudulent
Benefit Books.
FAD Financial Accounts Division {part of POCL}. A FAD Code
is used to identify an Outlet
FCS Fujitsu Core Services
FDDI Fibre-optic Distributed Data Interface
FEK Filestore Encryption Key
FR Frame Relay
FRIACO Fixed Rate Internec Access Call Origination
FSCS Fujitsu Services Core Services
FTF File Transfer Facility
FTMS File Transfer Managed Service; application that is
configured to support the needs of particular pairs of
External Interface Gateways
FTP File Transfer protocol
GB Gigabyte
Gbps Gibabit per Second
GINA Graphical Identification and Authentication DLL;
responsible for user authentication in Windows NT
GMT Greenwich Mean Time. Some authorities with no sense of
history choose to call this Universal Time Co-ordinate, or
UTC. Not here, we don't.
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GPS Global Positioning System; used to derive accurate Time
information for servers
GUI Graphical User Interface
HCI Human Computer Interface
HLD High Level Design
HMG Her Majesties Government
HP Hewlett Packard
HSO {VME} High Security Option
HTML Hypertext Mark-up Language; standard used for production
of Internet type pages
1P Internet Protocol
IPR Intellectual Property Rights
ISDN Integrated Services Digital Network
1SO International Standards Organisation
ISV Independent System Vendor
1T Information Technology
ITSEC Information Technology Security Evaluation Criteria; set of
joint criteria adopted by the Governments of several
European countries
K-value {Random string used to generate a crypto key}
Kbps Kilobits per Second
KEK Key Encrypting Key
Kerberos {OSF supplied distributed security mechanism}
KMA Key Management Application
KMAS KMA Server
KMS Key Management Service
LAN Local Area Network
LAR Logical Access Router
LCR Logical Campus Router
LFS Logistics Feeder System; interface to PO Ltd's SAPADS
system, used to ensure that Outlets have adequate and timely
supplies of stock including cash.
LLD Low Level Design
LSA Local Security Authority; part of the Windows NT security
architecture
LUC {Multi-Cluster} Look Up Server; called by an Agent to
identify which Cluster an Outlet belongs to
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MA Merchant Acquirer

MB Megabyte

MB/sec Megabytes per Second

Mbps Megabits per second

MIS Management Information System

MKS Managed Key Service

MoP Method of Payment: cash, credit card, debit card, television
stamps etc.

NAO National Audit Office

NDIS Network Device Interface Standard

NFS Networked File System

NIFTP Network Independent File Transfer Protocol

NMS Network Management Server; platform used to perform
network management functions.

NTES Windows NT File System

NTP Network Time Protocol

NUMA Non Uniform Memory Addressing

NUMA-Q {Sequent implementation of NUMA architecture}

OBCS Order Book Control Service; application which supports a
similarly named DSS application

OCMS Outlet Change Management System

OoCX OLE Custom Control

ODBC Open Database Connectivity

OLAP {Oracle's} On-Line Analytical Processor

OLE Object Linking and Embedding {Microsoft standard}

OPS (1) Oracle Parallel Server

OPS (2) Outlet Processing System

OSF Open Software Foundation

OSI Open Systems Interconnection

PC Personal Computer

PO Ltd PO Ltd

PVCS {Configuration Management tool used by Pathway}

PFI Private Finance Initiative

PIN Personal Identification Number

PinICL Internal Pathway incident tracking database used to support
development, and the operational service (via HSHD)
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PK
PL/SQL
PMMC
POCL
POLO

PPP
PRI

PSBR
PSTN
PVC
QCIC
RAD
RAID

RAMBUTA
N

RAP
RCD

RDBMS
RDDS
RDMC

RDMS
RIPOSTE

RMS

RPC
SAS
SCSI
SDH
SHA
SHVS
SI

Public Key

Procedural Language FOR Oracle Databases
Post Master's Memory Card

Post Office Counters Ltd

Post Office Log On; process used by Post Office Managers
when switching on a Counter PC

Point-to-Point Protocol

(ISDN) Primary Rate Interface; server level interface
supporting 30 concurrent ISDN connections

Public Sector Borrowing Requirement
Public Switched Telephone Network

Permanent Virtual Circuit

Rapid Application Development
Redundant Array of Independent Discs
{Hardware crypto algorithm devised by CESG}

Remote Authentication Process

Release Contents Description; Pathway document defining
the contents of a Release

Relational Data Base Management System
Reference Data Distribution Service

Reference Data Management Centre; Application which
feeds “soft” data to Counter Applications

Reference Data Management System; ditto

Retail Integrated Point Of Sale system in a Transaction
Environment; infrastructure product from Escher which
supports the core of the Horizon architecture

Riposte Message Service; message storage and replication
mechanism which runs on Correspondence Servers and
Counter PCs

Remote Procedure Call

Secure Attention Sequence {in Windows NT}
Small Computer Systems Interface
Synchronous Data Hierarchy

Secure Hash Algorithm

(Intel’s) Single High Volume Server

Software Issue
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SLA Service Level Agreement

SLAM Service Level Agreement Monitor ; an MIS Application

SLCA Service Level Contract Administration; an MIS Application

SMA Synchronous Multiplexor Add-drop; terminator on the
Energis connection from an EAM into a Campus

SMG FSCS Systems Management Group at Lytham St Annes

SMP Symmetric Multiple Processor

SMS Streamline Merchant Services; subsidiary of Royal Bank of
Scotland that provides Merchant Acquirer services to PO Lid
in support of DCS

SNMP Simple Network Management Protocol

SOD System Outline Design; document produced at an early stage
in the specification of an Application

SQL Structured Query Language; language commonly used to
access Relational Database systems

SRDF Symmetrix Remote Data Facility; EMC technology used to
replicate disk array data between two Campuses

SSC {Pathway} System Support Centre based at Bracknell.

TACACS Terminal Access Controller Access Control System; used to
authenticate Telnet and other access to Campus systems. It
runs on the Network Management Server

TCP Transmission Control Protocol

TCP/IP Transmission Control Protocol/Internet Protocol

TED Technical Environment Description; this document

TIP Transaction Information Processing; PO Ltd Application
which handles transaction data returned from Horizon

TME Tivoli Management Environment; suite of systems
management products

TMR Tivoli Management Region; hierarchical subset of the total
systems management load where manageability, security or
scalability constraints make it unwise to support the entire
system in one unit

TMS Transaction Management Service; contractual name for
some of the services carried out by Riposte

TPS Transaction Processing System; application which collects
transaction information and returns it to TIP

TPMS Transaction Processing Management System; VME
infrastructure product

UDP User Datagram Protocol

UKSS United Kingdom System Service; Help Desk that handles
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hardware failures and replacements in Outlets

UNIX {Widely used operating system available in a number of
variants}

URL Uniform Resource Locator; an Internet web site identifier

UTC Universal Time Co-ordinate; virtually equivalent to GMT
but a term that doesn’t upset the French

UTP Unshielded Twisted Pair; standard for cabling within offices

VB Visual Basic; PC application development tool

VME Virtual Machine Environment; operating system of the

Fujitsu SX mainframe systems

VPN Virtual Private Network; security service that provides
encryption over the ISDN links between Outlets and
Campuses, and over the Cutlet LAN

WAN Wide Area Network
XA {An X/OPEN transaction demarcation protocol}
Z {Conventional symbol for an} Encryptor

0.4.2 Definitions

The following terms, when capitalised as shown, have specific meanings that are used
throughout the TED.

Term Definition

Access LAN LAN in the Campuses to which all Outlets are linked via
appropriate Routers. It is separated from the VPN Layer by the
Logical Access Routers.

Agent A Process which transforms data passing between the Host
Layer and the Counter Layer. It usually, though not always, runs
on an Agent Server.

Agent Layer Architectural layer containing the services running on the Agent
Servers

Agent Server Platform running under Windows NT Server which provides a
transformation between the data used by Riposte and that used
by the Host or Client

AP Client A Client of POCL for whom PO Ltd provides Automated
Payment (AP) services using swipe or Smart Cards

Application A self-contained collection of data and code which satisfies all
the data processing requirements of a particular corporate
function

Archive Service | Service running on an Audit Server. Responsible for writing all
necessary audit information to bulk storage media., and for
retrieving it should this be necessary
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Audit Server

Server responsible for gathering audit information; writing it to
DLT tapes for long-term storage; and retrieving it when needed.

Audit Workstation at the Campuses or Pathway’s Feltham HQ used

Workstation for access to audit data

Authentication Server in each Campus running the ACE/Server and Enterprise

Server Centre services; used for additional authentication of users
requiring access to Campus servers and Routers

Auto- Database which is populated with details of Outlets which are

Configuration scheduled to be installed in the near future, and used by Counter

Database PCs at the Outlet when it is first switched on

Bar Code Reader | Hand held device attached to a Counter PC. Used to read a bar
code from a document or retail item.

Boot Server Windows NT server within each Campus which is the first
location accessed by a newly installed Counter PC

Bubble Help Help information obtained on a Counter PC by touching an
“information” Icon before touching another Icon

Build Combination of a specific Platform type and a set of Capsules

Bulk Harvester
Agent

Bulk Loader

running on that Platform

Agent which reads a potentially large amount of information
from Riposte in bulk

Agent which loads information into Riposte in bulk

Agent

Business Workload information provided by PO Ltd during the
Volumetrics Procurement process

Button Icon on the Riposte Desktop which can be “pressed” by the user

CA Workstation

to invoke a particular action.

Secure Workstation used to hold the current Certification
Authority certificate that verifies Public Keys in Horizon.

Campus One of two Data Centres, located at Bootle and Wigan, which
contain the main Horizon servers

Campus LAN High-speed (100baseT) LAN linking most of the Platforms in a
Campus

Capsule The minimum portion of any Application which must run within
a single Platform

Checkpoint Riposte facility to generate and store a Marker over all Outlets

Customer A member of the public transacting, or seeking to transact,
business with PO Ltd through any of the Services

Client Customer of PO Ltd which uses the Horizon functionality to sell

Client System

or provide goods or services to PO Ltd customers.

Computer system owned by a POCL Client and with which
Horizon is required to interwork
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Cluster Group of Correspondence Servers which support a common set
of up to 5,000 Outlets. All messages related to these Qutlets are
replicated across all members of the Cluster

Collection Riposte pseudo-database. Records are keyed by Outlet, type and
other information

Corporate Computer system supporting the management needs of Pathway

System

Correspondence | Architectural layer containing the services running on the

Layer Correspondence Servers

Correspondence | Platform running under Windows NT Server which supports the

Server Riposte Message Service and interfaces to both Agent Servers
and Counter PCs

Counter Component of an Application which is implemented on the

Application Counter PC and provides functionality which is visible to the
Counter Clerk

Counter Clerk User of a Counter PC in an Outlet

Counter Layer

Architectural layer containing the services running on the
Counter PC

Counter PC PC and associated peripherals used to provide a range of counter
services within an Outlet
Crypto Key Generic name for a piece of information used to encrypt or

Cryptware Server

Data Warehouse

Derived
Volumetrics

Diffie-Hellman

decrypt some other piece of data

Secure server holding the Certification Authority certificate
used to verify the VPN Keys.

Computer system which contains a wide variety of information
relating to the services carried out by Pathway

Volumetric information derived from the supplied Business
Volumetrics and modified by a knowledge of the operation of
the Horizon system

A cryptographic protocol which enables two end-points using
symmetric encryption to mutually establish a shared secret that
can be used as the key for further communication between them.

Domain Windows NT server Platform used to control Log-on to other
Controller Windows NT servers and workstations

Energis Supplier of Wide Area Network services to Pathway

Enquiry Agent Agent which listens for a message from a Counter PC and

Enterprise Centre

External Interface
Gateway

obtains a response which is passed back to the Counter

Name for the system that is used to configure Firewalls. It runs
on the Authentication Server.

Platforms, used in pairs with one in a Campus and the other on a
remote site; used to transfer data between Horizon and the site
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Firewall Network component which protects a network from malicious
access by users on the outside
Flat File File with no inherent structure; a logical structure may be

Frame Relay

Gateway PC

Group

Help Desk

Horizon

Horizon Systems
Help Desk

Host Layer

Host Central
Server

Host Server

imposed by the Application which generates the file

Switching protocol used over the Energis ATM Network for
connection to suppliers and some Outlets

One PC within a multi-Counter Outlet, used to support
communication with the Campus on behalf of the other Counter
PCs

Riposte name for a number of Counter PCs at the same Outlet.
Messages generated at one are replicated on all other members
of the Group

Set of users who answer telephone calls from Outlet, PO Ltd or
Client staff

Horizon is the name used by PO Ltd to describe the system
made available to Outlet staff. In this document, it is further
used to describe the infrastructure that supports and provides
those services.

Help Desk used by Outlet staff who encounter problems with
the Counter PCs and other kit supplied by Pathway

Architectural layer containing the services running on the Host
Servers

Host Server based on a Sequent NUMA-Q Server

A server running the part of an Application which provides
business functionality and persistent data storage

HP OpenView Network management software from HP used to manage
network components
Impulse Riposte feature whereby an event happens on a peripheral (for

Interactive
Harvester Agent

example a swipe of a magnetic card) and an associated
procedure is automatically invoked

Agent which runs continuously listening for the appearance of a
Riposte message of a particular type

Interactive Agent which runs continuously listening for a record appearing

Loader Agent in a Host database; when one appears, it writes it to Riposte

Key See Crypto Key

Key Management | Covers the tasks involved in the generation, distribution and
revocation of keys used for encryption

KMA Server Server used to hold the Key Management Database. It is

Logical Access

responsible for the distribution of new Keys to platforms that
require them.

Router which separates the Access LANs from the VPN Servers
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Router

Logical Campus | Router which separates the main Campus LAN, to which the

Router Campus Servers are attached, from the LAN(s) used to connect
to the VPN Servers

Maestro Now renamed Tivoli Workload Scheduler; a scheduling package
from Unison Software (now part of IBM), used to schedule
work on Host and Agent Servers

Marker Riposte facility to obtain and store the latest message sequence
numbers for all Counters in an Outlet

Client PC PC used within Pathway to extract or view management
information from the MIS

Mode Riposte facility to define the state of a Counter PC. Certain
Desktop functions are not available in some Modes

Network SUN Solaris Server in each Campus running HP OpenView,

Management used to manage the Routers, Hubs and other network equipment

Server

Order Book Book containing coupons each of which entitles the holder to
receive a benefit payment.

Outlet Post Office or Sub Post Office location

Pathway Fujitsu Service (Pathway) Limited

Peripheral Broker | Riposte component which handles peripherals attached to a
Counter PC

Peripheral see Impulse

Impulse

Persistent Object | Riposte messages used for permanent storage of standard values
and other data

PIN Pad Hardware device that is attached to a Counter PC and used by
the customer to enter a PIN value to authenticate a financial
transaction

Platform A computer of a particular type running a particular set of
Capsules

POCL Client An organisation for which PO Ltd provides Counter services in
its Outlets.

PowerHelp Support Help Desk system used on the Horizon Systems Help
Desk

Product Way of defining the set of system components which go to

Breakdown comprise Builds and Releases

Structure

Priority Message | Riposte message which causes the ISDN Line between the
Outlet and the Campus to be raised immediately; all pending
messages are then transferred in each direction
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Private Key

Public Key

Public/Private
Key Pair

Real Time
Message Port

Red Pike

Reference Data

Crypto Key that is part of a Public/Private Key Pair used in an
assymetric encryption process. It must be kept secret by the
owner of the key pair. Data encrypted under the Private Key can
be decrypted by anyone in possession of the Public Key.

Crypto Key that is part of a Public/Private Key Pair used in an
asymmetric encryption process. It is exposed to other parties
that may need to communicate with the owner of the key pair.
Data encrypted under the Public Key can only be decrypted by
use of the Private Key.

Pair of Crypto Keys, one of which is kept secret by the owner
and the other which is published to anyone who may wish to
communicate with the owner or verify a signature generated by
the owner.

Means of obtaining Priority Messages as soon as they arrive at
the Correspondence Server, rather than when they arrive in their
normal sequence

Symmetric encryption algorithm originating in CESG and used
for a number of purposes within Horizon

Data used to populate and control the operation of the Counter
Applications

Release A Build which is authorised for delivery onto the live systems

Retail Broker Riposte component which handles EPOSS Counter Applications

Secret Key Crypto Key which is used in a symmetric encryption process,
and thus must be kept secret by the two parties to the exchange.

SQL Server Microsoft database product (part of Back Office) used by the
Auto Configuration Database, Key Management Application
and Outlet Change Management Service

TeamWARE Filestore encryption product used on Counter PCs to encrypt the

Crypto Riposte Message Store and swap file. It uses the Red Pike
algorithm. The filestore is unlocked by information held on the
PMMC.

Time Server Server which broadcasts a time signal for all servers on the
Campus LAN to synchronise with

Tivoli Suite of Systems Management software

Management

Environment

Tivoli Software
Distribution

Component of Tivoli responsible for software distribution

TME Set of Tivoli software used to provide underlying systems
Management management services to both managed and managing systems
Framework

Touch Screen

Display screen which responds to a user touching the screen
surface as if he or she had “clicked” a Mouse button at that point
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VPN Server Server which acts as a VPN gateway between the Campus LAN

0.5

0.5.1

0.5.1.1

0.5.1.2

0.5.1.3

0.5.1.4

0.5.1.5

and the Access LAN, and has the ability to encrypt or decrypt
traffic to and from external locations such as Outlets

CHANGES AT THIS VERSION

Changes Between Versions 4.8 and 4.7

General

ICL Pathway is now known as “Fujitsu Services (Pathway)} Limited”, abbreviated in this
Document to “Pathway”.

Changes made at this Version are printed and displayed in a red font, like this.
Releases Covered

This includes changes introduced at the following Releases:

M1

503

S06

510

Bil SYSMAN facilities for NBS

S11

BI2 Infrastructure enhancements for NBS
520

BI3 Introduction of NBS

S30 Introduction of DTS

and their intervening “buckets” (e.g. BIZR)
Introduction of NBS

The most significant change 1s the introduction of the Network Banking Service (NBS).
This has a significant impact on the Horizon infrastructure, and generates a large number
of changes throughout this Document

Introduction of DCS

In parallel with the development of NBS, the Horizon system is also enhanced to support
the Debit Card Sysiem (DCS), which provides Elecironic Funds Transfer at Point of Sale
{(EFTPoS) facilities for debit cards.

Removal of Redundant Platforms

A number of Platforms whose removal was foreshadowed in the previous Version have
been removed from the Document. These platforms are made redundant for one of the
following reasons.
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 The completion of the Outlet rollout has removed the need for the Rollout Database
server {(RoDB) and its clients

s Similarly, the ECCO Migration Laptops and their Migration Agent Server are no
longer required

g Completion of the migration of all AP Clients to a direct connection, rather than via
HAPS, removes the need for the HAPS platforms

#  The SLAM Cache DB Server has been removed as it is no longer needed

0.5.1.6 Other Changes

POCL has changed its name to PO Ltd. This is reflected in the document, other than in
the names of Platforms and other configuration items (such as Crypto Keys) where it is
thought unnecessary to change the names at this point.

0.5.2 Changes Between Versions 4.7 and 4.6

0.5.2.1 PSTN Replaced by Frame Relay and Satellite Links

PSTN is now no longer to be provided as an Outlet connection mechanism at CSR+. It
may be introduced at a future Release. At CI4R, satellite communications are introduced
for those Outlets that cannot be reached by ISDN. The satellite infrastructure uses the
Frame Relay mechanisms already introduced.

0.5.2.2 Systems Management

Chapter 12 “Systems Management” has been extensively restructured. It includes a
description of the systems management products developed for Pathway by the FSCS
SMG.

0.5.2.3 Supportability

Chapter 14 "Usability" has been enhanced to include some initial consideration of the
ways in which "supportability” is built into the system design and operation.

0.5.24 Structural Changes

In each case where the horizontal application structure is described, the descriptions are
now ordered “bottom up”, with the Counter layer described first and the external
interface layer last.

0.5.3 Changes between Versions 4.6 and 4.5

0.5.3.1 Removal of the Benefit Payment Card

V4.6 incorporates the profound consequences of removing the Benefit Payment Card
(BCP) from the Pathway system. This arises from the outcome of the long-standing
Treasury Review of Pathway, and the change of direction by Government in response to
DSS' lack of interest in, or inability to, continuing with the BCP.

The changes as a consequence of this are too numerous to mention here. In summary, any
mention of the following has been removed:
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®# BES

m BPS

s CAPS

g CMS

e De LaRue

e [FCMS

e OSI/TP

e PAS

m Parcel Force

= Royal Mail

g Thomas De La Rue

The somewhat smaller Releases NR2 and NR2+ have been renamed as CSR and CSR+.

Platforms and communications links purely involved in supporting the BPC applications
have been removed, and code involved only in those applications has been removed from
the remaining platforms.

The Host systems have been simplified.
0.53.2 Structural Changes

Architecture Team maintains an architectural database that records all Platforms,
applications and their components and other data that underpins this Document. Data
from Reports generated by that Database has been incorporated at appropriate points
within this Document.

0.5.3.3 Other Changes

0.5.3.3.1 Chapter 16 - Security
The range of Crypto Keys managed by KMS at CSR+ has been restricted. The remaining
Keys will be managed by KMS at a Release provisionally known asR3.

054 Changes between Versions 4.5 and 4.4

0.5.4.1 Chapter 9 - Network Services
Logical Campus Routers (LCRs) renamed Logical Access Routers (LARs), and Logical
Fanning Routers renamed Logical Campus Routers (LCRs).

Data Warehouse and Host Central Servers connect via what is in effect a separate LAN to
the Campus WAN Routers.

Revised network connections to take account of the fact that the RoDB Server is now in
Feltham.

Removal of direct access from Oracle and Sequent.
0.5.4.2 Chapter 10 - Platforms

As directed by Chapter 16 "Security"”, anti-virus software is required on all Workstations
except those in Outlets.
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0.5.5 Changes between Versions 4.4 and 4.3

= Additional material on Key Management, including updates to the list of Platforms
involved.
m Additional material on VPN.

0.5.6 Changes between Versions 4.3 and 4.2

0.5.6.1 Changes for CSR+

® Inclusion of KMS Platforms and Application components.
® Inclusion in Chapter 10 "Platforms" of Sequent's latest NUMA-Q framework
strategy.

0.5.6.2 Changes between CSR and CSR+

s Replacement of SE70 Host Central Servers by NUMA-Q servers clustered with the
Data Warehouse server.

s Use of the Data Warehouse node as the principal failover system for the Host Central
Server, with the second Campus acting purely as a disaster standby site for the
principal Campus.

0.5.7 Changes between Versions 4.2 and 4.1

0.5.7.1 Introduction of CSR+

Version 4.2 reflects the first draft of the TED for CSR+. Changes indicated in V4.1 as
intended for CSR+ have been brought into the main body of the document.

In addition, the network design for CSR continues to evolve.

0.5.8 Changes between Versions 4.1 and 4.0

0.5.8.1 Chapter 2 - Business Context

Updated to reflect the need for Horizon to carry out reconciliation both within and
between business data streams returned to PO Ltd.

0.5.8.2 Chapter 4 - Overview

Updated to reflect the need for applications to carry out reconciliation.
Minor modifications to introduce flat panel displays in Outlets
There are minor modifications to bring the network description in line with [NWD].
There are major modifications to Figure 4.12 (the Big Picture).
0.5.8.3 Chapter 5 - Application Architecture

This Chapter is updated to indicate the need for, and types of, reconciliation. This covers
data reconciliation both within Applications, and between Applications and TPS.
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0.5.8.4

0.5.8.5

0.5.8.6

0.5.8.7

0.5.8.8

0.5.8.9

0.5.8.10

0.5.8.11

0.5.8.12

Figure 5.3, and the associated text, are amended to show the Riposte archive process
running on the Correspondence Server.

The Chapter emphasises that Counter Applications must always check their Access
Controls.

Chapter 7 — Information Management

Statement added to the effect that the Character Set to be used within Horizon is ISO
8859-1 (Latin Alphabet Number 1).

Chapter 8 — User Interface
Now includes a description of the Riposte MemoView facility.
Chapter 9 - Networking Services

This Chapter has been extensively rewritten to bring it in line with [NWD], which
defines the network redesign for CSR. The principal purpose of this redesign is to set the
stage for the introduction of VPN at CSR+.

Chapter 10 - Platforms

Additional Network Devices as defined in [NWD]. New Counter PC hardware as in
CP 1265.

Introduction of flat panel displays in Outlets.

Indicates that the KMAS will use space on the EMC Disk Array, to ensure its data is
replicated across both Campuses.

Chapter 12 - Systems Management

Amended to include a description of Tivoli Remote Console, as in CP 1379.
Chapter 13 - Availability

Amended to include revised Campus network availability details from [NWD].
Chapter 14 - Usability

Amended to include a description of the functions of the Riposte MemoView facility.
Chapter 15 - Performance

Amended to include revised Campus network capacity details from [NWD].

Data has been added relating to the size of the Data Warehouse database, and to the
capacity of the inter-site links.

Chapter 16 - Security

Revision to the Counter PC authentication mechanisms to anticipate the introduction of
VPN at CSR+.
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0.6 CHANGES EXPECTED
0.6.1 General

This Document will be kept in line with major changes to the architecture of the Horizion
syster. These are likely to include a “downsizing” of the overall architecture, using a
single Campus rather than the two Campuses described in this Document. In addition, a
number of PO Ltd back end systems are expected to be incorporated into the systems run
within the Pathway Campus.

0.6.2 Changes to Horizon Architecture

Chapter 17 “Potential for Change” examines in detail the likely changes beyond BI3, and
the migration implications of these.

0.6.3 Changes to Document Structure

#  The Architecture Team Web Site now contains a Hypertext version of this
Document, with a comprehensive set of internal hyperlinks. Additional hyperlinks
will be added as the Document is modified.
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Chapter 1 -
Introduction

1.1 PURPOSE

This document describes the technical infrastructure architecture for the Horizon system
provided by Pathway to enable Post Office Ltd (PO Ltd) to meet its requirements for
automation in Post Offices. It describes both the Logical and Physical architecture, and
reviews it from a number of different perspectives including those of performance,
availability and security.

It describes how this architecture is related to and influences the development of
Applications that provide business functionality to PO Ltd and to its major Clients such
as Girobank and the Department of Work and Pensions (DWP).

The document serves three purposes.

m It is descriptive, in the sense that it provides a full and high-level technical
description of the infrastructure that supports and constrains the Horizon business
Applications

m It is prescriptive, in the sense that it defines the architectural standards that apply to
any new business Applications that may be defined in the future.

m ltis directive, in that it leads the reader on to further, more detailed material, or to the
actual standards that are only summarised here.

It has no contractual standing and has no formal relationship to the Service Architecture
Design Document (|[SADD]), which defines the services provided to PO Ltd. It does
describe the ways in which these services are implemented, as they impose capacity and
other constraints that can materially affect the ability to absorb new Applications.

Its primary audience is the designers and developers of these Applications and of the
underlying infrastructure.

it is generally available to all members of Pathway and its suppliers within Fujitsu
Services, but should be treated as COMPANY CONFIDENTIAL. It may, in the future,
be disclosed to PO Ltd under the terms of a new Horizon Contract.

Any changes to the infrastructure or generic application architecture are introduced by
Change Proposals. At intervals, Approved Change Proposals are incorporated into this
document.

1.2 SCOPE

This document constitutes the top level of the Horizon technical description, and
identifies all the Platforms and infrastructure products used, their interconnections, major
attributes and business objectives. Two lower layers of documents are defined. They
elaborate on the following areas.
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The architecture of the major business Applications

®m  The detailed architectural standards in major /ayers of the system. These layers are
described in Chapter 4 "Overview", and their use elaborated on in Chapter 5
"Application Architectures”.

System Design Specifications : High Level Design
High Level Design - , Design Standards

Figure 1.1 - Architectural Document Structure

The document defines the steady state solution once the System Release known as 53¢ is
introduced into general use. It thus includes a description of the Network Banking Service
(NBS) and Debit Card System (DCS), which are added in BI3 and 530 respectively.

Speculative material, author’s comments, or features that may or may not be introduced, are
indicated like this.

This document does not include detailed information about specific application
functionality, only the general architecture within which those Applications are
developed and run.

1.3 STRUCTURE

Horizon is a large and complex system, and this document reflects that. Most readers will
be interested in particular aspects of it, and will not wish to read the entire document. It
has thus been sub-divided into a number of Chapters, in such as way as to simplify the
reader’s task.

As an additional help to the Pathway reader, the text of this Document is also held on the
ASD Website. It is split into a number of "web pages", each corresponding to one of
these Chapters.

m  Chapter 2 describes the Business Context within which Horizon is developed and
implemented.

m  Chapter 3 describes the different IT perspectives from which it is necessary to view
Horizon.

s Chapter 4 provides an Overview of the purpose and major components of Horizon,
and its logical and physical architecture. It describes the structure of the principal
Applications used to deliver the business services, and the Logical Architecture that
includes the ancillary services such as the Management Information System (MIS)
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and the Security facilities. It maps this on to a Physical Architecture that defines all
the Platforms used to support the business and ancillary services.

Chapters 5 to 12 then describe individual aspects of the solution. These reflect eight
Technical Elements as previously defined in Fujitsu Services’ OPENframework reference
model.

Figure 1.2 - OPENframework Information System Elements

m  Chapter 5 describes the Application Architecture. 1t is aimed at designers and
developers of new business Applications. It discusses the structure and components
of the Applications that implement the Horizon business requirements. It describes
how they fit into the overall infrastructure and interact with existing Applications. It
also discusses the structure of the internal applications used to support the Pathway
business requirements. It should be the starting point for any new Application
designer, though because the application architecture is heavily influenced by the
infrastructure that supports it, there are copious references to other Chapters in the
document.

®  Chapter 6 describes the Distributed Application Services that enable the solution to
be spread across a number of hardware platforms. In particular, it covers the facilities
of the Riposte message distribution system. 1t also discusses the use of Remote
Procedure Call facilities, the ways in which distributed database products such as
Oracle are structured, and other distributed mechanisms such as shared file stores.

s Chapter 7 discusses the Information Management services used. Again, Riposte
features prominently in this description, though from the point of view of the way in
which it stores data, the uses of this data, and the interfaces presented by Riposte to
the application developer. Chapter 7 also discusses the features of the database
products used: Oracle, which is used to support the main Host applications and the
Management Information System, and Microsoft SQL Server, which is used by
internal applications. Chapter 7 concludes with a discussion of the other information
management techniques used, in particular the widespread use of Flat Files for
passing data to and from PO Ltd and its Clients.

s Chapter 8 describes the User Interface that is presented to the users of the system.
This focuses on the ways in which Riposte Desktop applications are implemented at
the Counter.

g Chapter 9 describes the Networking infrastructure and Services that link all the
components of the solution together. It discusses the cabling methods and link level
protocols used, and the interconnection services between the Outlets, Campuses, PO
Ltd and its Clients, and Pathway's suppliers. It goes on to discuss the interworking
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services that are implemented on top of this network, the different types of network
connections between the Campus and the Outlets (fixed connection or dial-up
connections) and the ways in which fixed connections are maintained and network
status information gathered and presented

m  Chapter 10 describes the hardware and software Platforms used. It groups these
together into classes that share a common hardware type or operating system or
purpose. Each Platform is described from the point of view of its broad hardware
requirements, the operating system that it supports, and the principal Applications or
Application components (Capsules) that run on it. The need for each of these
Capsules is derived elsewhere in the Document.

s Chapter 11 discusses the ways in which Applications are developed within the
various system layers. It describes the tools and processes used in this, and the ways
in which new or changed Applications and infrastructure developments are gathered
together and released into the live environment.

®  Chapter 12 discusses the Systems Management facilities used. It describes how these
are implemented, and the services they provide. The major emphasis is on the Tivoli
systems management applications. However, Chapter 12 also covers topics such as
the organisation of the Horizon Systems Help Desk and the Service Level
monitoring.

Finally, Chapters 13 to 17 discuss the solution from the perspective of the five
OPENframework “Qualities that any IT system must address.

s Chapter 13 discusses the methods used to ensure the 4vailability of services in the
context of the Service Level Agreements (SLAs) contained in the Contract. It
examines the resilience needed and provided within each Platform or network
component, and summarises the failover processes used to provide for resilience in
case of failure.

s Chapter 14 discusses Usability, and in particular how emphasis on this quality can
reduce the training needs for end users and reduce the number and cost of calls to the
Help Desks.

s Chapter 15 discusses Performance, its impact on the size and capacity of the
Platforms and applications that support the system architecture, and the significance
of the SLAs in the Pathway Contract. It emphasises the ways in which the agreed
business volumes feed through to the size of and number of instances of each
Platform type, the ways in which the capacity of the system is monitored and
predicted, and the scope for extensions to the solution as more business applications
are added to it.

m  Chapter 16 summarises the methods used to enforce the Security of the system, and
looks at the various methods used to support Authentication, Access Control and
Audit within the solution. It also examines the use of Cryptography to protect the
integrity and (where needed) the confidentiality of the data held in the system.

#  Chapter 17 discusses the Potential for Change to the system in response to revised
business or other needs. It looks at the ease with which new Applications can be
added to the solution, bearing in mind the architecture discussed in Chapter 5
"Application Architectures”. It also examines likely changes to the infrastructure
itself, and the impact of these on future Releases.
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1.4 DOCUMENT CONVENTIONS

A number of conventions are used in the diagrams contained in this Document. They are
illustrated in the following diagram. The colour names given are those in the Microsoft
Office 2000 colour palatte.

All the Platforms at a single Site are grouped together by a dashed box, like this, with the
name of the Site given in ltalics

1 4 Grey shadow to a
1 box, like this one,
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Figure 1.3 — Diagram Conventions

1.5 FURTHER READING
Next Chapter 2 The Horizon Business Specifies the business context into which the Horizon
Context services are provided by Pathway
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Chapter 2 -
The Business Context

2.1 SCOPE
This Chapter discusses the business context in which the Pathway provides services to
PO Ltd.

2.2 GENERAL

Pathway provides systems that meet PO Ltd’s requirements for the automated provision
of Counter services in Post Offices. These include the Electronic Point of Sale Service
(EPOSS) that supports the sale of goods and services at Post Office Counters. It also
includes services provided to the DWP Benefits Agency to control the issue and use of
benefit Order Books, and the Network Banking Service {(NBS) that enables Customers to
withdraw money from their bank accounts. This application will become more significant
as the DWP phases out the provision of Order Books in favour of direct payment of
benefits into claimant’s bank accounts.

Pathway provides the technical infrastructure and supporting services, as well as the
business applications that deliver the contracted services.

The technical architecture defines the ways in which various components are chosen,
developed, combined and integrated to deliver the solution required by PO Ltd. These are
dictated by technical completeness and the ability to meet these requirements.

2.3 PosT OFFICE COUNTERS LTD (PO LTD)

2.3.1 PO Ltd’s Business Position

PO Ltd acts as an agent to a number of Clients for which it provides counter services in
its Post Offices.

The following capitalisation conventions are used throughout this document.

s POCL’s Clients are always referred to with a Capitol “C”.
®  When referring to a client in a client-server sense, we use a small “c”.
s The people who use Post Office Outlets are known as Customers

PO Ltd has a unique position in British life. It is expected to provide a wide range of
often low-value services. As PO Ltd gains greater commercial freedom, it needs to bid
for, gain and retain a greater degree of high value business. It lives in a business
environment where it competes with cherry-picking organisations such as the banks and
supermarkets, which covet some of PO Ltd’s market share but do not have its special
social responsibilities.
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Pathway’s contribution is twofold. Firstly, it is to provide a system to PO Ltd that makes
it cost-effective to support their low-value operations. Secondly, it is to make it relatively
simple and inexpensive to add new high-value business. The system needs to ensure an
appropriate separation is maintained between PO Ltd and any other Clients for which it
carries out business.

The system supports a range of generic functions that can be used to extend the range of
business activities supported by PO Ltd. These centre on the following types of business
areas.

Conveying items e.g. parcels and letters

Paying bills to BT, utilities, local Government

Buying consumer goods and services - general retail products, registered letter labels,
lottery scratch cards

Prepayment services - DVLA savings stamps, gift vouchers and entertainment tickets
Acquiring licences - local Government permits, television, motor vehicle

Money management - banking deposits and cash withdrawals, savings and
investments

Insurance services - general, travel

Pensions payments - e.g. for MoD

PO Ltd are looking for a system that displays a number of qualities, including the
following,.

High availability

Style and simplicity of the user interface

Speedy Counter response times

Achievement of batch SLAs

Support which exceeds agreed SLAs

Low running and development costs

The capability to move forward as PO Ltd’s business needs change

23.2 PO Ltd’s Requirements

The contractual requirement is for the provision on each Post Office Counter across the
UK of a facility to transact most Post Office business, including point of sale services and
the payment of Benefits. These transactions are grouped together into Services. Each
service is treated as separate, except that all transactions from all of these services are
also transmitted to PO Ltd for their own subsequent processing. The services provided
include the following.

2.3.21 Electronic Point of Sale Service (EPOSS)

This provides support for customers purchasing goods or services. It also provides a
generic point of sale facility including cash reconciliation and end of day accounting.

2.3.2.2 Automated Payment Service (APS)

This provides support for AP Clients such as the utility companies and others who
provide the means for their customers to make incremental payments based on cards and
other devices
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2.3.2.3 Order Book Control Service (OBCS)

This supports the issue and encashment of Order Books. It takes a data feed from the
DSS OBCSp system. OBCS will continue to be supported until benefit books are
completely replaced by automated cash transfers (ACTs).

Note that there are two systems called “OBCS”: the Counter application that is part of
Horizon, and the DSS feeder system. To avoid confusion, the suffix “D” is used to
identify the DSS system.

2.3.24 Network Banking Service (NBS)

Starting in April 2003, it is expected that the DWP will begin to phase out payment by
Order Book in favour of direct transfer of funds to claimant’s bank accounts (dutomated
Credit Transfers, or ACTs).

The NBS service, which is introduced at BI3, enables members ofthe public to use their
bank cards to withdraw funds from their bank account at any Outlet. They can also
deposit funds, or carry out a balance enquiry. All NBS transactions are automatically
passed to the customer’s FI for authorisation.

NBS is supported by the development of a Carddccount at Post Offices {CAPO)
specifically targeted at those members of the public who are unable to obtam a
conventional bank account. Some facilities are provided at Outlets to handle aspects of
CAPO accounts, but these are not relevant to Horizon.

2.3.25 Debit Card System (DCS)
DCS enables customers to pay for goods and services using Debir Cards. A card may be
used for some or all of the value of a customer session. The transaction is verified by on-
line reference to a Merchant Acquiver who either Approves or Declines 1.

2.3.2.6 Logistics Feeder Service (LFS)

This is used to ensure that Outlets have up-to-date supplies of stock including cash. It
interfaces to PO Ltd’s SAPADS stock control system.

233 Horizon Context Diagram

This shows how the system provides services to PO Ltd and its Clients.
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Figure 2.1 - Horizon Context

The round cornered box represents the whole of the Horizon system. The square boxes
surrounding it represent external Entities. The lines represent data flows between
Pathway and these External Entities. The annotations next to the lines identify the
generalised types of data.

2.3.4 PO Ltd’s Clients

2.3.41 DWP Benefit Agency (BA)

A major Client is the DWP Benefit Agency (BA), for which PO 1td acts as the primary
Payment Agent. Payments are made via Order Books, each containing a number of
Coupons. Each Coupon can be exchanged for cash when it becomes due.

2.3.4.2 Financial Institutions

NBS provides facilities for Customers of selected banks and building societies (those
with which PO Ltd has reached an Agency agreement) to withdraw money from and
deposit funds into their bank accounts.

2343 Merchant Acquirer

DCS provides facilities for Post Office customers to pay for goods or services by means
of a Debit Card. Any such transaction is authorised, according to standard EFTPoS
industry standards, by a Merchant Acquirer. PO Lid have chosen Streamline Merchant
Services (SMS) as their MA.
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2344 Other PO Ltd Clients

There is a range of other Clients such as the utilities and local Councils for which PO Ltd
collects payments. Many of these provide Automated Payment systems, such as swipe or
Smart Cards, with the details of the payments being forwarded to the AP Client by

Horizon.
2.3.5 Interfaces to Horizon
2.3.51 Transaction Information Processing (TIP)

Transaction Information Processing (TIP) is a system used by PO Ltd to collect
transaction records about all transactions that occur at all Outlets that need to be
reconciled with its Clients. Pathway acts as an honest broker for both PO Ltd and its
Clients. While Horizon is not an accounting system, the data it passes to PO Ltd and its
Clients must be sufficient to enable them to balance their own books and settle accounts
between them. The data transmitted to all Authorities must be complete, accurate and
timely. Its integrity must be assured throughout the system.

2.3.5.2 Reference Data

Reference Data is a mechanism used by PO Ltd to provide Pathway with data about the
services provided, the products available for sale, and the ways in which these are to be
offered. It enables much of the operation of the business applications to be “soft centred”.
It is distributed to the Counters and is used by the desktop applications that provide the
contracted services.

24 PATHWAY

Pathway develops and owns the facilities used to provide the Horizon service to PO Ltd.
PO Ltd pays for these services via staged payments, by funding specific developments,
and by retmbursing running costs subject to achievement of SLAs. PO Ltd has an option
to purchase all the Horizon assets for a nominal sum at the end of the Contract.

241 Trading Partners

Pathway uses goods and services provided by a number of Trading Partners.

2411 Principal Trading Partners

24111 Escher Group Ltd

Escher are responsible for the Riposte messaging and retail software which forms the
core infrastructure of Horizon

24.1.1.2 Fujitsu Services Core Services (FSCS)

FSCS (formerly ISD) provide day-to-day operational management of the systems in the
Campuses, and of the network that links them. They also provide application support for
some of the applications on Host Servers and on the DWP VME mainframe.

FSCS’s Systems Management Group (SMG) is responsible for the systems management
of the platforms in the Campuses and elsewhere, including Software Distribution and
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24113

24114

24115

24116

24117

2.41.2

event and resource management. FSCS also runs the Horizon Systems Help Desk that
manages support calls from Outlet staff

Celestica

Celestica are responsible for building the Counter PCs that go into Post Office Outlets.
They use standard Fujitsu Siemens PCs and a build tape supplied by Pathway.

IBM

IBM provide the Network Banking Engine (NBE) that supports Network Banking
applications and hides from Pathway the complexity of the interfaces to the indivual
banks. IBM develops the interfaces to the NBE in co-ordination with PO Ltd and
Pathway.

Retail Logic

Retail Logic supply software to the EFTPoS market. Pathway’s implementation of
EFTPoS (DCS) will use components of Retail Logic’s Solve/SE and Solve/PFG software
suites.

NatWest Streamline

Streamline is a Merchant Acquiver, chosen by PO 14d to support DCS transactions in
QOutlets.

Energis

Energis provide network facilities, other than that between the Outlet and the local BT
Digital Local Fxchange (DLE).

Other Trading Partners

There are many other suppliers of components of the solution or services to it. These

include:

British Telecom ISDN Services

Cherry Keyboards

Cisco Routers

Compaq Windows NT servers and disk arrays

Celestica Preparation of pre-configured Counter PCs

Delphic Smart Cards used for Post Master's Memory Cards
Devlin LIFT Keyboard

Eicon ISDN cards and driver software

EMC Disk Arrays

Epson Printers

Fujitsu Siemens Computers NT Servers andWorkstations, including Counter PCs
Hewlett Packard HP OpenView

Hytec Communications software

Ithaca Printers used in Outlets

Landys & Gyr Smart Cards used as Utility Payment Cards
McPerson Flat screen displays

Microtouch Touch-sensitive screens

Novacom Microwave Ltd

Time Server

OKI

Printers used in Outlets

Panasonic Printers used in Outlets

PPC Printer cables and power supplies
Security Dynamics SecurlD tokens and associated software
Specialix 8-port I/O boards

SUN UNIX Workstations
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2.5

Tivoli (now part of IBM)

Systems Management software

Unison (now part of IBM)

Maestro scheduling software

Welch Allen

Bar Code Readers

Table 2.1 - Pathway’s Component Suppliers

FURTHER READING

n
Introduction to the Horizon architecture

Previous | Chapter 1 Introduction

Next Chapter 3 IT Perspectives on the Describes the main classes of people concerned with the
Horizon System systems developed by Pathway

SADD CR/FS/006 Service Architecture This specifies the services that are to be provided to PO
Design Document Ltd and DSS
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Chapter 3 -
IT Perspectives on the Horizon System

3.1 SCOPE

This Chapter describes the main classes of people, within Pathway and elsewhere,
concerned with the development and exploitation of the systems that provide the Horizon
solution. This classification is intended to enable Pathway to assess the effectiveness and
completeness of these systems.

3.2 THE USERS’ PERSPECTIVE
3.21 Responsibilities

3.2.1.1 Pathway’s Customer’s Users
3.2.1.11 Post Office Counter Clerks

The Outlet Counter Clerks are the main users of Horizon. They have access to a range of
desktop applications that include those listed in Chapter 2 "Business Context".

In addition to these desktop applications, Counter staff can also make telephone calls to
the Horizon Systems Help Desk, which answers technical queries about the operation of
the service and the systems installed in Outlets and the Campuses.

Their interest is in ease of use of the delivered systems, an intuitive interface, and speed
in carrying out transactions to avoid queues building up in Outlets.

3.2.11.2 Post Office Managers

Post Office Managers are responsible for their Outlets. As well as acting as Counter
Clerks, they are responsible for the End of Day balance activities. They look for
mechanisms that automate these (previously highly labour-intensive) activities and
enable them to be completed as speedily as possible.

Post Office Managers are also responsible for booting up the Counter PCs when they are
first installed or whenever they have been powered off. They are thus involved in the
Post Office Log On process that is a means of ensuring the security of the data held in the
Counter terminals. They want the process to be simple to use, and simple to restore if
something goes wrong (such as they lose their identifying token or Personal
Identification (PIN) number).

3.2.113 Post Office Customers

The Customer (the man or woman in the street) makes use of the services provided by
PO Ltd’s Outlets, and demands that these be provided efficiently, speedily and reliably.
They have no direct access to the Counter systems, other than use of a PIN Pad to verify
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an NBS transaction, and rely upon the skill of the counter staff to carry out transactions
on their behalf.

3.2.1.14 Horizon Help Desk Staff

Help Desk users respond to telephone calls from Counter Clerks and must provide a
speedy and accurate response to their concerns. This is aided by the provision of facilities
within the Counters to provide monitoring and support information that may be required
by Help Desk staff.

32115 Financial Institutions

A number of Banks and Building Societies will reach agreement with PO Ltd to enable
their Customers to use banking facilities in Qutlets. They expect these facilities to be
provided in a secure way, in line with normal banking practices and with the provision of
significant legislation such as the Data Protection Act (DPA).

3.2.1.16 Other PO Ltd Clients

Other POCL Clients use the Post Office mainly as a means of collecting payments from
their own customers. Horizon notifies these Clients of the payments collected.

3.2.11.7 PO Ltd Auditors

PO Ltd auditors examine the accounts kept within the Outlet and ensure that no fraud is
being perpetrated there. They need access to a complete and coherent set of records of the
transactions carried out at each Counter, as well as the knowledge that these records
cannot have been tampered with. Speed is of less concern than completeness of audit
information. However, it an Auditor is using a Counter PC, it should be returned to its
primary use as soon as possible.

PO Ltd Emergency Managers provide additional powers to the PO Ltd auditors when
they are prevented, by the absence of or lack of co-operation from the Post Office
Manager, from carrying out their usual functions.

3.2.11.8 Client Auditors

Client auditors are concerned with the administration of the services provided to them by
the system. They need to verify that these services are carried out in accordance with the
Contract or their own agreements with PO Ltd, and with normal fiscal safeguards.
Pathway’s role is to ensure that they have access to all relevant data. Much of this data is

defined in [ATFS].
3.21.2 Pathway Users
3.2.1.21 Management

Pathway management needs access to a range of applications that enable them to monitor
the performance of the business and ensure that SLAs are met.

32122 Pathway Auditors
These are of two types.

m Internal Auditors who monitor the handling of data belonging to POCL and its
Clients, and ensure that Pathway is in a position to invoice accurately for the services
it provides
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s Security Auditors who are concerned to ensure that the Pathway security policies are
adhered to and that all accesses to the system, for whatever reason, are monitored and
recorded

3.21.3 Support Users

Support of the Pathway systems is provided by the following organisations.

s The Horizon Systems Helpdesk (HSHD) provides first-line support to Counter Clerks.
It handles application-related incidents (for example OBCS stop list enquiries). It
forwards hardware related queries to Sorbus. It forwards system or software incidents
to the SMC.

m  The Systems Maintenance Centre (SMC) provides second level support to incidents
reported to it form the HSH.

m  The Systems Support Centre (SSC) handles third level support to incidents passed to
it from the SMC.

s Fourth line support is provided by Pathway’s suppliers such as Sequent and Oracle,
and the Pathway development units.

w  Support Engineers, who visit Outlets to replace faulty equipment. Their needs retlect
that of the Post Office Manager: to replace failed equipment speedily, and to
minimise the time spent in any one Outlet. They have an additional need: there is
limited space in their vans, and hence they cannot be expected to carry a large
number of different types of spare Counters or other equipment

The need of all support organisations is to identify and fix problems as soon as is
reasonably possible. They need speedy access to a wide range of potentially diagnostic
information, and this should not be unreasonably withheld from them on, for example,
security grounds.

They also need the ability to fix problems when their cause is found, but here there is a
need for more care and less speed to ensure that the cure is not worse than the problem.

Support users often have open access to the heart of the organisation’s computer systems,
so it is important that their actions are fully audited and that the users themselves are not
able to delete or modify the audit information.

3.21.4 Operational Users

These users provide day-to-day operational management of the systems at the Campuses.
Their activities are necessarily routine, and often carried out for a variety of different
types of system. Thus information flowing from the system to these users should be:

m relevant - don’t display it unless the operator should take some action as a result of it
or needs it to be on display for information purposes

® fimely - display it as soon as it becomes relevant
identifiable - the operator must be able to identify easily which system or system
component it relates to

3.2.2 Processes

Operational processes are necessary to ensure the smooth running of the operational
services. These include predetermined operational schedules, as well as processes which
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automate the many and varied contingencies which need to be anticipated and planned
for.

In addition, well-defined support processes are necessary to handle calls from Outlets and
others who are affected by problems with the delivery of the contracted services.

Lastly, where there is a need to call in outside support, careful authentication and
monitoring processes are necessary to ensure that the support staff can do their jobs
effectively and speedily but without affecting the integrity of the systems or the data for
which Pathway has accepted responsibility.

3.3 THE APPLICATION DEVELOPERS’ PERSPECTIVE

3.31 Responsibilities

The role of the Application Developer is to provide the applications (and, in this context,
infrastructure) needed to support the Horizon system’s requirements.

They are responsible for identifying and meeting the requirements of the users of these
systems, in the most cost effective way. They must provide a system that can be
effectively delivered and operated by the service provider and that can respond to
changes in the business requirements.

There is a spectrum of application development roles, as shown here.

Product
Perso nalisation

Figure 3.1 - Application Development Roles

8 Product Development is carried out by skilled application developers who design,
code and test the products of an application. Many of the business applications fall
into this category.

®  Product Selection and Integration is also carried out by skilled application
developers, who select ready-made products and integrate them so that they conform
to the system requirements. Most of the infrastructure has been developed in this
way.

8 Product Customisation involves adapting or configuring products to meet the needs
of specific users or Workgroups. Its principal need is in configuring the ready made
products to meet the needs of Horizon as a whole. A principal business objective is to
provide as much commonality as possible across the systems made available to the
end users, and thus there is, for instance, little or none customisation for the needs of
individual Post Offices.

®m  Product Personalisation is involved in ensuring that the user interface of the
application meets the need of a specific user. There is no requirement for this task
within Horizon
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3.3.2 Processes

This shows the stages that are involved in any product development.

Figure 3.2 - Application Development Processes

There are two classes of process: those involved with the development itself, and those
surrounding and supporting it. Both are equally important.

3.3.21 Development Processes

A number of processes are defined, and assigned to particular Teams within the Pathway
management structure.

3.3.2.11 Requirements Team

Most existing Reguiremenis are expressed in the Codified Agreement, though many of
these originated as “agreements to agree” that needed to be refined and elaborated before
application development could begin.

Further requirements are derived from business opportunities identified in discussions
with PO Ltd. They are captured in a Pathway-produced System Regquirements
Specification (SRS), which is an agreed statement of what is to be delivered. In the
future, it is likely that the SRS will be replaced by a Business Reguirement Specification,
owned by PO Ltd and produced jointly with Pathway.

3.3.21.2 Architecture and System Design

New business developments need to be justified against their ability to fit into the
existing system structure. This structure is described in the current Document, which is
owned by ASD. Any potential change to the system, or any requirement for a new
application, will be measured against the existing architecture. This is the responsibility
of ASD. Where the business case analysis indicates that the architecture is inadequate to
support the new business requirement, then ASD must assess the impact on the current
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architecture, and make the necessary chages to it. These are documented (usually m
retrospect} in the [TED].

ASD’s analysis of the requirement leads to the production of a Svstem Design
Specification (8DS) for the development. This is either developed by, or approved by,
ASD. The SDS enables Pathway management to produce a rough outline of its costs and
likely timescale. It identifies how the development will be undertaken, and how it fits
within the existing architecture (i.e. how it relates to this Document).

3.3.213 Delivery Unit

This SDS defines the overall structure within which developments take place. The
Delivery Unit takes the SDS and produces the high- and low-level designs needed to
enable the application and underlying infrastructure to be built.

The Delivery Unit is then responsible for constructing the product and its associated test
plans from the design. Unit Testing takes place once the product is developed or
procured, and ensures that the product conforms to the test plan.

3.3.214 Pathway Technical Integration

Technical Integration involves testing the product with other products with which it
needs to interwork, and {most importantly) veritying that it can be built from information
stored within Pathway’s Configuration Management database PYCS.

3.3.2.1.5 Pathway Testing Unit (PTU)

The Pathway Testing Unit proves that a new Release or Increment, and its components,
operates within the system infrastructure. Acceptance Testing takes place at the end of the
Integration process. It proves to the sponsoring Client that the development meets his
functional requirements, and to PO Ltd that it may be brought into use without impacting
on the existing solution or other applications.

3.3.2.1.6 Implementation

Delivery of the product involves putting it into use, for example by rolling it out to every
Outlet. The time that this takes depends on the type of product. If it can be distributed via
the Systems Management Software Distribution facilities, then it can be brought into use
very quickly indeed. If it requires a manual visit to every existing Outlet (for example to
install a hardware upgrade), then rollout will be extremely slow (not to mention
expensive) and may be error-prone to boot.

3.3.2.1.7 Evolution

Evolution of the system means keeping it up to date so that it continues to meet the
business needs of both PO Ltd and Pathway. It involves including new functionality and
exploiting new technology where it is cost effective to do so.

3.3.2.1.8 Review

Review is a process that is carried out periodically to ensure that the information system
continues to meet its business needs. It may lead to changes in the business requirements
and to the architecture within which these are developed.

3.3.2.2 Supporting Processes

A number of ancillary functions are involved in the application development process.
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3.3.2.21 Programme Management

This is necessary because of the wide range of projects involved in Pathway. It involves
co-ordinating these programmes and managing the need of each for scarce and competing
resources. Programme Management is also involved in the selection of suppliers to carry
out these projects.

3.3.2.22 Project Management

This is necessary within each development or for each supplier’s development to ensure
that it is developed to the requirements in the SRS and delivered to agreed timescales and
quality criteria.

3.3.223 Configuration Management

This involves keeping control over the developing components, ensuring that they are
brought together at the right time in the right order and comprise the correct parts. It
requires extensive use of the Pathway PVCS system from the earliest stage of any
development activity.

It is closely involved in the specification of the Horizon Release Strategy. It must be
closely integrated with supplier’s Configuration Management systems.

3.3.224 Contract Management

This is necessary where some components come from outside Pathway. It involves
negotiating an appropriate contract for the supply of the product or development, and
ensuring that the terms of the contract are carried out.

3.4 THE SERVICE PROVIDERS’ PERSPECTIVE

3.41 Responsibilities
Service provision covers the day to day management of the information system. It
ensures that the required services are delivered to users in accordance with SLAs.

Pathway’s Customer Services Directorate is responsible for the management of the
services provided to PO Ltd. They sub-contract parts of this responsibility to other
organisations such as FSCS.

3.4.2 Processes

This shows the fundamental classes of tasks used by service providers, and the flow of
activities between these tasks. The ten parts of the model contribute as follows.
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Figure 3.3 - Service Management Services

3.4.3 Operational Control Processes

3.4.31 Operations Management

This involves controlling and monitoring the managed resources in the network. They
include monitoring the status of managed systems, responding to alerts that they
generate, controlling services, and keeping users informed when changes are going to
affect them.

This is needed to automate the management of the systems that comprise the Horizon
estate, and ensure that they operate in an efficient way with the minimum of unplanned
downtime.

3.4.3.2 Problem Management

This involves providing a service to Operations and to other parts of the Systems
management process for diagnosing, fixing and preventing the occurrence of problems.

When a problem cannot be handled by automated systems, it should be brought promptly
to the attention of a human. This person can manage the impact of the problem, assign it
to an appropriate support resource, and track the subsequent processing of the problem.
Automated Help Desk facilities are essential to optimise the handling of problems in this
way.

Help Desk facilities are needed both for specific applications and for overall system
problems.

Infrastructure support is carried out by FSCS using a Help Desk installed in their
premises in Stevenage and Manchester. Second line support is handled by the SSC in
Bracknell. Third line Support is provided by suppliers including Sequent and Oracle.
Where these suppliers need on-line access to the system to enable them to provide speedy
support, or carry out detailed investigations of operational systems, this is provided at

Pathway premises.
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3.4.3.3 Capacity Management

This involves reviewing operational data to assess the availability and performance of the
system, and indicating when the service provided is liable to be affected by the capacity
of the system components.

Key to this is the ability to detect when particular resources are overloaded or are likely
to overload in the near future.

It is carried out by Pathway Management using information gathered by FSCS.

344 Introduction and Deployment Processes

3.4.41 Change Management

This involves providing a mechanism for handling changes to the system, including
defining the specification, validation, impact of and authorisation for the change, and the
subsequent scheduling and implementation of it.

3.44.2 Distribution Management

This provides mechanisms to deliver, install and activate components of the system.

Automated Software Distribution, especially to Counter PCs, can remove the need for
human intervention, and enable a greater degree of commonality in the software used
than would be possible if users or local administration staff had responsibility for this
activity.

Managing Software Distribution is a complex process. It can be simple in operation, but
only if every distribution is designed extremely carefully, with an understanding of
everything that could go wrong. Distributions need to include a regression process which
can “undo” the entire distribution should the software prove flawed in operation.

Software Distribution is carried out jointly by Pathway management and SMG. Software
is developed by Pathway, as described above. It is passed to SMG through a process that
“seals” the product, to protect its integrity, and is distributed using automated
mechanisms.

3.4.4.3 Inventory Management
This involves maintaining up to date records of the total set of applications, hardware and
software components and infrastructure that comprise the system.
Pathway maintain an asset register of all systems installed in Post Office premises, and a
Software Inventory of the software state of all platforms including Counter PCs.

3444 Generation Management

This involves ensuring that new or replaced Counter PCs are delivered and installed on
time and accurately and configured as members of the Horizon network in an efficient
and secure manner.

This is the responsibility of Pathway management using information provided by PO Ltd
and Pathway’s. Configuration changes are distributed by FSCS where feasible.
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3.4.5 Planning and Reporting Processes
3.4.5.1 Billing Management

In general, PO Ltd pay Pathway at various stages on the achievement of Acceptance of
the delivered system.

These payments may be modified should Pathway fail to meet SLAs, most of which
relate to response times to various criteria. Pathway needs to gather and store the data
necessary to carry out these calculations.

3.45.2 Service Level Management

This involves giving a clear statement of what the system has to provide, and reporting
on the service levels achieved. It feeds into the Billing process described above. There is
a contractual requirement to provide this information as part of its billing process.

3.4.5.3 New Requirements Management

This involves responding to requests for modification to the infrastructure and for the
implementation of new applications. It is described further above.

3.5 FURTHER READING
Previous | Chapter 2 The Horizon Business Discusses the business context into which the Horizon
Context services are provided by Pathway
Next Chapter 4 Overview of the Horizon An overview of the technical infrastructure which supports
Architecture and constrains the applications that provide services to
Pathway's customers
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Chapter 4 -
Overview of the Horizon Architecture

4.1 GENERAL

This Chapter provides an overview of the technical infrastructure that supports and
constrains the services provided to PO Ltd and its Clients.

The principal applications, and some aspects of their behaviour, are described in
Chapter 2 “Business Context”. This Chapter shows how these are implemented. It
illustrates the various components of each business application. It discusses the other
system components used to support these applications, and the Platforms on which these
are located.

4.2 MAJOR ARCHITECTURAL FEATURES

The system’s architecture has to cater for the following parameters.

A very high throughput (up to 1,000 transactions per second at peaks)

A very high availability, in particular of Counter PCs which must be able to operate
autonomously if their communications links fail {at least for those applications that
do not require a real-time response)

No IT support or skills in the Post Office Outlets

The ability to add new business applications with minimal disruption to existing
systems

421 Major System Components

This shows the major logical components of the system.

Links to PO Ltd and
their clients

S

ICL Pathway
Central Systems

|

Distribution
mechanism

Wide Area
Network

Post Office
Counter Systems

Figure 4.1 - Major Logical Components
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Here and elsewhere in this Document, the logical structure is described “bottom up”,
starting with the systems installed in Outlets.

4211 Counter Systems

42111 Outlets

Outlet is the generic name used in this Document to cover all Post Offices and Sub-Post
Offices, of whatever size, which are provided with Horizon services.

42112 Purpose of Counter Systems

The Counter Systems provide interactive support for all the staff in every Outlet, and give
them access to the Horizon services. The interface presented to the Counter Clerk is
specifically designed for retail use. It provides a user interface that requires the minimum
of input from the clerk, especially via the keyboard. Many Counter applications are
driven by information stored on magnetic cards or other tokens. The appropriate
application is entered as soon as the Counter Clerk swipes a card or scans a bar code.

42113 Availability of Counter Systems

In general, the Counter systems must be capable of operating even if they lose their
connection to the Centre. An increasing number of real-time applications reguire a real-
time response from a third party before they can proceed, and obvicusly these cannot be
used if the communications facilities are unavailable, However, other applications should
still be usable. An on-screen indication is used to show the Counter Clerk whether the
communications link is avatlable, and hence whether real-time applications can be
processed.

42114 Transaction Authorisation

Most of the transactions that occur at the Counter are “unplanned”, in that nothing exists
to represent an individual transaction until a customer walks up to the Counter and asks
for some service or product. Where possible, the transaction should be able to complete
without reference to the centre. In some cases, this will not be possible, and the
Counter PC will have to contact the centre to seek authorisation to complete the
transaction.

4.21.2 Wide Area Network

A communications network is used to link the Outlets with the distribution mechanism.
This is provided over an ISDN line into each Outlet. The nature of the connection reflects
the volumes of business transacted by the Outlet, and for busy Outlets may be a
permanent connection for all or part of the day.

4.2.1.3 Distribution Mechanisms

The distribution mechanism is responsible for taking one logical stream of information
from the Central Systems and fanning it out to nearly 18,000 Outlets across the UK. It
also receives input from these Outlets and merges it into one ore more logical streams.

4.2.1.4 Pathway Central Systems

The central systems comprise substantial computers running large relational databases.
These central systems are responsible for the following.
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Receiving information from PO Ltd and its Clients

®m Storing incoming information, and in some cases using it to modify existing
information
Transforming it into a format suitable for the Counter applications
Passing information to the Counter applications via the Distribution Mechanism

B Receiving information back from the Counter applications via the Distribution
Mechanism
Storing returned information
Passing information back to PO Ltd and its Clients
Passing requests for information (e.g. authorisations) to third parties in real- time, and
returning theresponse to the Counter application

®  Summarising information into an appropriate format for Management Information
access

= Reconciling transaction flows to different recipients

4215 Links to External Systems

The solution requires electronic links to computer systems run by:

PO Ltd

Clients of POCL, including the DSS

Pathway's suppliers and support organisations

Merchant Acquirers who authorise and process Debit Card Service {DCS)
transactions

8 A Network Banking Engine (NBE) that provides access to systems run by the banks
and other Financial Institutions

422 Vertical Application Structure

The system architecture adopted to meet these requirements is not based on conventional
client-server models. Nor does it conform to traditional central-system models. It adopts
an entirely original and highly innovative four-tier model that effectively merges the
qualities of central systems and client server systems.

The business services can be viewed as vertical “stripes” across a number of horizontal
layers. The infrastructure supports this structure in a great many ways, as described in
Chapter 5 “Application Architectures”.

The Distribution mechanism referred to above is called the Transaction Management
System (TMS) in [SADD] and other contractual documents. Its scope is shown by the
dotted outline.
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Figure 4.2 - Vertical Services
4.2.2.1 The Counter Layer

A number of applications are implemented at the Counter Layer. These implement the
business services required by PO Ltd and its Clients. They use a common Graphical
User Interface (GU1), provided by Escher, that simplifies the tasks of the Counter Clerk
and aims to minimise the time taken by any Counter transaction.

The Counter Layer uses a messaging infrastructure provided by a system called
WebRiposte. Each transaction executed at the Counter is written to a Riposte Message
Store on the Counter as one or more messages. WebRiposte then replicates these
messages to all the other Counters in the Outlet, and to a set of Correspondence Servers
in the Campuses.

Much of the data required by Counter applications, including much of the way in which
they operate, is passed in Reference Data, which is distributed via the same WebRiposte
messaging mechanisms. Reference data originates with either PO Ltd, the appropriate
Client, or within Pathway itself, and is distributed to all relevant Outlets. It enables the
construction of “soft centred” applications whose operation can very easily be modified
by changes to the Reference Data.

fn the future, the use of WebRiposte will enable the development of Web-like applications
that are specified in a scripting longuage with similarities to XML.

4222 The Correspondence Layer

This layer provides the Campus end of the message distribution processes. It runs the
Riposte Message Service on a set of large Correspondence Servers. It is used to pass data
between the Agent Layer and the Counter Layer, and to provide resilience for this data.
All messages written to the RMS are archived each day, for audit purposes.
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4223 The Agent Layer

The distribution mechanism and the Counter systems require data to be passed to them
(and returned from them) in Attribute Grammar form. This is different from the Host
layer’s record view of'its data. These differences in expectation mean that the data needs
to be transformed from one format to another as it passes up and down the vertical stripe.
Both transformations are carried out in the Agent Layer. Each vertical stripe of
applications needs to provide its own Agents.

The Agent Layer is also responsible for obtaining real-time responses from particular
Clients for applications such as NBS and DCS, and in the future for other applications
such as E-Top Ups {recharging a mobile phone pay-as-you-go card).

4224 The Host Layer

The systems at the Host Layer can provide permanent storage for information if required
by the application’s business rules. The Host systems can accept data from external
Clients, and translate a file-based view of this information into discrete transactions or
“messages”. These are then passed to the Counters via the Agent and Correspondence
Layers. Similarly, messages received from the Counters are translated back into a file-
based view for transmission to the external Clients.

Host systems also implement any Reconciliation made necessary by their own business
rules.

Host systems record any transformations they make, for audit purposes.
4225 The External Interface Layer

Standardised facilities are provided to transfer bulk information to and from PO Ltd and
its Clients. In most cases, this information is passed as “flat files”, and a File Transfer
Management Service (FTMS) is used to ensure the integrity and timeliness of the data
passed across the interface. Information is generated by, or passed to, the Host Layer.

The system maintains an audit log of information flows across this boundary. In most
cases, the actual data passed is also retained for audit purposes.

4.2.2.6 Summary of Application Structure

The Correspondence Layer servers and the Counter Infrastructure, which implement the
overall WebRiposte service, are transparent to the application’s vertical structure (though
they provide generic services which are used by both the Agent Layer and the Counter
Desktop layer). Thus, each vertical application has four major components within the
Horizon domain:

Counter Applications
One of more Agents
A Host System

An External Interface

The thickness of each horizontal layer within each vertical stripe can vary enormously
and in some cases may almost disappear or be merged into another layer. For example, an
Agent and a Host may be merged if the Host only supports transient storage of

information.
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4.3

4.3.1

4.3.1.1

4.3.1.2

4.3.1.3

LoGicAL ARCHITECTURE

A number of logical components are provided to support the vertical services. These are
shown below. They include not only operational components that directly support the
provision of the required services to business applications, but also components that
support the Pathway business itself.

C T T T T T T p T
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; Systems
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External Interfaces
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Figure 4.3 - Logical Architecture

Operational Systems
These include the components that support the vertical application structure.
Presentation

This mechanism supports the Riposte Desktop interface that handles the operational
aspects of the Counter system. It takes information provided by the Host Systems and
displays it to the Counter Clerk, and takes information entered by the Counter Clerk and
propagates it to the Host Systems. It applies very few business rules, and logically has no
persistent data storage apart from Reference Data.

Local Systems

Outlets need support for local business processes, such as the following.

Local user management

Stock management

Cash drawer management
Balancing and reconciliation
The production of local reports

The local systems access local operational data, and contain sufficient business rules to
support local processes. To keep the Counter Clerk's view of the Counter PC consistent
and simple, these local applications are implemented as part of the Riposte Desktop.
They support the same presentation mechanisms as the main business applications.

Host Systems

These Servers run mainly large background batch processes and represent the part of the
architecture that is responsible for the following functions.
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s Manipulating the information received from the External Client Systems into a form
that is appropriate for the presentation mechanism and vice versa
Applying business rules that are relevant to that information

® Storing non-transient information within the “Data Storage” component. This
includes metrics needed for the computation of SLAs that may modify the payments
due from PO Ltd for the achievement of key deliverables.

= Manipulating any such stored information

There are a number of Host systems, each aligned with a different business streams.
Others will be added as new applications are supported.

4314 Data Storage

This represents the base data needed to support the main business applications. It
includes their archiving and recovery mechanisms as well as those concerned solely with
data storage.

In this logical model, data is considered as a single resource, even though it may be
distributed throughout the solution and have different owners. Some of the data has a
relatively long life and some is transient. In general, data is structured to optimise the
behaviour of the operational systems to which it belongs.

The data held includes metrics that allows measurement of system performance in a
number of dimensions that allow calculation of the service levels achieved. This is
needed both to meet reporting requirements, and because there are penalties for failure to
meet SLAs.

4.3.1.5 External Interfaces

These represent the mechanisms that are used to move information to and from the
External Client Systems. They include file level validation and integrity verification
mechanisms; audit trailing of file receipt and transmission; data compression if necessary
for performance reasons; and recovery/retry mechanisms.

Although shown as one “box”, this exists at both ends of the connection. The usual
mechanism consists of file transfer operations between an Pathway provided system at
the Client’s premises, and a similar system at an Pathway Campus.

These interfaces can also be real-time. Interactive messages can be driven either by the
Client or by Horizon.

4.3.1.6 External Client Systems

Horizon has to connect to these, and to transfer information to and from them in a secure
manner.

There are a large number of sources of external data, or locations to which Horizon must
transfer data. An example is the Automated Payment Service (APS). Payments are made
by customers using magnetic cards or smart cards issued by the Utility companies.
Records of these payments are passed to the Utilities via the APS application. The
recipient system could be any type of Platform, running any type of industry standard or
proprietary operating system and middleware.
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4.3.1.7

4.3.1.71

43.1.7.2

4.3.1.7.3

4.3.2

4.3.2.1

The system boundary between Horizon and these external systems varies. In the usual
case, the Client transfers the data to a gateway system on their premises provided by
Pathway, or takes data from that gateway.

Help Desks

Horizon Systems Help Desk

This is operated by FSCS. Counter Clerks can telephone it when they have a problem
with the operation of their equipment or (in certain cases) of the Counter applications.

Telephone calls to the Help Desk use a standard set of “local call” (0845 or 0345)
numbers. A Call Managing system is used to route the call to an appropriate operator.

System Support Centre (SSC)
This is provided by Pathway. It provides a second level support function.

UK System Service (UKSS)
UKSS provides a hardware support and fix process on behalf of Pathway.

Pathway’s Corporate Systems

These systems support Pathway’s business objectives by gathering, transforming,
analysing and presenting the information needed to charge for the services provided.

Corporate Information

This is a Data Warehouse, separate from the main business data storage. It holds
information used to support Pathway’s own management processes, including those
contractually necessary to assess conformance to the SLAs, and (from BI3} information
needed to provide sales and marketing information to PO Ltd. Data is held in such a way
that it can support different types of analysis.

The Data Warehouse runs mainly large batch processes responsible for the following.

®m  Receiving information from the Input systems, and converting the various source
formats into a consistent format suitable for use by all the output components.
Aggregation of transactional information from the Input systems to summary totals.
Housekeeping of the information repository to satisfy all archiving, retrieval and
recovery requirements.

m  Capacity Management activities that are used to ensure the system infrastructure can
cope with envisaged changes to the workload.

The following diagram gives a high-level view of the corporate information, and shows
the derivation of the data in the system.
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Figure 4.4 - Corporate Information Flows

Inputs to the Data Warehouse come from the following logical input components:

s Riposte messages comprising all Counter transactions (via the Transaction
Processing System, TPS)

s Horizon Systems Help Desk and BT for details of calls handled

m Reference Data Database

All information flowing into the Data Warehouse is recorded for audit purposes.
Management Information System (MIS)

The Output components represent the Management Information System (MIS)
applications. This provides a set of analysis tools that can sift and structure the
information in the Data Warehouse to support Pathway’s management activities. These
are mainly enquiry and extract processes, on line and batch, but also include on-line
general maintenance functions to record additional information not otherwise provided
by the Input system.

Service Level Contract Administration (SLCA)

SLCA is used, in conjunction with its reporting system Service Level Agreement
Monitoring (SLAM), to compare the performance of the Horizon system against a
number of measures and formulae established in the Codified Agreement.

Service Level Agreement Monitor (SLAM)

This is an adjunct to SLCA, and reports on information pertaining to the Service Level
Agreements (SLAs) between Pathway and PO Ltd, and monitors compliance with these
SLAs. It facilitates periodic internal reviews, Pathway/Customer reviews and
Pathway/Supplier reviews. It uses timestamps generated by various system components,
down to the Outlet level where appropriate, as well as information relating to other
activities. This is keyed in manually.
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43223 Other MIS Applications

The information held on the Data Warehouse is also used for other purposes outside of
the core Pathway MIS requirements. Typically, aggregated and summary reports are
delivered from the Data Warehouse, and exception or transaction level reports are
delivered from Host Systems.

In addition, from BI3, information relating to NBS and DCS transactions is provided to
PO Lid in a number of reports that support their business processes.

4.3.2.3 Data Reconciliation Service (DRS)

At BI3, a Data Reconciliation Service (DRS) is introduced. This takes information
relating to all NBS and DCS transactions, and reconciles the different data flows. It
maintains data about transactions until they are reconciled (this may take some days) and
for 90 days thereatter.

4.3.3 Management and Support Systems

A range of logical systems is provided to enable Pathway to manage and support the
operational systems and corporate applications.

4.3.31 Security Systems

Data in Horizon represents large amounts of either PO Ltd's, or PO Ltd Clients' money.
Security mechanisms are provided to ensure the integrity of this data. Similar
mechanisms are used to protect the confidentiality of personal information.

4.3.3.1.1 Authentication Systems

All users must authenticate themselves before they are permitted to access any Horizon
systems. The type of authentication depends on the role and location of the user.

4.3.3.1.1.1 Counter Clerk Authentication

Within Outlets, Counter Clerks, and Post Office Managers are authenticated by the
Riposte Desktop. The Post Office Manager specifies to Riposte the Counter Clerks who
may use that Outlet’s Counters. The Counter Clerks authenticate using a username and
password whenever they begin to use a Counter PC.

4.3.3.1.1.2 Counter Authentication at Startup

Post Office Managers are provided with Smart Cards that they must use when switching
on or rebooting the Counter PCs. They must follow a Post Office Log On (POLO)
dialogue that requires the smart card along with a 14-characyter PIN. The operational
information stored on the Counter PCs’ disks is encrypted. The decryption key is derived
as part of the POLO process.

4.3.31.1.3 Customer Authentication

Customers carrying out NBS transactions must verify themselves by typinga PIN into a
PIN Pad before the transaction is authorised. The encrypted PIN value is sent to the
Customer’s FI as part of a Request ({R]) message, and the result of the authorisation
{Accept or Decline) is included in the returmned Authorisation {[A]) message.
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4.3.3.1.1.4  Authentication in Campuses

Users accessing the central systems for operational management or other administrative
purposes must authenticate using hand held SecurlD Smart Card tokens. These display a
randomly changing number. The user authenticates by typing the displayed number and
his or her own PIN when prompted to do so.

43.312 Access Control

Access Control entails limiting the access granted to a user following authentication. No
access is allowed before a user is authenticated. The access permitted depends upon the
Role(s) authorised for each user. Roles are groupings of functions, implemented in
various ways by the different Platforms.

4.3.31.3 Audit

All successful and unsuccessful authentication attempts, as well as administrative actions
to add or delete users, or change their attributes, are recorded for audit purposes. Many
other operations are also audited, including all financial transactions.

43314 Cryptography

Cryptographic techniques are used to protect the integrity of financial and other
information within the system, and the confidentiality of personal data stored within the
system. The algorithms, encryption devices and techniques used are those approved by
HMG’s Communications Electronic Security Group (CESG).

4.3.3.1.4.1 PIN Encryption

PINs typed by Customers into Outlet-based PIN Pads are encrypted within the PIN Pad
and the encrypted value returned to the Counter for transmission to the Campus. The the
key used for this encryption is unique to the Outlet. At the Campus, the encrypted PIN
block is translated to use a Key that is agreed between Pathway and the NBE.

4.3.314.2 Link Protection

Hardware and software based encryption technology is used, where appropriate, to
provide integrity and confidentiality protection on links between Pathway and its
partners. Software encryption is used for all traffic between Outlets and the Campuses.
The Key used to encrypt traffic to and from a particular Outlet has the additional benefit
of acting as an authentication of the Outlet.

4.3.3.1.4.3  Message Protection

Encryption is also used to “seal” important data items that may be transferred over
several links, and where the end-to-end integrity of the data is important. The recipient
can then verify the integrity of the sealed data by using an appropriate public key.

= The integrity of Automated Payments, and distribution of updated software
modules, is protected using this technique

o The integrity of Request, Authorisation and Confirmation (R, A, C) messages sent
to or received from the NBE (for NBS transactions) or MA (for DCS) is
protected in a similar way
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4.3.3.1.4.4 Filestore Encryption in Outlets

Inf ormation stored on Counter PCs is encrypted and can only be decrypted as part of the
Post Office Log On dialogue. This ensures that the data is inaccessible should the
terminal be stolen.

43.3.1.5 Key Management

A Key Management Application is provided to support the distribution of crypto Keys to
relevant platforms to support the encryption facilities, and to revoke these when they
expire or are compromised.

4.3.3.2 Systems Management and Support

FSCS, on behalf of Pathway, provides a range of operational management and systems
management facilities. These include the following.

Day to day operation and scheduling of the central systems

Operation of the Horizon Systems Help Desk, which manages calls from Outlet staff
in response to problems with the Outlet equipment

Monitoring the behaviour of the various components of the system

Distributing new or amended software to them.

Tivoli Enterprise Management facilities are used for systems management, including
event management and Software Distribution. Tivoli interfaces with the native facilities
of the remote Platforms, or with other management facilities. Additional facilities are
provided by FSCS to monitor and broadcast the status of Outlet systems. This
information is held in an Operational Management Database (OMDB) and is made
available on a Web server that can be accessed by some support staff using Internet
Explorer. The OMDB is held within the Campus’s EMC disk array. A subset of this
information is replicated to a Service Managemeni Database (SMDB) where it can be
accessed by a rather larger number of support and management staff.

BMC Patrol facilities are used to manage the Sequent Host systems.
HP OpenView is used to manage the network.

All Systems Management processes that cause a persistent change to the nature of the
system are recorded for audit purposes.

4.3.3.3 Estate Management

The Horizon system supports up to 38,000 Counter PCs spread over nearly 18,000
Outlets. Managing the ongoing installation and configuration of new Outlets and
replacement Counter PCs, and the temporary or permanent removal of Qutlets, is a
complex and potentially error prone process. A number of steps are taken to simplify it
and speed it up.

4.3.3.3.1 Counter PC Replacements

A replacement Counter PC is effectively a “vanilla PC”. It has the ability to connect to a
dedicated Boot Server within one of the Campuses. This server initiates the Auto
Configuration process, which “personalises” the Counter PC and enables it to process
transactions. It also brings its software state up to that of the rest of the estate.
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43332 Steady State Outlet Change

Similar mechanisms are used when a new Qutlet is opened, or additional Counter PCs are
installed in an existing Outlet. These changes are implemented by the Qutlet Change
Management System (OCMS). Input to OCMS is Change Requests received from PO
Ltd, for example to open or close Outlets, or vary the number of Counters in an Outlet.
OCMS generates data feeds to a number of other systems involved in managing the
Outlet estate, including:

®  Auto Configuration

m  Tivoli
e KMS
44 PHYSICAL ARCHITECTURE

This sub-section summarises the physical components that support the logical functions
discussed above.

441 General

4411 Campuses

Counter services are supported by a number of Platforms that are in the main located in
physically secure Pathway Data Centres. For resilience there are two Data Centres,
located at Wigan and Bootle, each called a Campus. Each Campus provides fallback for
the other.

4.4.1.2 Campus LAN

Each Campus has a set of duplexed central high-speed Local Area Networks (LANs).
Each server is connected to both plexes of a particular LAN. The LANs are supported by
a Cisco Switch that supports “Virtual LANs” (VLANs) spanning both Campuses. This
enables simplified failover of certain servers between Campuses.

Each Campus also has a set of WAN and ISDN Routers that form the Pathway end of the
connections to external services and to the Outlets, including the FRIACO services
mtroduced at BI3. These are separated from the Campus LAN by a pair of Logical
Campus Routers. These provide a level of indirection and remove the need for the central
servers to know the network addresses of all the sites and Outlets that connect to the
system.

4413 Platform Classes

There are a number of different classes of Platform, varying widely in their software
environments. The following diagram illustrates these classes of Platform types, and
shows their locations.
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Figure 4.5 - Physical Components

442 Counter PC Platform

4.4.2.1 Counter PC Hardware

Each Counter PC is an Intel-based PC with a 400 MHz processor, 128 MB of memory
and a 13 GB (or larger) disk. Most Counter PCs occupy fixed positions within an Outlet.
A small number of Single Counter PCs are defined as Mobile Outlets, and may be moved
between different locations. In some Outlets with very limited space, Counters may be
held on trolleys.

4.4.2.2 Network Connections

One Counter in each Outlet (the Gateway PC) acts as the connection to the Campuses.
Other Counter PCs within the Outlet are linked to the Gateway PC via LAN cards. All
traffic across the Outlet LAN is encrypted using VPN facilities.
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4423 The Gateway PC

The Gateway PC is responsible for the communication with the Campus. It supports a
mechanism known as a Virtual Private Network, or VPN, in which all communication
with the Campus is encrypted with a Key that is unique to that Outlet. Thus, as well as
protecting the data passed to and from the Outlet, this acts as a form of authentication of
the Outlet to the Campus (and vice versa).

Most Outlets communicate with the Correspondence Servers at the Campuses via the BT
supplied ISDN network. Connections are passed from BT to the Energis data network
and thence to a bank of Campus ISDN Routers. Some Outlets, in areas where ISDN is
not available, communicate with the Campuses via satellite links.

To cater for an increasing number of applications that require real-time responses, the
network connections in a proportion of Outlets are kept “natled up” for all or part of the
working day.

The Gateway PC also acts as a logical “back office” PC. It supports an A4 printer used to
produce reports. In a small office, this is a compact ink-jet printer. In the larger offices, it
is a laser printer.

44.2.4 Counter PC Software

Each Counter PC runs under the Windows NT Workstation V4.0 operating system, with
specific device drivers to support the Counter peripherals. However, the conventional
Windows NT desktop is replaced by the Riposte Login screen and Desktop, and the
Counter Clerk has no access to standard Windows NT facilities.

4425 Counter PC Peripherals

Counter PCs are equipped with a number of peripherals including the following.

A 10 inch colour Touch Screen or 12" flat panel screen

A specialised financial keyboard with magnetic stripe reader and Smart Card reader
A hand held Bar Code Reader

PO Ltd-provided weigh scales that are shared, by networking, between a
preconfigured set of Counters. Counter Clerks may press a Menu Button on their
screen to read the weight of an object on the scales.

® A tally roll printer including a slip printing facility

A PIN Pad, on which Customers can enter a multi-digit Personal Identification
Number (PIN} to verify an NBS transaction

4.4.3 Network Connections

At the Campuses, Outlet connections are supported by banks of ISDN or Frame Relay
Routers, or Energis-supplied Routers that support a Fixed Rate Internet Access Call
COrigination (FRIACQO) service. These are connected to a duplexed Access LAN, which is
connected to the (also Duplexed) Server LAN via a set of Routers and a bank of VPN
Servers. These servers carry out the Campus end of the link encryption process described
above, and hence ensure that communication is only from bona fide Outlets.
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Figure 4.6 - Correspondence and Agent Servers

Correspondence Server Platform

There are a number of these in each Campus. Each is a four-processor Compaq D1.360
server, with approximately 150 GB of disc storage, running under Windows NT Server
V4.0. The main software on the server is the Riposte Message Service. The data in the
message store is held on an EMC disk array that provides disk mirroring and backup
facilities.

Communication with Agent Servers is via the duplexed Server LAN, as shown above.
Agent Server Platform

These are high performance Compaq DL360 Pentium III PC Servers. They run under
Windows NT Server. They support Riposte Client software, and any client software such
as Oracle as required. They form the interface between the Host Central Servers and the
Correspondence Servers. The Agent applications act as clients to both, by “pulling”
information from one and “pushing” it to the other. This occurs in both directions.

The term Agents within the Pathway solution always refers explicitly to the interface
layer above Riposte.

A set of specialised Agent platforms are provided for NBS and DCS, and manage the
real-time interface to the relevant client systems (NBE or MA). These are held within a
De-Militarised Zone (DMZ) to isolate the Campus LAN from these Client systems.

Host Servers

Host Central Server Platform

There is a Host Central Server in each Campus. It is a single Sequent NUMA-Q system,
running under Sequent’s Dynix version of UNIX, and supporting a number of Oracle
databases. Agent applications use Oracle SQL*Net to access data in these databases.
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Work is scheduled on each Host Central Server (and on the Agent and some other
servers) by the Maestro scheduler. This supports time based scheduling and Job inter-
dependencies.

A systems management product, BMC Patrol, monitors the system’s behaviour and
performance, including that of the Oracle database. It passes events and alerts on to
Tivoli.

4.4.6.2 Other Host Server Platforms

A number of non-mainstream applications are hosted on Compaq Windows NT servers
running Microsoft SQL Server.

447 External Interface Gateway Platforms

Much Campus processing involves file transfers to and from external Clients. Apart from
OBCS, the strategy for these is to use a pair of PC servers, supplied and managed by
Pathway. One is installed in a Campus, the other in the external organisation’s premises,
along with a Router or other connection to the data network. The Servers run under
Windows NT Server. The transfer process is handled by the File Transfer Management
System (FTMS). This is a generic mechanism that is configured to the particular needs of
each interface. It includes a set of functions, such as file compression/decompression or
encryption/decryption that can be included or excluded depending on the requirements of
the interface. Some or all of these functions are grouped together for each specific use of
the FTMS. The Transfer protocol used is the Windows NT file copy process.

———————————————————————————————————————————————————————————
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Host
Central
Server
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Figure 4.7 - External Interface Gateways
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4471 AP Client Interface Gateway

Clients communicate with the Horizon system via a direct connection from the Campus
AP Client Gateway, via ISDN, to the PO Ltd AP Clients. Each Campus AP Client
Gateway is sized to be able to support connections to a considerable number of AP
Clients.

4472 PO Ltd TIP Interface Gateway

The PO Ltd TIP service is sent records of all transactions that take place at all Outlet
Counters. It also provides Pathway with Reference Data. This service runs on a PO Ltd
site at Huthwaite, near Chesterfield. A separate FTMS service, running on the same
platforms, sends NBS management reports and DRS reconciliation reports to PO Lid
each day.

44.7.3 NBE Gateway

The NBE sends files of confirmation messages to Horizon at the close of each day. These
are transmitted via FTMS.

4438 Client Systems Platforms

This term includes a variety of platform types. Their exact nature is only of interest in the
few cases where information flows directly to and from the Client System, rather than via
the External Interface Gateway platforms. These platforms are as follows.

4.4.8.1 DWP OBCS Server

The DWP Area Computing Centre (ACC) contains a Fujitsu SX server running under
Fujitsu’s proprietary operating system VME. This hosts the DSS OBCS System, which is
run by EDS. Access to these systems is via a Firewall. Pathway has a partition that is
used to exchange data with the DWP. Files are transferred directly between the VME
system and the Host Central Server. The overall structure is as follows.
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There is a two-way batch communication between the OBCS), service and the OBCSy
service. The physical components are as shown in the diagram above.

44.9 Pathway Corporate Platforms

A number of Platforms are used to provide internal Pathway services, including the
collection and analysis of data used to support the SLAs negotiated with PO Ltd.

4.49.1 Data Warehouse Server

The Data Warehouse Server is located at one of the Campuses and is a single Sequent
NUMA-Q machine. its data is held on an EMC Disk Array. It is used to collect
performance data from other systems. This data is retained for up to four months before
being archived to tape.

The MIS is a collection of applications that run within the Data Warehouse Server. These
include Oracle’s On-Line Analytical Processing (OLAP) Express packages. OLAP
permits its users to generate and subsequently analyse three-dimensional “cubes”
containing the data of interest, and subsequently to “drill down” through this to finer and
finer levels of detail.

This service runs in a separate NUMA-Q Quad from the Data Warehouse service for two
main reasons:

m  Oracle Express does not currently operate in client/server mode and the user sessions
are particularly processor and memory intensive. Running these sessions on the same
processors as the Data Warehouse would require a different configuration that is not
conducive to running an efficient enquiry service.

s The OLAP data cubes generated for MIS applications are likely to be quite large.
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4492 MIS Client PCs

MIS services are accessed via a set of Client PCs, standard Windows NT Workstations
running client software for one of more of the corporate applications. These Client PCs
are based at Feltham and Bracknell. They include the Business Objects software that is
used to generate database reports.

4410 Security Management Platforms
A number of types of Platform are used to support the security needs of Pathway.
4.4.10.1 Domain Controller

Campus and support centre NT platforms make extensive use of the NT Domain Model.
One or more domain controllers are provided in each security Domain. They authenticate
users who carry out a direct Windows NT connection (for example to administer or
support the Campus servers).

4.4.10.2 SecurlD Server

This runs the SecurID service that authenticates any user who is required to use a token
as part of this or her authentication process. This authentication is built in to the
Windows NT Login processing, and supplements the standard Windows NT
authentication carried out by the Domain Controllers.

4.4.10.3 Firewall Management
This is a platform used to manage the Firewalls that are used to restrict access into the
Campuses.

44.10.4 Network Management Server

This platform runs HP OpenView. It is used to manage the Routers and other network
components included in the system.

It also runs the Terminal Access Controller Access Control System (TACACS) that
authenticates users accessing Horizon services via direct terminal access. New
connections of this type are routed to the Network Management Server by the WAN
Routers.

4.4.10.5 KMA Server and Workstations

The KMA Server supports arange of Key Management functions. It generates and stores
cryptographic keys, and distributes these to other Platforms such as Post Office Counters
and Routers. It uses a Random Number Generator to generate the entropy needed for
these Keys.

The KMA Server is managed by a KMA Workstation, and its database is administered by
a KMS Admin Workstation. The KMA Workstation operates in conjunction with a CA
Workstation that is kept in a secure location and generates Certificates that verify the
authenticity of the Keys.
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4.4.10.6 One Time Password Workstation

There is a need to generate one-off passwords for authorised visitors to an Outlet, such as
auditors or engineers. The freestanding One Time Password Workstation carries out that
task. It generates such a password for users who have been verbally authenticated in
some way. The password is given verbally over the phone, in clear, to the authorised
user.

4411 Systems Management Platforms

A number of Platforms are provided specifically to support the systems management
functions needed to ensure the smooth running of the services supported by the other
Platform types.

44111 Tivoli Management Servers

A central management system and a number of subsidiary servers are used to support the
Tivoli Management Environment (TME). The central system supports the principal
management functions. They provide a Software Distribution hierarchy, so that the
central platform does not have the overhead of managing nearly 18,000 Outlets.

4411.2 Tivoli Inventory Database Servers

These maintain a record of all the managed objects known to Tivoli. They are
Windows NT server Platforms. They access an Oracle database (the Operational
Management Database, OMDB), held on the Camipus’s EMC disk array, that provides a
Web-based interface. This enables a limited set of support units to monitor the status of
the systems management functions.

44113 Tivoli Event Console Server (TECs)

A number of SUN servers are located at each Campus to manage events generated by the
Tivoli client software on each managed node. Each is responsible for a subset of the
Outlets, and feeds summarised management information up to the central management
system.

44114 Service Management Database (SMDB) Server

This is 1s outside the Campus firewall, and takes a data feed from the Operational
Management Database. It provides a similar support facility, though because it is outside
the firewall, it can be used by a much wider variety of support units.

4.411.5 Audit Server

This is a Windows NT server attached to an EMC Centera system (the Audit Data
Repository}. This 1s a high capacity disk arvay that is optimised for long-term storage of,
and easy access to, historical data. It replaces a set of DLT tape drives used prior to BI3,
and removes the need for error-prone tape handling processes.

The Audit Server collects audit data originating on other Platforms and writes it to the
Centera system.
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44.11.6 Audit Workstations

A number of workstations are used to extract data from the Audit Server and enable it to
be refined in support of audit enguiries.

4412 Estate Management

A number of Platforms are provided specifically to handle the tasks involved in rolling
out new Outlets, or installing new Counter PCs in existing Outlets, and in updating the
software on these subsequently.

__________________________________________________________________________________________

| Campus ocMs ACDB.
Database Server

oM ICL

Pl Pathway

Signing | rrtpam :
Server ; T
|

L1 ISDN I
i | Connected i
i1 Qutlet :
Config. | 1| counter| | Counter
Mgt 11l pc PC
Server | i1
| s ———

Figure 4.9 — Estate Management

4.4.12.1 ACDB Server

This server hold information that defines the “personality” of each installed Counter, and
those that are expected to be installed in the near future. It was populated initially from
the Roll-out Database during the Horizon rollout, and is now updated as part of the
Operational Business Change (OBC) process with information from the TME
Management Servers and the OCMS Server. These provide it with details of Counters
due to be installed in the near future. It feeds some of this information to the Boot Server.
The rest, in the form of the ACF, is used to configure the Counter PC, according to its
location and role, when it first connects into Horizon.

The ACDB Server also provides a data feed to the Tivoli management platforms.
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44.12.2 Boot Server

When a Counter PC is installed, and boots up for the first time, it connects to the Boot
Server. This server contains the data that the Counter PCs need to configure themselves.
It downloads a basic configuration file to the Gateway PC, and this provides enough
information to enable the Counter to connect to the appropriate TME Server. This then
“personalises” it with information in the ACF sent from the Auto-configuration Database.

The Boot server is a Windows NT platform. It is connected to both the ISDN and Frame
Relay networks, and is isolated from the main Campus LAN by a Firewall.

44123 CM Signing Server

This server is used to add a cryptographic seal to any software released from Pathway in
Feltham for distribution via the Software Distribution facilities.

44124 OCMS Server

The Operational Change Management Service {(OCMS) is used to manage the
installation or removal of Outlets, and changes to the number of Counters in an Outlet.

4413 Reference Data Management

A number of platforms are provided to handle the receipt, validation, manipulation and
distribution of Reference Data received from PO Ltd, or its Clients, or generated within
Pathway.

44131 Reference Data Management Centre
This is an application that runs on the Host Central Server.
4.4.13.2 RDMC Administration Workstation

The RDMC Administration Workstation is used for data entry and Reference Data
release authorisation. It also provides a facility for Pathway Customer Services to send
messages, of up to a single A4 page, to some or all installed Outlets.

It is a standard networked PC using Windows NT 4 Workstation. It runs a bespoke
application on top of Microsoft Access that then links to the Reference Data
Management Centre (RDMC) Oracle database using ODBC over SQL*Net.

4414 Printing

4.4.141 Central Printing

There are no central printers used for operational purposes. Neither are there any support
staff to distribute printout if it were generated at the centre. Consequently, any printing
required from the central systems is routed to a LAN connected printer at Feltham.

44.14.2 Outlet Counter Printing

Each Outlet Counter has a combined slip and receipt printer. It is driven directly by
Riposte’s Peripheral Broker. 1t is used for receipts and for local reports.

© [ DATE\@ "yyyy" \* MERGEFORMAT ] Fujitsu Services Ltd COMPANY IN-CONFIDENCE Page 8
File: TDARC001v48 with Yellow Bits.doc Printed on 19/09/2000 16:03 by PRW

This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



FUJO0079645

FUJ00079645
ot Technical Environment Description Ref.: TD/ARC/001
F U_HTSU Chapter 4 - Overview of the Horizon Architecture Version: 4.8
Fujitsu Services COMPANY IN-CONFIDENCE Date: 22/10/2002
44143 Outlet “Back Office” Printing

Two styles of back office printer are available and are selected based on the size of the
Outlet. This printer is connected to one of the Counter position machines and is shared
across the local network by the other Outlet machines, as required.

There is an Inkjet printer for smaller offices and a laser printer for larger office.

These printers are used for producing office level reports. They use normal Windows
printing mechanisms.

4.5 PLATFORM LOCATIONS

The following diagram shows the physical location of the Platforms used, and of the
external systems that require access to Horizon.

This diagram shows one of the Campuses in detail. The other is broadly identical. In
reality, some of the Platforms are installed in either one or the other, though most are at
both. There is no architectural significance as to which is installed where, and this
decision is usually made for reasons of space in the Computer suite or to balance the
network load between the two Campuses. In addition, in many respects each Campus acts
as a fallback for the other.
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Figure 4.10 - Platform Locations

4.51 Platform Changes Since CSR+

This diagram shows the situation at 530, Changes from CSR+ (Cl4) mclude the

following.
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45.1.1 Platform Changes Following Roliout of CSR+

The POLO Recovery Code Workstation and POLO Recovery Server have been
removed following the completion of the Counter migration to CSR+.

45.1.2 Platform Changes Following Rollout of ali ECCO Qutlets

Once the rollout to ECCG-equiped Outlets was complete, the following platforms were
removed.

s Migration Agent Server
ECCO Migration Laptop

4513 Platform Changes Following Completion of National Rollout

Once the National Rollout was complete, the following platforms were removed.

2 Rollout Database Server
2 Rollout Database Client

45.1.4 Platform Changes to Support FRIACO Network Services

# Introduction of FRIACO Feed Router to replace many existing Campus ISDN
Routers

Introduction of RADIUS Server

Introduction of Cisco Syslog Server

Introduction of Cisco Secure Server

Introduction of LNS Server

Introduction of Outward Call Router for continuing outward connections to Outlets

4515 Platform Changes {o support NBS

Introduction of NBS Agent Servers

Introduction of NBS Gateway Servers (both Remote and Local}

Introduction of HSM Key Generation Workstation

Introduction of PIN Pad Key Generation Workstation

Introduction of links to a Network Banking Fngine (NBE) to support the NBS
application

4.5.1.6 Platform Changes to support DCS

w  Introduction of DCS Agent Servers
& Introduction of DCSM Server

4517 Systems Management Changes

-l

Introduction of a TME Gateway Server to support an upgrade in the Tivoli software level.
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4.5.1.8

Other Platform Changes

s Satellite access to Outlets that are not contactable by ISDN. These will communicate
with a ground station that is then linked via the Energis network to the Campuses.
# Introduction of Mobile Counters
Introduction of a Service Management Database (SMDB) that provides support
services to CS and others, using information derived from the FSCS Operational
Management Database (OMDB)

Check that all of these appear in the diagram.
. £

FURTHER READING

hapter 3 IT Perspectives on the
Horizon System systems developed by Pathway.

Next Chapter 5 Application Architectures Describes in detail the ways in which applications are
constructed to exploit the architecture. It describes the
various types of Agent., the construction of Host
applications, and the use of Reference Data

Chapter 2 The Horizon Business Describes the principal applications supported.

Context
Chapter 6 Distributed Application Describes the message passing facilities of Riposte
Services

Chapter 7 Information Management Describes the data handling mechanisms of Riposte and
Oracle, and the structure and use of Reference Data

Chapter 8 User Interface Describes the User Interface presented by the Riposte
Desktop applications

Chapter 9 Networking Services Describes the mechanisms which support the Wide Area
Network linking Outlets and other sites to the Campuses

Chapter 10 Platforms Describes the various platforms used to support the
Horizon services

Chapter 12 Systems Management Describes the Tivoli facilities used to handle Software
Distribution
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Chapter S -
Application Architecture

5.1 SCOPE

This Chapter discusses the Application Architecture that applies to applications within
Horizon. These applications deliver the Pathway and PO Ltd business objectives.

Applications or application components are developed by:

m  Suppliers who supply generic applications such as database products

®  Third parties who supply applications or application components to meet Pathway
requirements

® [nternal developers who develop applications to meet specific business or strategy
goals.

The key need is that any applications from any of these sources should be capable of
integration with other applications, whatever their source.

[GENAPI] describes in detail how an application should be prepared for integration into
the Horizon system.

5.2 HORIZON SERVICES

This sub-section describes the architecture of the services that are provided to Counter
Clerks, and to PO Ltd and its Clients.

5.21 Application Structure Overview

All of these services are implemented as vertical stripes across the horizontal enabling
layers. They are supported by discrete applications as shown for example in the diagram
below {copied from Chapter 4). This Chapter shows how it is possible to add a new
Counter application to the existing system by providing the relevant vertical components.
It identifies these components, and defines the constraints that are imposed on their
design and implementation.

Each vertical stripe is ideally totally independent of the others, and should have no
inherent knowledge of the other’s implementation. Where some form of integration or
provision of service is required from another stripe, the mechanisms used vary between

the layers.
© [ DATE\@ "yyyy" \* MERGEFORMAT ] Fujitsu Services Ltd COMPANY IN-CONFIDENCE Page 8
File: TDARC001v48 with Yellow Bits.doc Printed on 19/09/2000 16:03 by PRW

This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



FUJO0079645

FUJ00079645
ot Technical Environment Description Ref.: TD/ARC/001
F U_HTSU Chapter 5 - Application Architecture Version: 4.8
Fujitsu Services COMPANY IN-CONFIDENCE Date: 22/10/2002
C;zi:_s TIP OBCSp SAPADS NBE

L S

| External lnlerfrace Gatewz{ys |

! l l [

APS TPS OBCSH LFS DRS
Hosts
- Agents -
Distribution l I | | |
[ Comespondence Servers !
Counter Infrastructure
Counter APS EPOSS OBCSyH LES NBS Caunter

Peripherals

Figure 5.1 - Vertical Applications

As well as the major application components shown, applications should include some
other components.

& Information about all transactions carried out at the Counter is passed to the PO Ltd
TIP service by TPS, as well as to the relevant Client.

m Information about all transactions, and their service-related details, is also fed into the
Data Warehouse.

s Counter applications may be responsible for the data flows to and from their Clients,
but they may also be subject to, configured by or impacted by Reference Data passed
via the RDMS. This may include data from PO Ltd, from the relevant Client, as well
as Reference Data generated by Pathway.

s MIS facilities are needed to enable management to understand the behaviour of the
application based upon information held in the Data Warehouse

This shows the overall application structure extended to include these components.

) TIP | | MiS | I External Interfaces l

+ A
I_TPiI Data [*  Host l RDMS |
Y Warehouse

y ®

o !

) Agent l

Figure 5.2 - Application Components
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This diagram excludes infrastructure components such as the Correspondence Layer and
Network. It indicates, by “blobs”, the points at which ownership of data conceptually
changes and hence at which audit information is generated.

In practice, each of these components can be quite complex. The following diagram
illustrates all the potential components of an application that supports this structure.

External Client Systems

B External
Interface ;

Application Agent Layer

respondence |
Layer |

| Key : ; o
: . Peripheral
i Broker

Printer

PIN
Con
oo
oo
oo
A4

lcamreader

L 7

7  Windows NT 4.0 Workstation
iR e ] R S
L stiucture | : i

Figure 5.3 - Application Component Checklist

Shading is used in this diagram as follows.
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® In most cases a new application requires a new instance of one of the components
shown (Create New) — shown as -

s In some other cases, the appllcatlon can use an ex1stmg component, or add to its
functionality (Impact Existing) — shown as o

s In yet other cases, all that is necessary is to review the impact of adding the
application to the size, performance or functionality of an existing component
(Use/Add to Existing) — shown as Brown

# Infrastructure components available to all applications are shown in , though
here, t00, it may be necessary to assess the impact of adding a new application.

The interfaces between each component are well defined, and determined by the position
of the component in the overall architecture. For example, the interface between the
Agent Layer and Counter Layer is the Riposte Message Service (RMS). This is described
in more detail in Chapter 6 “Distributed Application Services”. The interface between the
Host System and the External Interface is usually the UNIX Networked File System

(NFS).

The “blobs” in this Diagram indicate the points at which Audit information is gathered.

5.2.2 Counter Layer

52.21 General

The two main purposes of the Counter layer are as follows.

. To provide a user interface for the Counter Clerk to conduct transactions with the
customer
g To record the result of those transactions and pass them back to the Host Layer.

52211 Soft-Centred Applications

Riposte enables Counter applications to be developed in a flexible (or “soft”) manner,
where the application is configured from data stored within the RMS. Applications that
use this mechanism are easy to modify in the future. New applications will use Reference
Data where appropriate to define their structure, menus, persistent data and any other
appropriate features.

= EPOSS and APS make heavy use of this facility. Some older applications such as
OBCS do not and hence are relatively less amenable to change

This should not be taken to extremes. Reference Data should not be used for what are in
reality code functions, such as report structures. These should be distributed via Tivoli
Software Distribution, as described in Chapter 12 “Systems Management”.

5.2.2.2 Riposte Counter Infrastructure

Each Counter PC runs a set of independent user applications that sit “on top of” Riposte.
These applications run within the Riposte environment on the Counter, shown here.
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Figure 5.4 - Counter Applications Environment

52221 Riposte Retail Broker

This co-ordinates the various applications in terms of a customer session, and adds
contextual information to message (for example stock unit names). It provides APIs that
an application may use to place items on the stack.

52222 Riposte Peripheral Broker

This is described in Chapter 7 "Information Management". It provides the interface to all
the peripherals apart from the display and back office printer. It supports the sharing of
peripherals between Counter positions. The back office printer is driven conventionally
using the normal Windows NT printing interface. It be shared by any of the Counter PCs
using Windows printer sharing.

52223 SMARTMAN

This is a plug-in component within Peripheral Manager that is specific to the handling of
a particular type of Smart Card.

52224 Riposte OCXs

A set of Riposte OCXs (ActiveX Control Modules) provides a consistent set of controls
for interacting with the end user via the Display.

It is feasible to integrate existing counter-type applications with Riposte, as long as they
are implemented as OCX modules and support a sensible API that can be invoked from
Riposte modules

The end users are constrained to the above set of applications. They are not given access
to “raw” Windows NT, and are therefore unable to run any other applications or services.
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5223 WebRiposte

5223

WebRiposte is introduced into the Counter infrastructure at BI3, and provides an
enhanced set of desktop support and message server facilities, in particular oriented
towards the development of web-based Counter applications. Its structure is shown here.

Existing
Win32
Applications

UDPAP [ \essage

Server

. 'Otxevrat‘ing:Systgm |

finctionality S i S
Figure 5 — Components of WebRiposte

it supports both “traditional” VB-based Counter applications, and (via the Financial
Transactions Framework) applications whose structure is defined in XML. Note that
Pathway has chosen not to exploit the Framework in BI3, and discussions with Hscher

are continuing with the objective of making the Framework more usable, and in
particular to tmprove its choice of applications scripting language.

WebRiposte provides APIs for use by Web based applications, and Web Services to
support web applications (for example by providing access to Reference Data).

A WebRiposte Components

522311 WebKiposte APf

This provides support for Web applications.

5.2.231.2  WebRiposte XML AFPI

This allows data to be transferred to and from Riposte as XML documents rather than as
Attribute Grammar.

522313 WebRiposte SOAP AP/

This supports the standard Simple Object Access Protocol (SOAP). Among other things,
this allows access to Common Object Model (COM) objects from Hyper Text Transfer
Protocol (HTTP} and XML.

522314 HTTP Server

The HTTP Server runs within the Message Server and acts as a “proxy” for the calls from
the Client Application to the vartous Riposte brokers. It supports the HTTP 1.1 protocol,
and enables applications to use HTTP commands to invoke COM objects such as the
Riposte Broker and Retail Broker APIs. Its primary function is to interpret Uniform
Resource Locators (URLs) and satisfy them within the WebRiposte Content Repository
{see below). Each URL should map onto a single WebRiposte Object. These WebRiposte
Objects are predistributed, thus enabling executables to be pre-validated.
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The HTTP Server can “pass on” non-local URLs to an appropriate web server. This is
achieved by encapsulating the request and reply within Riposte messages that pass
between the local message server and the Correspondence Server. A central Agent called
the HITP Proxy, conceptually running on the Correspondence Server, handles the
communication with any other web servers.

= This facility could be used to support access to Y6-type forms

5.2.2.3.1.5  Proxy Server

This supports standard HTTP facilities to intercept URLs and map them onto a local
Content Repository, held in the local Message Store. It may also be used in controlled
conditions to obtain Web content from a third party server.

522316  FTF Server
This supports standard File Transfer Protocol (FTP) facilities. It can be used by Client
applications to store data in and/or retrieve data from the Message Store.

5.2.2.3.1.7  Web interfaces
This provides support functions for the HTTP, FTP and Proxy Servers and maps their
requirements onto the local Message Store

5.2.2.3.1.8  Confent Repository
This consists of a set of WebRiposte Objects held within the local Message Store.
WebRiposte Objects are a new type of entity introduced by WebRiposte.

Like Persistent Objects, WebRiposte Objects are not automatically removed from the
message store, but can be replaced by newer versions or they can be implicitly or
explicitly removed. Unlike Persistent Objects, WebRiposte Objects can be contained
within one another and so a hierarchy of such objects can be defined, similar to a
hierarchy of folders and files within filestore.

52232 Application Server and Web Services

These components provide services to Web applications in a way that constrains their
access to the full set of HTTP constructs. Examples are XML-RPC or CGlrequests from
Web Browser Clients, which can be used to call COM application objects that have been
defined to service requests of that type. These services can reside either within the local
platform, or on a remote server.

5.2.2321 HTTPR Interface
This supports HTTP 1.1 commands and maps them on to the remainder of the Web
Services set.

522322  Session Manager

This is responsible for establishing the user session. It is of use only where WebRiposte
is the only component of the Desktop. Horizon will continue to manage user sessions
through the Riposte Desktop. Sesston Manager is also used to provide for the storage of
data between stateless Web Services, and in this respect will be used by NBS.
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522323

52233

522331

SOAP Server

This supports a SOAP interface and enables Web applications to access information such
as Reference Data.

The Framework

The Financial Transaction Framework is structured as shown here. Note that this may
change as a result of ongoing discussions between Pathway and Fscher, and designers
should refer to the latest Framework definition from Escher before making any design
assumptions about new applications.

i Token Recognition and

User Interface i Operation Launch Client Components Load : Message Store
Definitions | !
i Card Swipe P:Zg:? ‘ : h =
“““““““““““ i Validation:: Validation ’ /,/
S S _Object  I®  Function | : 7
i Menu Select Manual | | ; e
i Keyin PAN 5 Input H h/ /
elect Operation Operaton | -/»’ """ -
H ] Launch : '\\\\
Transaction -
Desktop

Client T

/‘/
«//

Input Data

.»/
/ Other Reference Data
/]

e.g. Amount
I Y/ @
Wessage(s 7 <}:ﬂ

-
,,,,, Request Reply *‘— ////
h A

Print Output Recelpt Data
Receipt -5 {Client) Thlrd Party

BT Y S
PIN (Client)

Session

Re«au
B raker

Kev fe Compnnenl;

! NBS Additional Functions
H Cihashing New
Generic Comms Repoits, . Deskiop. Application
Recovery Watchdog EoD, etc L fEsohe (ICL Pathway)
Reference Main
Data Interfaces

Figure 5.6 —~ Web Services Framework — Software components

The following sub-sections describe each component in turn.

Token Recognition and Operation Launch

This stage of the application 1s responsible for capturing data about a magnetic token that
i5 used to initiate a transaction. The data can be captured either via a card swipe or
manually. It establishes the identity of the token (e.g. its 1IN}, and uses Reference Datato
relate this to the appropriate Issuer Scheme (i.e. FI) and the permitted Operations for that
scheme. Finally, it is responsible for requesting the Clerk to select the required
Operation.
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522332 Load Definitions

This component is used at Desktop initialisation to load from Reference Data the
definitions of the tokens to be supported, for subsequent use by Peripheral Server and the
Validation Object.

The Impulse definitions will be held as Temporal Persistent Objects {as opposed to Web
Objects) in given Collection. Such Temporal Persistent Objects should be accessiblema
Subscription Group.

52234 Peripheral Server

This is the existing Peripheral Server functionality. It detects a token being presented at
the Counter and reads the relevant data from it.

Impulses are generated when the Counter Clerk carries out some action using a Counter
PC peripheral, such as swiping a card through a magnetic card reader. Data held in
Reference Data indicates the action to be taken when each Impulse is received.

Peripheral Server reads the contents of Tracks 1 & 2 on a magnetic swipe card. These
contents are passed to a Validation Object that determines {(for example from the HIIN)
which application is to process the impulse.

Peripheral Server will be pre-configured with details of expected tokens, and will match
the token that has been presented against these expected tmpulses using the Validation
Object. Details of these mpulses will be passed to Peripheral Server by the Load
Definitions component on desktop initialisation.

In particular, the Impulse definition will describe the exact layout of the data being read
and the mapping of this onto logical fields that can be used by the application.

5.2.2.3.5 Yalidation Object

The standard Riposte Desktop includes a Validation Object that supports a general-
purpose validation facility for token impulse checking, together with the concept of user-
defined Validation Functions that can be invoked from the Validation Object as COM
objects. The Counter Application would use the basic validation maiching criteria, and
also provide an application specific Validation Functions to be invoked as part of the
analysis of each token.

52236 Validation Function

This validation function will handle the initial validation of the token, and provide any
necessary differentiation between the use of the same token by different applications.

= For example, this function would distinguish between a bank card used by NBS
and by DCS, depending on the point in the customer session at which it was
swiped.

if the validation function successfully matches a token against a defined impulse
definition, then Peripheral Server will invoke the appropriate application (as defined in
the Impulse definition), which in this case will be the Operation Launch application. It
will then pass it the Impulse definition filled out with details of the mmpulse. This Impulse
definition will also identify the “Issuer Scheme” associated with the token.

A Magnetic Card Token Validation Function will be developed by Pathway using
existing standard Riposte interfaces.
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5.2236.1 Manual Input

Should the token fail to be read, or if the token peripheral is out of action, then an
alternative of manual entry may be required.

This component represents the dialogue required to capture token information manually.

This will be done by displaying a dialogue to capture the token identity, and then passing
this as an impulse to the Validation Object. This allows reuse of the logic to beused fora
swiped input to identify the Issuer Scheme (as described above).

Having done this, Reference Data can be used to identify whether or not manual entry is
supported for this token, and if so, what additional data is to be captured. If' it is
supported, an appropriate script is launched to request this information from the Counter
Clerk. If manual entry is not supported for the token, then the Counter Clerk will be
informed and the transaction ended.

Having assembled the equivalent of the swiped information, an Impulse can then be
constructed and passed to the Operation Launch component as if it had come directly
from a card (but with an additional attribute identifying the impulse as being “manually
input”).

52236.2 Operation Launch

This component receives details of the token (either from a swipe or manual input as
described above) and the identity of the Issuer Scheme as identified by the Validation
Object {using the NBS specific Validation Function).

it then uses Reference Data o navigate to the Operations associated with the Issuer
Scheme, and for each such operation checks to see if it 1 currently allowed.

There are two classes of checks.

8 (lobal Checks. These are primarily to do with whether or not NBS is currently
available in the Qutlet, i.e. whether the Counter is likely to be successful
communicating with the Campus. The requirement is for the ability to invoke a
function to carry out such detailed checks.

& Per operation Checks. These are required on each configured Operation to decide
whether or not it should be presented at this time. Examples are:

o The EPOSSProduct associated with the Operation is currently available for sale
in this Cutlet
The Operation s currently available in the current transaction mode
That the operation is allowed for the current Method of Entry (l.e. swiped or
manual)

w That the operation is allowed in the local configuration

From the above checks, a number of Operations will be identified as appropriate to the
Token. These are presented to the Counter Clerk to select, and the identifier of the
selected Operation is passed to the Counter application.

Note that if there are no suitable operations, then the Clerk needs to be informed of this.
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5.2.24 Counter Application Structure

52.2.41 Scope

Ideally, the only business rules that are implemented within the Counter application
components are those that control the user interface. Any other rules, for example, that
perform data manipulation should be carried out elsewhere, normally within the Host
Layer.

In practice, the split of application processing between Host, Agent and Counter layers
can be more complex and should be determined by a number of factors including the
following.

Some business rules logically need to be carried out on the Counter
Some business rules are already implemented in third-party applications and so their
position is determined by the position of that third party code

® [t may be sensible to provide immediate feedback in response to certain situations,
and this is best done at the Counter

®  Opening the communications link to the Campus costs money and leads to response
time delays so is best avoided.

These constraints apply regardless of the mode of application development (“traditional”
VB or web-based).

52242 Data Management

To perform a particular function the Counter application may need to refer to existing
information held within the desktop machine. This information is always held within
Riposte.

It can take the form of standing (or reference) data, which is constant for some time.
Riposte provides a feature called Persistent Objects specifically to handle long term
information requirements. Examples include: the price of a first class stamp; the value of
postal orders; or the cost of Driver and Vehicle Licensing Agency (DVLA) licences for
different classes of vehicles. However, in general these facilities are used to pass long-
term data from PO Ltd to the Counters. They should not be used by Counter applications
to store data for their own internal use, as this is replicated to the Outlets and can have a
major impact on the size of the Correspondence Server message stores. Alternative
facilities exist to generate “Local Persistent Objects” that are not replicated to the
Campuses.

Applications can call on a Riposte API that returns the value of any particular instance of
Reference Data.

It can also take the form of data that is specific to a particular Client and is used to
validate or otherwise control the behaviour of the transaction for that specific Client over
amore limited period. This class of data is also held within Riposte messages, but not as
Persistent Objects.

= An example of this is the use of Stop Lists by OBCS.

52243 Transaction Sessions

Normal transactions at the Counter take place within a customer session. Each physical
transaction with the customer (e.g., stamp sale, benefit book encashment, postal order
sale) results in the creation of one or more messages depending on the complexity of the
transaction. For example, a stamp sale has one message, and a postal order results in two
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messages (one for the fee). None of these messages is normally written to the message
store until the customer “settles” the session. This results in an additional transaction for
each Method of Payment (MoP) used.

Applications must themselves determine the point at which a transaction is “settled”,
based on their own business rules. However, once a transaction is settled it cannot be
cancelled. It may be reversed (i.e. create a new and opposite transaction) if that is
permitted by the business rules.

Fach message written contains either a credit or a debit. The total session (and the sum of
all the credits and debits) has a net value of zero.

52244 Distributed Application Services

The vertical stripes that represent the applications should have no inherent knowledge of
each other’s implementation. They do not need to interfere with each other’s operation.
This applies at all levels. However, at each level there may be a need for specific inter-
application communication. At the Counter level, there is a need for visible integration
between the various application components so that the user is presented with a seamless
and consistent interface.

This integration is achieved in two ways.

s By Riposte which provides a consistent integrated Desktop, transaction manager and
peripheral manager

® By use of a consistent object model within the transactions. This is the same as the
early strategies that caused integrated database systems to be developed in the early
1970s. They hit problems because of schema management. Riposte uses attribute
grammar to overcome that problem.

There are no direct calls between the application components.

52245 Independent Working

A fundamental feature of the architecture is the ability of the Desktop applications to
normally work independently of any connection to the Campus. This is essential to
reduce the load on the Campus systems, which would otherwise be unable to cope with
the load, and as aresilience feature should the communications facilities fail. In addition,
it minimises the need for the Host systems to run 24 hours a day.

Information flows to and from the centre are normally batches of Riposte messages that
are transmitted asynchronously from the original transactions that generated them.

However, there are a number of application areas where a Counter application requires
on-line information from another system, or a Host requires confirmation that data has
reached the Counter.

5.2.2.4.5.1 Direct Counter Communication with Another System

This other system may be part of the Central Systems or may belong to an external body
that is either part of PO Ltd or one of their Clients. There are several cases of this,
including the following.

= OBCS needs to refer to the Campus whenever an Order Book is presented at an
Outlet by a person for whom no record is held locally. If the line is down, the
Counter Clerk looks it up on paper.
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= NBS needs to refer to the Network Banking Engine (NBE) whenever a customer
wishes to carry out a Network Banking transaction.

= DCS needs to get authorisation from the Campus whenever debit card is used o
Method of Payment. The Campus, in turn, requests authorisation from the
Merchant Acquirer. If the telephone line to the Campus is down, the transaction
is Declined

These applications all operate in a similar way, using the standard Outlet communication
links and an appropriate Enquiry Agent. The application generates a Priority Message or
Real Time Message, that causes a connection to the Campus to be made immediately if
needed. The application captures its Message ID. It then creates a message port waiting
for a response to the enquiry or update. This response will be keyed on the Message ID of
the enquiry or update. The message port should be set to time out after a configurable
interval defined in a Persistent Object.

Once the link to the Campus is open, the message is then sent. In the case of a Priority
message, it is preceded by all others that have been waiting to be transmitted. The line is
kept open until a response is received, or the message times out. The response has the
ability to say “keep the line open for at least another zero seconds”, thus allowing it to be
closed as soon as the reply is received

An Enquiry agent running at the Campus will listen for enquiries or update messages,
and will process them as they arrive. The reply (or time-out information) is returned to
the Counter Application. The Counter Application receives the response and processes
the information within it accordingly. Alternatively the message port will time-out, in
which case the application behaves according to rules defined within its requirement.

522452 Direct Host Communication with Counter

In certain circumstances, an application may need confirmation that a message has
reached the Counter. A similar mechanism is used. A Priority Message is generated by
the Application Agent, and passed to the Counter. A Counter Agent (see below) must
respond to it with another Priority Message that is passed straight back to the Host via an
Interactive Agent.

This mechanism is used to generate Acknowledgements for SLA Calculation purposes.

52246 Modes

The Riposte Desktop supports the concept of Modes. An example of a mode is “Serve
Customer” or “Transfer Stock In”. Modes are selected by the Counter applications as
they see fit, using APIs and Persistent Objects exposed by Riposte. The current Mode is
indicated at the bottom of the Desktop screen.

It is possible to prevent certain functions being used in particular modes. This results in
the associated Menu Button for the function being disabled. An example is that Logout is
prevented by the Serve Customer Mode. The user has to settle the current session before
he or she can log out.

5.2.2.5 Counter Application Components

Each Counter application may include an instance of the following.
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52.2.51 Application Database

This comprises the Persistent Objects and WebRiposte Objects used by the Application.
Each Collection (see Chapter 7 “Information Management”) must be owned by a specific
application, and the application must ensure that it uniquely identifies the contents of its
own Collection.

There are no mechanisms in place to enforce this, or to police the choice of Collection names by
applications. Note that some applications have several different “applications” within them, each
with its own Collections.

The major purpose of this Database is to exploit the affinity between customers and
Outlets. Members of the public who are customers of PO Ltd tend to use only a small
number of Outlets (most commonly only one, their local Post Office) and only change
when they move house or jobs.

Applications can exploit this by distributing, in advance, relevant information about those
customers from the Host to the Outlets that they visit. This distribution is virtually free as
it can happen at low priority and at the same time as other information is flowing to the
Outlet.

This technique avoids an on-line connection being made for every instance of certain
classes of transaction, but at the cost of using up additional disc space at the Counters. It
reduces the mean response time for the transaction class. It can be used by any
application that has a need to make a connection between customers and the QOutlets that
they use. The application's design should identify the impact on the Counter disk storage,
and the impact on the Outlet ISDN connection rate, and make an appropriate tradeoft.
(The application should never make the assumption that customers will only use the same
set of Outlets as they have done previously. This is an optimisation, not a design
principle.)

= OBCS uses this mechanism for distributing benefit book information. On the
first use of a book at an Outlet, an on-line connection is made to determine the
validity of the book. This is remembered by the system and any future updates
to that book (such as stops) are transmitted to all Outlets at which the book has
previously been used.

52252 Counter Reference Data

Counter Applications must use Reference Data wherever practical to define their function
and for long-term data storage. As discussed below, Reference Data variants may exist
for:

s Pathway (used to configure the applications)
s Client
PO Ltd

Separate Collections are defined for each of these that an application needs. The use of
Collections in this way establishes boundaries between the Reference Data used by
different applications.

52253 Application Messages

All communication between the Counter and the Agent Layer is carried out using Riposte
messages. In addition, the RMS provides a “working area” which applications can use by
generating, and then re-reading, transient messages. The nature and structure of Riposte
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messages are described in Chapter 7 “Information Management”. The RMS includes
messages belonging to each application within Riposte. Each application must define the
structure and Attribute Grammar of the messages it needs, and ensure that these do not
conflict with any other messages belonging to other applications.

52254 Application Training Data

Each application must make provision for training Counter staff. As described in
Chapter 14 “Usability”, this is done via a Training Database, which must be populated
with new data appropriate to the new application.

Previous applications have populated this Training Database directly. This is not acceptable. The
Training Database data for a new application must be populated via the Reference Data
Management System.

5.2.2.5.5 Application Peripheral Impulses

Impulses are generated when the Counter Clerk carries out some action using a
Counter PC peripheral, such as swiping a card through a magnetic card reader or placing
an item on the weigh scales. Some Impulses are associated with particular applications
and invoke those applications directly (for example swiping a magnetic card will invoke
the application to handle the particular type of card, as defined by the first six digits of its
PAN). Some Impulses may be of interest to a number of different applications, and are
processed by whichever is current at the time.

In general, the rules for determining which application handles any particular Impulse are
defined by Reference Data.

A particular instance of Impulse processing is the use of the Touch Screen to select a
Menu item. There is a complex hierarchy of Menus and sub-menus, and each is
associated with a particular application. Applications need to give careful attention to
their position within the hierarchy. They need to know whether this position applies to all
Outlets, or to a subset of them. This is discussed in Chapter 8 “User Interface”.

52256 Application Access Controls

Part of the data held within Riposte Reference Data defines the mappings from Buttons
or Impulses to Applications and to Counter users. It also determines which component of
the Application handles the Button or Impulse. Not all applications (and their associated
Buttons and Impulses) are available to all Outlet users. Some are reserved to the Post
Office Manager and others to Auditor Roles. The Access Controls must be defined and
set up as part of the application design. They include the user-to-application privileges
associated with Counter Clerks, Post Office Managers, Auditors and so on. New
applications need to define their own controls.

There are no facilities in Riposte at present to control access to Impulses.

Applications must always check their Access Control values. User data may be
incomplete or corrupt.

In addition, some messages (or parts of messages) need to be signed. The Access
Controls define which these are, and also allow the application to verify the signature on
signed messages that it receives.
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52257 Application Software

This implements the Counter logic of the application. Use of the Counter peripherals
must conform to the Pathway Counters Style Guide (see [STYLE]). This defines the
ways in which Buttons, menus and other screen and keyboard components are used.

Applications drive peripherals via the Riposte Peripheral Broker, the screen via Riposte
OCXs, and the Riposte Message Store via the Retail Broker.

52258 Application Agent Software

Agents at the Counter are used to provide a measure of flow control. They run in the
Gateway PC, and thus the application developer can guarantee that there is only one
instance of an Agent running within an Outlet at one time. Any task which must be single
streamed is invoked by the application writing a Riposte message which is picked up and
executed by an Agent.

Any new application must consider whether it needs to provide any Counter Agents.
Examples of the functions that they can carry out include the following.

®  Sometimes messages arrive at the wrong place. A generic Redirector Agent can
recognise this and send them on to the new Outlet

®  Maintenance of the Application Database, or of the Persistent Objects which it
contains

s Tidying up the Counter Database

52.259 Application Reports Software

Ifthe application has the ability to generate reports, such as records of transactions that it
has handled, then new code is required to implement this and to define the structure of
the reports.

Report layouts are held as part of a single Windows NT file that is included in standard
Counter PC Builds. It is indexed by an ObjectName attribute in the Report’s Reference
Data.

5.2.2.5.10 Application End of Day Software

Applications must take account of the fact that they may need to handle End of Day
activities such as cash control. If so, they need to provide close-of-day procedures. A
generic Counter Scheduler is provided, driven by Reference Data that determines the
processes to be invoked at predetermined events such as End of Day.

The operation here is driven by the requirement that data is not sent to TIP unless the
Outlet involved has closed for the day. This is indicated by the arrival of an End of Day
(EoD) marker for that Outlet. A Generic Harvester reads these EoD markers. For each
one that it receives, it updates a Persistent Object in a Virtual Group that is used to
delineate which Outlets may be harvested for the day.

All other Harvesters only harvest messages from Outlets that are recorded within the
Virtual Group.

The EoD marker is written to the mainstream message store, rather than to the "active"
message store (which may be the training one).
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5.2.2.6 Generic Application Functions

As well as the applications that support the vertical services, each Outlet also contains
various “local management” processes that interface with the vertical services. These
processes are invoked from the Riposte Desktop. They revolve around the administration,
balancing and reconciliation of the “sales” activity. They are conceptually provided as
part of the EPOSS application, but have a wider significance.

52261 Stock Units

There are functions that manage stock: movement of stock into or out of the Outlet
(remittance), and transfer of stock between stock-units. This all has to be tracked to
enable subsequent balancing and auditing. There are also a significant number of local
reports to be produced.

Within an Outlet, there will normally be a number of stock units. These are allocated by
the Post Office Manager, on a medium term basis, to individual Counter Clerks. The
Counter Clerk is then responsible for ensuring that the stock unit balances at the end of
the Cash Account Period, or whenever the stock-unit is de-allocated from him.

The Outlet, itself, also balances all current stock at the end of the Cash Account Period
(CAP). The Outlet stock is the sum of all the stock units at the point that they
individually rolled over into the next CAP.

From these transactions, the current position can be deduced by working forward from
the previous balance position. At the end of each Cash Account Period, after a balance
has been achieved for each stock unit, a virtual “line” is drawn across the Riposte journal
for each stock unit. A set of messages is stored that represent a clean start with the
brought forward balances.

All the information to support these applications is stored within Riposte as transactions
that caused the status quo to change.

There are recovery issues with single Counter Outlets if the Counter PC fails and is physically
replaced before it has replicated to the Correspondence Server. The end of day process may have to
be re-run afier the machine is repaired.

There are further issues with regard to Outlets that are closed temporarily. The Riposte messages
that represent its stock units will be expunged at the end of their expiry periods, unles they are
periodically refieshed.

5226.2 Session Mobility

Session Mobility is a feature of the Riposte Desktop that allows a Counter Clerk to logon
to a different Counter, resulting in the transfer of the current Customer Session to that
new Counter and the automatic logout on the original Counter. The ability to swap
between two sessions on a single desktop is also closely related to this.

However, there are circumstances under which it is undesirable to transfer or swap a
session, and so the Riposte Desktop also provides facilities to inhibit Session Mobility.

D For example, it is necessary to inhibit Session Mobility in an NBS transaction
between the sending of the [R] message and receipt of the [A] message, since
otherwise there is a danger that the [A] will be missed whilst the session is
transferring.
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5227 Session Timeout

Another feature of the standard Riposte Desktop is that of Session Timeout. There are
two aspects to this:

w  (ounter Locked. 1f a terminal is inactive for more than a given period (configured to
15 mirutes for Horizon}, the Counter is locked. In order to unlock the Counter, the
Counter Clerk is required to re-tnput his or her password before being able to
continue. Alternatively, a manager can force a logout at that point (for example ifthe
Counter Clerk has gone home having forgotten to logout). Such a forced logout will
be handled as described below.

& Forced Counter Logout. 1f a Counter 1s inactive for a longer period (configured to 60
minutes for Horizon), it is automatically logged out. Such a forced logout is reported
by the Riposte Desktop to any applications running under its control, thus enabling
them to tidy up. In particular, EPOSS will automatically commit any outstanding
Customer Session to the stack with a transaction assaming it to be settled for cash.

However, the mechanism used to implement session timeouts is only active when session
mobility is active. This means that if session mobility is inhibited by a particular
application, then this has the side effect of inhibiting Session Timeout.

52271 Counter Recovery Application

There are transaction types for which, once an mitial action has taken place, it is
important that a full transaction history is written to the message store.

= An example is NBS, where during normal operation every Transaction will have
both an [R] and a [C] {most will also have an [A]).

If the Counter is switched off or fails at any stage during the processing of the
transaction, part of the transaction record (including its eventual outcome} will be
missing from the message store. The application thus needs to provide a Message
Recovery component that can examine the message store, and where there i1s any doubt
ask the Counter Clerk for the outcome of any indeterminate transaction.

These cases can be determined as the Message Store will not contain a logout at the end
of the Clerk session. This can be detected when the Clerk next logs on to the Counter.

52.2.7.2 Counter Call Scheduler (CCS)

This is an Agent that runs on the Gateway PC and has responsibility for managing
Riposte connections to the Campus Correspondence Server at regular intervals,
depending on the number and size of waiting Riposte messages. Any priority message
forces Riposte to make an immediate connection. Initiating a Riposte connection will
result in an underlying network connection being made with the Campus, and
consequently a dial up connection in the case of ISDN connection Qutlets.

52273 EPOSS Watchdog

The EPOSS Watchdog is a Desktop application that monitors connectivity of a Counter
and in the event of a problem alerts the Clerk. It ensures that critical activities are not
carried out n an “unsafe” environment.

This component maintains a Network Status Indicator on the desktop, which provides a
visual indication to the Clerk as to whether or not the Network is currently available. The

© [ DATE\@ "yyyy" \* MERGEFORMAT ] Fujitsu Services Ltd COMPANY IN-CONFIDENCE Page1
File: TDARC001v48 with Yellow Bits.doc Printed on 19/09/2000 16:03 by PRW

This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



FUJO0079645

FUJ00079645
ot Technical Environment Description Ref.: TD/ARC/001
F U_HTSU Chapter 5 - Application Architecture Version: 4.8
Fujitsu Services COMPANY IN-CONFIDENCE Date: 22/10/2002

Network Status Indicator will be set to show that the Network is unavailable in any of the
following circumstances:

# The Counter is a slave Counter and is unable to communicate with the Gateway PC
# The on-line service Persistent Object indicates that the network is unavailable.

523 Network

There are no application components per se at the network layer. However, the
introduction of a new application may well increase or modify the network traffic, and
may change the traffic profile. Hence, it is essential that the data traffic is assessed in the
application design, in good time for the cost of any network enhancements to be included
in the Business Case for the application. Chapter 15 “Performance” indicates the types of
calculation required.

5.24 Correspondence Layer

Applications per se do not include a component at the Correspondence Layer, though
some application Agent functions run at this layer for performance reasons. It is
important for applications to understand the architecture of this layer, and the services
that it provides to the Agent layer.

5.2.4.1 Correspondence Server Application Database

The Correspondence Layer and Counter Layer share the use of the Riposte Message
Server (RMS). This supports a shared, distributed message store to ensure that
information generated at the Counter PC is replicated in the Campuses and vice versa.
These Riposte mechanisms interact directly with the Agent Layer. As shown in the
diagrams above, Agents invoke the RMS by an RPC interface. This is used to transmit
messages to the Counter PC, or to listen for and read messages transmitted by the
Counter PC. Riposte ensures that these messages are transmitted to their destinations
with integrity and in a secure and resilient manner.

Messages are formatted in an extensible style known as “Attribute Grammar”, which is
described in more detail in Chapter 7 “Information Management”. Each new application
must define the Attribute Grammar constructs that it requires, and ensure that these do
not conflict with the needs of other applications. There is a manually managed “data
dictionary” which helps in this.

5.2.4.2 Correspondence Server Application Agents

Some Agent code runs, for performance reasons, in the Correspondence Servers. The
only example at BI3 is the TMSDistrib Agent

Applications wishing to locate Agent processes on the Correspondence Server must
gain the agreement of the Chief Architect.

Correspondence Server Agents are supported by the same set of libraries as Agents (see
Figure 5.15 above), though they do not invoke the Oracle Client. The Multi-Riposte
library provides a Redirector function that ensures that messages go to the appropriate
Cluster. This may not be the Cluster within which the calling Correspondence Server is

located.
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5243 Riposte Archiver

The RMS constitutes a point at which ownership of data changes from Client to Pathway,
or vice versa, and hence transfers across this boundary need to be recorded for audit
purposes. A specialised Riposte Archive Agent, running on one of the Correspondence
Servers in each Cluster, listens on a dedicated Riposte Real-Time Message Port and
receives each message written to the RMS. It writes this to serial files. At intervals, it
closes the current file and passes it to the Archive Service to be written to bulk storage
media. Each time it closes a file it generates a Riposte Checkpoint.

5.2.5 Agent Layer

5.2.5.1 Purpose

A new application is likely to need to provide new Agent components.

The Agent Laver is responsible for transforming the message-based view that is
appropriate for the Counter application into a file {or set) view of the Host Layer. It
provides facilities to pass data in both directions: from the Host layer to the Counter, and
vice versa. It also provides facilities to pass messages direct to third party Clients, and to
return the Client response to the Counter.

52511 Host-Based Agents

It creates Riposte messages from one or more records placed into the Client Interface
Tables by the Host Layer. It also transforms Riposte messages from the Desktop into
records in the Client Interface table. An Agent behaves as a client to both the Host Layer
and the Distribution layer. It “pulls” data from one and “pushes” it to the other.

Two transformations are required:

m  Records held within the Host Layer tend to be normalised, particularly if they are
held in a database. A message to or from the Counter needs to contain all the
information for a single transaction at the Desktop. This will typically contain
unnormalised information (e.g. pick lists). The normalisation or de-normalisation
process is carried out by the Agent.

s Conversion between the flat record structure of the Host Layer and the attribute
grammar that is appropriate for Riposte and the Counter application.

Agent processing takes place either in bulk or on individual messages. Different
approaches are required for each of these. Whichever type is used, the Agent is unique to
the application and does not interact with other applications’ Agents or provide any
services to other applications. (There are some common services used by all Agents.)

For some classes of messages, the Agent has to digitally sign each message (or part of the
message), by adding an extra attribute that contains the signature, or to check a received
signed message. This is defined by the business rules for the application.

There may be cases where two (or more Agents) require access to the same set of
transactions within Riposte. Subjectively, from a performance perspective it may seem
attractive to retrieve them only once. However, this contravenes the principal of Vertical
Application separation, and must be avoided.

It is permissible for data to be harvested twice within the same application.
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All Agents must be designed with an Application Interface Specification (AlS) which
defines the nature of their interfaces.

52512 Other Agents
These operate at the message level, passing individual Riposte messages from the
Counter to the third party and returning the response to the Counter.

5.2.5.2 Types of Agent
There are five principal classes of Agent:
®  Host to Counter - bulk
®  Host to Counter - interactive
s Counter to Host - bulk
m  Counter to Host - interactive
= Enquiry Agents (interactive)
A new application may require instances of any or all of these.

52521 Loader Agents vs. Harvester Agents
Agents that pass data from the Host Layer to the Counter Layer are called Loader Agents.
Those that pass data from the Counter to the Host are called Harvester Agents. A
particular application may include one or more of each type of Agent. Agents that are
invoked by a Counter application, and acquire and pass back data to that application, are
called Enquiry Agents. They may communicate via a Host, or direct to the third party
Chent.
Some hybrid Agents operate as both Loaders and Harvesters.

52522 Bulk Agents vs. Interactive Agents
Bulk Agents operate on all messages of a particular type already held within Riposte.
Interactive Agents react to the appearance of a particular message type.

52523 Generic Agents
The TPS Harvester Agent, harvests al// transactions for input to TIP and the Data
Warehouse.
This could be impacted by the development of a new application if that application added
a new attribute to the relevant message types.
A specialised Riposte Archiver, running on the Correspondence Servers, is used to ensure
that all Riposte messages are written to tape for audit purposes.

5.2.5.3 Loader Agents

52531 Interactive Loader Agents
The overall architecture for these depends on the capabilities of the Host application, and
its infrastructure.
Where the Host supports RPC or an equivalent interface such as Sockets, it makes a
direct call to the Agent as shown here. Note that in these diagrams, data transfers are
shown by broken arrows. Calls are indicated by continuous arrows.
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Figure 5.7 - RPC Driven Loader Agents

Where the Host application is implemented on an Oracle database, and the triggering
event is the application writing a record to the database, a different mechanism is used.
This is shown here.

Host
Host
Application |
iy
SQL*Net call to
read record Waits on
Al
ent
Ag Oracle Client = Separate Oracle
; Causes | ciient Thread
event to

Passes record to
Riposte via RPC

T Correspondence Server
Riposte P

Figure 5.8 - Oracle Driven Interactive Loader Agents

The Oracle DBAlert daemon is associated with a particular Table in the Host
application’s database, and is invoked when the application writes a record to that Table.
A separate Oracle Client thread in the Agent waits on this DBAlert. When it receives one,
it causes an Event to the Oracle Client, in a separate thread. This causes the client to read
the record from the Oracle Server. The Interactive Agent thus calls the Oracle SQL client
to read the record, and then process it as required, including passing it to the RMS using
the Riposte Application Programming Interface (API) over RPC.

Alerts may be “lost” occasionally. To ensure that it doesn’t miss any records, the Oracle
Client also reads the table on a timed basis.

52532 Bulk Loader Agents

The structure of these depends on the complexity of the Host application, and whether or
not it uses an Oracle database.
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5.256.321 Oracle Based Bulk Loader Agents

In the case of simple Oracle based Host applications, the siructure is the same as for
Interactive loaders, and is shown in Figure 5.7. The Host passes one or more records via
RPC or an equivalent interface such as Sockets to the Agent, which passes them to the
RMS by RPC.

This is the structure of a Bulk Loader Agent where the Host uses an Oracle database. The
Reference Data loader, discussed below, is an instance.

os
ot Host ! Scheduler
Application
-
i Starts one or more
| instances of
Agent

Agent
Service

RPC

Correspondence Server T

Figure 5.9 - Structure of a Bulk Loader Agent for an Oracle Host

The Host System sets up in its Client Interface Table the records to be loaded. When this
is complete, a scheduling process is invoked to start a number of Agents in parallel. Each
is given a defined set of “work chunks”, defined by data held in the Client Interface
Table. Each Agent starts up, and selects and processes one of these work chunks. After
each, it checks to see if there are any further work chunks to select. If so it processes
them, if not it exits.

Bulk Agents run continuously. Maestro starts and reschedule them as required, and
restarts them if they fail.

Work chunks are designed to take a similar amount of processing. Each will usually
involve reading a series of fetch units from the Client Interface Tables in the Oracle
database (using the Oracle Client-server interface), and updating the Correspondence
Server’s RMS journal. Progress with processing Oracle records may be managed either
by marking individual (or groups) of rows as “processed” in the Client Interface Tables,
or by maintaining a “progress marker” in separate control tables depending upon the
performance requirements. Such progress information needs to be updated prior to
issuing a Commit. Any Riposte transactions must also be completed before a Commit to
Oracle. There is no need to co-ordinate Oracle Commits with fetch units, and it may be
appropriate to Commit during a fetch unit (for example when the Outlet changes). The
maximum size of the fetch unit will depend on the optimum number of records that can
be retrieved in an SQL*Net call, and the associated memory available in the Agent
server. These parameters, and other features of the interface, must be defined in the
application’s AIS. Work chunks are also used to enable another Agent to recover the
work being processed at the time an Agent fails.
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When all Agents have completed, a check process is run to ensure that all work is
finished. This means that all the records in the Client Interface Table have been
successfully input into the RMS.

5.2.6.3.22  Flat File Based Bulk Loader Agents

Where the Host application handles Flat Files, these are passed to the Agent, which then
reads records from them serially and passes them by RPC call to Riposte. The Agent may
also generate Checkpoints, for example after every file, to aid its recovery. Agent
recovery should be linked to Host database recovery, for example by the Host holding the
checkpoint name in the database.

Flat File(s)
Host
Host
Application
RPC or Sockets |i File(s)
W
Agent
g Agent
Service
Passes record to
Checkpoint Riposte via RPC
Correspondence : :
Server . tpoe

Figure 5.10 - Flat File Loader Agents

5.2.5.4 Harvester Agents

5.2.54.1 Interactive Harvester Agents

The structure of these depends on whether the Host Application uses an Oracle Database.
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525411 Oracle Based Interactive Harvesters

Host Host

Application ‘

Agent
Service

Listens on a
message port for

o dence S #

Figure 5.11 - Structure of an Interactive Harvester Agent

This harvester runs at designated times during the working day, listening for the arrival
of Riposte messages of the type that it is designed to harvest. When such a message
arrives it is processed and the results are written to the Oracle database’s Client Interface
Table by a direct call on the Oracle Client.

525412 Non Oracle Interactive Harvester

Where the Host supports RPC or an equivalent interface such as Sockets, the Agent
makes direct calls to it.

Host Host
Application
44

RPC or Sockets

Agent Agent

Service

Listens on a
message port for

Figure 5.12 - Non-Oracle Interactive Harvester Agents

Correspondence
Server

Normally only one instance of an Interactive Harvester Agent can run at once within a
Cluster, otherwise duplicate processing can occur. However, as Clusters are essentially
discrete message stores, it is usual to run one Harvester per Cluster for improved
throughput.

52542 Bulk Harvester Agents

The structure of these is similar to the equivalent type of Interactive Harvester Agent.
The difference is that records to be harvested build up in the RMS journal on the
Correspondence Server, rather than being harvested as soon as they appear. At an
appropriate time, the scheduler starts up one or more harvesters to harvest the records
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from RMS. The Agent obtains the messages by reading serially through the RMS
message store rather than by waiting on a message port.

5.254.21 Oracle Based Bulk Harvesters
This is the structure for Oracle-based Bulk Harvester Agents.

Host

Host
Application D
=
Agent Agent
Service

Reads serially through
{|Message Store

Figure 5.13 - Structure of a Bulk Harvester Agent

Correspondence Server

Each instance processes a subset of the outstanding messages, typically, on an Outlet by
Outlet basis. The Client Interface Table in the Oracle database is used to store markers
(relating to the Riposte journal), identifying which records have been harvested. This
enables success units to be defined appropriate to the particular harvester.

Chapter 7 “Information Management” discusses success units in more detail.

The harvested records are re-formatted into the form that the Host wants them. They are
added to the Client Interface Table using Oracle’s client-server functionality.

When all Outlets have been harvested, the harvester exits.

Many Bulk Harvesters need to be triggered by an Outlet closing for the day. This is
indicated by an End of Day Marker being written to the Riposte journal by the
appropriate Application. A separate bulk harvester is used to detect the End of Day
Marker. When it detects such a Marker, it writes a control record to the Oracle database
indicating that the Outlet is ready to be harvested. The writing of this record triggers
Maestro to initiate a Bulk Harvester to process that Outlet.

525422 Flat File Bulk Harvesters

Certain Harvesters generate a set of Flat Files from the Agent Service. This service can
run either within an Agent Service or directly within the Correspondence Server if
performance reasons dictate.

Harvested records are passed to the Host in a Flat File. The Agent should operate
between Markers written to the Riposte journal. While it may need to generate more than
one Flat File to encompass all the Riposte records between the Markers, it should not
include records either side of the Marker in one interface file.

The Host application may either manipulate the Flat Files directly (for example sorting,
merging and splitting them to create the data sent to the Client). Alternatively, it may
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bulk load them into a database for manipulation, for example using the Oracle flat file
load facility.

The structure is as shown here.

Flat File(s)

Host

Host
Application
44
Flat File(s)
nt
Age Agent The Agent Service may run on the
Service Correspondence Server if required

Reads serially through
the message store

Correspondence [ :

Figure 5.14 - Flat File Bulk Harvester Agents

Some Bulk Harvesters need to run continuously or periodically throughout the day. This
can reduce the amount of work required at the end of the day, or to provide a more
immediate response time without the performance overheads and single-streaming
constrains of Interactive Harvesters. These are scheduled automatically by Maestro. They
will use their own control mechanisms, based on work chunks, to identify the Outlets to
be harvested.

52543 Checkpoints

A “checkpoint” is a form of Marker (see Chapter 7 “Information Management”) over the
whole message store. Checkpoint Messages are replicated across all Correspondence
Servers in the Cluster. This makes it possible to guarantee the harvesting of all messages
of the type being listened for without having to re-process all messages in the message
store following a failure. Tivoli will detect a failed Agent and restart it. The Agent will
restart from the latest message store Checkpoint and this will ensure that all relevant
messages are processed.

5.2.5.5 Enquiry Agents

Enquiry Agents handle cases where a Counter application wishes to obtain some data
from a Host System or external source.

52551 Priority Messages

The Counter application can create a Riposte Priority Message that contains the enquiry
or the update and captures its message-id. It then creates a message port waiting for a
response to the enquiry or update. This response will be keyed on the message-id of the
enquiry or update. The message port should be set to time out after a time specified by a
configuration parameter set in a Persistent Object.
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Note that a Priority Message merely attempts to trigger the raising of the communications
line. If it succeeds, all waiting messages from the Outlet are transmitted to the Campus,
finishing with the Priority Message that triggered the call. This makes it difficult to
predict response times to Priority Messages.

52552 Real Time Message Ports

Riposte supports Real Time Message Ports. These ensure that Priority Messages can be
processed immediately by the message port, without waiting for the message to arrive in
sequence, as is the situation with Priority Messages. This provides the ability to reduce
certain response times by several seconds. Note that delivery through a Real Time
Message Port is not guaranteed, and duplicates may also arise under certain recovery
scenarios. Agents using this facility will need to be designed around these features.

= Real Time Message Ports are used for OBCS "Foreign” transactions and for NBS
and DCS Agents

52553 Functions of Enquiry Agents

The Enquiry Agent listens for enquiries or update messages of a particular message type.
When the Agent receives a message it makes the appropriate enquiry or update. The
architecture beyond the Agent depends on the service being accessed.

Where the Enquiry Agent needs to go to an external source to answer the enquiry, it
should set a time-out period that is just greater than the SLA agreed with the service
provider. It should then wait for the response from the service provider. (It may start
another thread to do this.) The time-out period should be significantly less than the time-
out set at the Counter (which is there to deal with line failures).

After receiving a response from the service provider, the Agent creates a Priority
Message with a key of the original enquiry or update, and returns it to the Counter
application. This message can indicate to the Counter that it need no longer keep the link
to the Campus open. Attributes within the message will provide the information required
by the Counter application. Alternatively, after a time-out the Agent needs to indicate this
fact to the Counter application.

In general, an enquiry should be treated as such, with the implication that the underlying
transaction may not proceed depending on the outcome of the enquiry. The Host
application component, if any, must not assume that it will complete. Ideally, neither the
Host application nor the external system should make any changes to its own data
because of an enquiry. There may be cases where this is unavoidable, because the
external system is provided by a third party over which Pathway has no control. In this
case, the Host application must understand and record any data changes made by the
external application. In this exceptional case, the Host needs to provide a mechanism to
reverse the change should the transaction not complete. This may require, for example,
some End of Day processing to sweep up and reverse changes made by enquiries from
transactions that were subsequently cancelled.

= NBS provides an example of this. The [A] response 1o an [R] message is treated
as a committal of the relevant funds. If the transaction is subsequently
abandoned by the Customer, then the application must generate o "reversing”
message that undoes its impact at the NBE or beyond
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52554

5.2.5.6

5.2.5.7

On-Line Access from Horizon to Merchant Acquirers

= DCS transactions require the merchant (in this case PO Ltd, or Pathway on its
behalf) to be able to obtain on-line authorisation of transactions which exceed
the merchant’s floor limit. PO Ltd have chosen NatWest Streamline {now part of
the RBS Group) as their Merchant Acquirer, and are in the process of
negotiating an appropriate Contract. They will use a floor limit of zero, thus
forcing an on-line authorisation for all DCS transactions. Such authorisations are
generated by standard code. They use a standard known as APACS 29 over an
X.25 interface. Horizon will send the card details and transaction amount, and
receive in return an authorisation (including an authorisation code) or a refusal
code. The reply must be passed back to the Counter application.

Managing Message Recovery
Agents are responsible for managing recovery and message re-synchronisation between

the Host Layer and the Counter Layer following a failure.

Riposte contains transaction features that allow multiple messages to be committed as
one atomic unit. These ensure that messages are replicated as a unit, and another
processor cannot read one message in the message run until all the messages in it have
been replicated to that processor.

Equivalent facilities are available at the Host Layer within Oracle, and should be
designed into other application types as appropriate.

Bulk Agents mark their work chunks as “in progress” as soon as they start to process
them. If the Agent fails, this is detected by a Bulk Monitor running on the Host Central
Server. This initiates a recovery process that will recover the failed work chunks.

Enquiry Agents and Interactive Agents run as Windows NT Services. Failure of one of
these is detected by Tivoli, which then restarts the Agent.

The general strategy towards message recovery is:

m  Applications should be able to detect duplicated messages and ignore the duplicate
®m  Agents must guarantee not to lose messages, though they can duplicate them.

As the traffic between the Agent Layer and the Host Layer is one-way, this avoids the
need for a sophisticated two-phase commit protocol.

Agent Structure

The following table shows the functions that logically belong at the Agent layer, though
as can be seen, some of them are located on other Platforms.

Component Platforms
Agent Control Product (DW) Data Warehouse Server
Agent Counter Common Counter PC

Agent Management Utilities
Agent Performance Monitor Libraries

Correspondence Server
Agent Server
Correspondence Server
DCS Agent Server

DCS Management Server

Agent Performance Monitor Libraries
Audit Data Retrieval Agent

NBS Agent Server
Audit Server
Audit Workstation

Cluster Lookup Service (LUC)

Agent Server
Audit Server
Audit Workstation
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Correspondence Server
DCS Agent Server

DCS Management Server
NBS Agent Server

Correspondence Agents Common

Correspondence Server

Counter Configuration Administration Counter PC
Counter Monitoring Agent Agent Server
Counter Shutdown Monitor Counter PC
General Agents Agent Server
DCS Agent Server
NBS Agent Server
Host Agent Control Host Central Server
Multiple Riposte Library Agent Server
DCS Agent Server
DCS Management Server
NBS Agent Server
NT Agent Control KMA Server
TMS Distrib Correspondence Server
TMS Library Agent Server

Correspondence Server

TMS Outlet Monitor Agents

Agent Server
Agent Server
Correspondence Server

TMS PostOfficeRedirector - Agent
TMS PostOfficeWait - Agent
User Lock Request Library

Counter PC
Counter PC

Agent Server

Counter PC

DCS Agent Server
NBS Agent Server
PIN Pad Key Generation Workstation

A number of standard libraries are used to simplify the task of the Agent developer. Any
particular Agent may not need to use services from all the functions indicated on this

diagram.
Generic
Agent Agent
¢ ‘ Server
TMSDistrib Agent Signing/Verifying Function ||
/ Common i
AT T I
E Cryptographic API Library !
RPC SOL*Net
Correspondence Haost
Server ¥ - Server
o EE . Oracle
TMSDistrib LUC Riposte Database
Server Server | | . Senice

Figure 5.15 - Agent Structure

Agents are largely configured by information held in the Windows NT Registry. More
verbose configuration information is held in serial files that are pointed to by Registry

entries.

52571 General Agents

This provides a range of general-purpose Agents including:
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“Ping” agent used by Tivoli to check that an Outlet can be accessed via ISDN

EoD Harvester Agent that checks for End of Day markers from Outlets

Central Acknowledgement Agent that harvests Acknowledgement messages

generated by Counters when requested following receipt of a set of Reference Data
®  Message Submission Loader Agent that passes message broadcasts from CS staff to

Outlets

5.25.7.2 TMSDistrib

This is an instance of a case where applications provide specific code to interface to
Riposte. This instance invokes a remote service to provide locking and co-ordination
services across a number of Agents, and allows certain functions (primarily change of
nominated office) to be isolated from other functions. It effectively forces the Agent to be
single threaded.

52573 Multi-Riposte Library

This is used to handle multiple Correspondence Server Clusters, and removes the need
for an Agent to know in which Cluster a particular Outlet is located. It calls LUC to
identify the Cluster to receive a message intended for a particular Outlet, and then
invokes multiple Riposte Clients to access those Clusters. It is described in Chapter 6
“Distributed Application Services”.

52574 Look-Up Cluster Agent (LUC)

This calls the LUC Server to read Riposte data held in the Windows NT Registry to build
up and store a list of Riposte services. It then calls Riposte to identify which Groups
(Outlets) are handled by which Clusters. LUC services run on each Agent server and
Correspondence Server, for resilience and performance reasons.

52575 Counter Monitoring Agent

This is introduced at Release S06 and monitors the time that each Outlet last
communicated with the Campus.

52576 Oracle client

This is a standard Oracle Client that interfaces via SQL*Net to the Host Central Server at
the Campus.

52577 Message Signing and Verifying

Agents are responsible for “signing” (adding digital signatures) messages passed back to
PO Ltd Clients. If an application needs to perform signing functions, it must provide its
own signing code, annotated Signing Functions in the diagram.

= APS signs messages transferred to AP Clients. NBS adds a Message
Authentication Code (MAC) which provides many of the same benefits, to
messages transmitted to the NBE

Signing is done by the Cryptographic Functions API Library.

Agents may also need to verify signatures that have been added at the Counter or by a
third party. Again, the Cryptographic Functions API Library is used.

= APS and NBS signatures are verified by Agents.
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Other Cryptographic API functions permit Agents to “translate” security information
from one protection domain to another without the relevant data bemg available in plain
text other than within a Hardware Security Module (HSM)

e This is used by NBS, which translates encrypted PIN values from the Key used
by the Counter to that used by the NBE

5.2.6 Host Layer

5.2.6.1 General

The Host Layer applies any business rules to the information being received from or sent
to the External Client System. It may also provide persistent storage of information on
behalf of the external system.

The Host layer can be substantial, as is the case for TPS. It can also be so thin that it can,
in theory, be absorbed within the Agent layer. An example is where there are few
business rules and no persistent storage requirement. It may make sense to locate the
Host and Agent components on the same server. However, the two application
components must be clearly separated and only communicate via standardised
mechanisms which apply whether they are co-located or not.

One essential task that can only be carried out at the Host layer is reconciliation. The
Host is the only system component that can detect discrepancies between the transactions
carried out at the Counter (and hence reported back to PO Ltd via TPS), and those that
were authorised or expected. It should be in a position to send reconciliation reports back
to its Client. These enable the discrepancy with the TPS records to be identified and
resolved.

5.2.6.2 Application Integration

Each Host applications is independent of the others. They have no knowledge of how the
others are implemented. They have independent databases, and do not directly share data.
Host data processing requirements are covered in Chapter 7 “Information Management”.

Host applications need to communicate with an Agent layer, and may need to interface to
external interfaces. This communication can be achieved in several ways.

526.21 Batch Interface to External Bodies

Flat Files may be passed to and from external bodies using the FTMS or some other
means.

526.22 On-Line Access by External Bodies

In exceptional circumstances, external Clients may need on-line access to the Host’s data.
This is provided via SQL*Net calls.

526.2.3 Communication with Agents

Agents communicate with Oracle-based Hosts using SQL*Net. Data to be passed to or
received from Agents must be limited to Client Interface tables specifically designed for
this purpose, as described below.

There are some exceptions o this. Some Agents read lookup data from Hosts. Architecturally, they
should obtain this from Riposte instead.
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Applications that do not need an Oracle based Host may pass Flat Files between the Host
and Agents.

526.24 Communication With Other Hosts

In certain circumstances, Host applications may need to communicate with each other.
Such communication is covered in Chapter 7 "“Information Management” and uses
object-oriented methods which make no assumptions about the physical location of the
other service.

5.2.6.3 Types of Host Application

Host applications fall into one of three classes.

#  Complex applications that require a large amount of persistent storage, with high
volumes and/or high transaction rates. These require the use of a sophisticated
database system such as Oracle. These are located on one of the Host Central Servers.

B Less complex applications, with little persistent storage requirement. These may run
on the Host Central Server, but any new applications of this type should consider the
use of a Host Ancillary Server, an Intel Platform running under Windows NT Server.
Oracle or Microsoft SQL Server can be used to provide the database functionality
and storage mechanisms. Database backup and restore facilities are provided, but
there is in general no failover facility in the event of loss of'a Campus.

®  Simple applications that have no requirement for a persistent database should, again,
be implemented on a dedicated Intel-based Host Ancillary Server running under
Windows NT server. Typically these generate or process Flat Files.

The System Design Specification (SDS) for a new application will determine into which
type it falls.

5.2.6.4 Host System Components

Each application may include any of the following in its Host layer.

5.2.6.4.1 Host System

This is the actual application and the Platform on which it runs. Most existing Host
applications are implemented as Oracle databases and associated applications. New
applications may be implemented as new databases on Sequent or Windows NT
Platforms, unless for the reasons given above it is decided to co-locate them with an
existing database on the Host Central Servers.

52642 Host Database

This is either a new Oracle database, a new schema and set of tables in an existing
database, or a discrete SQL Server database. (At BI3, each application uses its own
discrete database.) Guidelines are given in Chapter 7 “Information Management”.
Whichever approach is used, its storage and other requirements need to be identified as
these may impact on the performance of existing applications. Its capacity requirements
should be lodged in Chapter 15 “Performance”.

Hosts should generate audit information representing any changes they make to their
persistent data, using the mechanisms outlined in Chapter 7 “Information Management”.
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52643 Host Access Controls

Access Control processes manage the receipt of, and distribution of data to, external
bodies.

The rules should reflect the [ACP] and Chapter 16 “Security”. Pathway has a contractual
obligation to protect the confidentiality of data belonging to PO Ltd and its Clients. Any
potential conflict of interest between different Clients is best resolved by using different
databases for their data.

52644 Application Business Objects

Component Platforms

Business Objects - Designer Bundle MIS Support Workstation

Business Objects - End User Bundle MIS Client Workstation
MIS Support Workstation

Business Objects - End User Bundle OCMS Client

Business Objects is a user-friendly definition of the information required to feed into the
Data Warehouse. It is compatible with both Oracle databases and Flat Files. It is used, for
example, to generate capacity planning information.

The Designer Bundlie is used by authorised staffto construct Business Objects models for
use on MIS Client PCs.
5.2.6.45 Client Interface Tables

Each application Oracle Database must include Tables that form the specific interface to
the Agent layer.

s Loader Agents (see below) will read these Tables, or listen on them to pick up new or
changed Records
s Harvester Agents will write information from the Counters only into these Tables.

Hosts must make these tables available to the Audit Service for writing to bulk storage
media.

There are some feeds from the Host Databases directly into the Data Warehouse, bypassing both the
Client Interface Tables and the MIS Interface Tables (see below). This should be reconsidered at an
appropriate point.

Non-Oracle applications must provide similar mechanisms to isolate the data available to
the Host from that made available to the Agents. This can be Flat Files, or another
structured database such as Microsoft Access or SQL Server.

5.2.6.5 Reconciliation

Each application needs to consider the following.

How can it verify the integrity of the information that it passes back to its Client?
How can it guarantee the internal consistency of this information with any data
received from the Client?

s How can it guarantee that information passed by Reference Data is picked up by it
and used in an appropriate way?

s How can it guarantee that its transaction information passed back to TIP is the same
as the information that it passed back to its own Client?
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52.6.51 Intra-Application Reconciliation

Where the application needs to carry out a reconciliation process over information which
it passes back to its Client, or between this data and data which it receives from its Client,
it should do so in its Host component. There are two reasons for this.

®  Architecturally, the Host is the point at which significant business processing should
be carried out

s Reconciliation is likely to involve the storage of information for at least a short time
(days) and the Host database is the architectural point at which application persistent
storage is implemented.

5.2.6.5.1.1 Database Applications

Where the application uses an Oracle database for persistent storage, it needs to carry out
any necessary reconciliation using this and in accordance with the principles in
[HADDIS].

e An example is the Data Reconciliation Service (DRS) used by NBS and DCS

5.2.6.5.1.2  Flat Files

Whether or not the application uses a relational database, data passed back to the Client is
transferred as Flat Files via the FTMS. These files should follow normal batch processing
disciplines, and include volume and value totals for inclusion in trailer records.

52.6.5.2 Inter-Application Reconciliation

Reconciliation cannot be considered in isolation on an application by application basis.
While each application may have its own internal reconciliation requirements, there are
cases with every application where it is necessary to verify its data against that belonging
to TPS, at the least, and sometimes to other applications. This is discussed below.

5.2.6.6 Data Reconciliation Service (DRS)

This 1s introduced at BI3 to support reconciliation of the many data flows introduced with
NBS and DCS. 1t is described in Chapter 7

5.2.7 Help Desk Applications

Where a Help Desk application is provided to support telephone calls from Counter staff,
it should provide a similar interface to that provided in the Outlets. This is provided by a
pseudo-Counter PC providing access to the Correspondence Server message store (or a
copy of'it), though with perhaps a wider range of access rights than Outlet based Counter
staff.

Earlier Help Desks can work from a copy of the Host data. The OBCS Stops Help Desk is an
example. In these, data needed to populate the Help Desk is generated by the Host Application on a
regular basis and copied (for example by FTMS) to the Help Desk system.

5.2.8 External Interface Layer

This layer is responsible for retrieving or accepting information from, or sending it to, a
Client System. It removes the complexity of handling these external interfaces from the
Host layer of the application.
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An application may contain either batch or real-time interactions, or both. Each may be

mitiated from either end.

5.2.8.1 File Transfer Managed Service (FTMS)
This is a generic file transfer interface mechanism that provides a secure and reliable
mechanism for transferring files between Pathway and customers or suppliers.
52.81.1 FTMS Structure
Component Platforms
FTMS Core Application AP Client Gateway - Local
AP Client Gateway - Remote
Audit Server
Capacity Management Server
DCS Management Server
General Purpose FTMS Gateway - Local
General Purpose FTMS Gateway - Remote
Horizon Help Desk Gateway - Local
Horizon Help Desk Gateway - Remote
Network Banking FTMS Local Gateway
Network Banking FTMS Remote Gateway
POCL Standby Gateway - Remote
POCL TIP Gateway Server - Local
POCL TIP Gateway Server - Remote
FTMS Core Application for Unix Host Central Server
FTMS General Purpose Local Configurations General Purpose FTMS Gateway - Local
General Purpose FTMS Gateway - Remote
FTMS General Purpose Remote Configurations General Purpose FTMS Gateway - Remote
5281.2 Use of FTMS
Pathway provides a Windows NT based Server within the Campus. It interworks with a
similar Server installed by Pathway on the Client’s premises. The overall structure of the
FTMS is shown here. It is described in more detail in [FTMS].
: Campus ; : Client Site i
Host Local External | | Remote External E
Platform Interface ; ' Interface Gateway :
Gateway i : ;
Host Shared FTMS i : FTMS Shared Client '
Application Directory Local ; : Remote Directory Application i
System i ; PSystem B !

————3p "Push" in the direction of the arrow
———&@ "Pull” in the direction of the arrow

52.8.1.3

Figure 5.16 - File Transfer Managed Service

FTMS Core Application

The components of this model are responsible for a number of functions, as shown here.
The type of function depends on the direction of the transfer. Versions are provided for

both NT and UNIX.
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Figure 5.17 - FTMS Functions

FTMS runs as a series of inter-related Windows NT services, each triggered by the
appearance of a file with an appropriate name in a designated directory. Each terminates
by creating an output file in a (different) designated directory. The processes that may be
carried out by any particular instance of the FTMS are driven by its configuration
information, which is specified by the application designer, and may include the
following.

Pre- or post-process the file in any application specific way

Compress the file to save on transfer time, and decompress on receipt

Sign the file with a digital signature, and verify it when received

Encrypt the file using software encryption, and decrypt on receipt (not needed where
hardware encryption is available on the link)

Copy the file to the receiving Platform

Copy the file’s control file, and if required the file itself, to the Archive Service.

Regardless of the direction of the transfer, the Campus end of the link is responsible for
passing a control file, identifying the transfer, to the Archive Service. If required it also
makes the transferred file available to the Archive Service.

52814 UNIX Host File Transfers

Where the Host application runs on a UNIX server, the External Interface Gateways use
NFS to extract data from or feed it into the Host System.

g On the local FTMS Gateway platform, this is provided by Hummingbird Maestro
Solo
g On the Host platform, it is provided by the native Dynix NFS daemon

52815 Windows NT Host File Transfers

Where the Host application runs on a Windows NT server, the communication method is
distributed file sharing. The same mechanism is used between the two External Interface

Gateway platforms.
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52816 Transfers at the Client Side

The preferred method of file extraction and delivery at the remote site with TCP/IP is
FTP, using the standard Windows NT mechanisms.

Where the remote system is also a Windows NT platform, NT file sharing can be used.

Where there is no network connection to the Client system, a diskette drive or lomega zip
drive is used.

Remote FITMS Gateway services include a “user hook” from which a Client-specific
transfer package can be invoked.

5.2.81.7 FTMS Configuration Files

For each instance of an FTMS service, the Application provides up to four Configuration
files.

®  One at the Local (Campus) end to transfer files from Pathway to the Client

®  One at the Local end to transfer files from the Client to Pathway

s One at the Remote end to transfer files from Pathway to the Client

®  One at the Remote (Client) end to transfer files from the Client to Pathway.
5.2.8.2 Batch Interface to OBCS

= For historical reasons, a different approach is taken to data passed to Pathway

from the OBCS systems. Files are transferred directly from the Benefit
Agency's VME system to the Host Central Server, without the intervention of
External Interface Gateways or the use of FTMS. The transfer mechanism is
FTF using software provided by Hytec.

5.2.8.3 Interactive Client Interface

There is no generic model for this type of interface.

52831 Interactive Access From Client

In some instances, on-line access is required from other suppliers to or Clients of PO Ltd
to Horizon.

This is an exceptional requirement. It should only be implemented where thereis no
practical alternative. Approval is needed from the Chief Architect before an
application may introduce a mechanism of this type. Any such mechanism should
include full consideration of qualities such as Security.

52832 Interactive Access To Client

In some cases, the Counter transaction needs to make an on-line enquiry to an application
run by the Client. The rules in this case are set by the Client and agreed with Pathway and
PO Lid. Horizon's task is to understand the nature of this interface, and define appropriate
SLAs to monitor its use.

In most cases, this access occurs at the Agent Laver rather than via the Host.

= NBS and DC3 both provide examples of this type of working
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5284 Supplier Interface

An application may need to pass data to, or receive it from, an external supplier.
Applications need to consider providing new code to handle this interface.

Similar mechanisms are used to the generic Client Batch Interface paradigm. Pathway
provides External Interface Gateway PCs that carry out a file transfer between the
Supplier and the Campuses. Data is transferred as Flat Files, and controlled by FTMS.

The files transferred are generated by or received by the Host Component of the

application.
5.3 ANCILLARY APPLICATIONS
5.3.1 Transaction Processing System (TPS)

This mechanism is used to harvest information about all transactions carried out in the
Outlets, and feed it back to the PO Ltd TIP system.

5.3.1.1 Structure
Component Platforms
Database Links Host Central Server
FTMS TIP to TPS Local Connection Configuration POCL TIP Gateway Server - Local
FTMS TIP to TPS Remote Connection Configuration POCL Standby Gateway - Remote
POCL TIP Gateway Server - Remote
FTMS TPS to TIP Local Connection Configuration POCL TIP Gateway Server - Local
FTMS TPS to TIP Remote Connection Configuration POCL Standby Gateway - Remote
POCL TIP Gateway Server - Remote
TPS Database Host Central Server
TPS Host Application Host Central Server
5.3.1.2 TPS Counter

There is no TPS Counter component per se. TPS is sent information about all
transactions carried out on the Counter, by whatever application.

5.3.1.3 TPS - Agent

Transactions are gathered in the first instance by the TPS Harvester Agent. This is a
standard Bulk Harvesting Agent running within the Agent Layer. It collects all messages
that result from Counter transactions, stock unit balancing and Outlet cash accounting,
and feeds them into the TPS database, from whence they are fed to TIP. New applications
need to log a particular message type that is harvested by this Agent, and to ensure that
this message type is not shared with any other application.

5.3.1.4 TPS Database
This 1s an Oracle database running on a Host Central Server.
5.3.1.5 TPS Host Application

This Host application stores, manipulates and processes the TPS data ready for
submission to TIP.
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5.3.1.6 TIP Interface

This is a standard File Transfer gateway that passes TPS information back to PO Ltd's
TIP service, and receives acknowledgements from PO Ltd. The time taken to transfer the
data may be impacted by the introduction of a new application.

5.3.1.7 Application Reconciliation with TPS

TPS harvests all messages relating to transactions carried out at the Counters and
transmits them, in a series of Flat Files, to PO Ltd.

There must be at least one point in the day when the transactions sent to PO Ltd are in
step with those sent to each Client.

Harvesting is triggered by the Outlet writing an End of Day Marker to the Riposte
journal. Thus, this requirement will be met by using the End of Day Markers to delimit
both sets of transactions.

Conceptually, the data transmitted to TPS is the sum of the transaction data harvested by
all other applications. However, it could vary from this for a number of reasons,
including the following.

8 An Outlet’s End of Day Marker may arrive after the TPS Harvesting completes but
before the application’s Harvester (or vice versa), and thus its transactions appear in
different “days” so far as the two applications are concerned

®  Applications harvest messages from some different end-point than the Outlet’s End
of Day Marker

.  The Application Harvester misses some messages which it should have read, and
which were in fact read by the TPS Harvester
Messages are harvested by both applications but differ in their details
One or other Agent failed and during its recovery some messages were lost (not
likely) or were harvested twice (the preferred recovery strategy)

5.3.1.7.1 Messages Harvested in Different Days

To avoid differences caused by messages being processed in different days, End of Day
Marker are detected by one Harvester that then updates an Outlet-specific persistent
object to indicate that the Outlet has completed its End of Day activities. All other
Harvesters work from this set of Persistent Objects, and not from the EoD markers

themselves.
- Time o ;'I Generic Harvester | a[,}:jz g;”;zi;fizgf;;
. = /4 Y YWY Y v ;[oda_y ”
/,//_;/,////’/////// // //ff//// '
é I I Riposte Message Runs | I I 2
M
“Yesterday’s EoD Markers Arrival Times of End-of-Day
which arrived too late markers for “today”
Figure 5.18 - Common Harvesting Datastore
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53.1.7.2 Different End Points
Problems will arise where application harvesters use something other than the Outlet's
End of Day Marker to delimit the messages they harvest.
5.3.2 Management Information System (MIS)
As well as feeding details of all transactions to PO Ltd, there is a need to feed similar
information into the Data Warehouse for use by the MIS applications. This is carried out
by the TPS Harvester.
5.3.2.1 Structure
Component Platforms
Ad Hoc Reporting Universe MIS Client Workstation
MIS Support Workstation
Data Warehouse Agents Agent Server
Database Links Host Central Server
MIS Application Data Warehouse Server
MIS Business Development Reporting MIS Client Workstation
MIS Support Workstation
MIS Business Objects MIS Client Workstation
MIS Support Workstation
MIS Business Objects APR MIS Client Workstation
MIS Support Workstation
MIS Business Objects Customer Service Reporting MIS Client Workstation
MIS Support Workstation
MIS Business Objects Universe MIS Client Workstation
MIS Support Workstation
MIS Common Software MIS Client Workstation
MIS Support Workstation
MIS Contract Administration MIS Client Workstation
MIS Support Workstation
MIS Datawarehouse Archiving Data Warehouse Server
MIS Datawarehouse Backup & Recovery Data Warehouse Server
MIS Datawarehouse Build Data Warehouse Server
MIS Datawarehouse Processing Data Warehouse Server
MIS Datawarehouse Reference Data Data Warehouse Server
MIS Datawarehouse Restore Data Warehouse Server
MIS Datawarehouse Scheduling Data Warehouse Server
MIS Datawarehouse Setaside Tablespaces Data Warehouse Server
MIS Datawarehouse Tablespaces Data Warehouse Server
MIS Datawarehouse TPS Data Warehouse Server
MIS Reference Data Maintenance MIS Client Workstation
MIS Support Workstation
5.3.2.2 MIS Harvester
At a later Release, a separate MIS Harvester will be introduced. It will harvest all
message types that need to be fed into the Data Warehouse.
53.2.3 MIS Interface Tables

The Data Warehouse is an Oracle database running on a separate Sequent server from the
Host Central Servers.

Data is fed into it from Flat Files generated by the TPS Harvester. The database contains
MIS Interface Tables that are populated by the MIS Harvester as the first stage of
populating the MIS with this data. These will be used in the same way as an application’s
Client Interface Table. The size of the table may be impacted by the introduction of a
new application.
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5.3.2.4 Application MIS Data

This is data held in the Data Warehouse that is specific to a particular application. It may
be necessary to define new Tables as part of the design of a new application.

Data is maintained for the following applications:

s Reference Data (RDMS)
s Service Level Agreement Monitor (SLAM)
s Transaction Processing Service (TPS)

5.3.25 Application MIS Business Objects

Business Objects provide a user-friendly view of the data in a database, and this
mechanism permits Pathway management to view the Data Warehouse data generated by
a particular application. Universes are provided for:

B APR
® Business Development

The Ad-hoc Reporting universe provides generalised access to data in the MIS. It is used
for Capacity Management.

5.3.2.6 MIS System

This constitutes the set of applications that provide the MIS functionality. Any of these
applications could be impacted by the addition of a new business application.

5.3.2.7 Specific MIS Applications

The following applications are provided, as described in Chapter 4 "Overview".

®m  Business Development
s Service Level Agreement Monitor

5.3.3 Reference Data Management Centre

Riposte makes it relatively simple to configure a new Counter Application by the use of
Reference Data. This makes the application “soft centred” and hence easy to modify in
response to changing user requirements. The structure and use of this data is described in
Chapter 7 “Information Management”.

Any new application thus needs to provide for the handling of the Reference Data it
needs. Overall, Reference Data is fed to Pathway via the RDMC. Each application may
need to make its own contributions to the RDMC system.

Reference Data has two aims. One is to provide the standing data at the Counter that is
used to populate the transaction as it is assembled by the Counter Clerk. The second is to
enable operational changes to be implemented at a system level, without the need for
code changes. This aim supports a number of business processes such as those involved
with the creation of a new service, or a new Outlet, or deletion or closure of the same.
These processes involve:
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validation and error correction
ensuring the security and integrity of Reference Data
the transformation and distribution of Reference Data to the target applications at
appropriate times
® provision of Reference Data to Pathway development for test purposes

These incur consequential processes for ensuring data integrity, such as referring back to
the Reference Data provider any errors found during any kind of validation (including
site surveys), and managing errors due to transformation.

5.3.31 Types of Reference Data

Reference Data is of four types covering three classes of data.

Type A Reference Data
Type B Reference Data
Type C Reference Data
Type D Reference Data

53.311 Type A Reference Data

This defines business rules. It is supplied by PO Ltd across the Reference data Interface
as Type A or Type B data. It is Temporal data transmitted electronically over an
automated interface from the PO Ltd RDS system, and loaded automatically into the
RDMS. 1t includes product specification data, data that configures the Counter
application to support various classes of external Clients. Type A Reference Data is not
configured by Pathway. Examples include:

& OQutlet-related data, indexed by FAD Code, e.g. address, type of Outlet, opening
times, number of Counters

# Product-related data e.g. Product Code, Name, Price, Outlets at which the product is
available

m  Cash Account mapping data for each transaction type

= It also includes application-specific data such as the Types of card supported by
NBS or DCS, and the rules relating to each type of card

53.3.1.2 Type B Reference Data

This ts temporal data transmitted electronically over a non-automated interface from PO
Ltd RDS to the RDMS, and enriched by data loaded manually by Pathway. Scales data is
an example of this type of data; Pathway enriches the data provided by PO Litd with Scale
Service product numbers.

5.3.3.1.3 Type C Reference Data

This 1s Temporal data prepared by Pathway in response to PO Lid requests or as a result
of system changes, loaded by manual processes into RDMC. It includes Menu Button
Definitions and Primary Mappings, and is enhanced with the additional products that
represent the NBS wansactions. Type C Reference Data is also used to configure the
EPOSS and LFS Counter products.

Examples are:

m Button positions on screen
= Print positions on menus
m  Layout of data on magnetic stripe cards
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53.3.1.4

5.3.3.1.5

5.3.3.2

Type D Reference Data

This is data prepared by Pathway, mainly non-temporal build dependent definitions. It is
not loaded into RDMC. Type D data is used to define Counter applications (such as
Operation Launch). It 1s also used to define application- or desktop-specific data such as
messages to the clerk and implementation parameters.

Type X Reference Data

This is defined for future use, and will comprise Counter applications delivered as scripts

(for example in XML).

RDMC Structure
Component Platforms
Counter Reference Data Counter PC

FTMS RDB to RDMC Local Connection Configuration
FTMS RDB to RDMC Remote Connection Configuration

POCL TIP Gateway Server - Local
POCL Standby Gateway - Remote
POCL TIP Gateway Server - Remote

FTMS RDB to RDT Local Connection Configuration
FTMS RDB to RDT Remote Connection Configuration
FTMS RDMC to RDB Local Connection Configuration
FTMS RDMC to RDB Remote Connection Configuration

POCL TIP Gateway Server - Local
POCL TIP Gateway Server - Remote
POCL TIP Gateway Server - Local
POCL Standby Gateway - Remote
POCL TIP Gateway Server - Remote

FTMS RDMC to UKSS Local Connection Configuration
FTMS RDMC to UKSS Remote Connection Configuration
FTMS RDT to RDB Local Connection Configuration
FTMS RDT to RDB Remote Connection Configuration
Message Submission Application

RDDS Database

RDDS Host Application

RDMC - Change Control Application

RDMC Access Control

RDMC Administration Application

RDMC Database

RDMC Host Application

RDMC Interactive Data Loader

RDMC Release Manager

RDMC Reports

RDMC Send

Reference Data Agents

General Purpose FTMS Gateway - Local
General Purpose FTMS Gateway - Remote
POCL TIP Gateway Server - Local
POCL TIP Gateway Server - Remote
RDMC Administrator Workstation

Host Central Server

Host Central Server

RDMC Administrator Workstation

RDMC Administrator Workstation

RDMC Administrator Workstation

Host Central Server

Host Central Server

RDMC Administrator Workstation

RDMC Administrator Workstation

RDMC Administrator Workstation

RDMC Administrator Workstation

Agent Server

The RDMC broadly follows the overall application structure, but has some significant

differences.

The RDMC in fact consists of two Oracle databases:

8 The Reference Data Management System (RDMS), that contains the Reference Data

itself.

#  The Reference Data Distribution System (RDDS). This holds Reference Data
released for use in a particular environment. The principal RDDS is used to distribute
Reference Data to the live environment. There may be other RDDS instances,
accessing the RDMC, that feed data to various test environments.
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Figure 5.19 - RDMC Structure and Data Feeds

There are data feeds into the RDMS as follows.

m  The Operational Management Database (OMDB) provides a feed of how many
Counters are active in each open Outlet.
The Outlet Change Managemeni Service (OCMS)
Pathway Reference Data is input manually and enriched by appropriate input tools.

5.3.3.3 Reference Data processing Threads

Separate but parallel facilities, and data handling threads, are used for each of these three
types of Reference Data, though any particular application may not include data or the
associated processing threads for all three types. A new application may thus need
additional PO Ltd, Pathway or Client Reference Data, plus appropriate RDMS
functionality to handle it. This functionality follows the standard threads (External
Interface, Host and Agent) through the Application Architecture.

In most cases, this functionality is provided within the core RDMC system. However,
where there is a close interaction between the nature of the Reference Data and the
operation of the application, Reference Data processing may be a part of the application
itself. This is the case for APS, for example.

The components of each processing thread are described below. While there may be
interactions between the threads for any particular application, there must be no
interaction between the Reference Data belonging to one application and that for another.

5.3.3.4 Reference Data Interface

For each of the three types of Reference Data, an application needs to consider the
provision of a separate Reference Data Interface facility. Each such type forms a discrete
Collection.

Interface mechanisms already exist for defining Pathway Reference Data and PO Ltd
Reference Data. Where the application is developed in response to the need to support a
new Client, the application will need to ensure that a Client Interface is provided. This
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may use the same mechanisms as are used for Client Interface, or the Client may pass
their Reference Data to Pathway via PO Ltd as shown in the diagram above.

Reference Data is received from these sources, normally via FTMS, as as text files with
Comma Separated Values (CSVs). The structure of Reference Data input files for a
particular type of data is defined by an AIS. This may change (usually at a new Horizon
Release) but will always have a defined version at any point in time.

All Reference Data from whatever source must be verified before it is implemented.
Formats of files and records are validated against the AIS in force at the time

The degree of further verification depends on the Change Classification of the data, as
follows.

m  Class 1 data types are those which have no impact on the system or the service, and
can be passed through to the Counters without change control

 Class 2 data could impact just the service. An example would be a change to the
number of receipts to be printed for a session. Reference Data would allow up to 99.
This could impact the service response times at the Counters

s Class 3 data involve logistical changes. An example is a change to an Outlet
requiring rewiring and/or reinstallation of Pathway equipment. Change to a FAD
Code is another example

m  Class 4 data involve changes to Reference Data in order to effect the change.
Introducing a new item/product could require a new or changed Button on the screen,
or a change to menu hierarchies. These changes need to be managed and tested before
releasing to the Counters, and some training could be involved as well

s Class 5 data requires a code change, and would be subject to the software Release

process
5.3.3.5 Application Reference Data
5.3.3.51 Business Reference Data

PO Ltd Reference Data needed by an application is loaded into the Reference Data
Management System (RDMS) Oracle database which is located on a Host Central Server.
RDMS is a standard application (at least at the External Interface, Host and Agent
Layers).

Pathway Reference Data is input manually or from a development database by the
developers of each Pathway Counter System, and conforms to an AIS comprising a
documented screen layout with validation and loading rules. The data in question are,
typically, Screen and print formatting data, error messages, etc. The RDMC validates that
the data are what they are meant to be. They are distributed to a test system before being
released to the Counters.

The resulting data set represents an enrichment of the Reference Data as received.

It is a key requirement of PO Ltd, that changes to be implemented via Reference Data
will be implemented completely and reliably by Pathway. This is a major quality issue,
and requires that an audit trail of changes is maintained by the RDMC. (A corollary is
that there is no way to modify the data received from PO Ltd, even if it contains errors.
All that is possible is to report these errors back to PO Ltd in the expectation that they
will be corrected in a new Release of Reference Data.)
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To enable Pathway to carry out this responsibility, PO Ltd will always identify the data
items that enable an “atomic” change to be implemented completely and reliably. The
unit of change of the Reference Data is the Record. Thus to change a data item requires a
re-issue of the entire record which contains it.

53.352 Client Reference Data

Where the application design requires that data is transmitted from the Client directly to
Pathway, then an application component must be created to receive, manipulate and
distribute it. This can be modelled on the RDMS structure, as is the case with APS.

5.3.3.6 Manipulating Reference Data

There is a need to input or manipulate Reference Data manually in some circumstances.
This is entered into the RDMC database tables using a Microsoft Access data entry
application. The data entry application runs on a Windows NT workstation (the RDMC
Administration Workstation) PC and calls PL/SQL packages in the RDMC.

5.3.3.7 Reference Data Distribution Service

Enriched Reference Data intended for Counter PCs is loaded into application-specific
Interface Tables for transfer to the application. This is carried out by the Reference Data
Distribution Service (RDDS), which is invoked by Pathway Customer Services. The
Interface Tables correspond to those used by standard applications. The RDDS is
invoked when a set of Reference Data is ready for release. This will reflect or precede the
introduction into service of an application or of changes to it, and will follow detailed
testing of the application or its upgrade away from the Campuses.

Multiple instances of this Agent run in parallel.

Some Reference Data is packaged into files and delivered to Counter PCs via Tivoli.
5.3.3.8 Reference Data Loader Agents

A Bulk Loader Agent is used to organise the distribution of the Reference Data to the
correct Outlet. It takes data from the Reference Data Interface tables, converts it to
Attribute Grammar and feeds it into the RMS. Target Outlets are identified by in the
change data by their FAD Codes.

A Reference Data Scavenger Agent runs nightly to delete obsolete Core Reference Data.
This will help to reduce the size of the Reference Data at both Campuses and Outlets.

A large proportion of Reference Data (especially that originating with Pathway) is
applicable to all Outlets. These will have a GrouplD of Null. Messages with this Groupld
are written to a “dummy Group” (e.g. 999997). A Reference Data Replicator Agent then
replicates this data to all currently active Outlets. This mechanism ensures that new
Outlets get the latest Reference Data. Facilities are provided to limit the overnight
window within which Reference Data is distributed to Outlets.

Facilities are provided to “scavenge” obsolete reference data, and avoid the size of the
message store growing in an uncontrolled way.

Other “dummy Groups” include the RDMC Replicator dummy office. These must be
different, otherwise Virtual Office data gets replicated to all offices.

Classes of Outlet may include:
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s Northern Ireland vs. non-Northern Ireland (or, in more general terms, the Region)
m  LF S Outlets with "stringent SLAs" vs. those with "less stringent SLAs
s Crown Post Offices vs. Sub-Post Offices

Riposte includes a facility to define "Global Persistent Objects"”, and code to exploit these
facilities will be in place at BI3. A Group (Outlet) may be assigned to one or more
Subscription Groups. Any messages sent to a Subscription Group are automatically
replicated to all Outlets that are members of the group, but only need to be held once in
the Correspondence Server message store. This facility also enables Reference Data to be
targeted at different types of Outlet without the originator needing to know from day to
day which Outlets are in which class.

This feature should be used only for static data. It must not be used for data that changes
rapidly, for example those Outlets that have been upgraded from one Release to the next.

5.3.3.9 Application Reference Data Users

The principal recipients of Reference Data are the Counter Applications whose structure
is described in detail above. However, there are some other Recipients of Reference Data,
including the following.

m  TIP. This is fed by the TPS Harvester, and hence contains records of all Counter
transactions. These may include information based on Reference Data (though no
Reference Data per se is passed to TPS).

#  The Data Warehouse. This is fed by the MIS Harvester. Data in the Data Warehouse
is accessed by the MIS applications. The key input here is the transactions executed
and their response times. Transaction information may be aggregated.

s The Horizon Systems Help Desk

Other recipients include the following.

5.3.3.9.1 Roll-Out Database

This is passed details of Outlets pending their installation. Data is passed to the Roll-Out
Database via FTMS.

53.392 Test Users

Reference Data received from PO Ltd is passed to a number of test environments in
Bracknell, via FTMS.

5.3.3.10 Monitoring Receipt of Reference Data

A number of Contract clauses require Pathway to monitor and report on the time at which
certain Reference Data changes are received by the Outlets. The Loader Agents can
append an acknowledgement request to a sequence of Reference Data. This request is
actioned by each Counter PC when it reads it, and as the messages are processed in
sequence, indicates that all preceding messages have been received up to that point.

An Acknowledgement Agent running in the Campuses reads these acknowledgements
and is able to calculate the adherence to Reference Data SLAs.

5.3.3.11 Message Broadcast
RDMS provides a facility for CS staff to broadcast messages to all or a subset of the live
Counters.
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53.3.11.1 Message Submission Application
This runs on the RDMC Administration Workstation, and provides facilities to format a
message and to specify the set of Outlets that it will be sent to. The message is written to
the RDMS Database on the Host Central Server, and then inserted into the
Correspondence Server message store by the Reference Data Agents. It is distributed to
each Counter the next time that replication occurs to that Outlet.
At the Counter, the message is displayed by the Counter Clerk using the Memo View
facility of Riposte. Anicon is displayed on the desktop when there is an unread message.
See [MBS].
54 CONFORMING APPLICATIONS
This Sub-section lists the business applications that conform to the above model.
5.4.1 Automated Payment System (APS)
APS is described in detail in [APSHLD].
5411 Structure
Component Platforms
APR Application Host Central Server
APS Agents Agent Server
APS Counter Application Counter PC
APS Database Host Central Server
APS Host Application Host Central Server
APS SCCache Counter PC
APS User Maintenance RDMC Administrator Workstation
Database Links Host Central Server
FTMS AP Client Local Connection Configuration AP Client Gateway - Local
FTMS AP Client Remote Connection Configuration AP Client Gateway - Remote
5.4.1.2 Functions
APS supports payments by customers to Utilities and other Clients of PO Ltd using
magnetic swipe cards or smart cards.
s For payments using a magnetic swipe card, the card indicates the customer’s
“account number” with the Client, and the amount paid is credited to that account.
s For payments using a smart card, the value of the transaction may be written as credit
to the card. This is then used to transfer the credit to a meter in the customer’s house.
Because the card thus represents a monetary value, there are increased security
constraints surrounding its use.
Details of all APS transactions are gathered by the APS Host application. This transfers
files of transactions direct to the relevant Client.
54.1.21 APS Counter Application

This handles tokens presented to the Counter Clerk. Functions include token validation
(format, checksum, valid Client etc) against information held in APS Reference Data.

“Reversals” are permitted, but only in the Outlet where the original transaction took
place, and subject to business rules that depend on the token type.
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All smart card tokens are handled by procedures that are specific to the type of card.
Receipts are generated for completed transactions.
See [APSCHLD].

54122 APS Agents

APS Harvester Agents collect APS transactions from the Riposte Message Store and
write them to the APS Database.

APS Loader Agents take Client Data from the APS Database and distribute it to Outlets.
54123 APS Host Application

This generates a data file for each Client, containing records of all transactions carried
out on behalf of that Client, and arranges for the transfer to the Client.

54124 APS Reconciliation

APS transactions are harvested by both the TPS and APS Agents. APS Reconciliation
verifies consistency between the records harvested at various points within Horizon.

54125 APS Database

This Oracle database holds details of APS transactions en roufe to the Client, or APS-
relevant information destined for the Counter,

54.1.2.6 APS Reference Data
APS uses Reference Data to define the following classes of data.

AP token types and data, defining the format and content of APS tokens
AP product data, including business rules such as which tokens are supported at
which Outlets. It also includes presentation data such as menu hierarchies, Icons and
validation rules, receipts and report formats.

m AP (lient data, describing the Client and account against which transactions are
charged

In addition to this, Clients may define Client data that contains information about the
customers of the Client, such as authorisation codes, stop lists, tariff data and others.

54.1.27 APS SCCache

This “caches” APS smart card token information within the Counter in a secure manner.

5.4.2 Order Book Control Service (OBCS)

5421 Structure
Component Platforms
Database Links Host Central Server

FTMS OBCS to UKSS Local Connection Configuration General Purpose FTMS Gateway - Local
FTMS OBCS to UKSS Remote Connection Configuration ~ General Purpose FTMS Gateway - Remote

OBCS Agents Agent Server

OBCS Counter Application Counter PC

OBCS Database Host Central Server

OBCS Host Application Host Central Server

OBCS Stop List Enquiries Horizon Help Desk Terminal
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5422 General

OBCS provides facilities to monitor the issue of DSS payment Order Books, which are
presented by customers in Qutlets to claim benefit. Usually, one page (or “foil”) is
detached by the Counter Clerk for each payment due. The book itself is bar-coded.

OBCS maintains a record of the Outlets that a Customer has used a particular Order

Book in, and should a Controf Notice be issued against the Order Book (invalidating or
restricting the use of the book), this is copied to every relevant Outlet.

if a Customer uses an Order Book in an Outlet for the first time, a check is made against
the central OBCS Database that the book is valid and that there is no outstanding Control
Notice against it.

See [OBCS].

5423 OBCS Counter Application
This carries out the Counter part of the OBCS application, including validation of Order
Books via their bar codes. It includes an Outlet-specific list of Order Books that have
been previously used in that Outlet, together with Stop information that may be used to
refuse payment. If the Outlet has no record of the Order Book, a Riposte Priority

Message is generated to request details of the book (including any Control Notices) from
the OBCS Host Application.

See [OBCSCNTR]
5.4.2.4 OBCS Stop List Enquiries

This is an application running on the Horizon Help Desk terminal. If the Counter Clerk
cannot validate a new Order Book (for example because the network to the Campus is
unavailable) the Counter Clerk phones the HSHD. Staff there have access to a complete
set of Control Notices and can rule on whether to permit the payment.

5.4.2.5 OBCS Agents

These Agents provide two functions,

& They pass details of all OBCS transactions carried out in Outlets back to the OBCS
Host Application and thence to the DWP

# They pass Control Notices to Outlets at which an Order Book has been used

# They handle enquiries when an Order Book is used fro the first time at a new Outlet

5.4.2.6 OBCS Database

This holds details of OBCS encashments, as well as details of Outlets that an Order Book
has been used in, and any Control Notices that have been notified by the DWP.

5.4.2.7 OBCS Host Application

This provides the following facilities.
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543

5.4.3.1

5.4.3.2

5.4.3.3

54.3.4

5.4.3.5

544

= Respond to queries from Outlets when an Order Book is used for the first time at the
Outlet
Receive encashment data from Outlets, batch this up and transmit it to the BA ENCS
g Receive CNs from the BA and pass this to relevant Outlets

Electronic Point of Sale Service (EPOSS)

General

EPOSS is a Counter-only application that provides three major functions.

® Point of sale support for retail processes
s End of Day processing
®  Manual migration

Structure

Component Platforms
EPOSS Counter Application Counter PC
HTML Counter PC
MiMAN Counter PC

EPOSS on Counter

This provides point of sale support. All transactions are recorded as Riposte messages
that are subsequently harvested by TPS and transmitted to TIP. Product information is
provided by Reference Data.

Counter End of Day

End of Day runs at (typically) 17:00 each working day and handles the end of day
reconciliation process. It scans through the messages generated in the Outlet that day, and
balances the cash account and stock levels. It generates an End of Day marker that, when
it arrives at the Campus, initiates the harvesting process for that Outlet.

MiMAN

Manual Migration is a set of facilities for the manual “remming in” of stock and cash
levels at Outlet migration or re-installation after a temporary closure.

Logistics Feeder Service (LFS)

Component Platforms

FTMS LFS to SAPADS Local Connection Configuration
FTMS LFS to SAPADS Remote Connection Configuration
FTMS SAPADS to LFS Local Connection Configuration
FTMS SAPADS to LFS Remote Connection Configuration
LFS Agent

LFS Counter Application

LFS Database

LFS Host Application

POCL TIP Gateway Server - Local
POCL TIP Gateway Server - Remote
POCL TIP Gateway Server - Local
POCL TIP Gateway Server - Remote
Agent Server

Counter PC

Host Central Server

Host Central Server
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5441 General

LFS 1s the Pathway component of PO Ltd’s Automated Distribution System. The PO Lid
central element 1s SAPADS. ADS handles the management and distribution of cash and
value stock, principally to minimise cash held overnight in Outlets and Outlets’ value
stock holdings generally.

LFS provides for notification:

From SAPADS of planned orders and stock advice notices
To SAPADS of cash held at OQutlets

To SAPADS of stock held at Outlets

To SAPADS of pouches received at Qutlets

To SAPADS of pouches dispatched from Outlets

See [LFS]

5.4.4.2 LFS Counter Application

LFS provides a set of “back office” functions that include the ability to record receipt of
pouches from PO Ltd’s Couriers. It also interfaces to various EPOSS components, using
data provided by the Overnight Cash Holding (ONCH) function, the stock balancing and
office rollover functions. It uses the Peripheral Server, with appropriate Token
definitions, to facilitate, and validate, the scanning of the delivery and collection pouch
barcodes.

5443 LFS Agent

An LFS Bulk Loader is used for the distribution of Planned Orders and Advice Notices.

A single Interactive Harvester captures all LFS messages that are required by SAPADS.
LFS reuses the Reference Data Agent Replicator to distribute Advice Notices that must
be sent to all Outlets.

5444 LFE Host Application

This receives information from SAPADS and forwards it to the relevant Outlets. It also
gathers SLA information from Counters and transmits it to the MIS.

5445 LFS Database

This is a standard Oracle database. It has a “view” of the RDMC Database so that it has
access to an up-to-date list of Outlets.

5.4.4.6 LFS External Interface

This uses FTMS over the communications links provided for TIP.

545 Network Banking Service (NBS)
5.45.1 Structure
Component Platforms
Data Reconciliation Service (DRS) Host Application Host Central Server
Database Links Host Central Server
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DRS Database Host Central Server
DRS Workstation Application MIS Client Workstation
MIS Support Workstation
FTMS NWB Local Configurations Network Banking FTMS Local Gateway
FTMS NWB Remote Configuration Network Banking FTMS Remote Gateway
Magnetic Card Token Manual Input Counter PC
Magnetic Card Token Validation Function Counter PC
NBE Server Application Network Banking Engine
NBS Authorisation Agents NBS Agent Server
NBS Bulk File Processes Network Banking FTMS Local Gateway
NBS Confirmation Agents Agent Server
NBS Counter Application Counter PC
NBS Counter Application Support Counter PC
NBS Counter Recovery Application Counter PC
5.4.5.2 General

NBS enables Counter Clerks in Outlets to carry out On-line banking transactions on
behalf of Customers, using the Customer’s magnetic swipe bankcard with authorisation
for the transaction provided by the Fls responsible for the Customer’s bank accounts. In
effect, the Counter Clerk can act as a manually operated Automated Teller Machine
{ATM). The Customer hands his or her bankcard to the Clerk, who swipes it through the
standard Counter magnetic swipe card reader. If the card is of a type supported by PO
Ltd, the Clerk is provided with a range of available transaction types including cash
withdrawal, cash deposit and balance enquiry. Each of these requires On-line
authorisation from the Customer’s FI, and must be verified by the Customer’s Personal
Identification Number (PIN) or, pending installation of a PIN Pad in an Outlet, by
signature.

The End-to-End systems supporting NBS are shown below.

Individual FIs |
Operational |
Domain |

LINK |
Operational i
Domain |
POCL
: Operational |
: Domain |
ICL Pathway Campuses IE)LSZZZ;V;:;I)
| (including DRS Host) e
i approx. 18,000 Outlets Outet i
i approx. 38,000 Counters ;
Counters Counters :
i Counter transactions e  Banking transactions i
: (card based only) e POCA Card receipt & activation :
Figure 5.20 — NBS Operational Domains
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The NBE converts communications dialogues with individual Client Fis into a single set
of transactions for the Horizon domain. The NBE interfaces with Fls directly or via the
LINK protocol. It interfaces in a generic manner with the Horizon Campus systems.
NBS supports a set of transaction types for Fls and account types defined by PO Ltd
Reference data. This enables Fls and/or transaction types to be added, modified or
removed relatively speedily and with minimum disraption.

NBS depends on a number of data flows between various components of the end-to-end
system shown above. The following diagram shows the major data flows, and the
relationship of NBS to four external entities: the Flis, the NBE, the Post Office and the

Settlement
Data

I Business I11
I Rules |

1.2 22

retai]l Customer.

3.8 (POCA)

Card Activation

Card Impound
Report
3.4

Financial
Transactions
R.A (C.E N)

3.1
Card Impound
Instruction

Reference
Data

Client Summary
Settlement Data
& Exceptions

Reconciled
txn data &
exceptions

Reference
Data

36*

32
Card Impound o
Instruction
Details of cards
3.7 (POCA) 33 received for issue ;
7
l Card Activation Card impound ,,/
/
Report /1
P /| Enveloped details
of cards for issue

1/'

Financial
Transaction
R A (C)

Transaction
Information
C

7 3.5(viaAPS)

Horizon

Figure 5.21 — NBS Context Diagram

The key transaction flows within NBS are defined by the “RAC” model shown below.
This diagram specifies the platforms on which various processes and data stores are

focated.
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Figure 5.22 — RAC Model and Data Flows

Hach transaction has three steps, each generating a separate message:

# The transaction originates as a Request [R1] at the Counter. This is written as a
priority message to the local message store. The Cutlet will seek an immediate
connection and replicate the message to the Campus. An NBS Authorisation Ageni
processes the Request, reformatting it into the [R2] message and sends the request to

the NBE

# The NBE passes the [R] to the relevant F1, and returns the resulting Authorisation [A]
{Approve or Decline) to the Campus as an [A2] message. The same NBS
Authorisation Agent will process the [A2], and write it back to the message store on
the Correspondence Server as an [A3] message. This will contain timing data to the
message to show how long was spent tn the NBS Authorisation Agent and potentially
other timing information, if available from the NBE, such as time spent within the
NBE, and in the FI system. If no response is received from the NBE, then the NBS
Authorisation Agent will write an [A3] message with a result code indicating that the
message had timed out. The [A3] will be replicated from the Campus back to the
Outlet. The communications line to the Campus remains open at least until the [A3]
is recetved (or is timed out}

# The Counter continues with the transaction and at the end will write a [C1]
Confirmation Message to the EPOSS stack showing what actually happened. This is
committed to the message store at the end of the Customer session
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# Should the transaction be abandoned at the Counter, other than because the
Authorisation was Declined by the NBE, an immediate [C0] message is written. This
is replicated to the Campus, and passed to the NBE by the NBS Expedited
Confirmation Agent. This is configured to send the message to the same NBE
partition that handled the original [R]. The NBE will transform this into a “Reversal”
message and send it to the relevant F1L

#8 Thenext time that the Outlet is connected to the Campus, outstanding [C1] messages
are sent to the Campus and the NBS Confirmation Harvester Agent writes the [C12]
messages to the Data Reconciliation Service (DRS)

See [NBSE2ESDS].
5.4.5.3 NBS Counter Application

This supports the agreed functionality of the NBS application.
5454 NBS Counter Application Support

This compriges a set of utilities that support the NBS application.
5.455 NBS Counter Recovery Application

This handles recovery of any NBS transaction that may have been in progress when a
Counter failed or was switched off.

5.4.5.6 NBS Authorisation Agents

These handle [R] messages from Counters, and sends them to the NBE. It receives the
[A] response from the NBE and sends it back to the Counter.

5457 NBS Confirmation Agents
These take confirmed NBS transactions and write them to the DRS for subsequent
reconciliation.

5.4.5.8 NBS Data Reconciliation Service (DRS)

The DRS is the component that provides reconciliation processing. It interacts with the
Outlets, the NBE and Horizon central systems.,

Reconciliation takes places at several levels.

® The interface to the F1 is managed by the NBE, which is responsible for reconciling
differences between the Fls reported posttions against [R], [A] and [C2] messages
passing across the NBE to Hortzon mterface. Confinmed (i.e. reconciled} transactions
are reported to the DRS as [C4] messages. Transaction exceptions are reporied to the
DRS as {D] messages:

o [D7]indicates an exception or ervor condition

w Transaction details are forwarded to TIP based upon the reported end of day from
each Qutlet. The transaction details are derived from the [C1] messages. If a
commumications failure occurs, or other failure leading to delayed EoD reporting this
flow may be delayed by (up to) several days. Existing EPOSS reconciliation
measures are used to detect and report on discrepancies across this interface.
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& The DRS provides reconciliation between the FU's view and the TIP view by
maintaining tables of each reported transaction outcome across each interface.

Audit NBE DCSM Server POCL TIP
Server PFG
T A A
NBE Harvester DCS €2 Bulk DCS S Bulk DCS C4/D 1 E
Agent File Agent File Agent Bulk File
Agent
(Sope o/ DRS  [Auditbata| [ ca,D Exceptions| | C2 | [Cdur | S C4,D -
i DRS
‘| Workstation Host Server
“ DRS B Data Reconciliation Service Application — TPS
‘ Workstation | c112 | B rost
il | Application i : I 7y
ghese g Cash Account c12 c12 DRS
i : Product Client Database
RDDS
c1
{within normal
DCS Confirmation NBS Confirmation EOD harvest)
Harvester Agent Harvester Agent
ci
! : Counter

DCS Counter
Application

NBS Counter
Application

Figure 5.23 — Scope of Data Reconciliation Service

5459 DRS Database
This Oracle database holds transactions until they are reconciled by DRS, and for 90 days
thereafter.
5.4.5.10 DRS Workstation Application
This provides facilities for MSU staff to manually reconcile or write off transactions held
in DRS.
5.4.6 Debit Card Service (DCS)
Component Platforms
DCS Authorisation Agents DCS Agent Server
DCS Bulk File Agents DCS Management Server
DCS Confirmation Agents Agent Server
DCS Counter Application Counter PC
DCS Counter Recovery Application Counter PC
FTMS DCS to TIP MID/TID Local Connection POCL TIP Gateway Server - Local
FTMS DCS to TIP MID/TID Remote Connection POCL TIP Gateway Server - Remote
MID/TID Allocation Database DCS Management Server
MID/TID Allocation Service Application DCS Management Server
5.4.6.1 General

DCS enables customers to pay for goods and services by means of a Debit Card. Tt s
architecturally similar in concept to NBS, but differs from it in some important respects.
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The similarities include:

g Use of the RAC model with on-line authorisation of the transaction by a third party
# Use of Reference Data to determine the card ranges supported, and their properties

Differences include:

Authorisations are supported by signature, rather than PIN
Authorisations are provided by a Merchant Acquirer (MA), using industry-standard
APACS protocols. These differ from the bespoke protocols used to the NBE, and
lead to a variation in the RAC model, principally to do with processing of S messages
# The interface to the MA is handled, as i industry practice, by a third party
application suite. In the case of Horizon, this is the Solve/SE and Solve/PFG utilities
from Retail Logic. Solve/SE handles authorisations, and Solve/PFG the subsequent
generation of Payment Files that confirm the payments actually completed and
confirmed at the Qutlets.

The DCS Context Diagram is as shown here.

Business
Rules

Financial
Transactions
R A (C.E N)

Client Summary
Settlement Data
& Exceptions

4.2

Reconciled
txn data &
exceptions

Reference
Data

Financial
DRS Transaction
R/AC

Card Impound
Instruction

. J

Transaction
Information
C1

DeCs
{Horizan
TMS)

Figure 5.24 — DCS Context Diagram

The corresponding RAC model is shown here.

© [ DATE\@ "yyyy" \* MERGEFORMAT ] Fujitsu Services Ltd COMPANY IN-CONFIDENCE Page1
File: TDARC001v48 with Yellow Bits.doc Printed on 19/09/2000 16:03 by PRW

This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



FUJO0079645

FUJ00079645
ot Technical Environment Description Ref.: TD/ARC/001
F U_“TSU Chapter 5 - Application Architecture Version: 4.8
Fujitsu Services COMPANY IN-CONFIDENCE Date: 22/10/2002
ma TIP
{,—s \' ‘l’ s‘ +/ et S, ‘\Y
Payment EMIS
@ E\‘ﬂ @ File File Caua] Settlement —
Campus}

DCcs DCSM Server
Agent I_‘ ETMS/FTP ! Summaries c111
Seyer by client {within normal

TIP feed))
3
,Sgﬂvefs; 1 § (xC)

o i & exceptions

: : | C2(<>0) | | Payment File I | c4,D l
r2|[A2][R2 , POCL TIP
DCS C2 Bulk DCS S Bulk DCS C4/D Gateway Server —
. File Agent 1 {  File Agent Bulk File Local
DCS Authorisation Agent FTMS

- oo ] |
“ T
¥ v i Host
A Data Reconciliation Service Cc112 TPS & H
e —1{ (inc. CAP) erver)
o

e S eiaes | Message Swore. | Rer
‘ Z] E‘a [Cg E{ EPOSS replication |

Generic || (within normal MIS
Des Agen Existing TPS EoD harvest)
Confirmation Agent bita
Harvester Agent Serye
Warehouse

Reconciliation totals s 7US required at this Interfice
S L O R | mmmm— IS required at this hnterfuce
l ' D Platform
EOD i
! Process
Counter Ve .- L Process ; I:I rocess
Aoplication =~~~ - !
pplication ==~ o =T Counter ! I:'I Data store or data flow

Figure 5.25 — RACOCT Model and Data Flows

The DCS functionality is as follows.

# The transaction originates as a Request [R1] at the Counter. This is written as a
priority message to the local message store. The Qutlet will seek an immediate
connection (if one does not exist) and replicate the message to the Campus. A DCS
Authorisation Agent will process the Request, and generate an [R2] message

#  Solve/SE software runming on the DCS Agent Server reformats the [R2] message in
[APACS 30] format, and passes it to the MA. The MA may Authorise or Decline the
message itself, or may pass it back to the Cl. In either case, it returns an
Authorisation [A] (Approve or Decline) to the Campus as an appropriate [APACS 30]
response. This is processed by Solve/SE, which returns the message to the DCN
Authorisation Agent as an [A2]. This Agent will process the [A2], and write it back to
the message store on the Correspondence Server as an [A3] message. The [A3] will
contain timing data to show how long was spent in the MA (and beyond). If no
response is received from Solve/SE within a configurable timeout period, then the
DCS Authorisation Agent will write an [A3] message with a result code indicating
that the message had timed out. The [A3] will be replicated from the Campus back to
the Outlet. The communications line to the Campus should remain open at least until
the [A3] is received (or is timed out)

# The Counter continues with the transaction and at the end will write a [Cl1]
Confirmation Message to the EPOSS stack showing what actually happened. Thisis
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committed to the message store at the end of the Customer session. The [C1] will
contain timing data to show how long was spent in the Pathway domain, and how
long n all other domains. This data is used subsequently at the Data Warchouse to
calculate data relating to SLAs

® A transaction can be abandoned, in accordance with defined business rules, prior to
its commitment to the Flecironic Point Of Sale Service (EPOSS) stack. If the
transaction is abandoned at the Counter, other than because the Authorisation was
Declined by the MA, an immediate [CO] message 1s written. This is replicated to the
Campus, and harvested by the DCS Authorisation Agent. The Agent converts the
message to an Explicit Reversal ([E]) and transmits it via Solve/SE to the MA. The
Agent will receive a normal Acknowledgement from Solve/SE of the [ E], and writes
this to the message store (for audit purposes) as an [A4]

# The next time that the Outlet is connected to the Campus, outstanding [C1] messages
are sent to the Campus. The DCS Confirmation Harvester Agent writes the [C12]
messages to the Data Reconciliation Service (DRS), so that they can be reformatted
for onward transmission to the DCSM

5.4.6.2 DCS Counter Application

This is the Counter application that supports DUS. It is developed using the same
framework that supports NBS, and 1s largely configured by Reference Data.

5.46.3 DCS Counter Recovery Application

This handles any DCS transaction that may have been in progress when the Counter
failed or was switched of.

5464 DCS Authorisation Agents

This Agent is responsible for handling all [R1] messages from the Counter, and the
corresponding [A2] messages returned from Solve/SE. Using the same Agent to handle
both types of message enables simple monitoring of Solve/SE response times and
provides the ability to timeout late responses without the need for clock synchronisation.

The same Agent also handles [CO] messages, reading them from a Riposte Real Time
Message Port, and generates a corresponding Explicit Reversal ([E]) message to
Solve/SE.

5.4.6.5 DCS Confirmation Agents

The DCS Confirmation Harvester Agent harvests [C1] messages as they are received
from the Outlets and to passes them to the DRS, from whence they are eventually passed
to the MA m a Pavment File. As with NBS, it uses continual interactive harvesting with a
checkpointed message port. This technigue uses bulk inserts into Oracle, and co-ordinates
checkpoints with Oracle comumit units.

5.4.6.6 DCS Bulk File Agents

A number of pseudo-Agents run at the Host layer and carry out processes that involve the

DRS.
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w  DCS A3 Harvesier Agent reads all Approved [A3] messages and writes them to the
DRS for later “Orphan A” analysis. Its operation will be similar to that of the DCY
Confirmation Harvester Agent, the only difference being the class of messages
harvested.

w  DCS C2 Bulk File Agent takes [C2] files generated by the DRS on a periodic basis
and produce transaction log files ready for processing by the Solve/SE PFG
application.

8 DCS S Bulk File Agent is responsible for loading the Payment File and generating
appropriate |S] messages for each Payment File transaction. These messages are
written to a single file and passed to the DRS.

g8 DCS (C4/D Bulk File Agent is responsible for handling all Confirmation
acknowledgement messages ({C4]) and Discrepancy messages {({D]) from the DCSM
and passing them to the DRS. Data is transmitted in a file derived from the EMIS file.

5.4.6.7 MID/TID Allocation Service Application

Merchant Acquirers require that each Outlet of a merchant (in this case, PO Ltd) is
allocated at least one unique identifier (Merchant 1D) by their MA. Each MA will require
a different set of MIDs.

In addition, each Counter offering DCS functionality must be allocated a unique
identifier (Terminal IB). The TID will be common across all MAs, but can only be
associated with one MID per MA. Solve/SE uses Source 1Bs (SI1Ds) to map a specific
TID to the different MAg  individual MIDs. The SID is derived by the DCS
Authorisation Agent.

Pathway manages the MID/TID allocation, using MID/TID values provided by
Streamling Merchant Services and Outlet information provided by OCMS. The allocation
1s made by a MID/TID Allocation Database and information is passed to PO Lid via the

5.4.6.8 MID/TID Allocation Database
This SQL Server database supports the allocation of MiDs and TiDs to Gutlets and
Counters.

5469 DCS Solve Configuration Generation Utility

Configuration data required by Solve/SE is generated by a Pathway-developed utility
using a nurber of standard ternplates and other files provided by Retail Logic, as well as
imput from the MID/TID Allocation Database. The structure is as shown here.
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Figure 5.26 — Solve/SE Configuration File Generation

TID Template
FIL Template

5.4.6.10 DCS Transaction Log Obfuscation Utility

Transaction logs and other files generated by Solve/SE contain sensitive data, i.e.
mformation that could (possibly in conjunction with other relevant data) be used to
contravene the Data Protection Act or to execute a fraud. This mformation 1s obfuscated
when no longer required in files that are used for long-term audit purposes.

5.4.6.11 DCS Operational Utilities

A number of processes are reguired to enable support staff to manage the operation of
DCS. In general, these are outside the scope of an 5DS, but in this case some of the
necessary processes require software developments to support them. These include the
following,.

g A process, and underlying utility, to switch the Transaction Log and error log files
used by Solve/SE on a periodic or immediate basis

A process, and underlying utility, to venify that the Payment File is complete and
consistent following a Solve/PFG run. This will be invoked by Maestro schedule
after the PFG process runs

5.4.7 Mails

5.4.71 General

This is an Escher product that is driven by Reference Data and provides all facilities
related to the handling of mails products in Post Offices.

5.5 OTHER APPLICATIONS

5.5.1 Auto-Configuration Service

This is an SQL Server application, and is driven by Auto-Configuration Client PCs with
an appropriate client application. The Auto-Configuration application runs under the
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control of the Maestro scheduler and feeds information into the Boot Server when new

Outlets are about to be installed.

Boot Server

Boot Server Qutlets

- Auto-Configuration
Auto-configuration Vig <
erver

Database Client ot
Application :

Data Relating to New

Application [®

Qurlet
Gateway PC

Auto-Configuration

AUtO— . Database

Configuration o
Database
Application
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Figure 5.27 - Auto-Configuration Service

5.5.2 Encryption Facilities

5.5.2.1 Bespoke Crypto Facilities

55211 Structure

Component

Platforms

Atalla Key Loading Software Tool
CAPU Check Handler

Atalla Card Loader Workstation
Agent Server

Counter PC

KMA Server

KMA Workstation

POCL TIP Gateway Server - Local

Core Signing Functions (CSF)

Agent Server

AP Client Gateway - Remote

Audit Server

Auto Configuration Signing Server
CM Signing Server

Counter PC

DCS Agent Server

NBS Agent Server

Network Banking FTMS Remote Gateway
Outsourcing Software Depot
Pathway Software Depot

PIN Pad Key Generation Workstation
POCL Standby Gateway - Remote
POCL TIP Gateway Server - Local
POCL TIP Gateway Server - Remote

Core Verifying Functions (CVF)

AP Client Gateway - Local

Counter PC

Counter PC - Mobile

Counter PC - Non-Gateway

Network Banking FTMS Local Gateway
Outsourcing Software Depot

Pathway Software Depot

Crypto API for Network Banking

NBS Agent Server
Network Banking FTMS Local Gateway

Crypto Keystore Service (CKS)

Agent Server

AP Client Gateway - Local
AP Client Gateway - Remote
Audit Server
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Auto Configuration Signing Server
Boot Server
CA Workstation
CM Signing Server
Counter PC
DCS Agent Server
DCS Management Server
KMA Server
KMA Workstation
NBS Agent Server
Network Banking FTMS Local Gateway
Network Banking FTMS Remote Gateway
PIN Pad Key Generation Workstation
POCL Standby Gateway - Remote
POCL TIP Gateway Server - Local
Cryptographic Functions API Agent Server
CA Workstation
Counter PC
DCS Agent Server
DCS Management Server
KMA Server
KMA Workstation
NBS Agent Server
Network Banking FTMS Local Gateway
Outsourcing Software Depot
Pathway Software Depot
PIN Pad Key Generation Workstation
Staging Server
Entropy Generation Application (EGA) CA Workstation
KMA Server
KMA Workstation
Offline Key Generation Workstation
File Encrypt/Decrypt Library (glued) Audit Server
SSC Support Server
File Sign/Verify Library (glued) AP Client Gateway - Local
AP Client Gateway - Remote
Network Banking FTMS Local Gateway
Network Banking FTMS Remote Gateway
Outsourcing Software Depot
POCL Standby Gateway - Remote
POCL TIP Gateway Server - Local
POCL TIP Gateway Server - Remote
PMMC Agent Counter PC
PMMC Common Library Agent Server
CA Workstation
Counter PC
KMA Server
KMA Workstation
Offline Key Generation Workstation
Siemens Metering Counter Counter PC
Siemens Metering Offline Offline Key Generation Workstation
TeamWARE Crypto (TWC) CA Workstation
Counter PC
DCS Agent Server
DCS Management Server
KMA Server
KMA Workstation
Support Support Access Server

55212 Layer7

Component Platforms
Layer7 Agent Server
AP Client Gateway - Local
AP Client Gateway - Remote
Audit Server
Auto Configuration Signing Server
Boot Server
CA Workstation
CM Signing Server
Counter PC
DCS Agent Server
DCS Management Server
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KMA Server
KMA Workstation
NBS Agent Server

Network Banking FTMS Local Gateway
Network Banking FTMS Remote Gateway
Offline Key Generation Workstation
Outsourcing Software Depot

Pathway Software Depot

PIN Pad Key Generation Workstation

PIN Pad Proving Workstation

POCL Standby Gateway - Remote

POCL TIP Gateway Server - Local

POCL TIP Gateway Server - Remote

Software FTMS Automated Others o
Issue Payments Applications
(Sh) (AP)
l Sl Glue | |FTMS Glue| | AP Glue | |Other Glue | Crypto Glue DLLs
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Cryptographic Functions API Get Key
(Sign/Verify/Encrypt/Decrypt) Material

Cryptographic DLL

Message Crypto Keystore Service Key Management DLLs
Translation (Key Load & Unload APIs)
Library gy

| Layer7 Cryptographic Functions

Encryption
Algorithm

Figure 5.28 - Cryptographic Architecture

55213 Layer7 Cryptographic Functions
Layer7 from Sapher Servers Ltd can invoke a number of different crypto algorithms,
depending on the function called, including a CESG-approved implementation of the Red
Pike algorithm, which is used for protection of RESTRICTED material. Layer7 is used
on a number of Platforms, and for a number of purposes. These are outlined in Chapter
16 "Security".
55214 Cryptographic Functions API Library
System components requiring to either encrypt or decrypt some data, or seal a message,
or verify a message seal, call on a standard Cryptographic Functions API Library. This
invokes a function-specific Key Management APIs that obtain and maintain the Key sets
appropriate to the application.
Actual encryption is carried out by the Layer7 code.
5.6.2.1.4.1 File Encryption Libraries
Older applications access a set of “glued” libraries that provide access to the crypto APIs.
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5.5.2.14.2 Generating and Verifying Signatures

Signing is used as a message protection device for messages passing to and from AP
Clients. Verification is used to check the signature on an object. Verification needs to
take into account the Latency of the signature, or the time between it being signed and the
signature being verified.

Signature generation and verification are performed by standard library procedures {the
Core Signing Functions and Core Verifying Functions) that may be called by Agent and
Counter applications. The libraries can handle arbitrary messages of any length, and treat
them as binary streams.

Signed messages or message portions are inserted into Riposte messages with an
appropriate surrounding attribute grammar by the Agent or Counter application.

KMA Server Agent Server Counter PC
Agent Counter
Application Signed Application
Generate 7Y Message T
Random Messagel |1 s Signature
Numbers Signature Slgflature Alessnge; EKey D
Key IDi i
v w!
Generate K Verify Message Sign Message
Vectors Key Store (App. specific) (App. specific) Key Store
i v v
Cryptographic Cryptographic |4
Key Store API Library API Library

Key Values distributed via Riposte

Figure 5.29 - Message Signing

55.21.5 PMMC Agent

This is an Agent running on the Counter PC, that handles the interface between the
POLO start up facilities and the Riposte Message Store. It also provides facilities to
enable an “unattended reboot”, where this is required by software distribution facilities.

5.56.3 Key Management

5.5.3.1 KMS Data Feeds

Keys are generated as required, for example for newly installed Outlets, according to a
data feed sent to KMS by Tivoli ten days before the Outlet is due for installation. The
same data feed can also indicate Outlets that have closed. This data feed is described in
[KMADF].

5.5.3.2 Key Generation and Storage

They are generated and held in a Key Management Application database that is
architecturally equivalent to a Host. The Key Management Application (KMA) runs on
an SQL Server database. It is accessed by a KMA Workstation that, for example, permits
the Key Custodian to revoke Keys. The functionality provided by KMS is outlined in
Chapter 16 "Security" and described in [KMAHLD].
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5.5.3.3

5.5.3.3.1

5.5.3.4

5.5.3.5

Key Distribution

Keys are distributed when required by a set of Key Management Agents that extract new
key material from this database and transmit it, via Riposte, to the relevant Platform.

- KM4
KMA Client Workstation
and
- KMA DBA
saL .?“em, | Workstation

ADO

_OLEDB Driver
Tivoli Platform
,i KMA Application | sﬁﬁ
Data feed of
Outlets AL
requiring . : ¢ e
Keys Riposte Client SQL Server

C d Serve
l Riposte Message Store olTepongence pen el

via Riposte
Replication

Managed

| Crypto Keystore Service Platform

Riposte Client

l Riposte Message Store

Figure 5.30 - Key Management Application

Crypto Keystore Service

Each Platform that is involved in encryption or decryption operations has a Riposte
Client service running on it. A Crypto Keystore Service is provided on each relevant
platform to enable the Key Management client applications to obtain new key sets, or
revocation instructions, from Riposte as and when the appropriate messages atrive.

Generating Entropy

Generating Crypto Keys requires a large random number (typically 160 bits). These
numbers are generated by an Entropy Generation Application (EGA) that invokes a
hardware-based Random Number Generator within the Key management Server.

POLO Recovery

The POLO Process requires the Post Office Manager to use a token (the Post Masters
Memory Card (PMMC)) and specify a PIN. If the PIN or token is lost, the Post Office
manager calls the HelpLine, as described in Chapter 4 “Overview”. The Help Desk
Operator can initiate a process whereby the Key Management application delivers the
Recovery Key to the Outlet. A Key Management GUI is available on selected Horizon
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Help Desk Terminals. This has access to the KMA Server, and can use the recovery
information stored there to recover the Key for the Post Office Manager.

5564 Performance Management System

Chapter 15 “Performance” assesses the capacity requirements for the principal system
components and their major resources.

Capacity Management provides the means to detect when particular resources are
overloaded or are soon likely to overload. Pre-defined criteria are used to monitor
individual resources. An example could be the “per cent allocated of a named drive”.
When the criterion is met, it can take a defined local action and/or generate an event.

The Performance Management System (PMS) gathers performance information from
major components of the Horizon system, and analyses and presents it to CS for review
and action.

5.5.4.1 Purpose

Performance management focuses on the production system and includes:

Monitoring of systems, databases, networks, applications, etc

Support facilities to pinpoint and diagnose performance problems

Current performance analysis & reporting

Historic performance analysis & reporting

Analysis & reporting of performance trends

Future performance including the changes to the workload resulting from the
implementation of new services

Its aim is to ensure that the production system behaves as expected and continues to
provide the required level of service.

See [PMSSOD].
5.5.4.2 Structure
Component Platforms
FTMS PMS Local Connection Configuration Capacity Management Server

Metron Athene Acquire - Dynix Performance Management Data Warehouse Server
Host Central Server

Metron Athene Acquire - NT Performance Management ACDB Server
Agent Server

Metron Athene Acquire - NT Performance Management AP Client Gateway - Local
AP Client Gateway - Remote
Audit Server
Correspondence Server
Counter PC
DCS Agent Server
DCS Management Server
General Purpose FTMS Gateway - Local
General Purpose FTMS Gateway - Remote
Horizon Help Desk Gateway - Local
Horizon Help Desk Gateway - Remote
KMA Server
NBS Agent Server
Network Banking FTMS Local Gateway
Network Banking FTMS Remote Gateway
OCMS Server
POCL TIP Gateway Server - Remote
SMDB Server

SSC Support Server

VPN Exception Server
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VPN Policy File Management Server
VPN Server

SSC Support Workstation

Capacity Management Server

Capacity Management Server

Short-term Performance Database Server

Performance Management Analysis Tools
Performance Management Database (PMDB)
Performance Management Package "Athene"

5.5.4.3 Architecture
The PMS uses the Athene software from Metron systems.

| SSC (Bracknell) | l | | | 1L
{ OSD (Stevenage) Capacity Operations Capacity niranet
: OSD (Belfast) ; Management | | Management Management
5 : Console Console Server
i | Performance| !
! | Monitoring | | Pe‘ejrf?rrgance
| Console | atabase
; >

________ SO S
; Connections on Campus :
. ) demand Automated Ty ;
; ! \‘-\‘ Performance |[— S Daily ' FTMS
; ! \, Monitoring Hmm arees Gateway i
: : \-.\ Console :
L L |
; i ‘v T Transfer via NFS i
E : NT Servers "\.\ ; Dynix Servers / \
NT Performance Dynix Performance Data BExtract Data :
; Monitoring Agent Monitoring Agent Extract !
1 m N |
: 7 Day Alerts 7 Day Alerts :
I History History :
Local Disk | | NT Event Local Disk BMC Other System
Storage Log Storage Patrol DB | | Performance Event ;
5 Data Database | |
| 1 1 E
: ~ Alerts forwarded Alerts forwarded through :
i GetKey (hough Tivoli Tivoli via BMC Patrol :
i Material < % :
Tivoli Infrastructure

Figure 5.31 — Performance Management Service
55431 NT Performance Monitoring Agent

An agent runs on each NT server platform and collects any relevant performance
statistics. This is kept in a historical log that, by default, includes the last seven days’
data. Existing platform performance metrics interfaces are used wherever possible. Any
divergence from expected performance is logged as events in the NT Event Log, and is
collected from there by the Tivoli event collection mechanisms.
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55432 Dynix Performance Monitoring Agent

A similar agent runs on the Sequent Dynix platforms and collects performance
information. Alerts are forwarded to Tivoli via the BMC Patrol subsystem. Historical
data is kept in filestore.

55433 Data Extract

Data extract facilities are provided to take information from the performance databases
on each managed platform and forward it to the external Performance Database Server.

55434 Performance Monitoring Console

Authorised users within the Pathway secure network can view real-time performance
information on these consoles. They can also start and stop the agents, and vary their
configuration profiles (for example the thresholds for generating alerts). They can also
export data on diskette for analysis by third parties.

5.5.4.3.5 Capacity Management Console

Users outside the Pathway secure network can view historical performance information
on this console and use the Analysis tools to analyse it.

55436 Capacity Management Server

This server holds a database of historical performance information. It also supports a
range of analysis and reporting tools. Facilities are provided to subset data and to view
data from different sources concurrently.

5.5.5 Outlet Monitoring Service (OMS)

5.5.5.1 General

This service is used to monitor the connection times of Outlets, and report on any that are
out of contact with the Campus for a reasonable period of time.

5.5.5.2 Structure
Component Platforms
Counter Network Information Monitor Counter PC
Service Management Database (SMDB) SMDB Server
TMS Outlet Monitor Agents Agent Server
Correspondence Server
5.5.6 Office Applications

There are some situations where applications or their users need access to straightforward
office applications such as document processors, spreadsheets or simple databases. In line
with Fujitsu Services' alliance with Microsoft, these needs are satisfied by members of
Microsoft's Office 97 suite.

5.5.6.1 Structure
Component Platforms
Microsoft Access Audit Server
SecurlD Admin Workstation
Microsoft Excel OCMS Client
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Microsoft Office 2000 SR1 CA Workstation
KMS Admin Workstation
Microsoft Office 97 SSC Support Workstation
Microsoft Office 97 Professional Audit Workstation
MIS Client Workstation
MIS Support Workstation
RDMC Administrator Workstation
Microsoft Office 97 SR2 Audit Workstation
MIS Client Workstation
MIS Support Workstation
RDMC Administrator Workstation
SecurlD Admin Workstation
Seagate Crystal Reports (Professional) KMA Workstation
KMS Admin Workstation
5.5.6.2 Microsoft Word 97
This is used for document preparation and amendment.
5.5.6.3 Microsoft Excel 97
This is used for spreadsheet applications.
5.5.6.4 Microsoft Access 97
This is used for simple database applications.
5.6 FURTHER READING
Ret
Previous | Chapter 4 Overview of the Horizon Provides an overview of the technical infrastructure which
Architecture supports and constrains the applications that provide
services to Pathway's customers
Next Chapter 6 Distributed Application Discusses the mechanisms that enable application
Services components to be distributed across two or more Platforms
FTMSE TD/DES/107 | File Transfer Managed Describes the ways in which FTMS services are
Service at CSR+ constructed and used
GENAPI | TD/STD/004 | Generalised API for Describes in detail how an application should be prepared
OPS/TMS for integration into the Horizon system.
HADDIS | TD/STD/001 Host Applications Defines the standards used in the design and development
Database Design and of Oracle based Host applications.
Interface Standards
KMAHL RS/DES/018 | KMA Design Describes the functionality and construction of the Key
D Management Application

Further Chapters in this Document elaborate on the infrastructure services made available
to applications or on the constraints that are imposed on application designs.
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Chapter 6 -
Distributed Application Services

6.1 SCOPE

This Chapter thus discusses the mechanisms that enable application components to be
distributed across two or more Platforms.

Distributed Application Services cover the construction, integration and operation of
large-scale systems, composed of separate application systems (or other autonomous
application components) linked together. This integration must be able to adapt to
multiple standards, components from different suppliers and differences in location,
environment and system qualities.

The mechanisms used include the following.

m  Riposte Message Service (RMS). This is used to distribute messages from the
Campuses to Outlets, and return the results of transactions to the Campus. Riposte is
also used for Crypto Key distribution

®  Remote Procedure Call mechanisms. These enable applications to communicate with
each other even though they run on different Platforms
Distributed Database facilities such as SQL*Net from Oracle
Shared filestore mechanisms
Transaction control mechanisms for on-line access from external sources.

File Transfer mechanisms are also used, but are not considered in this Chapter.

6.2 DISTRIBUTED APPLICATION SERVICES REFERENCE MODEL

This shows the main components of the Reference Model. In practice, few technologies
exist which illustrate all the major features of the ISO model for distributed application
support. (CORBA, used to support the Tivoli environment, is one of the few that do.)
Most of the technologies used are chosen for their availability and relevance to the
technical needs of the solution, rather than for their architectural completeness.
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User Interface and application architrectures

Systems
Management

Application
Development

Information Management
Networking Services
Platform Services

Figure 6.1 - Distributed Application Services

6.3 REMOTE PROCEDURE CALL

This technology enables an application to make a call on another application, without
needing to know which Platform the called procedure is running on. It provides for the
calling procedure to be compiled with a “stub” that points to the called procedure. When
the calling procedure is loaded, the stub is used to complete the link.

6.3.1 Classes of RPC Call

There are two classes of RPC:

& local RPC
® non-local RPC

Local RPC is used where the called procedure presents an RPC interface, but the calling
procedure knows that it resides on the same Platform as the called procedure and thus can
use a very lightweight protocol. Non-local RPC is the full-strength protocol used where
the called procedure may be on the same of a different Platform.

6.3.2 Use of RPC

RPC is used between Windows NT Platforms, for example from Agent Server to
Correspondence Server.

6.3.3 RPC Locator

Where a particular function is supported by a system component that may be replicated
for resilience or performance reasons, the calling process should not and need not know
which particular instance of the called component will handle the call. This is the case,
for instance, where an Agent process invokes a Correspondence Server by RPC. A
number of Correspondence Servers are used, depending on the message load, and the call
from an Agent may be handled by any Correspondence Server within the Outlet’s

Cluster.
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A mechanism known as an “RPC Locator” is used to ensure that the call is handled by a
competent application. The compiled version of the calling procedure includes a “stub”
which identifies the called procedure and, when invoked, directs the call to the Redirector
service. This passes the call to an appropriate target system, for example on a round robin
basis.

Calling Systi
| Calling Procedure il

! Stubl

| RPC Locator Service |

1% call 2" call 3rd call
Called y Called Called Y
System System System
y lgm v Stub > IEL%]
| Called Procedure ! | Called Procedure | Called Procedure |

Figure 6.2 - RPC Locator Service

Note that, for reasons to do with resilience and the use of Riposte Clusters, Agents do not
use RPC Locators in their normal running. The LUC mechanisms do use RPC Locators
in their initial set-up, but subsequent calls are sent directly to the proper Correspondence
Server using the information retrieved by LUC.

6.3.4 RPC Fault Management

The major difficulty with systems that use RPC calls for inter-system interworking is that
the call may not return. This may happen for a number of reasons: for example, there are
no servers with the called service running, or the called service fails, or the network
between the calling and called systems is unavailable.

There is no simple answer to this problem. It is mainly an issue for Agents, and hence a
work-around is used in the Agents. When these call upon the Correspondence Servers by
RPC, the time-out value on the call is set to a low value (say one minute). When the call
returns, if the result code indicates a time-out, then the Agent immediately repeats the
call.

6.4 SOCKETS

These provide a means for one application to pass data to another, without needing to
know in detail where the second application is located. The message is passed to a
specified TCP/IP address and port number, and the receiving application listens on this
combination for any incoming traffic.

These mechanisms underlie many of the other communication mechanisms described in
this Chapter. Both Riposte and Tivoli use named sockets for inter-platform
communication.

The port number is a 16-bit value. A number of port number values have specific and
conventional meanings agreed by RFC. Applications wishing to use their own port
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numbers must ensure that they do not encroach on any of these, and (perhaps more
importantly) on the application-specific port numbers used by other applications.

Specific port numbers are used by the following UDP and TCP services.

s Riposte (2995)
®  Riposte mirror (2996)
g Tivoli

6.5 RIPOSTE

Riposte (Retail Integrated Point of Sale Transaction Environment) is both a set of
applications and a messaging infrastructure (or “middleware”) that supports the
distribution requirements of these applications between the Counter PCs and the
Correspondence Servers at the centre.

6.5.1 The Riposte Message Server

This provides a highly resilient, fault tolerant, high performance distributed messaging
system. It receives messages from the Central systems and distributes them to the
appropriate Outlets. Conversely, it receives messages from each Qutlet and makes them
available to the Central systems. In doing so, it optimises the communications links from
the Campuses to the Outlets. All messages are stored within the RMS for a period
determined by their individual expiry period.

Expiry periods should be set by the application, depending on the type of message.
Default values are as follows:

s Default maximum: 100 days
®m  Default minimum: 10 days
s Default object: 10 days

In practice, 35 days is usually used as this spans a three-week Cash Account period.
6.5.1.1 Riposte Groups

The Counter PCs within a single Outlet are defined as being part of a Riposte Group. The
Group is represented within four Correspondence Servers, two at each Campus. Each
Correspondence Server will be part of many Groups.

6.5.1.2 Riposte Client

Counter PCs and Agent Servers include the Riposte Client software. This offers a set of
APIs that enable applications to obtain messages from the RMS, and write messages to it.

6.5.1.3 Message Replication and Synchronisation

When a message is created on one member of a Group, it is stored locally and then
automatically distributed to all other members of the same Group. When a new member
joins a Group, it automatically brings itself into line with the other members of the
Group. (In the case of Counter PCs, a progress indicator is displayed on the desktop
while this takes place.)
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This co-ordination is achieved by the frequent interchange of Markers between the Group
members.

Outlet 1 Outlet 2 QOutlet 3

PC 11 PC21 PC22 PC 31 PC31 PC32

MS14

-------------------------- N U 0 V. N W .
Cluster ;
Corrs Server :
i Correspondence
orrespondence !
Serverg at Other | MS1 | §{ | MSz MSzp Server at same
Campus : D Campus
¥
i
i

Figure 6.3 - Riposte Message Store Co-ordination

This diagram shows three Outlets: one with one, one with two, and one with three
Counters. The messages belonging to the three-counter Outlet (MS;;, MS32 and MS33) are
replicated within each of the other Counter PCs at that Outlet, as well as in the
Correspondence Server to which the Outlet connects. Unless the Outlet has a permanent
connection, this latter replication is not instantaneous but happens the next time that the
ISDN link to or from the Outlet is established. The frequency with which Counters
synchronise with the Correspondence Servers is a configurable parameter that is set to
balance between call costs, the response times required to real time messages, and the
need to minimise the amount of lost data should an Outlet be damaged beyond repair.

Message stores contain the messages generated at the Counters, as well as messages
generated at the Correspondence Servers and directed to that Outlet. Any message
generated by a member of a Group will eventually appear in every other member of the
Group.

Riposte APIs are provided to define which Counters form part of a Group, or to change
the membership of a Group.

This method of message replication conceptually has the advantage that there is no need
for backup procedures, media or devices to secure the message store. It provides
seamless, unattended recovery following the failure of any Correspondence Server or
Counter PC once this is repaired or replaced. In practice, such recovery can be
exceedingly slow, and Correspondence Servers are backed up in to tape at regular
mtervals.

6.5.1.4 Riposte Clusters

Each Group is theoretically known to every Correspondence Server. The replication
process could copy all messages to all Correspondence Servers, but this would raise two
performance-related issues:
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8 Each Correspondence Server would need enough filestore to hold the entire peak
Message Store for all known messages and Collections.
s Correspondence Servers would spend most of their time doing message replication.

To avoid these, the total set of Correspondence Servers is divided into a set of Clusters,
so that each Group appears in two Correspondence Servers, one at each Campus. Normal
message replication is confined to the members of the Cluster. Each Correspondence
Server need only hold the message stores corresponding to the Groups that are in its
Cluster.

Where an Agent or Counter Application needs to write a Riposte message to another
Group, it does not know whether this is in the same Cluster or not. The supporting Multi-
Riposte library calls the LUC Server discussed in Chapter 5 “Application Architectures”,
which returns the identity of the Cluster to which it relates. Multi-Riposte then sends the
message to the appropriate Group.

Riposte now includes facilities that can remove the need for the clustering and hence for
LUC. These facilities can be used to nominate which Correspondence Servers a Group is
to reside in, and replication will then be limited to this set. Message passing to and from
Agents will be routed automatically by Riposte to an appropriate Correspondence Server
that contains the target Group. This strategy would require some major reworking to the
Agent strategy, as the Correspondence Servers will appear as a single resource. For
example, the use of parallel Agent instances within each Cluster, for performance
reasons, will need reviewing.

6.5.1.5 Message Transfer

Messaging between Riposte instances uses User Datagram Protocol (UDP) over the
Internet Protocol (IP). This is a very efficient mechanism, but has no acknowledgement
feature. Any failures are detected by next Marker exchange. Riposte requests the
retransmission of any missing messages.

6.5.1.6 Priority Messages

Priority Messages are used by applications that need to make an immediate
communication with a remote neighbour. An example is a Foreign Encashment, where it
is necessary to determine at once if there is a "stop" on an Order Book, rather than wait
for the regular synchronisation between Outlet and Campus.

A Priority Message causes the communications link to be opened, and is then sent
immediately. It is sent again at its normal position in the message run.

An implication of the use of UDP is that Priority Messages may sometimes be lost.
However, the message synchronisation processes will ensure that they are transferred
eventually, though possibly not with the desired urgency.

(Messages that are out of sequence the “wrong way” indicate a major failure such as a
platform masquerading as a different Riposte node. Riposte closes down the offending
message service and this must be manually recovered.)

6.5.1.7 Real Time Message Ports

Real Time Message Ports (RTMPs) are similar to Priority Messages, in that the ISDN
line is opened immediately if it is not already open. They differ in that the message sent
over the RTMP is sent first, and followed by any other outstanding messages.
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6.6 DISTRIBUTED DATABASES
6.6.1 Oracle

Oracle is described in Chapter 7 "Information Management". It is used primarily in a
client-server paradigm, where the database itself is located on one Platform but client
software on other Platforms provides access to that database in a controlled way.

6.6.1.1 SQL*Net

This is a mechanism used by Oracle client-server applications and for server-to-server
communication. It hides the details of the underlying communications protocols.

SQL*Net is mostly used to support Agent processes that need to communicate with Host
databases, as described in Chapter 5 “Application Architectures”. The overall structure is
shown here. It also supports the database links between databases which are discussed in
Chapter 7 “Information Management”.
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