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(*) = Reviewers that returned comments
0.3 ASSOCIATED DOCUMENTS

ACP RS/POL/003 Access Control Policy PVCS

ANSI X9.24 ANSI X9.24 Financial Services — Retail Management ANSI

AUDM IA/MAN/005 Horizon System Audit Manual PVCS

BS7799 BS7799

CA BP/CON/180- PO Ltd/Pathway Codified Agreement

253

CANO1 0.1k New Codified Agreement Schedule NO1 —
Network Banking Service Definition

CANO5 0.10 New Codified Agreement Schedule NO5 —
NBS Service Management

CANO8 0.13 New Codified Agreement Schedule NO8 —
NBS Service Levels and Remedies

CCDLIST BP/SPE/026 Contract Controlled and Referenced PVCS
Document List

CHD BP/DES/003 Counter Hardware Design Specification PVCS

CNTRDLG NB/SPE/003 Network Banking Counter Dialogue — Activity PVCS
& Screen Flows

CNTRRD NB/IFS/003 Network Banking Counter Reference Data PVCS
Interface

CTRBM CS/PRP/001 Counter Transaction Performance PVCS
Measurement and Benchmarking

DPA Data Protection Act 1998 HMG

DRSIFS NB/IFS/011 TPS to DRS AIS PVCS

DRSRDAIS RDDS/DRS Interface Specification PVCS

DRSREP CS/SPE/O11 Network Banking End to End Reconciliation PVCS
Reporting

DRSWS NB/SPE/002 Network Banking DRS On-line Workstation PVCS
Specification

DSSSEC RS/CSD/001 Social Security IT Security Standards PVCS

DWRDAIS DW/IFS/005 Data Warehouse To Reference Data System PVCS
Interface

DWTPSAIS DWI/IFS/001 Data Warehouse to TPS Interface
Specification

EFTPoS NB/SRS/002 Network Banking: EFTPoS System PVCS
Requirements Specification [sic]

EFTSDS EF/SDS/001 System Design Specification for EFTPoS PVCS

GENAPI TD/STD/004 Generalised API for OPS/TMS PVCS

HADDIS TD/STD/001 Host Applications Database Design and PVCS
Interface Standards

HSHDIFS CS/IFS/007 ICL Pathway/POCL Interface Agreement for PVCS
NBCS and HSH Interface

1ISO 7810 ISO 7810 Identification Cards — Physical Characteristics

1ISO 7811 1ISO 7811 Identification Cards — Recording Technique

1ISO 7812 1ISO 7812 Identification Cards — Recording Technique

1ISO 7813 1ISO 7813 Identification cards — Financial Transaction
Cards

1ISO 8732 1ISO 8732 1988 | Banking -- Key management (wholesale)

1SO 9001 1ISO 9001 2000 | Quality management systems - Requirements

1ISO 9003 1ISO 9003

ISO 9564 ISO 9564 Banking — Personal Identification Number
management and security

1ISO 9564-1 1ISO 9564-1 Banking — Personal Identification Number
management and security — Part 1: PIN
protection principles and techniques

ISO 10646 1ISO 10646 Information technology — Universal Multiple-
Octet Coded Character Set (UCS)
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1ISO 11568 ISO 11568/1- | 1994- | Banking - Key management (retail)
6 1998
1ISO 17799 1ISO 17799 Code Of Practice for Information Security
Management (formerly BS 7799)
LINKTS 2.6 LINK Test Strategy PO Ltd
NBEAIS NB/IFS/008 Post Office Limited - Network Banking Engine - | PVCS
NBE — Horizon Application Interface
Specification
NBEIFS NB/IFS/004 Network Banking Message Flows and PVCS
Interfaces
NBETIS NBE - Horizon Technical Interface IBM
Specification
NBRDBRV NB/SPE/009 Network Banking Reference Data Business PVCS
Rules and Values
NBSCSRS NBS Community Security Policy
NBSMIS NB/SDS/008 2.0 Network Banking MIS Reports Design PVCS
NSBV PA/PER/031 Horizon New Service Business Volumes PVCS
OBC CS/PRD/058 ICL Pathway/ PON Interface Agreement for PVCS
Operational Business Change
OPSARCH TD/ARC/030 OPS Architecture Specification PVCS
OPSMENU SD/SPE/016 Horizon OPS Menu Hierarchy PVCS
OPSMESS SD/DOC/009 Horizon OPS messages and Desktop Help PVCS
PACE Police & Criminal Evidence Act 1984 HMSO
PDHOST SD/DES/011 Physical Design for Host Central Server [CSR] | PVCS
PERFSTRAT | PA/PER/015 CSR Performance and Scalability Strategy PVCS
PMIFS CS/IFS/008 ICL Pathway / POCL Interface Agreement for | PVCS
the Problem Management Interface
PPREQ NB/REQ/002 1.0 Network Banking Automation — Release 1 — PVCS
PIN Pad Service Definition and Change to NB
Requirements Reflecting the use of PIN
verification
PPSPEC NB/SPE/008 0.3 Purchase Specification for Hypercom HFT117 | PVCS
PIN pad used on Network Banking
POLISSP BP/POL/002 Post Office Counter Information Systems PVCS
Security Policy
RAC CR/SPE/028 0.6 Network Banking — Transaction States & Data | PVCS
Flows
RDAIS BP/IFS/010 Application Interface Specification - Reference | PVCS
Data to Pathway for CSR+
RDMCDM RD/DAT/001 RDMC Data Model PVCS
RDSAIS NB/IFS/001 Consignia RDS to Pathway RDMC Interface - | PVCS
Network Banking Logical Data Changes
RDTAIS RDT AIS
RECIM NB/PRO/002 Network Banking Reconciliation and Incident PO Ltd
Management
REPREC SD/DES/005 Horizon OPS Reports and Receipts — Pathway | PVCS
Horizon Office Platform Service
RIPA Regulation of Investigatory Powers Act 2000 HMSO
RIPCONF AD/DES/029 Riposte Configuration Guide [Withdrawn] PVCS
RIPENH Riposte Enhancement Register
SADD CR/FSP/004 Service Architecture Design Document PVCS
SDSAPP NB/SDS/001 0.8 SDS for Network Banking Application PVCS
SDSINF TD/SDS/001 System Design Specification for 2001/02 PVCS
Horizon Infrastructure Enhancements
SDSREC NB/SDS/004 48 SDS for Network Banking Reconciliation PVCS
SDSRD NB/SDS/002 0.5 SDS for Network Banking Reference Data PVCS
SDSSEC NB/SDS/005 1.0 Network Banking Security System Design PVCS
Specification
SECCOP BP/ION/002 A Code of Practice for Post Office Information | PO Ltd
Systems Security
SECPOL RS/POL/002 ICL Pathway Security Policy PVCS
SFS RS/FSP/001 Security Functional Specification PVCS
SOR NB/REQ/001 1.2 Network Banking Automation — Requirements | PO Ltd
Catalogue
SRS NB/SPE/001 1.3 Network Banking Statement of Requirements PVCS
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SRSVOLS NB/SRS/001 System Requirements Specification for PVCS
Business Volumes
STYLE SD/DOC/001 ICL Pathway Horizon Office Platform Service PVCS
Style Guide
TED TD/ARC/001 Technical Environment Description PVCS
TEM PA/TEM/084 System Design Specification template PVCS
TESTSTRAT | VI/STR/010 Revisions to the testing & Integration PVCS
Approach for ICL Pathway Release CSR+
TIPAIS TI/IFS/001 Pathway to Post Office Application Interface PVCS
Specification
TPSREC CS/PRO/111 TPS Reconciliation and Incident Management | PVCS
Where explicit versions are specified, these are the versions that have been consulted in
the preparation of the current version of this document.
Chapter 17 lists a number of other existing documents that will require updating as
part of the NBS design process. These are, in general, not listed above.
04 ABBREVIATIONS & DEFINITIONS
0.4.1 Abbreviations
[A] Authorisation request returned from the NBE to the Horizon Counter
[C] Confirmation message
[CO] Message sent from the Counter indicating that a previously Authorised
transaction did not complete, or that no Authorisation was received
within the timeout period
[C2] Transformation of a [CO] as sent to the NBE
[D] Message returned by the NBE to Horizon to indicate a discrepancy or
error condition
[E] Message generated by the NBE to an FI to Reverse the effect ofa
previous [R]
[F] Financial Advice Note; not used in NBS
[R] Request message
[S] Message returned to the DRS to indicate a temporary settlement
position. Not used in NBS
ACDB Auto Configuration Database; Horizon application that configures
newly installed Counters
ACF Auto Configuration File; file, unique to each Counter position, that is
maintained by the Auto Configuration Database Server and "replayed”
to the Counter when needed
ACL Access Control List
ACRR Agent and Correspondence Server - Resilience & Recovery
AIS Application Interface Specification; standard document type required
for each external interface to the Horizon system
APACS Automated Payment And Clearing System
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API Application Programming Interface
APS Automated Payment Service; Horizon service that supports automated
bill payments
ATE Automated Targeting Engine; part of the Systems Management suite
that handles the scheduling of software distribution to Outlets
ATM (1)  Asynchronous Transfer Mode; protocol used on 155 Mbps links
between Campuses
ATM (2)  Automated Teller Machine
BES Benefit Encashment Service [obs]
BI1, BI2, Banking Infrastructure Release n (e.g. BI1, BI3)
BI3
BLOB Binary Large OBject
BO Business Objects
BT British Telecom
CAP Cash Account Period
CAPO Card Account for Post Office
Was know as Post Office Card Account (POCA) and is referred to as
such in this document.
CAPU CA Public Key
CCD Contract Controlled Document
CCS Counter Call Scheduler (aka Riposte Call Scheduler)
CD Compact Disk
CHAP Challenge Handshake Authentication Protocol
CMS Capacity Management Service
CNIM Counter Network Information Monitor; Counter-based ISDN
monitoring service introduced at S06 and enhanced at BI3
COM Microsoft Common Object Module architecture
CS [Pathway’s] Customer Services organisation
CSR+ Core Service Release plus
CSS Content Services Switch
CuG Closed User Group
DES Digital Encryption Service
DLE Digital Local Exchange
DLL Dynamic Linked Library
DLT Digital Linear Tape
DMZ De-Militarised Zone
DRS Data Reconciliation Service
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DSA Digital Signature Algorithm
DUKPT  Derived Unique Key Per Transaction; key management scheme
described in [ANSI X9.24]
DW Data Warchouse
DWP Department of Work and Pensions
E2E End to End
E3 34 Mbps Asynchronous Transfer Mode (ATM) link
EFTPoS Electronic Funds Transfer at Point of Sale; new Horizon service likely
to be introduced during the same development timescale as NBS
EMV Europay, Mastercard, Visa
EoD End of Day
EPOSS Electronic Point of Sale Service; Horizon service that supports retail
functions in Outlets
ERA Error Reconciliation and Accounting; PO Ltd programme to rework the
“back end” processes supporting its business processes. This is now
expected to have an impact on the Horizon Counter environment
FAD Finance Accounts Division; part of PO Ltd
FI Financial Institution
FRIACO  Fixed Rate Internet Access Call Origination
FSM Field Service Manager
FTMS File Transfer Management Service; Horizon process that provides
configurable file transfer services between Horizon and PO Ltd’s
Clients. Services available include data compression and encryption
FTP File Transfer Protocol
GGP Government General Practitioner; previous name for Your Guide, a PO
Ltd programme that is likely to require Internet access within Post
Office Outlets
HCI Human-Computer Interface
HMG Her Majesty’s Government
HORN Head Of Retail Network
HSHD Horizon Systems Help Desk
HSM Hardware Security Module
HSRP Hot Standby Routing Protocol
HTTP Hyper Text Transport Protocol
ID Identity
IDS Intrusion Detection System
IE Internet Explorer
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IETF Internet Engineering Task Force
1IN Issuer Identification Number; represents the first few digits of a
magnetic swipe card’s PAN. Typically six, but may vary between four
and eight.
1P Internet Protocol
ISA Integrated Service Adapter
ISDN Integrated Services Digital Network; telecommunications service
providing digital 64 Kbps access via standard telephone lines
ISP Internet Service Provider
KEK Key Encryption Key
KMA Key Management Application
KMS Key Management Service
L2TP Level 2 Tunnelling Protocol
LAC L2TP Access Concentrator
LAN Local Area Network
LFS Logistics Feeder Service
LNS L2TP Network Server
LRC Longitudinal Redundancy Check
LREC LINK Reconciliation file
LUC Look Up Cluster; utility that is called by an Agent and tells it which
Correspondence Server to connect according to the Cluster that it is to
service.
MAC Message Authentication Code
MIS Management Information System; Horizon application set that provides
access to and analysis of the information held in the Data Warechouse
MoP Method of Payment
MSU Management Support Unit (within Pathway Customer Services)
MSWP Maximum System Wait Period
MTBF Mean Time Between Failures
NAS Network Access Server
NAT Network Address Translation (carried out in a Firewall)
NB Network Banking
NBA Network Banking Application
NBCA Network Banking Counter Application
NBE Network Banking Engine; system that handles the interface between the

Horizon system and the Financial Institutions (FIs) that have reached
agreement to provide automated banking services in Post Office Outlets
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NBS Network Banking Servicel; the acronym used in this Document for the
application that supports banking functionality within the Horizon
architecture
NFS Network File System
OBC Operational Business Change (procedures for change to PO Ltd
Reference Data)
OBCS Order Book Control Service
0OC-3 Optical Carrier-3, where 1 = 51.84Mbps, thus 3 = 155.52Mbps
OCMS Outlet Change Management Service
OLA Operational Level Agreement
OMDB Operational Management Database
OPS Office Platform Service
OSPF Open Shortest Path First (Routing protocol)
P&A Pension and Allowances
PADS Pre-determined Administrative Data System. Standard time based
system used by POCL for Counter transaction activities including the
integration of both manual & system time components (commonly
embraced by “Benchmarking” activities)
PAN Primary Account Number
PIN Personal Identification Number
POCA Post Office Card Account
NB. This is now known as Card Account for Post Office (CAPO),
however this document has not been updated for the new terminology.
PO Ltd Post Office Ltd (formerly POCL — Post Office Counters Ltd)
PON Post Office Network business unit
PPD Processes and Procedures Description
PPP Point-to-Point Protocol
PPTP Point-to-Point Tunnelling Protocol
PRI Primary Rate Interface (E1 2 Mbps circuit presenting 30 ISDN lines)
PSTN Public Switched Telephone Network
PTU Pathway Testing Unit
PVC Permanent Virtual Circuit
PVCS Project Version Control System; software suite used for development
and documentation control within Pathway
QoS Quality of Service
RADIUS  Remote Authentication Dial-In User Service

1 ¢fEPOSS, APS, LFS, OBCS...
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RDDS Reference Data Distribution System; overall service for handling
Reference Data within Horizon
RDMC Reference Data Management Centre, comprising RDDS and RDMS
RDMS Reference Data Management Service
RDS Reference Data System; PO LTD system that provides a Reference
Data feed to Horizon and other systems
RDT Reference Data Team [within Pathway]
RLM Retail Line Managers
RMS Riposte Message Service
RNM Retail Network Managers
RPC Remote Procedure Call
RTL Run-Time Library
S10 Release S10 of the Horizon system. It is a Release that precedes the BI2
and BI3 developments described in this SDS.
SAM Secure Access Module
SDS System Design Specification (e.g. this document)
SIP Service Improvement Package
SLA Service Level Agreement
SMC System Management Centre
SMDB Service Management DataBase
SOAP Simple Object Access Protocol (Version 1.1, World Wide Web
Consortium)
SoR Statement of Requirements; produced by PO LTD
SP Service Pack
SPAN Switch Port Analyser
SQL System Query Language
SRDF Symmetrix Remote Data Facility
SRS System Requirements Specification; produced by Pathway in response
to an SoR
SYSMAN Pathway’s systems management application, based on Tivoli
TACACS  Terminal Access Controller Access Control System
TCP/IP Transmission Control Protocol/Internet Protocol
TIP (PO LTD’s) Transaction Information Processing system
TIS Technical Interface Specification; standard document required to specify
and agree the technical details of each external interface
TMS Transaction Management System
TPS Transaction Processing Service; Horizon service that formats data for
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transmission to PO Ltd’s Transaction Information Processing (TIP)

service
UB Universal Bank
UK United Kingdom
URL Uniform Resource Locator [see RFC 1738]
UTC Stands for Co-ordinated Universal Time (ISO 8601); equivalent to

Greenwich Mean Time (GMT), but a term that doesn’t upset some of
our continental neighbours

VB Visual Basic

VPN Virtual Private Network; security service that provides encryption over
the ISDN links between Outlets and Campuses, and over the Outlet
LAN

VSAT Very Small Aperture Terminal; covers satellite communication with
Outlets

WAN Wide Area Network

WRMS WebRiposte Message Service

XML eXtended Mark-up Language

YG Your Guide; Internet Kiosk service currently in pilot in some Outlets,
with arms-length links to the Horizon network

ZMK Zone Master Key

0.4.2 Definitions

The following terms, when Capitalised as here, have specific meanings as indicated.

Abandon A transaction that is terminated before a Request message is

generated at the Counter is Abandoned. Abandon includes:

- Transactions that cannot proceed i.e. require no action from the
Clerk

- Transactions that require the Clerk to abandon them by using a
function on the screen

- Transactions that the Customer has elected to abandon at the
PIN Pad before verification entry

In all cases, no record of the transaction is maintained by the

Counter.

Agent Component of the Horizon Application Architecture that
conventionally sits between the Correspondence Servers and Host
layers.

Agent Layer Architectural layer containing the services running on the Agent
Servers
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Agent Server

Approval

Asset Manager
Attribute

Audit Server

Audit Trail

Authorisation
Agent

Auto
Configuration
Database
Service

Bronze Service
Outlet
Bubble Help

Bulk Agent

Business Rules
Button
Campus

Cash Account

Hardware platform that supports Agent processes. It includes the
(newly renamed) Generic Agent Server, as well as application-
specific servers such as the NBS Agent Servers that are introduced
at BI3.

The FI verdict contained in an Authorisation [A] that permits an
NBS transaction to complete according to the Request [R].

The Clerk or Customer may still prevent the transaction from
completing e.g. bad signature or change of mind

Product of Escher Group

An item of information associated with a data item (typically used
for Reference Data object)

Platform that is responsible for the gathering and archiving audit
data, and for retrieving and extracting it for subsequent analysis.
Note: This server is used in a subsidiary role for performing various
other backup activities

One or more Audit Tracks, which between them, enable an auditor
to follow the treatment of related data transfers, movements or
accesses by named individuals

Agent that processes [R] messages from Counters, and passes them
to the NBE, then taking [A] messages from the NBE and passing
them to the Counter

Service that is invoked by newly installed Counters. It
“personalises” them with information set up within the Campus
prior to their installation

An Outlet that continues the current network strategy, of making
an ISDN call to the Outlet in response to any real-time transaction

Help text displayed as a cartoon style ‘bubble’ linked to the text
being explained

Agent that reads and/or loads a potentially large amount of
information to or from Riposte (or, from BI3, the DRE) in bulk

Now no longer just to / from Riposte (NBE to DRS agents could
be described as Bulk).

Rules governing the conduct of a Transaction which are contained
within Reference Data or processes

Icon on the Riposte Desktop that can be “pressed” by the user to
invoke a particular action

One of two data centres installed by Pathway in Bootle and Wigan.
Each can handle the entire Horizon workload

The method by which the Transactions performed and the cash and
Stock on hand at the end of a PO LTD Outlet Accounting Period
are declared to PO LTD main accounting offices
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Cash Account
Period

Period (one or more weeks) over which a Cash Account is
calculated

Client The Client Financial Institution on behalf of which PO LTD
provides a service to Customers at Outlets

Cluster Group of Correspondence Servers, all handling the same set of
Outlets and replicating data between each other for resilience
purposes

Collection [Reference Data] A specific type of Reference Data identifiable in a
Riposte Message Store. Analogous with an Entity or Table.

Confirmation NBS Confirmation Harvester Agent takes [C] messages from

Agent Counters and feeds them to the Data Reconciliation Service (DRS).
NBS Confirmation Loader Agent takes the stored [C]s from the
DRS and feeds them to the NBE.

Connection On the NBE, a particular IP address and port number that can be

Handler connected to by a particular Agent. It represents the interface to a
particular Process Interface on the NBE

Contra Entry A Transaction that negates a preceding Transaction to which it
refers

Contract A document which: (a) is listed as a CCD in [CCDLIST] and (b)

Controlled may only be amended through the Change Control Procedure

Document

Correspondence Hardware platform that supports the Campus-based Riposte

Server Message Service, and handles message replication to and from a
group of Outlets

Counter Counter PC installed in a Post Office Outlet

Counter An application resident within the Counter that contains the

Application business logic controlling the dialogue with the Clerk, or other
business specific functions on the Counter (such as End of Day
processing)

Counter Call Process running within the Gateway PC that schedules the opening

Scheduler of the ISDN link to the Campus, depending on the number of
waiting messages and the time since the last call. It is influenced by
Priority Messages that causes an immediate call to the Campus

Counter Clerk ~ Person working in an Outlet and operating a Counter

Customer A member of the public transacting, or secking to transact, business
with PO LTD through any of the Services

Customer A set of contiguous Transactions recording business transacted by

Session a single Customer. These are all committed at the same time when
the Customer and Clerk have exchanged goods and monies

Data Service provided by Pathway to PO LTD which matches

Reconciliation  transaction flows from Counter and NBE, and reports on these to

Service PO Ltd
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Data
Warehouse

Day ‘B’

Day ‘D’

Decline

Digital
Signature

EPOSS
Settlement

Extended
Verification
Process

Fallback

Financial
Advice Note

Framework
Gateway PC
Generic Agent

Server

Horizon

Computer system holding information about past Transactions
executed at Outlets, and used to calculate Service Level Agreement
(SLA) adherence

First working day after the date on which a transaction took place
at a Counter

Third working day after the date on which a transaction took place
at a Counter

A transaction is declined when it does not proceed as per the initial

customer request. Decline includes:

- Transactions that cannot proceed because a decline response
has been received at the counter from the NBE/FI.

- Transactions that are terminated by the Clerk because of e.g.
signature comparison failure or card check failure

- Decline by Customer, e.g. does not sign the office receipt

- Decline by Counter due to timeout, i.e. no response received to
the request

In all cases, a record of the transaction is maintained by the

Counter.

Process of ‘signing’ Reference Data which has been sourced
outside of Pathway with a digital key, before it is delivered onto the
Counter, so that its authenticity may be verified before use

Settlement of a Customer Session at the Counter

Authentication of the Customer through a defined process
consisting of a number of questions, the answers to which establish
the identity of the Customer

Where a system has attempted to go On-line but failed and has the
ability to proceed with the transaction in an Off-line manner —
typically with limits on the transaction value

Financial Advice Note [F] is a movement that exists within the
enhanced RAC model where a transaction may be locally
authorised as a result of Fallback or Off-line work.

Financial Transaction Framework; an adjunct to WebRiposte that
provides a constrained environment for Counter Applications
written to work with WebRiposte. It is not used in NBS Release 1

Counter that has an attached ISDN line or other communications
channel that enables it to pass data to and from the Campus

Hardware platform that support the Agent processes for most
applications (i.c. all those for which there are no application-
specific requirements such as onboard crypto support). See also
Agent Server and NBS Agent Server.

Name that encompasses the totality of the systems provided by
Pathway to support the automation requirements of Post Office
Outlets
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Horizon System
Helpdesk

Host Central

A single point of contact providing fault management for the
Horizon applications (including NBS). It also provides overall
operational service management, information and administration.

Hardware platform (Sequent NUMA-Q server running under

Server Dynix) that supports the principal Campus based applications

Host Layer Architectural layer containing the services running on the Host
Central Servers

Interactive Agent that handles on-line messages from Counters as they arrive

Agent at the Campus. An example is the NBS Confirmation Harvester
Agent that takes [C] messages from Counters and feeds them to the
Data Reconciliation Service (DRS).

Key Covers the tasks involved in the generation, distribution and

Management revocation of keys used for encryption and signing. There are both
symmetric and asymmetric keys, the latter has both public and
private key part

KMA Server Hardware platform that supports the KMS

LINK LINK is a branded and shared network of cash machines and self-
service terminals of certain member Financial Institutions in the
UK, enabling services from one FI to be provided at cash machines
of all other member FIs

LUHN An established check digit formula which is part of the Automated
Payment And Clearing System (APACS) standard

Maestro A proprietary scheduling system, produced by IBM (previously
Unison Software). Used to schedule the Pathway Campuses. Now
renamed Tivoli Workload Scheduler (or TWS); batch job
scheduling and monitoring subsystem used to provide automated
scheduling facilities within the Horizon system

Method of The form of payment recorded against a Transaction involving a

Payment (MoP) Customer

NBS Agent Hardware platform on which the NBS Agents run. It includes a

Server Hardware Security Module (HSM) that is used to handle Personal
Identification Number (PIN) translation actions and other crypto
functions such as generating and validating MACs and encrypting
sensitive data

Network A central system being supplied by a third party in support of NBS

Banking Engine

Object [Reference Data] A specific instance of one type of Reference
Data. Analogous with a key or row

Off-line Where a system elects not to communicate with another system —
typically the Counter having the rules held locally to enable it to
complete the transaction. Not supported in NBS

Off-line A visible indicator that displays an Icon on the Counter screen

Indicator when the On-line service is not available at that Counter. It obtains

its information from the On-line service Persistent Object
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On-line

Outlet

Outlet Centric
Failure

Pathway

Persistent
Object

PIN Block
PIN Pad

Platform

Priority
Message

Process
Interface

Product
RAC Model

Receipt

Reconciliation

Reconciliation
Date

Where a system attempts to communicate with another system —
typically the Counter secking immediate authorisation from a FI

Post Office location with one or more Counter PCs installed as part
of the Horizon programme

Failure that affects an individual Outlet, i.c. failure at an Outlet or
in the Outlet-to-Campus network. This type of failure is the only
one for which the Postmaster should raise a Help Desk call

Short name for Fujitsu Services (Pathway) Limited; rebranding
takes effect on 1 April 2002 and is anticipated here

Item of Reference Data that is used for long-term configuration or
parameterisation of Counter applications. (Most message store
messages “expire” after a certain period of time and are removed.)

Block of data containing an encrypted PIN value

Hardware device that is attached to a Counter PC and used by the
customer to enter a PIN value to authenticate a financial
transaction. The model used is the Hypercom HFT117; see
[PPSPEC]

An instance of a hardware unit (server, workstation, Router etc)
that is installed by and configured by Pathway to meet the Horizon
security, application and capacity requirements

A Riposte message with a parameter that causes an immediate
ISDN call to or from the Outlet, if the line is not currently open

NBE partition that handles the messages transmitted by a limited
set of Agent instances

Any products to be supplied under [CA].

Basic model for banking transactions where initial On-line Request
[R] from Counter elicits On-line Authorisation [A] from FI.
Confirmation [C] of outcome of transaction is sent in near time
from Counter to NBE, unless it differs from the [R] in which case a
[CO] is sent to the NBE in real-time (see NB CR0027 and [RAC]).

A printed record of the Transaction at the Outlet

Ensuring the financial integrity of transactions across service
boundaries

The date attributed to a transaction to allow PO Ltd to reconcile. It
will be set to the first available Settlement Date from the
transaction elements ([C112], [C12], [C4], [D]) that make up that
transaction. If no Settlement Date is available, the Reconciliation
Date will be set to the processing date that the DRS first recorded
any element of the transaction. If a Settlement Date subsequently
becomes available, the first available Settlement Date will replace
the processing date. However, once a transaction has been
accounted for on a reconciliation report, the Reconciliation Date
will never change.
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Reference Data

Release

Request

Reversal

Riposte

Serve Customer
Mode

Service
Boundary

Service Level
Agreement

Settlement

This is used in three different ways:

e The end to end service for the receipt, manipulation and
delivery of configuration data and parameters for use by the
rest of the system, within the Horizon Programme

e Read Only Data defined in the Riposte Message Store
providing sets of Collections and Objects used to configure the
Outlet and define the business parameters to be used and
followed in providing a Counter service

e The entirety of read only objects within the system, whether in
the Riposte Message Store or not, that configure the system in
some way or provide soft parameters to system definition and
use

A documented and co-ordinated collection of software and/or data
provided by Pathway to deliver PO Ltd Services, or to extend the
infrastructure used to deliver these services

Request message [R] sent On-line from Counter to FI initiating an
NBS dialogue

A Transaction that nullifies a specific previous Transaction that has
been completed (committed) in a previous Customer Session,
subject to Business Rules (e.g. time limits, previous receipt). See
also Abandon, Void

Proprietary product from Escher group that is used to (a) support
the Counter PC user’s desktop, and (b) to provide a speedy and
rcliable message replication process between the Counters in an
Outlet and the Correspondence Servers at the Campuses

Desktop environment for conducting a Customer Transaction
Intersection between operational domains

Agreement to provide a quantified and measurable standard,
required for a specified PO Ltd Service

This is used in two different ways:

e Settling a Customer Session where the balance of the session is
reduced to zero and the appropriate cash (and other items such
as cheques, tokens, stamps etc) is exchanged between the
Customer and the Clerk

e Settlement between PO Ltd and an FI (either direct or, initially,
via LINK) where an agreement is made as to the aggregate
value of transactions for a given period (probably a day)
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Settlement Date

Silver Service
Outlet

Stock Unit

Temporal

Token

Track 1
Track 2

Training Mode

Transaction

Transaction
Element

Transaction
Type

Universal Bank
Void

VPN Server

The date on which the Client settled the transaction (in some
instances a default is set by the NBE). The Settlement Date will be
allocated by the Client (or failing that the NBE) and included in
both authorisations and confirmations. The [C4] will also contain a
Settlement Date.

An Outlet that is provided with a permanent network connection to
the Campus, thus avoiding the need to establish an ISDN call in
response to an NBS transaction

An individual unit of accountability, mandatory within a main
(branch) post office and optional within a sub post office, for which
an individual (or a group of individuals) is accountable. It may
contain: (i) Transaction Vouchers for a designated period, (ii)
Value Stock, and/or (iii) cash

Of Reference Data, defines an item that has an associated start date
and time, and optionally an expiry date & time

A magnetic stripe card, smart card, smart key, or other physical
device, bearing information about a customer. This is restricted to
magnetic stripe cards only for NBS for the initial Release (BI3).

First track of data held on the magnetic stripe on a magnetic swipe
card

Second track of data held on the magnetic stripe on a magnetic
swipe card

A service that allows a Clerk to be trained on a Counter without
affecting the accounting of the overall Outlet. Any such
transactions are not recorded and no money or goods are expected
to change hands. Some transactions are specifically excluded for
security reasons (e.g. Automated Payment Service (APS) Smart
card Transactions)

A recorded and auditable instance of business activity, involving
service provision or Stock movement across organisational or
service boundaries

Part of a transaction i.e. [C112], [C12], [C2], [C4] or [D]

The Txn_Type as defined in [RAC]

A client FI that supports Post Office Card Accounts

Cancellation of a Counter Transaction before it is committed (but
after Request has been sent). An NBS transaction will have its
Confirmation status set to a Decline after the Request has been
issued and before the transaction is committed at the end of the
Customer Session. See Abandon

Hardware platforms that support the VPN service used to secure
communications between the Campuses and Outlets
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Working Any document designated as a Working Document and any
Document document other than [CA], Change Control Notes executed by

both parties, Contract Controlled Documents and Contract
Referenced Documents. Working Documents are without prejudice
to any of the parties and nothing contained therein shall be deemed
or construed as affecting existing contractual obligations or
creating new contractual obligations between any of the parties.
This is a Working Document

0.5 CHANGES IN THIS VERSION

0.5.1 Changes in Version 2.0

Minor corrections from Review cycle — mainly to Chapter 9.

Changes from version 1.3 use a red font, like this (with-deletions-in-red-strikeoutlike-
this).

0.5.2 Changes in Version 1.3

The purpose of this version is to enable a final review before a baselined version is
produced. Changes have been kept to a minimum, but an effort has been made to
ensure that the document does reflect what was actually implemented.

Changes from version 1.2 use a red font, like this (with-deletions—inred-strikeoutlike-
this).

0.5.3 Changes in Version 1.2

“ICL Pathway” replaced by “Pathway” (short for “Fujitsu Services (Pathway)
Limited”) as part of the rebranding exercise that comes into effect on 1% April, 2002.

Changes have been made to bring this Version of the SDS in line with [SRS], prior to
the formal baselining of that document. Other changes reflect the Counter dialogues
documented in the CCD [CNTRDLG], and in recent versions of the underlying SDSs.
These changes (and others made in response to comments received on Version 1.1)
use a red font, like this.

0.5.4 Changes in Version 1.1

This Version responds to NB CR026 and CR027

m  CRO26 replaces the MQSeries interface to the NBE with an interface based upon
TCP/IP connections direct to a set of NBE partitions.

m  CRO27 removes the [C2] flow to the NBE, apart from zero-value [C2]s. These are
“expedited”. In addition, the [S] and [EoD] flows from the NBE to the DRS are
removed, and the residual [C4] and [D] flows are carried in batch files rather than
via MQSeries.

In addition, it has been agreed with PO Ltd that the NBS Counter application will not
make use of Escher’s Financial Transaction Framework. Chapter 5 has been modified
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accordingly. There are number of further changes arising from this, such as removal of
the need to handle Type X Reference Data. These changes are covered in this Version.

Recent discussions and agreements on the NBE-to-Horizon AIS are also reflected in
Chapter 7.

0.5.5 Changes in Version 1.0
The network type for Bronze Service Outlets will now be metered dial-in, rather than
FRIACO dial-in.
Other minor changes in response to comments on V0.8
Addition of “Changes Expected” indicating that it is expected that the Financial

Transaction Framework will not be used at BI3

0.5.6 Changes in Version 0.8

0.5.6.1 General

Chapter 14 (Application Development) has been moved to Part E.
Minor changes in response to comments received.

The term POL has universally been changed to PO Ltd

0.5.7 Changes in Version 0.7

0.5.1.1 General
Chapter 5 (Functional Decomposition) has been renamed “Conformance to
Requirements” and moved to the end of the document.
Chapter 19 (Potential for Change) has been removed.

Changes have been made to keep this Document in line with the latest versions of
[SDSSEC], [SDSRD] and [SDSREC] as recorded in Section 0.2.

0.6 CHANGES EXPECTED

None.
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Chapter 1 -
Introduction

1.1 PURPOSE

This Document forms the top level System Design Specification (SDS) for the
proposed Horizon Network Banking Service (NBS) developments. It outlines the
developments to be undertaken, and the enhancements to the Horizon infrastructure,
required to support NBS. It is a Working Document, as defined in [CA], and defines
the starting point for the High Level Design of the NBS service and associated
infrastructure upgrades. It will not be maintained once it is baselined against the [SRS]
and design begins, other than for major changes of requirement agreed between
Pathway and PO Ltd. However, it will be updated once the implementation of NBS is
complete, to reflect any changes made during the design process.

1t should be noted that if this document conflicts with statements in HLDs or CCDs, then those
other documents should be considered to be definitive rather than this SDS.

It does not discuss the developments to be undertaken by other parties, or the
operation of the service once it is in place.

The full set of PO Ltd requirements for NBS are given in [SOR]. Pathway’s response
to these, indicating which of the requirements will be met, is given in [SRS]. This
Document reflects the Version of [SRS] listed in Section 0.3.

NBS provides an End-to-End On-line service that supports card-based banking
transactions. It must have qualities of data integrity, support reconciliation and
settlement, and provide interworking between different domains of responsibility. The
Counter-based components of the service must be provided through the Horizon
Counter infrastructure but use the new WebRiposte technology where appropriate.

NBS will be provided by a number of enhancements to the Horizon system, and by
components provided by or operated by a number of suppliers as well as Pathway. The
aspects that affect Pathway involve the application itself, which introduces a number of
new architectural principles, and the Horizon infrastructure including the applications
developed and used by Pathway to manage the Horizon system, and new methods of
connection to systems running on external sites.

This document provides an overview for all of these developments. It introduces and
defines the scope for a number of lower level SDSs that cover particular aspects of the
service and its infrastructure.

1.2 SCOPE

This Document describes the developments that are needed to meet the NBS
requirements. In general, it does not discuss (except in passing) the processes or
procedures that will be necessary to operate the NBS service, or the impact on existing
processes caused by the introduction of NBS, or the monitoring of SLAs that do not
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require the automated collection of new classes of data within the Horizon system.
[SRS] identifies many such new or enhanced processes.

A series of lower level documents are being produced to describe the developments
necessary in various areas of the Horizon system. These are as follows.

m  Application architecture and Interfaces ([SDSAPP], largely summarised in
Chapter 5)

m  Data Reconciliation Service (DRS) ([SDSREC], see Chapter 9)

m  Reference Data ([SDSRD], see Chapter 8)

| Note that [SDSRD] is significantly out of date and so has been withdrawn.

m Infrastructure, including network and platform changes and systems management,
and describing the performance, scalability, resilience and availability features of the development
[SDSINF]

m  Security ([SDSSEC], see Chapter 13)

The current document provides a full end-to-end description of NBS, and summarises
the enhancements described in cach of these lower level SDSs. It thus serves as an
introduction to the developments found necessary by Pathway to provide NBS.

1.3 RELATIONSHIP TO OTHER DOCUMENTS

The design for NBS will generate a structure of documents, as shown in the figure
below.

Customer System Requirements
Requirements Specification (SRS)
ASD & DU System Design
architects Specification (SDS)

High Level Designs
Delivery (HLD)
Units

Low Level Designs

(LLD

Figure 1 — Structure of Design Documentation

This document is thus linked to others as follows.
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Specification Policy Requirements Catalogue ~ Offerings...
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Figure 2 — Relationship to Other Documents

This Document is split into six logical parts, each comprising a number of Chapters.
1.4.1 Part A- Introduction

m  Chapter 1 — Introduction

m  Chapter 2 — Summary of Requirements, including the [SRS], existing Service Level
Agreements (SLAs) that will continue to impact on the Horizon service, and
requirements originating within Pathway that have a bearing on the overall solution

m  Chapter 3 — System Functionality: a description of the service to be provided,
including the RAC model, transaction types supported and features of the
Reconciliation service

m  Chapter 4 — Design and Development Principles and Assumptions, including the
use of mandated products and other major extensions to the existing Horizon
architecture, and broad timing constraints on the implementation of the service

© 2003 Fujitsu Services Ltd COMMERCIAL-IN-CONFIDENCE Page 33 of 312

File: NBSDS007_E2E_SDS.doc Printed on 06/03/2002 16:17 by GIJ
This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



POL00115340

POL00115340
Fujitsu Services System Design Specification for Network Banking End-to- Ref.: NB/SDS/007
(Pathway) End Service Version: 1.3
Limited COMMERCIAL-IN-CONFIDENCE Date: 14/01/2003
1.4.2 Part B — Application

m  Chapter 5 — Application Architecture, covering extensions of the current Horizon
architecture to handle the use of WebRiposte, and all major system components
affected by or introduced by the development of NBS

m  Chapter 6 — User Interface, summarising the way in which the NBS application is
delivered to the Counter Clerk

m  Chapter 7 — Information Management, including data flows and the use of database
products

m  Chapter 8 — Reference Data enhancements

m  Chapter 9 — Data Reconciliation services
1.4.3 Part C — Infrastructure

m  Chapter 10 — Network Infrastructure, focusing on the need to radically enhance the
ISDN service that currently connects Outlets to the Campuses

m Chapter 11 — Platforms Infrastructure, including new hardware platforms
necessitated by the introduction of NBS, and changes to existing platforms
including upgrades to commodity software products

m  Chapter 12 — Systems Management Infrastructure, including enhancements to the
major third party enablers (Tivoli, BMC Patrol, Maestro) and to the infrastructure
products developed by Pathway including Auto-Configuration Database (ACDB)
and Qutlet Change Management Service (OCMS).

m  Chapter 13 — Security Infrastructure, covering the particular security issues
involved with access to banking services and the implications of interacting
security domains within the end-to-end solution, and the developments proposed to
meet the security requirements

144 Part D - Strategies

m  Chapter 14 — Resilience & Availability Strategy, describing the approach taken by
Pathway to meet the resilience requirements for NBS

m  Chapter 15 — Performance & Scalability Strategy, including an analysis of the
volumetric information supplied by Consignia and its implication for the sizing and
scalability of the Horizon system

1.4.5 Part E - Service Introduction & Service Management

m  Chapter 16 — Application Development, indicating all the system components
introduced or modified by the development of NBS

m  Chapter 17 — Documentation, listing the set of documents that will need to be
produced or enhanced to develop and support NBS

m  Chapter 18 — Acceptance & Integration Testing, covering the approach taken and
particular areas where specialised testing is required

m  Chapter 19 — Service Introduction, covering the Release strategy, migration issues
and other service introduction arcas such as training and Help Desk reskilling
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m  Chapter 20 — Service Operation & Management, covering the operation of the
enhanced Horizon service including service level measurement and management

11.6 Part F — Conformance to Requirements

m Chapter 21 — Conformance to Requirements, including a list of all the
Requirements listed in [SOR] as qualified by [SRS], with an indication of the point
within this SDS at which compliance is indicated. (The text at these points is cross-
referred back to Chapter 21 with an indication, in blue text, such as [NBROO1}).
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Chapter 2 -
Summary of Requirements

2.1 GENERAL

This Chapter identifies the sources of the requirements that influence the NBS outline
design described in this Document.

2.2 EXPLICIT BUSINESS REQUIREMENTS

[SOR] is the PO Ltd Requirements Catalogue for NBS. It includes requirements
relating to all the suppliers of components of the end-to-end NBS solution, and is not
specific to Pathway. The requirements listed there define the business parameters of a
service that provides the ability for Customers in Post Office Outlets to carry out a
defined set of supported banking transactions. These services are provided for
Customers of FIs with which PO Ltd has reached a service agreement.

In addition, the service provides some mechanisms to administer some aspects of the
introduction of Post Office Card Accounts (POCAs) for people who do not currently
have a bank account, or do not choose to use an existing bank account to receive
monies that are currently paid by Benefit Order Book.

Major requirements in [SOR] that have a significant impact on the design of NBS
include the following.

m  The Counter application will be implemented using Escher’s WebRiposte product

m  The application will use an RAC model in which Request [R]s are passed back to
the Customer’s Financial Institution (F1) in real time, and the Authorisation [A]
messages are returned in real time. Confirmation [C] messages are returned in
“near real time” if the outcome differs from the amount Authorised

m Verification of the transaction should be supported by PIN Pad as well as by
signature

m The interface to the Fls is provided by a Network Banking Engine (NBE), which
provides the sole FI interface to the Horizon domain, and hence avoids the need
for the Horizon system to understand the different interfaces to the supported Fls

m  Service Level Agreements (SLAs) will be implemented at appropriate and
measurable points on the service boundaries between Pathway and the NBE,
subject to the workload remaining within the parameters defined in [SRSVOLS]

m A Data Reconciliation Service (DRS) will be provided by the Horizon system,
taking information from the Pathway and NBE domains and presenting settlement
and reconciliation information to PO Ltd.

[SRS] is Pathway’s response to the requirements that, in whole or in part, are relevant
to Pathway. It identifies the proposed conformance to the requirements in [SOR]. It is
being prepared in parallel with the preparation of this document, and will be baselined
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before this document is completed. The Version identified in Section 0.3 provides the
context for the developments identified by the present document.

[SRS] is more than just a requirements catalogue. It contains many details of the
service to be provided. Some of these are more suited to this SDS, and are repeated
here, either as a requirements item or as part of the description of each subject area.
Note that Chapter 21 of the present document provides a complete list of the
Requirements in [SOR], and cross-refers each to the SDS Section where compliance
with that requirement is identified (or otherwise) in accordance with [SRS].

2.3 CONTRACTUAL REQUIREMENTS

Although there is at this point no contractual obligation covering the development of
and facilities of NBS, contractual discussions are continuing in parallel both with the
development of this Document and of the facilities described therein. It is expected
that the contractual service definition for NBS ([CANO1]) will replace [SRS] as the
definitive specification of the requirements that must be met by NBS. In support of
that objective, [SRS] will be brought into line with the then current status of the
contractual negotiations, and moved to a status of “Version Complete” at V2.0. Any
subsequent changes will be handled by Pathway Change Proposals (CPs).

2.4 VOLUMETRICS

[SRSVOLS] defines the message volumes that the NBS is expected to support over
the first few years of its introduction. It includes the volumes expected to arise from
the introduction of Electronic Funds Transfer at Point of Service (EFTPoS), as well
as NBS, as it is expected that the Horizon infrastructure will be enhanced in one stage
to support both of these applications. [NBRO57]

2.5 INFRASTRUCTURE REQUIREMENTS

[SOR] accepts, and [SRS] confirms, that the infrastructure developed to support
current Horizon business applications will be inadequate to support the additional load
generated by NBS and EFTPoS. A number of additional requirements arise from this.
They are summarised here and expanded in the body of the Document.

2.51 Network Capacity

The business requirements for NBS will force a major redevelopment of the Horizon
Outlet network. The current network is designed to support a largely batch ISDN
load, directed by the Counter Call Scheduler. Within this, some 2% of messages
require a real-time response, and these arc handled by Riposte Priority messages.
However, the take-on of NBS will rapidly move to a situation in which, at peak times,
most calls to the Campus would be initiated by NBS transactions that require a real-
time response. This would have a significant impact on the peak workload (number of
messages per second) that the network will have to handle, the peak connection rate,
and on the resilience needed (i.e. chance of a call succeeding). The existing ISDN
voice network will not be able to cope with the peak load and an alternative
technology is required.
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Any such change to the network topology needs to be done in such a way that it has:

m  Minimal disruption on existing network usage

m  Minimal impact on Outlet operation (ideally without requiring a Counter reboot, as
such upgrades are more complex than those that do not require a reboot)

m A “bypass” regression capability at the Outlet (e.g. the ability to use an alternative,
possibly more costly, network) in case of unacceptable congestion on the modified network

m  Minimal impact on the space required for equipment in the Campuses

The proposed Network enhancements are discussed in Chapter 10.
2.1.2 Infrastructure Software Versions

The use of WebRiposte at the Counters will require that the Counter estate (38,000
Counters in 18,000 Outlets) is upgraded from Internet Explorer V4.1 to V5.01 or
later2. This is a dependency of WebRiposte itself.

The availability and performance requirements for NBS will increase the demand for a
stable and reliable Counter platform. At present, the Counter systems run on Windows
NT 4.0 with Service Pack 3. This contains a number of memory leakage problems that
arc fixed in later Service Packs (SPs). To enable WebRiposte based applications to co-
exist on the existing Counter hardware, it is necessary to upgrade the Counter estate to
a later Service Pack (SP6a).

Because of the upgrade to SP6a, a number of other third party products used on the
Counters or within the Campus systems will also need to be upgraded. Others will
need to be upgraded because the versions used are no longer supported, and Pathway
is unable to meet the Service Level requirements of NBS with unsupported versions of
these products. The full implications of this requirement are discussed in Chapter 11.

2 In fact the target version is IE 5.5 SP1
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Chapter 3 -
System Functionality

3.1 GENERAL

This Chapter contains a description of the NBS service to be provided by Pathway,
and its relationship with bodies outside Horizon.

PO Ltd’s objective for the Network Banking Automation Project is to deliver a
Network Banking Service, via the existing Horizon Network, that is operational and
able to support the introduction of Universal Banking, by April 2003. The qualities
required of the NBS include:

s Establishing an infrastructure to enable additional financial transactions to be
implemented through agreed Operational Business Change (OBC) procedures

m  The NBS is to appear as another Service on the Horizon desktop, alongside and
integrated with existing Services such as APS

m  The NBS is to be “data driven” in that it will use PO Ltd Reference Data to define
many aspects of the service provided

m Service management and support appropriate to an On-line service

3.2 NBS COMPONENTS AND CONTEXT

The NBS system enables Counter Clerks in Outlets to carry out On-line banking
transactions on behalf of Customers, using the Customer’s magnetic swipe bankcards,
with authorisation for the transaction provided by the FIs responsible for the
Customer’s bank accounts. In effect, the Counter Clerk can act as a manually operated
Automated Teller Machine (ATM). The Customer hands his or her bankcard to the
Clerk, who swipes it through the standard Counter magnetic swipe card reader. If the
card is of a type supported by PO Ltd, the Clerk is provided with a range of available
transaction types including cash withdrawal, cash deposit and balance enquiry. Each of
these requires On-line authorisation from the Customer’s FI, and must be verified by
the Customer’s Personal Identification Number (PIN) or, pending installation of a PIN
Pad in an Outlet, by signature. [NBR0O1, NBR002, NBR003, NBR004]

The End-to-End systems supporting the operational NBS are shown below .4

3 Smart cards are not supported.

4 Source: [SRS]
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Figure 3 — Operational Domains and their Relationships;

The principal purpose of the NBE is to convert communications dialogues with
individual Client FIs into a single set of transactions for the Horizon domain. The NBE
interfaces with FlIs directly or via the LINK protocols. It interfaces in a generic manner
with the Horizon Campus systems. There will be a hot-standby system in case the
operational system fails, and a disaster recovery system available at a separate site. The
systems and infrastructure in the PO Ltd operational domain will be configured to
support at least7 the same peak load as those in the Pathway operational domain.

NBS will support a set of defined transaction types for FIs and account types defined
by PO Ltd Reference data. This enables FIs and/or transaction types to be added,
modified or removed relatively speedily and with minimum disruption. [NBR023]

m  New cards (i.e. new Issuer Identification Number (1IN) ranges) may be introduced
via PO Ltd Reference Data from time to time according to OBC procedures. [NBR416]
m New FIs may be added or removed from time to time, according to OBC
procedures, by being treated as extensions to the range of IINs supported at the
Counter

3.3 NBS DATA FLOw MODEL

The full implementation of NBS depends on a number of data flows between various
components of the end-to-end system shown above. The following diagrams shows the

5 Source: [SRS]

6 Initially, only via LINK

7 PO Lid originally expected the NBE to support other channels than just Horizon
8  Source: [RAC]
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major data flowss, and the relationship of NBS to four external entities: the Fls, the
NBE, the Post Office and the retail Customer. A subsequent Section illustrates how
cach of the NBS transactions is invoked by the Counter Clerk in an Outlet.

Settlement
Data 5 \

Business 1
Rules

12 22

3.8 (POCA)

Client Summary
Settlement Data
& Exceptions

Card Impound
Report

3.4

Reference

Financial
Transaction

3. \
| Details of cards |

N
2
Card Impound \
Instruction
received forissue | /
Card Impound ,/"
Report ey
P /| Enveloped details
/| ofcards forissue

Transaction

Information ~ 3.5(viaAPS)

Figure 4 — NBS Context Diagram

3.31 NBS Entities

The following entities are defined in the above diagram.

m Financial Institution represents all the organisations that are served by the NBE
(including those accessed only via LINK)

m  NBE supports the interface between the Horizon system and all the FIs that are
served by NBS. It is the only interface to the Fls for Horizon. It normalises all the different FIs’
interfaces so that they appear the same throughout the rest of the Horizon system.

m PO Ltd represents the operational part of the PO Ltd organisation

m  Horizon represents the computer systems operated by Pathway, including those
located at the Campuses and the Counter PCs installed in Outlets

m  DRS represents the application that reconciles the various data flows, and provides
settlement data to PO Ltd based upon the transactions executed

m POCA Card Issuer represents the organisation that issues Post Office Card

Account (POCA) cards for collection and validation in Outlets

3.3.2 Data Flows

There are five principal groupings of data flow types, represented on the diagram by
numbering conventions according to the following primary digit.

9 Those omitted are concerned mostly with handling of Key material used for encryption
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1 Business Rules and associated Reference Data

2 Financial transactions relating to operations on bank accounts

3 Operations on account cards

4 Reconciliation related data

5 Settlement related data

The data flows shown are described in the following Sections

i NZTU Iz T i I
Business Rules from Fl to PO Lid .3.2.1.
Reference Data from PO Ltd to NBE 33212
Reference Data from PO Ltd to Horizon 3.3.21.3
Financial Transactions Horizon to or from NBE 3.3.222
Financial Transactions NBE fo or from FI 3.3.2.2.3 and
3.34.3
2.3 Financial Transaction Reporting Horizon to PO Lid | 3.3.2.2.4
3.1 Card Impound Instruction Fl to NBE 3.3.2.3.3
3.2 Card Impound Instruction NBE to Horizon 3.3.2.33
3.3 Card Impound Report 3.3.2.33
3.5 Card Distribution 3.3.2.33
3.7 Card Activation 3.3.232
4.1 Reconciliation Reporting Outlets to DRS 3.3.243
4.2 Reconciliation Reporting NBE to DRS 33244
5 Settlement 3.3.25

Table 1 — Data Flows

3.3.21 Business Rules and Reference Data

3.3.2.11 Business Rules from Fl to PO Ltd

All Business Rules used by Horizon or the NBE originate from discussions between
the FI and PO Ltd, and identify the agreed basis on which PO Ltd undertakes business
transactions on behalf of the FI. The definition of the operational flow is outside the
scope of this document. Neither the NBE nor Horizon has a direct interface to the Fls
for such rules. PO Ltd is responsible for ensuring their consistency through PO Ltd
Reference Data used by both Horizon and NBE

3.3.21.2 Reference Data from PO Ltd to NBE

Responsibility for defining this interface rests with PO Ltd, in consultation with the
NBE supplier.

3.3.21.3 Reference Data from PO Ltd to Horizon

The existing Reference Data interface and distribution mechanisms will be employed,
and will be extended to incorporate NBS specific Reference Data (FI, token and
product).

Any dynamic Business Rules incorporated within the transactional data flows are
covered within Interfaces 2.1 (Section 3.3.2.2.2) and 2.2 (Section 3.3.2.2.3)

10 Source: [RAC], modified to show the position of each Platform
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3.3.2.2 Financial Transaction Data Flows

The key transaction flows within the NBS application are defined by the “RAC” model
shown below:o. (This diagram specifies the platforms on which various processes and
data stores are located.) [NBR020]

Summaries C‘111k :
by client - (within nomal -
=c) TIP feed))

& exceptions

Campus

- {within normal
~EoD harvest)

-
1 Key

Message Store :
replication’}

EPOSS
‘Reconciliation totals -

TIS required at this Interfuce
JE . wmmm  AIS reguired at this Interface

Platform

Process
I:l Data store or data flow

Figure 5 — RAC Model and Data Flows1:

The main data flows are shown on the left. Each small light blue box represents a
message. It is identified by a Letter indicating the type of message and a number
representing its form at that point. The number represents the fact that the format of
the message may be transformed at various stages, but the overall purpose is the same.

Each transaction has three steps, each generating a separate message: 12

m The transaction originates as a Request [R1] at the Counter. This is written as a
priority message to the local message store. The Outlet will seek an immediate
connection and replicate the message to the Campus. An NBS Authorisation Agent

10 Source: [RAC], modified to show the position of each Platform

11 Source: [RAC], repeated in [SRS], and modified to show position of NBS Agent processes and the platforms that they run
on

12 An additional message type, Financial Advice Notification [F], is identified within the RAC Model for any Counter
transaction that is authorised locally or which does not require authorisation. This is not required for NBS
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(see Section 5.7.2) will process the Request, reformatting it into the [R2] message
and send the request to the NBE

m  The NBE passes the [R] to the relevant FI, and returns the resulting Authorisation
[A] (Approve or Decline) to the Campus as an [A2] message. The same NBS
Authorisation Agent will process the [A2], and write it back to the message store
on the Correspondence Server as an [A3] message. This will contain timing data to
the message to show how long was spent in the NBS Authorisation Agent. If no
response is received from the NBE, then the NBS Authorisation Agent will write
an [A3] message with a result code indicating that the message had timed out. The
[A3] will be replicated from the Campus back to the Outlet. The communications
line to the Campus remains open at least until the [A3] is received (or is timed out)

m The Counter continues with the transaction and at the end will write a [C1]
Confirmation Message to the EPOSS stack showing what actually happened. This
is committed to the message store at the end of the Customer session. The [C]
message will contain timing data to show how long was spent in the Pathway
domain, and how long in other domains. This data is used subsequently at the Data
Warehouse to calculate data relating to SLAs

m  Should the transaction be abandoned at the Counter, other than because the
Authorisation was Declined by the NBE, an immediate [CO] message is written.
This is replicated to the Campus, and passed to the NBE by the NBS Expedited
Confirmation Agent. This is configured to send the message to the same NBE
partition that handled the original [R]. The NBE will transform this into a
“Reversal” message and send it to the relevant FI.

m  The next time that the Outlet is connected to the Campus, outstanding [C1]
messages are sent to the Campus and the NBS Confirmation Harvester Agent
writes the [C12] messages to the Data Reconciliation Service (DRS)

3.3.2.2.1 NBS Transaction Types

The following NBS transactions are specified in [SOR], with verification provided by
Signature or PIN as defined.

Cash Deposit [NBR002] B

Cash Withdrawal [NBR003] S, P
Balance Enquiry [NBR004] S, P
Cash Withdrawal With Balance S, P
Withdrawal of Entire Balance With Balance Report P

(*Withdraw limit")

Change of PIN at PIN -
Recovery Transacti e
Recovery ‘of NBS transactions following premature
Iogout or system failure

Receipt of Card at Outlet (handledtby APS)//
Activation of a POCA Bank Card (Counter procedure -
only)

Table 2 — NBS Transaction Types Supported

Voiding of any transaction is permitted, in accordance with defined Business Rules,
and must occur prior to transaction commitment to the Electronic Point Of Sale
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Service (EPOSS) stack. Once a transaction has been entered onto the EPOSS stack, it
shall become non-voidable. [NBR458, NBR480]

The On-line “Change PIN” transaction allows the Customer to change the PIN
associated with a card. This follows the RAC model, although the transaction is non-
voidable and non-reversible once the [A3] is received at the Counterss.

Other transaction types (e.g. opening or closing an account, or Customer complaints),
are outside the scope of this SDS.

3.3.22.2 Financial Transactions — Horizon to or from NBE

[R] and [CO] messages flow from Horizon to NBE and [A] messages from NBE to
Horizon. [R], [A] and [CO] messages are sent from the Outlet to the Campus by
immediate messaging, [C1] messages by normal messaging (i.c. on the next replication
payload triggered by the next immediate message or at the next subsequent replication
interval). [NBR0O21, NBR038]

[C4] and [D] messages can also flow from the NBE to Horizon. These are described in
Section 3.3.2.4 below.

3.3.2.2.3 Financial Transactions — NBE to or from Fl

[R]s flow from the NBE to FI and [A]s from the FI to the NBE. Several variants of
confirmation and exception reporting exist which affect the NBE treatment of [C]
messages.

3.3.224 Financial Transaction Reporting Horizon to PO Ltd

The existing TPS data interface and file mechanisms will be employed to transfer
details of NBS transactions to PO Ltd. This is an end-of-day file based flow for Outlets
that report an End of Day (EoD) position, following harvesting at the Campus. No
changes are planned to this interface, and so the only information about NBS
transactions passed to PO Ltd are those attributes of the transaction common to other
EPOSS products.

3.3.2.3 Card Operation Data Flows

3.3.2.31 Card Distribution

POCA account cards will be physically transferred to Outlets for issue to Customers.
The card envelope will be read at the Outlet and recorded as an APS card receipt
transaction to confirm delivery of the card to the Outlet. The details are outside the
scope of the Pathway NBS developments.

3.3.232 Card Activation

An On-line card activation transaction is required for POCA cards during the Counter
process of issuing the card to the Customer. This is outside the scope of this SDS, but
by convention, this will be generated as a “balance enquiry” on the account. This will
be recognised by the FI as the first transaction using the card, and must be transacted
at the Outlet associated with the card issue (i.e. as previously notified via message flow
3.6). The transaction will follow the RAC model. It will be non-voidable and non-
reversible once the [A3] is received at the Counter.

13 The exact end-end logic depends upon whether banking host functionality is available to confirm and/or undo a PIN
change transaction. The working assumption is as stated.
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Card Activation messages are not written to the DRS.

3.3.2.3.3 Card Impounds

NBS supports Card Impound actions initiated by the relevant FI in response to an [R]
from the Counter. The impound instruction will be included within the [A], carried as a
response from the NBE that is interpreted by the Counter Application as an Impound
directive. [NBRO14]

The results of the Clerk instruction — normally a confirm, but exceptionally a failure
outcome might need to be returned — will be recorded in the message store for audit

purposes.

It is expected that the Counter procedures will provide the Clerk with autonomy to
instigate a card impound in response to physical card characteristics observed during
Counter processing, for example defaced card or signature mismatch between card and
receipt. It is noted that existing PO Ltd procedures provide for such impound
situations and that such Counter initiated impounds will not be reported electronically
to the FI via the NBE. This functionality lies outside the scope of NBS and it is
assumed that existing procedures will be used to support any such capability.

3.3.24 Reconciliation Data Flows [NBR040]

3.3.241 Reconciliation Principles

Reconciliation information is exchanged between Horizon and PO Ltd (including the
NBE) to facilitate reconciliation of transactional data flows and to provide PO Ltd
with financial summary data to support the FI secttlement process. Comprehensive
facilities are already provided within Horizon to support reconciliation across existing
interfaces, based on end of day control flows and reporting. These will be retained for
NBS. [NBR159]

Reconciliation processing will be applied to all financial NBS transactions. It will not
apply to non-financial transactions such as card activation, and these transactions will
not be recorded in the DRS.

There are three views of the transaction data which are to be reconciled. Essentially,
they should be the same but separated by time.

The Outlet view as recorded in the [C1]

The NBE view (derived from the [A2] authorisation, possibly modified by a
subsequent [C2]), and consequent upon this, the FI view

c¢. The PO Ltd central systems view, as reported from Horizon via the PO Ltd
Transaction Information Processing (TIP) interface

Settlement between PO Ltd and the FI is based upon (b), which must be reconcilable
with (c) and the aggregated Outlet view (consolidation of (a)).

The Outlet view is the definitive outcome of the transaction, based upon the single
[C1] message generated by the Counter application and written as part of the EPOSS
session data. This forms the (single) basis for transaction reporting to PO Ltd as part
of the EPOSS transaction stream for reporting to TIP.

The principal issues to be addressed are the timing differences between the various
interfaces and the mechanisms by which a consistent view can be obtained.
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Transactions reported from the Outlets to NBE (i.e. [C111] messages), and
transactions reported from Outlets to TIP (i.e. [C1] messages), can be different at any
point in time as a result of incidents such as the following.

m  Outlet EoD processing may be deferred
m  TIP may reject files, following Pathway EoD processing

3.3.24.2 The Data Reconciliation Service

The DRS is the component that provides reconciliation processing. It interacts with the
Outlets, the NBE and Horizon central systems.

Reconciliation takes places at several levels.

m  The interface to the FI is managed by the NBE, which is responsible for reconciling
differences between the Fls reported positions against [R], [A] and [C2] messages
passing across the NBE to Horizon interface. Confirmed (i.e. reconciled)
transactions are reported to the DRS as [C4] messages. Transaction exceptions are
reported to the DRS as [D] messages:

o [D] indicates an exception or error condition

m  Transaction details are forwarded to TIP based upon the reported end of day from
each Outlet. The transaction details are derived from the [C1] messages. If a
communications failure occurs, or other failure leading to delayed EoD reporting
this flow may be delayed by (up to) several days. Existing EPOSS reconciliation
measures arc used to detect and report on discrepancies across this interface.

m  The DRS provides reconciliation between the FI’s view and the TIP view by
maintaining tables of each reported transaction outcome across each interface:

o [C12] — as derived from the NBS Confirmation Harvester Agent
[C11] — as reported to TIP
[C4] — as reported from the NBE across the FI interface

This position is maintained for each combination of 1IN (range) and service. Since
there is no single PO Ltd EoD cut off, settlement and reconciliation will both be
based upon the FI settlement dayi+ boundary as a synchronisation point. This is
notified to Horizon within the [A2] message and via trailer records within the [C4]
file, such that ecach [C4] file can be recorded as associated with a FI settlement day.

Where a zero-value [CO] is created following timeout of the [A], this value will be
blank and the Settlement Date will be provided in the [C4] message. Normally such
transactions will have no net settlement significance, although the original [A] may
generate a FI settled transaction posted on the day of authorisation, which is
reversed on a later posting day, following receipt of the [C2]:5. The DRS will
apply separate reporting category rules for dealing with exceptions reported by the
NBE e.g. [D] which will require investigation and manual corrective adjustment.

The immediate status of any specific transaction will be reflected in one of the
internal transaction states within the DRS.

14 The day at which the transaction is brought to account by the Bank. Theoretically, this could be generalised to other
specified time intervals subject to review of, and agreement on, the processing implications.

15 In these situations, two settlement transactions on different days may be generated from one Counter transaction.
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3.3.243 Reconciliation Reporting — Horizon Outlets to DRS
There are two types of message flow between Horizon Outlets and the DRS.

m  Individual [C12] transactions. These are transferred throughout the day by the
NBS Confirmation Harvester Agent. Harvesting is done on a continuous basis,
with the [C12]s loaded into the DRS in recoverable commitment units, following
normal replication of the [C1] messages within the EPOSS transactions

m  FoD transaction processing of [Cl1] transactions. As part of the normal EoD
Campus processing, TPS transaction harvesting will occur following receipt of the
EoD marker from Outlets. This provides a delineated set of completed transactions
up to the Outlet declared EoD, which forms the basis for transaction reporting to
TIP. (Subsequently such transactions also provide the basis for calculating the
Cash Account report for TIP.)

NBS transactions included within the TPS harvesting will be forwarded to the DRS
to provide an aggregated Outlet position to support reconciliation. Such
transactions will be consistent with the Outlet reported transactions sent to TIP
(other reconciliation measures detect inconsistencies within the TIP reporting
stream), and will include the intended Cash Account Period (CAP) in which they
will accounted by PO Ltd (as part of the TIP processing).

3.3244 Reconciliation Reporting — NBE to Pathway (DRS)

The NBE will send a [C4] message for each [R] or [C2] received indicating that the
transaction has been reconciled within the NBE and across the FI interface, permitting
settlement to be initiated by the FI. Errors will be reported from NBE to DRS using a
[D] message. The only transaction condition reported in this way is where the NBE
has received a [C2] too late to Reverse the original authorisation.

The NBE will include the settlement day on each [A] returned to the Counter and it
will be copied by the Counter application into the [C1] message. The settlement day
will also be included in [C4] messages.

These [C4] and [D] messages will be sent in a set of batch files at end of day.
3.3.245 Reconciliation Reporting — Pathway DRS to PO Ltd

This is Interface 4.3 in Figure 4. A number of reports are generated, some daily and
some weekly, as defined in [DRSREP].

3.3.2.5 Settlement

The actual settlement flow is outside the scope of this document.

For NBS, it is understood that PO Ltd will settle with each FI on a rolling basis against
the FI consolidated position based upon its view of actual and projected transactions,
as reflected in the NBE to FI interface. This is consistent with the reconciled [C4]
position.

It should be noted that the FI position will be based upon its view across the FI-NBE
interface, whereas the PO Ltd position will be based upon its view from the settlement
summary supporting data from the DRS.
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3.3.3 Transaction Modes - Online, Fallback and Offline processing

Three generic modes of transaction authorisation are identified. Only the first of these
(On-line) is permitted in NBS. The authorisation is undertaken by On-line reference to
a central authoriser. Within Horizon, On-line authorisations are routed via the NBE,
which supports the interface to the Financial Institution. This is the model described in
3.3.2 above. [NBRO11, NBRO12]

3.3.4 Interfaces within the End-to-End R, A, C Message Structure

Four generic message handling layers are defined within the RAC model.

m  Horizon Outlet
m  Horizon Campus
s NBE

»  Financial Institution, either direct or via a proxy such as LINK

In addition, the existing Horizon-to-PO Ltd TIP and Reference Data interfaces remain
and are enhanced for NBS. [NBR511]

The detailed Service Boundary points for each of these interfaces will be established by
the Application Interface Specification (AIS) and Technical Interface Specification
(TIS) (or equivalent) document sets. These are required for each of the points
identified in Figure 5. [NBR285]

The significant interface for Pathway is that between the Horizon Campus and the
NBE. This interface is defined as an XML-based data flow. Each of the supported
transaction types will utilise a specific XML definition.

3.34.1 Horizon Outlet to Campus

This is an internal Horizon interface that is carried by the Riposte messaging
middleware.

[R1], [CO] and [C1] messages are submitted to the messaging system at the Outlet and
are read by Agent processes at the Campus.

[A3] messages destined for a specific Outlet are also entered into the message system
at the Campus by the Agent process, and are read at the Outlet by the Counter
application.

Standard bi-directional Riposte message replication is used between Outlets and
Campus. Where an ISDN call is required to the Campus:

m Immediate message replication (using Priority messages) is used for the On-line
message flow [R1]/[A3]. The ISDN line is opened for the [R1] messagers, and
then is held open (until the defined timeout period and for a short period
thereafter) to facilitate the immediate transfer of the returned [A3]

m Immediate replication is used for [CO] messages. These are written immediately the
outcome of the [A] is known, in effect while the ISDN line is still open

16 If not permanently connected
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m  Normal replication is used for [C1] messages. These messages are written at the
end of the customer session and are transferred on the next replication payload
(likely to be the next NBS transaction executed in the Outlet)

3.34.2 Horizon to NBE

The NBE interfaces to the Horizon Campuses, and all communication with the Outlets
is carried through the Campus. The logical interface between Horizon and the NBE is,
again, a set of XML documents.

An AIS and TIS are both required at this interface. Both are expected to be generated
by IBM.

m  The [R1] from the Outlet is mapped to an [R2] for transfer from the Campus to the
NBE. [R1] messages that have failed to transfer to the Campus using immediate
replication (i.e. “stale” [R]s) will not be forwarded as [R2] messages, since the
Counter system will have already timed out the transaction and forced a zero-value
outcome [C1]

m  The [A2] from the NBE to the Campus is mapped to an [A3] for the Outlet and
sent via immediate messaging (as the link will have been kept open until the [A3]
arrives)

m A [CO] from the Outlet is mapped to a [C2] at the Campus by the NBS Expedited
Confirmation Agent and is transferred to the NBE partition that processed the
original [R]

The underlying network transport mechanism between the Campus and the NBE is an
appropriate TCP/IP based infrastructure.

Note that the operation of this interface may occasionally result in multiple copies of
the same [R] or [CO] being sent to the NBE:7. The NBE requires the capability to
detect and discard such duplicates. It can recognise them by the use of repeated
Transaction ID. Note that this is at variance with a strict interpretation of [NBR180],
but is presaged by [SRS].

3.343 NBE to FI

At a detailed level, this is expected to be dependent upon bilateral agreements with
each FI, although wherever possible a common approach will be used. A common
logical level interface is assumed, in line with the above transaction types.

m  Request (NBE to FI) — dataflow [R3] (immediate messaging)
m Authorisation (FI to NBE) — dataflow [A1] (immediate messaging)
m  Confirm (NBE to FI) — dataflow [E1]/[E2] (as needed — FI specific)

The nature of this interface will be agreed between PO Ltd, each FI and the NBE
supplier.

3.344 TPS to TIP

This interface provides details of transactions harvested from Counters to TIP. It
remains essentially unchanged. The data content is unchanged. The volumes are

17 Tvpically during recovery from certain classes of failure condition
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expected to decline as Order Book Control Service (OBCS) transactions are replaced
by NBS ones or claimants go elsewhere (e.g. a bank ATM) to obtain their benefit.

3.34.5 DRS to TIP

A new interface is required to support the flow of Settlement data from the DRS to PO
Ltd. This will use the existing communications link from Horizon to TIP.

3.4 THE NBS DESKTOP SERVICE

Chapter 6 provides full details of the transaction dialogues and the interactions with
the RAC model. Each dialogue consists of the following stages:

n  Data Capture of the data held on the card

m [dentification and authentication of the token, including validation against
Business Rules held in Reference Data

m [dentification and verification of the Customer, by signature or by PIN

m  Transaction request and authorisation, using the RAC model to obtain an
authorisation or decline from the NBE

m  Printing receipts, one for the Customer and, in some cases, one to be retained in

the Outlet
3.4.1 Application Principles
3.4.1.1 Audit Data

The architecture for the Horizon platform ensures that audit data is generated
automatically for all messages handled by the Riposte Message Store. Messages
received by the Correspondence Servers are automatically harvested and written to an
Audit Server for long term storage. [NBR453]

3.41.2 Information Retrieval

The existing Horizon audit infrastructure provides facilities to enable audit information
to be retrieved, on request, and made available to PO Ltd Auditors. These facilities
will be enhanced as described in Section 13.5 to support:

m Increased data volumes, caused by the requirement to hold NBS audit information
for up to seven years

m  Anincreased number of requests for audit retrievals as envisaged by [SOR]

In addition, limited facilities will be provided by Pathway’s Management Support Unit
(MSU), via the DRS, to retrieve transaction information for a period of up to three
months from the date of the transaction. These may be used to resolve disputes.
[NBR260]

Further requirements may be identified in a proposed information retrieval study, and
could be implemented beyond the NBS Release 1 timescale.
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3413 Interpretation of Response Codes

Ideally, it would be the responsibility of the NBE to interpret the FIs’ response codes
and generate the appropriate responses and text for printing on receipts. However, the
NBE will not do so and the transformation to error messages will be made at the
Counter. The relevant error codes are documented in [CNTRDLG]. Note that this
contravenes [NBR423]

3414 Presence of Token

It is a requirement that the Customer must be present with his token to carry out an
NBS transaction, and it is PO Ltd’s responsibility to enforce this procedurally.

3415 Completion of NBS Transactions

Once an NBS transaction has been initiated, and an [R] generated, then that
transaction must complete before another transaction can commence at that Counter.
In particular, the Counter will not register further token swipes until the first
transaction is confirmed and added to the transaction stack (or timed out). [NBR468]

3.4.1.6 Introduction of New Fls and Cards

New cards or card ranges may be introduced by OBC where the FI and the interface to
it already exist.

Additional PO Ltd Reference Data and trials will be required when a new interface is
required (data mapping the IIN to the Routing Gateway) [NBR024]

The addition of a new Client FI or a new interface to an existing Client will be subject
to Change Control, because this may impact Pathway applications (e.g. DRS).
[NBR412]

3.4.1.7 Currencies

Counter transactions are recorded in Pounds Sterling (GBP) only. EPOSS does not
have the capability for recording transactions in Euros.

Pathway notes that PO Ltd are planning for Euro capability from 21/02/2004, but this
is not being delivered in this release of NBS. NBS will be designed so as not to
preclude future developments to transact business in Euros (for example it will record
the currency (GBP) used as part of the transaction data) [NBR399, NBR153].

3.4.1.8 Transaction ldentification
Transactions will be uniquely identified by the Counter application such that it is
possible to follow them through for subsequent enquiries.

m  The Riposte Application Programming Interface (AP1) RiposteUniquelD is used
to generate a Request Id (in the form 44-gggggg-cc-nnnnnn-uu, where “gggggg”
is the Outlet’s Finance Accounting Division (FAD1s) code, “cc” is the Counter
position and “nnnnn” is a monotonically increasing number for that Counter.

m  The receipt will contain sufficient of this to enable the rest to be reconstructed

18  The FAD Code is the supposed]y unique number used by the Horizon system to identify Outlets

© 2003 Fujitsu Services Ltd COMMERCIAL-IN-CONFIDENCE Page 52 of 312

File: NBSDS007_E2E_SDS.doc Printed on 06/03/2002 16:17 by GIJ
This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



POL00115340

POL00115340
Fujitsu Services System Design Specification for Network Banking End-to- Ref.: NB/SDS/007
(Pathway) End Service Version: 1.3
Limited COMMERCIAL-IN-CONFIDENCE Date: 14/01/2003

m  The Transaction Time will be included in the [R] and printed on the receipt. This
will be in Local Time in the format #h:mm.ss. [NBR158]

3419 Service Boundaries

The interface between the Pathway Domain and the PO Ltd operational domain will be
detailed in both an AIS and a TIS, which will ensure that service boundaries and
responsibilities are clearly marked between the domains. [NBR050, NBR285]

3.4.1.10 Impact on Cash Account

The Confirmation [C] will form part of the associated EPOSS Transaction, i.c. a single
message will be recorded at the Outlet at the completion of the Transaction. This will
ensure that value of Withdrawals, Deposits and Balance enquiries will be reflected in
the Cash Account, [NBRO17, NBR182, NBR464].

NBS transactions are mapped to a product, dependent upon the IIN and the
transaction type (e.g. Withdrawal). These are mapped to the appropriate Cash Account
line as defined by PO Ltd Reference Data [NBRO18, NBR261].

The Cash Account records all [C] transactions, including zero value transactions.
[NBR263]

3.4.1.11 Help Functions

“Bubble Help” functionality is supported in WebRiposte as in “conventional” Riposte.
These will be verified and approved by PO Ltd Business Service Management (BSM)
Development team prior to authorisation for distribute to Outlets.

Processes and Procedure documents (PPDs) are to be produced which will provide
assistance to staff by describing the procedures to be used when exercising NBS
Service functionality at the Counter, including exception conditions

3.4.1.12 Forced Session End

Forced session end will not compromise the integrity of the RAC model. In the event
of there having been a Request [R] generated, but no matching Confirmation [C], a
forced session end at the Counter must not breach integrity by orphaning the [R] with
no corresponding [C]. At the next logon, a “recovery” [C] will be generated to
complete the transaction history. [NBR072]

3.41.13 NBS Integration with Existing Applications

NBS transactions are integrated with the Counter system such that the Clerk can carry
out any of the transaction types supported (e.g. OBCS, EPOSS, APS and NBS) as
required. Initiation of NBS transactions at the Counter will be supported by the touch
screen and the keyboard as well as the magnetic swipe card reader. [NBR43§,
NBR450]

As with existing applications, the Counter Clerk will be is led through the steps of the
NBS transactions, with prompts as necessary to minimise reliance on the skill and
knowledge of the Clerk. [NBR451]
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3.1.1.14 Message Logging

The message logging function ensures that a unique Session Identifier is generated for
every session transacted. The Session Identifier is used to associate a group of
transaction(s) with a particular session. The Session Identifier will include the Outlet’s
FAD Code, which is unique across the estate.

3.1.2 Session Settlement

After one or more sale items have been selected and placed on the Product Stack, the
user can initiate the payment phase via the Finish Button. Settlement is part of the
current EPOSS Transaction Service and is concerned with the final settlement,
validation and committal of the transaction stack.

The Settlement function checks the outstanding balance (including NBS transactions)
to determine whether a transaction session can be committed, and displays the
Settlement menu for manual payments. The outstanding balance must reach zero for
the current transaction session. When this is the case, all transactions on the Product
Stack can be committed into the message store and the Product Stack is cleared for the
next session.

There is no check that only cash is accepted for the cash deposit transaction.
3.1.3 Outlet Reports

A number of new reports can be printed on the Counter printer. See Section 5.4.4.1.7
and [CNTRDLG]. [NBR256]

3.1.4 Message Recovery

An NBS transaction requires On-line Authorisation before it can positively progress.
Copies of the [R] and [A] are recorded in the message store from whence they can be
replicated to restore lost data at the Counter (e.g. following a Counter failure). System
failures at the Counter can result in failure to write a [C], or loss of the message before
it is replicated. Thus, on Clerk log-on, the Counter will carry out a health check to
ensure that there are no missing [C] messages. If there are, it enters the Recovery of
Banking Transactions process, which determines the outcome of each transaction and
generates the appropriate [C]. [NBRO13, NBR505, NBR037]

This is the case irrespective of whether the failure is catastrophic, requiring
replacement of the Counter system, or a temporary problem cured by re-booting the
Counter system; whether the failure is at a single or multiple Counter office. This
process will apply at Clerk log-on.

m  For an [R] with no [A], or the [A] is a Decline with no request to retain the card,
then the process generates a zero-value [CO] (decline) with an appropriate error
code

m A [C] is generated automatically for Balance Enquiries

m  For an [R] with an [A] that is an Approve or a Decline (retain card), the process
prompts the Clerk for the outcome as recorded on the Outlet copy of the receipt.
An appropriate [C] is generated. [NBRO035, NBR176]
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Chapter 4 -
Design Principles and Assumptions

4.1 GENERAL

The previous Chapter describes the service to be provided, both in terms of its
implementation on the Counter desktop, and the data flows within Horizon and to
other entities that are involved in the End-to-End NBS Service.

A fundamental requirement is that the NBS service is to be provided via the existing
Horizon system. This imposes a number of constraints on the way in which it can be
developed and implemented. In addition, there are a number of significant features of
the Horizon system, many of them included in the Codified Agreement [CA] and
supported by SLAs, which must not be impacted by the introduction of NBS.

This Chapter discusses the design, development and timescale principles that arise
from the need to integrate NBS with the existing Horizon system.

It also identifies a number of outstanding issues that have not been clarified during or
since the extensive series of Workshops that preceded the development of this SDS.
Pathway has made assumptions about the outcome of these issues, to enable it to
complete the process of developing this specification and estimating the costs involved
in the development of NBS. These assumptions are listed here.

It excludes functionality that is specifically excluded in Chapter 3.

4.2 ISSUES AND ASSUMPTIONS

This Section lists the principal assumptions and issues that affect the service provided
to PO Ltd. Each of the following Chapters also contains a list of more technical issues
that will be resolved during the High Level Design process.

421 NBS Application Functionality

4211 Undo

“Undo” is where a transaction may be cancelled after the transaction is complete, but
before the Customer session is settled. This is normally done using the Bin button on
the Desktop.

[SRS] makes it clear that Undo is not to be supported. The Network Banking Counter
Application must therefore ensure that no action is taken when the Desktop’s bin
button is used to attempt to undo a Network Banking Transaction.

4.2.1.2 Lost or Stolen cards

Neither the NBS nor the Horizon System Help Desk (HSHD) provides a service for
Customers who have lost their cards or had them stolen. The NBE provides a service
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to instruct the Counter Clerk to impound a lost or stolen card. If a lost or stolen card is
used and the transaction is rejected, this is counted as a successful transaction in the
Pathway domain SLAs.

4.21.3 Damaged Cards

Service for Customers with damaged cards is by manual entry of the card details (if
they can be read). No facilities are provided for cards where the embossed details are
unreadable.

4214 Incorrect PINs

Transactions where the PIN verification fails are counted as successful transactions in
the Pathway domain.

No attempt is made by the system to limit the number of PIN retries. Each will be
considered a separate transaction.

The HSHD does not provide a service to resolve PIN issues.
4.21.5 No Funds

Transactions where monies are incorrectly delivered or delivered late to the FI, and
thus a cash withdrawal transaction is declined, are counted as successful transactions in
the Pathway domain.

The HSHD does not provide a service to resolve such issues.
4.2.1.6 Transmission of [C] Messages

The only [C] messages that are to be written to the NBE are those where the Outcome
may differ from that Authorised by the NBE in the [A2] message. The circumstances in
which this can occur are:

m  The Clerk has Declined a Transaction that the NBE has Authorised
m A Failure has occurred (such as a Counter timeout), and so the Counter has
Declined the Transaction and the status of the [A] is unclear

In the second case, it is likely that the [R] was never passed to the NBE.

In either case, the Counter will generate a [CO] message for immediate transmission to
the Campus. It is handled by the NBS Expedited Confirmation Agent. Each Agent
instance is bound to a particular NBE Connection Handler (effectively a particular 1P
address and port), and uses the same message selection filter as the original NBS
Authorisation Agent. This ensures that the message is handled by the same Process
Interface (effectively the same NBE partition) as handled the original [R]. This is
important because the NBE Process Interface keeps a cache of recently handled
messages. Messages are cleared from this cache after a time, expected to be around ten
minutes. If a [C2] is received by the Process Interface within this time window, the
NBE can generate a Reversal ([E1]) to the FI. This Reversal will subsequently be
communicated to Horizon in the [C4] batch files transmitted at end of day.

If the [C2] is not received by the Process Interface within the time window, then the
NBE will process the [C2] at the end of day and generate a [C4] or a [D] as defined in

Figure 6.
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Figure 6 — NBE EoD Processing

Pathway cannot guarantee that a [C2] will arrive at the NBE within the cache time
window, and cannot accept any SLAs in this respect.

4.21.7 Forced Logout

Section 5.4.3.3 describes the session timeout mechanisms and the fact that if Session
Mobility is inhibited, then the Session timeout mechanism is also inactive. The
consequence of this is that if a Clerk leaves a Counter unattended in the middle of an
NBS Transaction, then the terminal will not be locked or logged out.

This is no different from existing Desktop Applications.

422 Use of WebRiposte

[NBRO22] requires Pathway to use WebRiposte.

Originally it was also required that Pathway should use Escher’s WebRiposte Financial
Transaction Framework. However in order to meet the NBS Timescales, this
requirement has been dropped and the Network Banking Counter Application is now
being developed as a VB application, though using the overall architecture of the
WebRiposte FT Framework, thus providing the opportunity to consider utilising the
Framework in the future.
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4221 Scalability of WebRiposte

The scalability of WebRiposte (i.e. the ability to support large numbers of concurrent
connections) is unknown and will be evaluated by Technical Testing. Such testing will
not be possible in the SDS timescales. Thus, if WebRiposte does not scale adequately,
and the shortfall cannot be rectified by additional or upgraded hardware, it is assumed
that Escher will resolve the problems in time for the NBS release.

Section 11.5.4 proposes an upgrade of the Correspondence Server platforms to the
most powerful NT platforms available, plus additional memory to support known and
agreed volumes. Adding additional Clusters, and reconfiguring the Correspondence
Server layer accordingly, is a highly complex step that would disrupt both the existing
service and the plans for the NBS service. It is therefore ruled out and, as indicated
above, it is assumed that any scalability problems will be resolved by Escher.

A number of Riposte enhancements have already been identified (see [RIPENH]) and
have been delivered but not yet tested.

m  Sending multiple priority messages to the Campus when the Gateway PC is in a
“connected” state. This is to improve availability

m  Minimising the number of messages queued in the network between the
Gateway PC and the Correspondence Servers to minimise response times (and
timeouts). The current assumption is that Esher will provide an implementation
that allows Satellite and ISDN latencies to be differentiated by a neighbour type
(e.g. remote and local)

m  Improved APIs at the Correspondence Server, to allow Agent Servers to know
when a Correspondence Server is building indexes or archiving. This is to avoid
performance critical Agent activity on a Correspondence Server that is heavily

loaded
4.2.3 Legal Responsibilities
4231 Legal Responsibilities for Universal Bank

It is assumed that there are no additional legal or regulatory requirements arising from
providing NBS access to the Universal bank beyond those for other FI.

4.2.3.2 Data Processors

It is assumed that Pathway are Data Processors within the terms of [DPA] with regard
to NBS.

4.2.3.3 Transaction Verification

Where the Counter Clerk accepts Authorised NBS transactions based on the
verification of the Customer signature, then it is assumed that Pathway and the
Horizon system are not responsible for any further verification of that transaction.

424 Impact of EFTPoS

EFTPoS volumetrics are included in the network capacity sizing but Pathway will not
commit to supporting EFTPoS within the NBS configuration until [EFTSDS] and
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subsequent plans are approved. These will require enhancements to the NBS system
and infrastructure defined in this SDS (for example to support an interface to a
Merchant Acquirer). [NBR0O57]

4.2.5 Impact of YG and ERA

The infrastructure enhancements for NBS and EFTPoS are not designed to include any
requirements for Your Guide (YG; formerly known as GGP) and/or ERA. The
measures described in this SDS to free up space in Wigan and Bootle will not
guarantee that any space is available to meet YG or ERA infrastructure requirements.
Indeed, this space is likely to be required for EFTPoS.

4.2.6 QOutlet Resilience Model

The general resilience within an Outlet will be as in S10. This SDS defines two levels
of resilience as follows:

m  Bronze Service Outlets will have a metered dial-up network connection

m  Silver Service Outlets will have a permanent network connection and this will not
usually incur the delay, and risk of non-connection, inherent in a dial-up link

4.2.7 Counter Hardware Configuration

It 1s expected that the current Counter applications plus NBS and the WebRiposte
infrastructure, running under NT4 SP6a, will run in the existing Counter hardware
configuration with no degradation of service and no requirement for a hardware
upgrader9. This will be confirmed by testing before the NBS service is rolled out.

The NBS Counter Applications2o must:

m  Co-exist with the Horizon Counter applications on the Counter hardware platform
as defined in [CHD]

m  Operate on the existing Counter hardware platform without impacting the response
times2; of Horizon Counter applications e.g. when switching from a NBS
transaction to a Horizon transaction

m  Deliver response times similar to those delivered by the Horizon Counter
applications. The Counter Clerk should experience similar response times for
similar functions (e.g. changing menus) on both the NBS and the Horizon Counter
applications

4.2.8 Service Boundaries

SLAs that apply to Service Boundaries must be measurable, in the sense that the time
of transit, the volumes of data and possibly the data content, should be logged for all
data crossing the boundary.

19 Other than the introduction of a PIN Pad

20 Pathway cannot predict the additional Counter resources required by applications other than N\BS. Future requirements
e.g. EFTPoS will be evaluated separately when more is known about the Counter application and how it will be
implemented

21 The NBS and Horizon applications will be benchmarked as part of the NBS testing strategy
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There are SLAs associated with service delivery, and an important part of this set of
infrastructure enhancements is to ensure that sufficient information is collected at or
near each boundary to establish the following.
m  Ownership of any problems that arise
m  Liability for SLA conformance
The information to be gathered must include the following.
m  Timestamps near to the point where service responsibility changes
m Data volumes
m  Responses (e.g. success/failure) from other parties
4.2.8.1 Data delivery SLAs
42811 Reconciliation File Delivery
A new SLA is required to cover the delivery of reconciliation data. The working
assumption is that Reconciliation data is available to PO Ltd by 08:00 on day ‘B’.
4.281.2 TIP File Delivery — With Additional NBS Data
TIP file delivery SLAs will be as in the current [CA].
4.2.8.2 Response Times
4.2.8.21 Limitations on Response Time Responsibilities
Pathway will be responsible for response times only within the Pathway domain
including the Counter applications.
42822 Response time SLA measurement
Response times at the Pathway to NBE service boundary will be at the last measurable
point within the Pathway domain. Components in the Pathway Campus beyond the
measurement point in the NBS Authorisation Agents (for example Firewalls or
network components) will not form part of the Pathway domain when calculating
response time SLAs.
Note that timestamps, where used for SLA purposes, should be collected on the same
platform, for example by the outgoing and incoming messages that relate to the same
transaction being handled by the same server. This is because there may be differences
between the clock settings on different platforms that, though minor, could have a
significant impact on SLA calculations. Pathway will not be in a position to accept any
new SLAs where this provision cannot be met.
4.3 DESIGN PRINCIPLES
4.3.1 Performance & Scalability
4.3.1.1 Message sizes
Normal messages between the Outlets and the Campuses should be designed such that
they are smaller than the TCP/IP packet size (approximately 1,400 bytes). They must
not exceed the Riposte size of 2 Kb.
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If there is a need to support mini-statements, these should be provided by a different
(and less common) transaction type from Balance Enquiry, as the size of the [A] is
likely to exceed these limits and may require a Binary Large Object (BLOB).
[NBR324]

4.1.2 Changes Required to Existing Applications

Changes will be required to existing services (for example EPOSS, APS, Reference
Data) to support NBS.

Changes will also be required to certain Pathway Infrastructure Applications (for
example OCMS, ACDB, SYSMAN) to support NBS. All such changes are
summarised in Chapter 12 of this SDS and described in the appropriate lower level
SDS.

No changes or enhancements will be made to existing applications solely to improve
performance, especially in respect to their memory footprints.
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Chapter 5
Application Architecture

5.1 GENERAL

This Chapter describes the enhancements to the Horizon application architecture to
support NBS. These enhancements include the introduction of WebRiposte. NBS and
EFTPoS also both require connections from the Agent or Host layers to third party
applications outside the Pathway Campuses.

5.2 REQUIREMENTS SUMMARY

There are two major requirements for enhancements to the existing Horizon system
architecture.

m  The mandated requirement to use WebRiposte within the Counter [NBR022]

m  The mandated requirement that [R]s are handled, in real time, by an NBE, with [A]
responses being returned to the Counter from the NBE. Performance and other
considerations require the connection to the NBE to operate at the Agent layer.

5.3 OUTLINE OF NBS ARCHITECTURE

5.3.1 Overview

NBS is mandated to use WebRiposte and to anticipate the implications of any future
introduction of the Financial Application Framework. These are new components
within the Horizon architecture, and have a significant impact on the Counter
structure. The need for access to a third party application (the NBE) has an impact on
the components at the Agent layer. Both of these are described below.

In addition, NBS has ramifications for a number of existing Horizon components,
including the following.

m [t generates messages that affect the EPOSS reconciliation totals
m  Card receipt is handled by new APS transactions (see Section 5.4.4.2)
m  New message types, and the introduction of the DRS, have an impact on the TPS
Host Application
m  New SLA types, and the data required to enable these to be calculated, has an
impact on the Data Warchouse and Management Information Service (MIS)
applications.

5.3.2 Horizon Vertical Application Structure

The Horizon application architecture uses a four-tier model. Each application is
implemented as a vertical “stripe” across a number of Horizontal system layers, as
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shown below. This model defines a standard structure for all Horizon applications, and
is supported by the infrastructure in a great many ways.

Each vertical stripe is ideally independent of the others, and should have no inherent
knowledge of the other’s implementation. New applications are added to the existing
system by providing the relevant vertical components. Where some form of integration
is required with another application, the mechanisms used vary between the layers.

NBS introduces some new components and new interfaces.

m  There is a direct connection from the Agent layer to the NBE, acting as an
application Client

m  The introduction of WebRiposte provides some significant extensions to the
functionality of the Counter architecture

The following diagram shows this four-layer architecture, as modified for NBS. It also
shows the ways in which the architecture is intended to scale to support more
applications or a higher workload, both of which are factors in the introduction of

NBS.
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Figure 7 — Horizontal Scalability
5.3.3 Application Breakdown Structure

Conventionally, each Horizon application provides an elaboration of this model that
involves a number of components at each layer. Some of these components are unique
to the application, while others are modifications to components provided as generic
functions or as parts of other applications. Every application needs to consider whether
(and if so, how) to provide each of the boxes shown on the following diagram>>.

22 Source: [TED], and modified to include the influence of the WebRiposte Application Framework
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Figure 8 — Application Component Checklist

The following Sections discuss the changes introduced by WebRiposte in the context
of this diagram. Each of the dotted groupings (Counter Layer, Correspondence Layer,
etc.) identifies in the diagram maps onto a Section in the remainder of this Chapter.

5.4 COUNTER LAYER

This Section describes the structure of WebRiposte, its functionality, and the work
required to integrate it within the Horizon Counter architecture to support the NBS
Counter Application. [NBR022]
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5.4.1 WebRiposte

WebRiposte provides a set of extensions to the Riposte desktop and message server.
The new components are shown here.23

| Indicates new
functionality

Figure 9 — Components of WebRiposte

The existing Riposte32 APIs, the Message Processor and Message Store continue, as
does message replication to a remote Correspondence Server. These components
continue to support existing 32-bit Riposte desktop application, such as APS, EPOSS,
OBCS and Logistics Feeder Service (LES).

In addition, new APIs are provided for use by Web based applications, and new Web
Services are provided to support web applications (for example by providing access to
Reference Data).

5411 WebRiposte Components

54111 WebRiposte API
This provides support for Web applications.

541.1.2 WebRiposte XML API

This allows data to be transferred to and from Riposte as XML documents rather than
as Attribute Grammar.

54113 WebRiposte SOAP API

This supports the standard Simple Object Access Protocol (SOAP). Among other
things, this allows access to Common Object Model (COM) objects from Hyper Text
Transfer Protocol (HTTP) and XML.

54114 HTTP Server

The HTTP Server runs within the Message Server and acts as a “proxy” for the calls
from the Client Application to the various Riposte brokers. It supports the HTTP 1.1
protocol, and enables applications to use HTTP commands to invoke COM objects
such as the existing Riposte Broker and Retail Broker APIs. Its primary function is to
interpret Uniform Resource Locators (URLs) and satisfy them within the WebRiposte
Content Repository (see below). Each URL should map onto a single WebRiposte

23 Source: Escher

© 2003 Fujitsu Services Ltd COMMERCIAL-IN-CONFIDENCE Page 65 of 312

File: NBSDS007_E2E_SDS.doc Printed on 06/03/2002 16:17 by GIJ
This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



POL00115340

POL00115340
Fujitsu Services System Design Specification for Network Banking End-to- Ref.: NB/SDS/007
(Pathway) End Service Version: 1.3
Limited COMMERCIAL-IN-CONFIDENCE Date: 14/01/2003

Object. These WebRiposte Objects are predistributed, thus enabling executables to be
pre-validated.

The HTTP Server can “pass on” non-local URLs to an appropriate web server. This is
achieved by encapsulating the request and reply within Riposte messages that pass
between the local message server and the Correspondence Server. A central Agent
called the H7TP Proxy, conceptually running on the Correspondence Server, handles
the communication with any other web servers. There is no requirement for this facility
within NBS24 and it will be disabled in line with the Horizon security policy.

54115 Proxy Server

This supports standard HTTP facilities to intercept URLs and map them onto a local
Content Repository, held in the local Message Store. It may also be used in controlled
conditions to obtain Web content from a third party server. This facility is not required
for NBS, and will be disabled.

54116 FTP Server

This supports standard File Transfer Protocol (FTP) facilities. It can be used by Client
applications to store data in and/or retrieve data from the Message Store. It is not
needed by NBS and will be disabled.

54117 Web Interfaces

This provides support functions for the HTTP, FTP and Proxy Servers and maps their
requirements onto the local Message Store

541.1.8 Content Repository
This consists of a set of WebRiposte Objects held within the local Message Store.

WebRiposte Objects are a new type of entity introduced by WebRiposte. Like
Persistent Objects, they are not automatically removed from the message store, but can
be replaced by newer versions, or they can be implicitly or explicitly removed. Unlike
Persistent Objects, WebRiposte Objects can be contained within one another and so a
hierarchy of such objects can be defined, similar to a hierarchy of folders and files
within filestore.

WebRiposte Objects are not used for NBS Release 1.
541.2 Application Server and Web Services

These components provide services to Web applications in a way that constrains their
access to the full set of HTTP constructs. Examples are XML-RPC or CGI requests
from Web Browser Clients, which can be used to call COM application objects that
have been defined to service requests of that type. These services can reside either
within the local platform, or on a remote server. They are not used for NBS, but are
listed here for completeness.

54.1.21 HTTP Interface

This supports HTTP 1.1 commands and maps them on to the remainder of the Web
Services set.

24 It would be useful to support YG access to web content that was too rarely used to be held on the Counter
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54112 Session Manager
This is responsible for establishing the user session. It is of use only where WebRiposte
is the only component of the Desktop. Horizon will continue to manage user sessions
through the Riposte Desktop. Session Manager is also used to provide for the storage
of data between stateless Web Services.
54.11.3 SOAP Server
This supports a SOAP interface and enables Web applications to access information
such as Reference Data.
5.4.2 NBS Counter Application Structure and Components

This Section describes the structure of the Counter application and describes the
functionality that it supports. It is summarised in the following diagrams.

Although the NBS Counter Application will not be developed using the Escher
Financial Transaction Framework, its structure will follow that of the Framework
where feasible within the Release 1 timescales, as shown here.

User Interface Message Store

[ gn : =
‘:Dp ration Launch Client Components

Card Swipe e I FTIimpulses I
Key in PAN
[ o]

Select Operation
' EPOSS Products I

; I Product Modes I
T I Product Attributes I
\ Other Reference Data I

Transaction
Definition  |]

Input Data
e.g. Amount
S | —
Messagels) B S ——
Print . I Receipt Data I
Receipt
Capture X Recovery Data
PIN
easio 3 | S | —->
Session Broker [

NBS Additional Functions

Pisting
Deskiop
 (Escher)

: - [r—
~ Reference Main
Data. Interfaces

Figure 10 — Web Services Framework — Software components

The following sub-sections describe each component in turn.

The latest Framework definition from Escher has changed this substantially. However we have
not attempted to change the design to match that.

25 Source: Escher, modified by D.L.Johns
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Note that the term “Local Devices”, used in earlier versions of this Document, has now been
replaced by “Input”.

5421 Token Recognition and Operation Launch

This stage of the application is responsible for capturing data about a magnetic token
that is used to initiate an NBS transaction. The data can be captured either via a card
swipe or manually. It establishes the IIN of the token, and uses Reference Data to
relate this to the appropriate Issuer Scheme (i.e. FI) and the permitted Operations for
that scheme. Finally, it is responsible for requesting the Clerk to select the required
Operation. [NBR023]

54211 Load Definitions

This component is used at Desktop initialisation to load from Reference Data the
definitions of the tokens to be supported, for subsequent use by Peripheral Server and
the Validation Object.

The Impulse definitions will be held as Temporal Persistent Objects (as opposed to
Web Objects) in a given Collection2s. Such Temporal Persistent Objects should be
accessible in a Subscription Group27.2s

54212 Peripheral Server

This is the existing Peripheral Server functionality. It detects a token being presented
at the Counter and reads the relevant data from it.

Impulses are generated when the Counter Clerk carries out some action using a
Counter PC peripheral, such as swiping a card through a magnetic card reader. Data
held in Reference Data indicates the action to be taken when each Impulse is received.

Peripheral Server reads the contents of Tracks 1 & 2 on a magnetic swipe card. These
contents are passed to a Validation Object that determines (for example from the 1IN)
which application is to process the impulse.

Peripheral Server will be pre-configured with details of expected tokens, and will
match the token that has been presented against these expected impulses using the
Validation Object. Details of these impulses will be passed to Peripheral Server by the
Load Definitions component on desktop initialisation.

In particular, the Impulse definition will describe the exact layout of the data being
read and the mapping of this onto logical fields that can be used by the application.2¢

The Impulse definitions will be held as Temporal Persistent Objects (as opposed to
Web Objects) in a given Collectionso. Such Temporal Persistent Objects will be
accessible in a Subscription Groups:.32

26 Peripheral server is unable to do this directly, however an application can read temporal Reference Data and pass details
of each Impulse separately to Peripheral server (as APS currently does).

27 Initially it is likely that such data may not be provided in a subscription group

28  This isn’t a specific to NBS, but it is a requirement of the current Horizon system that all Reference Data is held as
Temporal Persistent Objects accessed through the Retail Broker temporal interfaces

29 This is existing standard functionality of the Peripheral Server

30  Peripheral server is unable to do this directly, however the application can read temporal Reference Data and pass details
of each impulse separately to Peripheral server (as APS currently does.

31 Though initially it is likely that such data may not be provided in a subscription group
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54213 Validation Object

The standard Riposte Desktop includes a Validation Object that supports a general-
purpose validation facility for token impulse checking, together with the concept of
user-defined Validation Functions that can be invoked from the Validation Object as
COM objects. The NBS Counter Application would use the basic validation matching
criteria, and will also provide an NBS card specific Validation Functions to be invoked
as part of the analysis of each token.

Note that there are around 2,000 APS cards, 2,000 debit and 20,000 credit card types
in circulation. There are potential performance implications in parsing the IIN if each is
held individually. Therefore, it will be necessary to specify ranges of IINs, or use wild
cards, to speed up the parsing process. [NBR413]

54214 Validation Function

This validation function will handle ranges of IINs. It also handles the issue of
distinguishing between the NBS and EFTPoS environments.

If the validation function successfully matches a token against a defined impulse
definition, then Peripheral Server will invoke the appropriate application (as defined in
the Impulse definition), which in this case will be the Operation Launch application. It
will then pass it the Impulse definition filled out with details of the impulse. This
Impulse definition will also identify the “Issuer Scheme” associated with the token.

A Magnetic Card Token Validation Function will be developed by Pathway using
existing standard Riposte interfaces.

54215 Manual Input

Should the token fail to be read, or if the token peripheral is out of action, then an
alternative of manual entry is required.

This component represents the dialogue required to capture the Primary Account
Number (PAN) from the card, and from this to identify the other items that need to be
captured.

This will be done by displaying a dialogue to capture the PAN, and then passing the
PAN as an impulse to the Validation Object. This allows reuse of the logic to be used
for a swiped input to identify the Issuer Scheme (as described above).

Having done this, the Reference Data associated with the FT Impulse or Issuer
Scheme Persistent Objects can be used to identify whether or not manual entry is
supported for this token, and if so, which additional fields are to be captured. If it is
supported, an appropriate script is launched to request this information from the
Counter Clerk. If manual entry is not supported for the token, then the Counter Clerk
will be informed and the transaction ended.

There are likely to be a number of variations in the data to be captured, depending on
the Issuer Scheme. These are:

Need for Expiry Datess
Need for Issue Number

32 This isn’t a specific to Network Banking, but it is a requirement of the current Horizon system that all Reference Data is
held as Temporal Persistent Objects accessed through the Retail Broker temporal interfaces

33 Though it is likely that Expiry Date will always be required.
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m  Need for Start Date

Having assembled the equivalent of the swiped information, an Impulse can then be
constructed and passed to the Operation Launch component as if it had come directly
from a card (but with an additional attribute identifying the impulse as being “manually
input”).

This functionality is Platform specific and will be provided by Pathway as a Manual
Card Token Manual Input component.

54216 Operation Launch

This component receives details of the token (either from a swipe or manual input as
described above) and the identity of the Issuer Scheme as identified by the Validation
Object (using the NBS specific Validation Function).

It then uses Reference Data to navigate to the Operations associated with the Issuer
Scheme, and for each such operation checks to see if it is currently allowed.

There are two classes of checks.

m  Global Checks. These are primarily to do with whether or not NBS is currently
available in the Outlet, i.e. whether the Counter is likely to be successful in
communicating with the Campus (see Section 5.4.5.3.). The requirement is for the
ability to invoke a function to carry out such detailed checks.

m  Per operation Checks. These are required on each configured Operation to decide
whether or not it should be presented at this time. Examples are:

o The EPOSSProduct associated with the Operation is currently available for sale
in this Outlet.
The Operation is currently available in the current transaction mode.
That the operation is allowed for the current Method of Entry (i.e. swiped or
manual)
o That the operation is allowed in the local configuration

From the above checks, a number of Operations will be identified as appropriate to the
Token. These are presented to the Counter Clerk to select, and the identifier of the
selected Operation is passed to the Counter application.

Note that if there are no suitable operations, then the Clerk needs to be informed of
this.

This component will be implemented as a traditional Visual Basic (VB) application by
Pathway.

5.4.2.2 Desktop Client

This is the Desktop Client component of the Framework, and is a VB application
provided by Pathway. It is responsible for all communication with the Counter Clerk,
as defined by the Reference Data associated with the Operation selected by the Clerk.
The application is invoked by passing it an impulse.

It invokes appropriate functions to interpret the transaction definition (held in
Reference Data), and will execute requests along the lines of “what do I do next”. It is
responsible for driving the screen dialogues for the Caprure and Display functions
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(invoking the appropriate functions to carry out any validation). It will also control
printing, through the Quiput function, and the PIN Pad through the /nput function.

54221 Capture (Client)

This handles the dialogue with the Clerk for the Capture function as a normal Desktop
Script.

54222 Display (Client)

This handles the display dialogue and identifies which Button the Clerk has selected
following the Display.

54223  Output (Client)

This handles the output of data (for example receipts) to the printer. Variable Data is
passed to the function for merging with a “Skeleton Report”. The function is also
responsible for the presentation of progress and error messages. In particular, it
handles Print Preview and manual receipt printing. Pathway will develop this
component based on the existing EPOSS Report Broker, thereby ensuring the Receipt
can be reprinted later (i.e. after completion of the NBS transaction. [NBRI155,
NBR219]

54224 Input (Client)

This handles the dialogue with the PIN Pad as specified by the transaction’s Reference
Data definition. It displays messages to the Counter Clerk allowing him to abandon the
PIN input (for example if the Customer leaves without inputting a valid PIN value). It
will return data captured from the PIN Pad (for example the value of the encrypted
PIN). Pathway will develop this component.

5423 Application Framework

The NBS application is implemented as a VB program that uses Reference Data to
determine the underlying components to invoke for particular actions. It includes calls
to a number of “hooks” which are invoked as .COM calls.

The Transaction Definition defines the Business Logic of the Transaction, in terms of a
number of discrete steps. These are:

The first call is always to the /nifialise component
Obtain data from the Clerk (Capture)
Specify Validation routines for validating the data that is captured (Validate)
Present information to the Clerk and seek confirmation (Display)
Communicate with a PIN Pad Driver (/npuf)
Invoke functions for local processing (7hird Party Component Invoke)

m  Request Authorisation for a Transaction (Request Reply). The transaction is not
automatically suspended pending the outcome of the request, but may decide to wait

m  Print a receipt (Ouiput)

m  Commit the result of a Transaction to the Transaction Stack (Finalise). After this,
the transaction is irrevocably committed

Chapter 6 describes the operation of the Counter dialogues
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54.2.31 Asset Manager Interface

This component was introduced as part of the WebRiposte FT Framework to enable
Temporal Reference Data to be accessed by applications. However, the NBCA will not
utilise this interface, but will access Temporal Reference Data in the normal way.

54232 Initialise

This function is invoked as part of the initialisation of the operation and is passed the
impulse used to invoke the application.

54233 Capture

The purpose of the Capture function is to execute a script that prompts the Clerk to
provide the values for a set of Variables and ensure that the validation specified for
those variables is successful.

54234 Validate

The application can define validation functions to carry out specific validation on data
that is being captured.

This will have a single input parameter, the Variable to be validated, and an output
parameter indicating Success or Failure. In the case of failure, a Text string can be
supplied describing the failure in terms meaningful to the Clerk.

54235 Display

The Display function displays the current values of a set of variables together with
some Buttons allowing the Clerk to control the logical flow of the transaction (i.c.
whether it should continue or not).

54236 Request Reply

This component is responsible for communicating with the Campus. It uses standard
Riposte Priority Message functionality to ensure that the link to the Campus is opened.

Once a call has been made, the Counter application can continue to execute until it
reaches a point where it is dependent upon the outcome of the Request Reply
statement. The application then waits for the Request Reply statement to complete (or
timeout) before continuing.

54237 Output

The Output function outputs a document to a printer. The structure of the document is
specified in Reference Data. The function assembles the document and substitutes the
values of any variables defined in it, and then passes it through to the standard EPOSS
Report processor for printing and communications with the Counter Clerk (to handle
reprints etc).

5.4.2.38 Input

The Input function communicates with an input device (e.g. a PIN Pad or a future
Customer operated Smart Card Reader). Details of information to be passed to the
device and the variables into which returned data is to be stored are specified in the

call.
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54.23.9 Third Party

This component can be used for any additional processing required by the application
logic.

54.2.310 Finalise

The Finalise component is responsible for writing the outcome of each Financial
Transaction to the normal Retail Broker “transaction stack” as for any other
Transaction, and is settled by EPOSS in the normal way. The final Transaction is not
written to the Message Store until the Customer session is settled. [NBR182]

54.24 Retail Broker
This is the standard Retail Broker. It will be accessed using the normal COM interface.
54.2.5 NBS Additional Functions

These will all be written by Pathway and include:

m  NBS Counter Recovery Application (see Section 5.4.3.4)
m  Counter Call Scheduler (see Section 5.4.5.3)
m  Reports, EoD etc. (see Section 5.4.4.1.7)

5.4.3 Application Components

The NBS Counter Application will coexist with the existing Counter applications and
appear as part of another Counter service, alongside EPOSS, OBCS and APS. It will
use the existing application user interface and conform to the Horizon Style Guide. It
will take note of the evolving structure of the Escher Financial Transaction
Framework, up to a point beyond which significant design changes can no longer be
made within the Release 1 timescales, but will be implemented as VB applications
rather than XML scripts.

Many aspects of the application will be driven by Reference Data. This provides a
“soft” method for configuring the system, for example, where new account types and
FIs can be added with minimal impact.

This Section also discusses other topics relevant to the use of NBCA, namely:

m  Session Mobility
m  Session Timeout
m  Session Recovery

54.3.1 Host Components

The primary function of the Host Components is to define the integration of the NBS
Transactions with EPOSS. This is provided by a number of COM Objects, developed
by Pathway, to support the Host functions.

54311 The Initialise Host Function

This function is invoked as a first step within the NBCA. It is passed details of the
Impulse used to invoke the NBCA. This enables it to store information associated with
the transaction obtained from the Impulse for use in other Host functions. It also needs
to ensure that any data from previous invocations is cleared out.
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Another function that the /nifialise function needs to perform is to call the Retail
Broker’s StartTransaction method to ensure that transaction times are correctly
recorded.

54312 The RequestReply Host Function

This function implements the logic of the RequestReply call in the NBCA. It generates
the appropriate [R1] message, based on data passed from the NBCA, sends it as a
priority message to the Campus and waits for the corresponding [A3] to be returned.

Processing carried out in this function will include:

Generating timestamps to enable measurement of SLAs
Encryption of relevant parts of the message

Message Signing

Timeout handling

Verification of the Signature on the [A3] received

54313 The Output Host Function
This function implements the logic of the Quzput call in the NBCA.

It will be passed details of the receipt to be printed, together with a flag indicating if a
bilingual receipt is required (this will be the case if the Outlet is considered to be in
Wales). It will take the receipt and use the information within it to invoke the standard
EPOSS Report process to handle the output to the printer. The EPOSS Report
process will handle any printer failures and print preview that may be required. On
completion, control will then be returned to the Framework. [NBR155]

54314 The Input Host Function
This function implements the logic of the /npuf call in the NBCA.

It will be passed details of the data to be sent to the PIN Pad and a message to be
displayed to the Counter Clerk. It will handle the communication with both the screen
(to communicate with the clerk) and the PIN Pad. This includes ensuring that any
message displayed to the clerk will be cancelled when the PIN Pad completes its
operation, and the clerk has the ability to cancel the operation (for example should the
customer leave without entering a PIN).

On completion, a return parameter is constructed passing data back to the NBCA as
requested by the input parameter.

54315 The Finalise Host Function

This function implements the logic of the Finalise call in the NBCA and causing the
transaction to be written to the RetailBroker transaction stack.

Processing carried out in this hook will include:
m  Message Signing
m  Generation of timestamps for SLA purposes

54.3.2 Session Mobility

Session Mobility is a feature of the standard Riposte Desktop that allows a User
(Counter Clerk) to logon to a different Counter, resulting in the transfer of the current
Customer Session to that new Counter and the automatic logout on the original
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Counter. The ability to swap between two sessions on a single desktop is also closely
related to this.

However, there are circumstances under which it is undesirable to transfer or swap a
session, and so the Riposte Desktop also provides facilities to inhibit Session Mobility.

It is clearly necessary to inhibit Session Mobility between the sending of the [R]
message and receipt of the [A] message, since otherwise there is a danger that the [A]
will be missed whilst the session is transferring. Thus, session mobility is inhibited at
the start of the NBS transaction and re-enabled at the end. [NBR0O70]

The end of the transaction is casy to define, in that this is the point in the logic of the
Finalise Host function immediately after committing the Transaction to the Retail
Broker stack.

Defining the start is less easy. To comply with the requirement as stated, it needs to be
done as early as possible within the Operation Launch component. However, if there is
a need to inhibit session mobility and re-enable it in the same Desktop application, then
the Initialise Host function can be used to do so.

54.3.3 Session Timeout

Another feature of the standard Riposte Desktop is that of Session Timeout. There are
two aspects to this:

m  Counter Locked. If a terminal is inactive for more than a given period (configured
to 15 minutes for Horizon), the Counter is locked. In order to unlock the Counter,
the Counter Clerk is required to re-input his or her password before being able to
continue. Alternatively, a manager can force a logout at that point (for example if
the Counter Clerk has gone home having forgotten to logout). Such a forced
logout will be handled as described below.

m  Forced Counter Logout. If a Counter is inactive for a longer period (configured to
60 minutes for Horizon), it is automatically logged out. Such a forced logout is
reported by the Riposte Desktop to any applications running under its control, thus
enabling them to tidy up. In particular, EPOSS will automatically commit any
outstanding Customer Session to the stack with a transaction assuming it to be
settled for cash.

However, the mechanism used to implement session timeouts is only active when
session mobility is active. This means that if session mobility is inhibited during the
NBS transaction (as described above), then this has the side effect of inhibiting Session
Timeout. The consequence of this is that an NBS Transaction cannot be timed out,
however it is possible for a Customer Session with an NBS Transaction on the
Transaction stack to be timed out. In this case, the Banking Transaction will already be
complete. [NBRO72]

5.4.3.4 NBS Counter Recovery Application

As discussed above, during normal operation every Transaction will have both an [R1]
and a [C1] message in the Counter Message Store. Most will also have an [A], and
some will have a [CO]. The only circumstances under which there can be an [R1]
without a matching [C1] are as follows:
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m  The Counter was switched off (or failed) between the [R1] (or later [CO]) being
written and the Customer session completing

m  The Counter failed after the [C1] was written and before the [C1] was successfully
replicated to another Message Store

m The Counter failed after the [C1] was written and the Message Store was
recovered incorrectly, resulting in the [C1] being lost. Note that in this case it is
also possible that an [R1] message is lost; however, such a situation is unlikely to
be easily detected. Other actions arc being put in place to minimise the likelihood
of incorrect recovery, so this will not be discussed further

m  Following a forced terminal logout (as described in Section 5.4.3.3)

In all cases apart from the last, the Message Store will not contain a logout at the end
of the Clerk session. This can be detected when the Clerk next logs on to the Counter.

Following such circumstances, it is necessary to detect that such a failure has occurred
and to ensure that any missing [C1] messages are written to the Message Store to
correctly reflect the actual outcome of the transactions. [NBR0O13, NBR035, NBR505]

In order to simplify the recovery process, information relating to the recovery status of
each Counter will be held in a Persistent Object per Counter in the Message Store.
This Recovery status is in two parts:

m  Does the Counter definitely need recovery?
m s the Counter currently “clean”?

The Counter status will be set to “unclean” whenever a Clerk logs on, and will be set
to “clean” on a tidy logout. If at a Clerk logon the status is found to be “unclean” or
recovery is required, then recovery will be carried out.

Additional logic is required to handle the special cases of session transfer and isolated
Counters.

When recovery is required, it will usually be possible to carry out the recovery
automatically based on a [Recov] message that is written to the message store as soon
as the outcome of the transaction is confirmed. This point will be as soon as it is
decided that the Transaction has failed or the Clerk has declined the Transaction, or in
the case of Approved Transactions as soon as the Customer Receipt has been printed.
This point is chosen since it is then easy to define the Counter processes to ensure that
in a failure scenario the Clerk will complete the transaction once the Receipt has been
successfully printed.

Therefore, the outcome of a transaction can be often be determined by the recovery
process by the state of the data. Thus, where the [A] message shows a decline, the
transaction must have been declined. If there is no [A] message, the transaction will
have timed out. Of course, it may have timed out, even if the [A] is present.

Certain transactions have no financial effect. These will give rise to a zero value
transaction, whatever the outcome, and can thus have an arbitrary result recorded.
[NBR176]

For transactions with financial effect that were declined at the Counter, the [Recov] or
[CO] message will be present, thus allowing a [C1] to be generated.
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Thus, the only transactions which need manual intervention are those which were in
progress when the system failed, or those where data has been irretrievably lost as a
side effect of the failure without being replicated to another surviving Riposte node.

The table below shows whether the clerk is prompted. It also shows the possible
results of recovery. It can be seen that the clerk will be prompted only for transactions
where an authorisation was returned in the [A]. These will be successful transactions,
where the failure occurred during receipt printing, or manual transcription of the
receipt, or where the system failed before the clerk had opportunity to decline. They
may also occur where the system has been replaced, and the data recovered through

replication.
£ -od rn C:
Non- Authorised (01) | N [RCOTYRC(O7)]
financial
Financial Authorised (01) Y Accepted RC(01)
Failed RC(07)
Either Other (not 01) N RC(086)
Either No [A] N RC(07)

Table 3 — Recovery Actions

Any [C] message that is written needs to be clearly identified as a “recovery” [C],
however other than that it should be as similar as possible to a “normal” [C]. Part of
the work on defining the content of [C] messages needs to take this into account.
[NBR176]

Any Recovery messages will be written under the UserID whose logon prompted the
recovery, however the original Clerk’s UserID also needs to be included in the
recovery message for audit purposes. Also, the recovery transaction should be
associated with the original Stock Unit to ensure the Cash Account is balanced.

5.4.3.5 PIN Pad Driver
This is a key component of the Counter infrastructure. It will be developed by
Pathway.

5.4.3.6 Training

Training Mode will not be supported for NBS, and no specific developments will be
made to support NBS training on a classroom training system. However, work is
required to ensure that existing training facilitics continue to work following the
introduction of NBS.

5.4.4 Impact on Existing Applications

There are a number of arcas where the requirements for NBS impact on the facilities
or behaviour of existing Horizon applications.

5.4.4.1 EPOSS

Changes may be required to EPOSS to meet the requirements of NBS.
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54411 Settlement of NBS Transactions

The Finalise of an NBS Transaction will result in an item being added to the Product
Stack of the Desktop. The NBS item(s) will be placed on the stack along with other
products, if there are other transactions carried out in the same serve Customer
session. [NBR182. NBR254, NBR464]

Their values will automatically be reflected in the current Cash Account. [NBRO17]

After one or more sale items (including NBS Items) have been selected and placed on
the Product Stack, the user can initiate payment via the desktop Finish Button.
Settlement is part of the current EPOSS Transaction Service and will remain
responsible for the settlement of a Customer Session. It is concerned with the final
settlement, validation and committal of the transaction stack including NBS
Transactions.

The Settlement function checks the outstanding balance to determine whether a
transaction session can be committed, and displays the Settlement menu for manual
payments. The outstanding balance must reach zero for the current Customer Session.

There will be a significant impact on EPOSS Settlement if preconditions are placed on
acceptable method of payments. For example, if only cash deposits for NBS are
accepted, other methods of payment such as cheques must be prevented from being
used for settlement of an NBS Deposit. EPOSS Settlement would therefore be
required to check the preconditions and “bar” access to other methods of payment.
This will be addressed by manual processes and will not be policed by EPOSS
Settlement.

If this is the case, all transactions on the Product Stack are committed into the
Message Store. Once the transactions are committed, the Product Stack is cleared for
the next Customer Session.

54412 Message Logging

A series of transaction messages are written to the Message Store following the
settlement of a Customer Session. The message logging function must ensure that a
unique Session Identifier is generated for every session transacted. NBS transactions
on the stack can thus be committed to the message store with a Session Identifier that
is unique across the Horizon estate.

The Transaction Message will be constructed by the Finalise function of the NBCA.

New attributes will be added to the structure of the FPOSSTransaction Message to
accommodate the requirements for NBS Transactions.

Changes to the structure of the EPOSS Transaction Message will be documented as
part of the high level design.

54413 Session Receipt
A distinction needs to be made between two classes of Receipts.

m  Banking receipts. These are the ones that form part of the actual transaction
authorisation and are generated by the NBCA.

m  EPOSS Session receipts. These contain a summary of all transactions in a session.
This receipt needs to include a line detailing the NBS Transaction, which is treated
like any other Transaction.
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There is no impact on the Session Receipts currently generated by EPOSS and NBS
Transactions will be printed using Product Reference Data that is supplied by PO Ltd.
The data from the immediate Session is available and the reporting service may be
utilised to print a receipt, if required, upon settlement.

The manually requested session receipt printing facility is currently from the end of one
session to the start of the next. However, a reprint function for banking receipts is not
available until the end of the Customer Session. It is only available as follows:

m  The Office Receipt (used for signature verification) is available after the Clerk
indicates that Signature Verification has not been possible, until such time as the Banking
Transaction is added to the Stack

m  The Customer Receipt is only available for reprint after the Transaction is added to

the stack until the Customer Session has ended

After the customer Session has ended reprint (of session receipt) is part of the existing
Horizon functionality.

Outlets which have the “Welsh Language” indicator set in the Outlet details Reference
Data held in the message store, will automatically print Customer receipts in
accordance with the Welsh/English Receipt format. Non-customer receipts arc always
in English. There is customisation of the Counter to cater for Welsh and English Post
offices with language settings (in Reference Data). [NBR149]

54414 The NBS Transaction Model

NBS Transactions will be treated in the same way as a Receipts and Payments
Transaction. Pensions & Allowances (P&A) or GiroBank Transactions are examples
of Receipts and Payments.

TRANSACTION MODEL
EPOSS VIEW

[ |

ACCOUNTING NON-ACCOUNTING
TRANSACTIONS TRANSACTIONS
[ I
[ [ | | |
RECEIPTS AND VALUE NON-VALUE NON-ACCOUNTING NON-ACCOUNTING
PAYMENTS STOCK STOCK DATA (VOLUMES ONLY) DATA
(VOLUMES AND VALUES)
P&A 1st Class Stamps Road Tax Disc
Girobank Transactions  Phone Cards Eastleigh Meals onwheels E111s Parcel Traffic
Network Banking

Transactions

Figure 11 — An Overview of the Counter Transaction Model

NBS Transactions will be treated as an accounting transaction, because the balance of
cash in the Outlet is affected. Transaction values will be accounted for using the
standard EPOSS Reporting and Accounting Hierarchy. The receipt of cash through
NBS transactions is a credit transaction that increases capital (cash). Payments through
NBS Transactions are debit transactions that decrease capital (cash). [NBROIS,
NBR159, NBR464]

A Balance Enquiry will produce an item on the stack and will be treated by EPOSS as
a transaction of zero value. However, in order to support the Cash Account, it will still
require a Primary Mapping.
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EPOSS balancing will not be affected, as the EPOSS Reporting and Accounting
Hierarchy will be used to account for all NBS Transactions involving Cash Deposits
and Withdrawals. This will be carried out by the Primary Mappings (£FPOSSNodes)
and it is assumed that additional Reference Data (any new EPOSSNodes) will be
supplied by PO Ltd through the OBC Process (see [OBC]).

54415 Reporting Service for NBS

Each Counter is equipped with a combined slip and receipt printer. In addition, each
Outlet also has a “Back Office” Printer.

The Reporting Service is part of EPOSS. It is used to print Tokens, Session Receipts,
Reports, the Cash Account and Event Logs. The reports include the Counter Daily,
Counter Weekly, Office Daily and Office Weekly reports.

Some printed output for NBS is handled by the NBCA and does not impact EPOSS.
These include:

m  Office Receipts - printed slips with signature “boxes” that are printed for the
Customer to sign when making a Cash Withdrawal and are retained in the Outlet
m Signature Receipts — printed slips with signature boxes that are signed by the
Customer when making a Balance Enquiry, and are not retained in the Outlet

Receipts relate to a session and provide information on the transactional data relating
to each product transacted in the session, along with additional information such as
Time and date, Office, Stock Unit. They are generally available through Button(s) on
the screen or keyboard or automatically as specified by Reference Data.

54416 Cash Account

The production of the Cash Account is part of the Office Roll-over process. There is
no impact on the current Outlet Roll-over process. The production of the Cash
Account is supported within the architecture of EPOSS Counter applications reporting
process. No new tables are required and NBS Transactions are mapped to the
appropriate Cash Account line as defined by PO Ltd Reference Data. [NBR258,
NBR454]

Changes will be required to the layout of the Cash Account through the OBC Process
and this will require additional lines to be created in the existing Cash Account.

Any changes to the Cash Account are supplied as PO Ltd Reference Data and are
required significantly in advance of March 2002, which is the start of the 2002-2003
financial year.

No such changes have been included. However, there are sufficient “blank lines” within the
2002-2003 Cash Account report to allow NBS transactions to be added later through a
Reference Data change.

54417 NBS Reports

Six new Output reports are required on demand through the Desktop. These will be
catered for by the EPOSS application product using the standard Message Store
transaction data. Changes to the existing Counter PPD will be required. The new
report layouts are to be specified, designed and incorporated into EPOSS. The new
reports will require the provision of Reference Data in the form of additional
EPOSSDNodes, which are currently provided through the OBC Process.

© 2003 Fujitsu Services Ltd COMMERCIAL-IN-CONFIDENCE Page 80 of 312

File: NBSDS007_E2E_SDS.doc Printed on 06/03/2002 16:17 by GIJ
This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



POL00115340

POL00115340
Fujitsu Services System Design Specification for Network Banking End-to- Ref.: NB/SDS/007
(Pathway) End Service Version: 1.3
Limited COMMERCIAL-IN-CONFIDENCE Date: 14/01/2003

The reports are:

Cash Deposit Transaction Listing by Bank (Counter Daily Report)
Cash Withdrawal Transaction Listing by Bank (Counter Daily Report)
Balance Enquiry Transaction Listing by Bank (Counter Daily Report)
Office Daily Network Banking Cash Deposits

Office Daily Network Banking Cash Withdrawals

Office Daily Network Banking Balance Enquiries

These are formally defined in [CNTRDLG].

54.4.1.1.1 Transaction Log

The Transaction Log will not require additional Counter User-specified Report
Criteria. Queries for NBS Transactions will be provided through the existing criteria.

5.4.4.2 Impact on APS

One of the Requirements on NBS is the support of POCA “Card Receipt” in the
Outlet. This will be handled as an APS Transaction at the Counter, with no changes
required to the APS Counter application. This supposes that PO Ltd provide the
necessary Reference data to identify the barcode used on the envelope containing the
Card and map it to an appropriate EPOSS Product.

Similarly, no changes are required to the APS Harvester.

However, a new APS Client will be required to enable such transactions to be routed
through to the POCA Bank. Such a Client can be introduced in the same way as any
other APS Client.

The use of APS Emergency Payments may also be affected since they use Riposte
Priority messages.

The way in which these call the Riposte APIs to send Priority messages need to be
reviewed (and perhaps changed) to ensure that these functions and NBS Transactions
don’t interfere with each other.

Lastly, there is a change required to APS to reduce the load on the Correspondence
Servers. This is necessary so that Counter message recovery can be supported without
the need to upgrade the Correspondence Server hardware.

Currently, whenever APS prints a receipt, it writes two Riposte messages to the
Message Store. The first one indicates the start, and the second the completion of
printing. APS prints two receipts for each transaction, and hence writes four messages
per transaction. However, it calls an EPOSS function to actually print the receipt, and
this function generates its own messages for audit purposes. The APS messages are
thus redundant and can be removed. They account today for around 25% of the total
message load in the peak period.

The EPOSS Reports function needs to be changed to make the logging of these audit
messages dependent upon the caller and APS needs to be changed to suppress this

audit logging.
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5.44.3 Impact on OBCS

There is no impact on the functionality of the OBCS Counter application. However,
OBCS Forcign enquirics are one of the few existing applications that use Riposte
Priority messages. The way in which they call the Riposte interfaces to send Priority
messages need to be reviewed.

5444 Counter Reconciliation

APS and EPOSS provide reconciliation totals for each day’s transactions as part of the
end of day processing. EPOSS also provides reconciliation totals to enable the Cash
Account to be correlated each week. Insofar as NBS Transactions are “normal”
EPOSS transactions, that is all the end of day processing that it is required of them.

5.4.5 Impact on Existing Counter Infrastructure

5451 Crypto API Libraries

These will be enhanced to provide new APIs to support PIN Block handling (in
particular PIN Pad key management and PIN Block translation in the Agent layer).

5.45.2 Smart Card Ping

The way in which Smart Card Ping calls the Riposte interfaces to send Priority
messages needs to be reviewed (and perhaps changed), so as to ensure that different
Counters in the same Outlet executing this function and NBS Transactions don’t
interfere with each other.

545.3 Counter Call Scheduler (CCS)

This is an Agent that runs on the Gateway PC and has responsibility for managing
Riposte connections to the Campus Correspondence Server at regular intervals,
depending on the number and size of waiting Riposte messages. Any priority message
continues to force Riposte to make an immediate connection. Initiating a Riposte
connection will result in an underlying network connection being made with the
Campus, and consequently a dial up connection in the case of ISDN connection
Outlets. [NBR021]

It will be enhanced for NBS in a number of ways.

m [t will register an interest with the Counter Network Infrastructure Management
service (CNIM; see Section 10.4) to enable it to be notified of changes to the state of the network
connection

m It will ensure that the Riposte connection stays open as required

m It will maintain a Network Status Object within the Outlet which enables the
Counter Applications to check the status of the connection from the Outlet to the Campus

m It will provide interfaces to allow the Online Status of the Counter to be returned

to Counter applications

Details are given in [SDSAPP]
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5414 EPOSS Watchdog

The EPOSS Watchdog is a Desktop application that monitors connectivity of a
Counter and in the event of a problem alerts the Clerk. It ensures that critical activities
are not carried out in an “unsafe” environment.

The existing functionality is unchanged. However, this component also needs to
maintain the Off-Line Indicator on the desktop, which provides a visual indication to
the Clerk as to whether or not the Network is currently available. The Off-line
Indicator will be set to show that the Network is unavailable in any of the following
circumstances:

m The Counter is a slave Counter and is unable to communicate with the
Gateway PC
m  The Network Status Object (described in section 5.4.5.3) indicates that the network
is unavailable.

Each time the EPOSS Watchdog is invoked it should check the Status, and if
necessary change the visibility, of the Off-line Indicator. [NBR236]

5.5 NETWORK

The principal impact on the Network is the move from a largely asynchronous ISDN
connection rate, to largely synchronous connections occurring whenever an NBS
transaction takes place in the Outlet. The consequences of this are covered in
Chapter 15 (for its sizing implications) and Chapter 10 (for the impact on the nature of
the ISDN network).

5.6 CORRESPONDENCE LAYER

This layer provides the message distribution processes. It runs the Riposte Message
Service (RMS) on a number of high-powered Compaq servers. At BI2, the Message
Server is replaced by WebRiposte Message Service (WRMS). This is not visible to the
application.

All Riposte messages are generated with an expiry period, which determines how long
they stay in the Message Store. This can vary depending on the message type. Most
messages expire after 35 days. They are kept for that long to permit Cash Account
balancing. The expiry period used for new application types can have a profound
impact on the amount of data held within the Message Store.

Extending the size of the Message Store is straightforwardss and has little impact on
the performance of Riposte. However, increasing the number of Persistent Objects or
WebRiposte Objects has an impact on the size of the Persistent Object index, which
could affect performance.

5.7 APPLICATION AGENT LAYER

A number of new Agents are required for NBS. Changes are required to some of the
existing Agents.

34 Though not cheap
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The new Agents are as follows.

m Real-time NBS Authorisation Agent to handle [R]s and [A]s
m Real-time NBS Expedited Confirmation Agent to handle [CO]s
NBS Confirmation Harvester Agent to load [C12]s into the DRS

Processing of the bulk file returned by the NBE is covered in Section 5.8.
Existing Agents that require changes include the following.
m  TPS Bulk Harvester (this is covered in Section 5.10.3)

A new Agent resilience model is also required, to enable Agent processes to be
restarted (or brought into use) very quickly following the loss of an Agent.

5.71 Interface to the NBE

5711 Real-Time Interfaces

A real-time interface is required between an Agent in the Horizon architecture, and the
NBE. This is used by the Agent to:

m  Transmit [R]s and [C2]s to the NBE
m  Read [A]s from the NBE and return them to the counter by writing them to the
WebRiposte Message Store.

Initial versions of this document described the use of IBM’s MQSeries messaging
software to support this interface. Following acceptance of NB CR026, this interface
paradigm has been replaced by the use of a direct TCP/IP connection accessed (at the
Horizon end) via a WinSock interface. See [NBETIS].

The NBE will run a series of partitions, each supporting the same IP address and a
different TCP/IP port number. Each Horizon Agent instance that communicates with
the NBE will connect to this IP address using a specific set of port numbers. Thus, all
messages related to a given NBS transaction can be routed by the Agents to the
required NBE partition.

Having a single partition per Riposte Cluster doesn’t enable the NBE to spread the
workload sufficiently, so a value will be generated for each Transaction at the Counter
(AgentHash) to enable the workload to be split. This value will be generated using a
hashing technique based on the FAD code, which is already used to randomise
connections across the estate and has proved to be effective. Thus, there will be a
separate NBE Partition for each Cluster/AgentHash value combination. Initially there
will be four AgentHash values generated at the Counter and four Riposte Clusters,
which implies 16 NBE partitions.

This is an important consideration because of the way in which the NBE handles [C2]
messages. Each partition maintains a cache of recent [R] messages, with their outcome
(i.e. the [A] sent back to Horizon). The cache holds about ten to fifteen minutes worth
of transactions (at peak transaction rates, thus significantly more at other times). If a
[C2] is received by the same partition while the original message is still in the cache,
the NBE can generate a Reversal (an [E1] message) to the customer’s FI, and thus
release immediately any funds that may have been transferred by the [A]. If the [C2]
arrives after the transaction is cleared from the cache, it will require manual reversal.

© 2003 Fujitsu Services Ltd COMMERCIAL-IN-CONFIDENCE Page 84 of 312

File: NBSDS007_E2E_SDS.doc Printed on 06/03/2002 16:17 by GIJ
This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



POL00115340

POL00115340
Fujitsu Services System Design Specification for Network Banking End-to- Ref.: NB/SDS/007
(Pathway) End Service Version: 1.3
Limited COMMERCIAL-IN-CONFIDENCE Date: 14/01/2003

In consequence, the [CO] message will be generated by the Counter as soon as it is
known that the transaction is being abandoned, rather than waiting for the end of the
customer session. The ISDN line will be kept open for a few seconds following receipt
of the [A], so that if a [CO] is generated it is reasonable to expect that it will be sent to
the Campus immediately. There is thus a reasonable expectation that it will reach the
NBE while the transaction is still in the cache.

An implication of this approach is that there is a need to co-ordinate the number of
NBE partitions with the number of instances of the relevant Horizon Agents.

Other message types ([PS], [PR], [KT] and [KA]) operate in a similar manner to [R2]
and [A2] messages.

571.2 Batch Interfaces

In contrast to the real-time interface used for [R], [A] and [C2] messages, the NBE
will transmit [C4] and [D] messages to Horizon in a set of batch files.

The NBE will use FTP to transfer files to a remote FTMS Gateway Server (NVBE
Gateway Server — Remote) located at the NBE site (or its Disaster Recovery standby
site). The standard Horizon FTMS service will then be used to transfer files to and
from a NBL Gateway Server — Local located in the Campuses. Files are then
transferred to and from the Host Central Server using conventional NFS techniques.
This is covered in Section 5.8.

5.7.2 NBS Authorisation Agent

This Agent runs on the NBS Agent Server, a new platform introduced for NBS (see
Section 11.4.1). It is responsible for handling all [R1] messages from the Counter and
the corresponding [A2] messages returned from the NBE. The same Agent handles
both types of message as this enables simple monitoring of the NBE response times
and provides the ability to timeout late responses without the need for clock
synchronisation.

There will be at least one NBS Authorisation Agent per Correspondence Server
Cluster. Its primary function is to take the incoming [R1] and perform the following
functions.

m  Validate it (including the Digital Signature)

m  Reformat it as a [R2] (including any decryption and re-encryption of data)
m  Add a Message Authentication Code (MAC)

m Pass it through to the NBE

It then needs to pick up any [A2]s returned from the NBE and perform the following
functions.

m  Validate it (including the MAC)

m  Reformat it as an [A3] (including adding SLA and audit data)
m  Add a Digital Signature

m  Pass it back to the originating Counter

In addition, it will provide a timeout mechanism to ensure that should the NBE not
return an Authorisation in time, the NBS Authorisation Agent should generate an [A3]
indicating that the NBE is unavailable. This is necessary in order to ensure that such
delayed NBE messages are not recorded as network failures against Pathway’s SLAs.
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Similarly, an appropriate [A3] message should be returned for any [R1] message that
fails during processing (for example in signature checking).

The Agent will add timing information to the message for later SLA calculation
purposes.

5.7.3 NBS Expedited Confirmation Agent

This Agent also runs on the NBS Agent Server. It is responsible for handling all [CO]
messages from the Counter.

There will be one NBS Expedited Confirmation Agent instance per AgentHash value
per Correspondence Server Cluster. Its primary function is to take the incoming [CO]
and perform the following functions:

Validate it (including the Digital Signature)
Reformat it as a [C2]

Add a MAC

Pass it through to the NBE

5.7.4 NBS Confirmation Harvester Agent

The purpose of this Agent is to harvest the [C1] messages as they are received from
the Outlets and to pass them to the DRS. It runs on the Generic Agent Server platform
(see Section 11.5.5).

NBS will use continual interactive harvesting (i.e. using a checkpointed message port).
This technique is currently used for the LFS harvester and has the ability for doing bulk
inserts into Oracle and co-ordinating checkpoints with Oracle commit units. It would
normally be expected that there would be multiple Oracle commit units for a single
Riposte checkpoint, which can result in duplicate [C]s being inserted into Oracle in a
recovery situation. This situation needs to be allowed for as a normal occurrence.
[NBR180]

5.8 HOST LAYER

The systems at the Host Layer can provide permanent storage for information if
required by the application’s Business Rules. The Host systems translate a file-based
view of their information into discrete transactions or “messages”.

The Host Layer applies any Business Rules to the information being received from or
sent to the External Client System. It may also provide persistent storage of
information on behalf of the external system.

Host systems also implement any Settlement and Reconciliation made necessary by
their own Business Rules. Thus, within NBS, the DRS runs at the Host Layer and is
implemented on the Host Central Servers. The DRS is described in Chapter 9.

Host Layer systems also communicate at a batch level with any external systems. A
particular example of this is the handling of the EoD file passed from the NBE to
Horizon each day for reconciliation. This is described below.

© 2003 Fujitsu Services Ltd COMMERCIAL-IN-CONFIDENCE Page 86 of 312
File: NBSDS007_E2E_SDS.doc Printed on 06/03/2002 16:17 by GIJ
This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



POL00115340

POL00115340
Fujitsu Services System Design Specification for Network Banking End-to- Ref.: NB/SDS/007
(Pathway) End Service Version: 1.3
Limited COMMERCIAL-IN-CONFIDENCE Date: 14/01/2003
5.8.1 Processing the EOD File from the NBE
5.8.1.1 File generation by the NBE

As part of its End of Day Processing, the NBE will generate a number of files
containing [C4] and [D] messages. Each file will be converted to XML format, and
sealed using the NBE/DRS MAC key. The resultant MAC of each file, together with
details of the file name and creation time, will be included in a Control File which will
also have a MAC calculated for it.

Once all files have been MACed, a header will be added to the control file detailing the
number of records contained in the file. This control record will include a MAC for the
record.

5.8.1.2 File Transmission to Horizon

The files will be copied by the NBE, using FTP, to a NBS Gateway Server - Remote at
the same site as the NBE. FTMS software running on that server will detect the arrival
of the files, and will copy them to the NBS Gateway Server — Local at either Bootle or
Wigan. The destination on the local FTMS server will be an NFS mounted disk on the
Dynix host. The DRS Host filestore will be located on resilient EMC disk filestore.

5.8.1.3 File Integrity Checking

Once the files are secured on the DRS, the Maestro scheduler will run an EoD File
MAC Checker process on the local FTMS gateway. This process requires hardware
crypto support, and hence the NBE Gateway Server — Local platform will be provided
with both an HSM card and the standard Crypto libraries and their supporting
software, including Key distribution software. (Neither the HSM, nor the Crypto
libraries that drive it, are available on the Dynix platform.)

The following checks will be carried out by the LoD File MAC Checker process. It
will access the files held on the Host Central Server, via the NFS share, rather than any
copics still held on the FTMS gateway server itself. This ensures that any corruption
introduced between the FTMS gateway and the Host Central Server is detected.

m  The MAC for each record of the control file is checked

m  Each record in the control file is checked to be within start/end dates in the control
file header

m  The number of records in the control file matches the number of records stated in
the control file header

m  For each Data File referenced by the Control File:

o The MAC for the file matches the value stored within the control file
o The record/byte count held in the control file matches the number in the file
itself

If any file docs not pass these checks, an alert will be raised. This alert will cause
operations staff to be called in to resolve the problem manually.

58.1.4 Database Load

Assuming the file passes the above checks, DRS supplied routines will load the data
into the DRS database
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5.9 REFERENCE DATA MANAGEMENT SERVICE (RDMS)

Reference Data is used to configure many aspects of the Counter behaviour. In
addition, many of the new Counter components introduced to support NBS are
themselves implemented as Reference Data. Changes are required to Pathway’s
existing Reference Data handling mechanisms to support this. These changes, and the
use of the resulting Reference Data, are described in Chapter 8.

5.10 TRANSACTION PROCESSING SYSTEM (TPS)

5.10.1 Overview

The main structure of the TPS Host Application is unchanged by the introduction of
NBS. However, a few areas are affected as follows.

m A new interface table from the TPS Harvester containing [C11] NBS messages
m  An enhanced data flow to the Data Warchouse, containing details of the NBS
transactions to enable the MIS to calculate the necessary SLAs
m A new data flow to the DRS to pass on the [C112] messages and details of closed
Cash Accounts

The interface to TIP will not change. [NBR511]
5.10.2 TPS Harvester

If no change were made to the TPS Bulk Harvester, then all [C1]s would be harvested
as normal FEPOSSTransactions, which is probably sufficient to meet the TIP
requirements. However there are additional data fields in the [C1] messages that are
required by the Data Warchouse and the DRS. Therefore the TPS Harvester needs to
be enhanced to handle the [C1] messages as an additional data stream and harvest the
contents into a new interface table within the TPS Host.

5.10.3 TPS Host System

The TPS Host system will need to be enhanced as follows to process the new interface
table from the TPS Harvester, containing [C11] NBS messages.

m As far as TIP production and Reconciliation checks are concerned its contents
should be treated like standard EPOSS Transactions
m Its contents should be passed to the Data Warehouse as an enhanced data flow, to
enable the MIS to calculate the necessary SLAs
m Its contents should be passed to the DRS as a new data flow to pass on the [C112]
messages and details of closed Cash Accounts

5.10.4 TPS Host Database

This is an existing Oracle database running on the Sequent Host system. It will need to
be enhanced to support the changed functionality described above. The major change
is in the workload supported.
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5.11 MANAGEMENT INFORMATION SERVICE (MIS)

Pathway’s Data Warehouse (DW) will be used to provide all Management Information
reports required by NBS. These are characterised by the use to which they are put and
the timeliness in which they need to be produced. A management information report is
used to inform strategic decision making rather than day-to-day operational decisions.
Usually the reports are produced some time after the fact and report on events that
took place over a period of days, weeks and months, or even years, rather than hours.

5.11.1 Requirements

The set of NBS reports to be produced by the MIS is documented in [NBSMIS].

the-changes-to- NBSMISH
reflect-the-changes—the-readeris-directed-1o-[NBSMIS]-
5.12 EXTERNAL INTERFACE LAYER
5121 General

Standardised facilities are provided to transfer transaction information to and from PO
Ltd and its Clients. In most cases, this information is passed as “flat files”, and FTMS
is used to ensure the integrity and timeliness of the data passed across the interface.
Information is generated by, or passed to, the Host Layer. Horizon's usual modus
operandi is to install an External Interface Gateway within the Client's premises, and
pass data between that and the Campuses using FTMS.

5.12.2 TIP Interface

This is the existing data flow to the TIP database operated by PO Ltd and documented
in [TIPAIS]. It should not require any change for NBS as the additional transactions
generated will conform to the current EPOSS data model and will use the existing
Serve Customer (SC) mode. [NBR455]

There may be an issue if additional events are required by new applications, depending
on how they are dealt with by TIP.

5.12.3 PO Ltd Reference Data System

This is the existing data flow from the PO Ltd RDS. There are some enhancements to
the data carried over this interface, as discussed in Chapter 8.

5.13 EXTERNAL CLIENT SYSTEMS
These are not part of the Pathway system but are potentially impacted by the
introduction of NBS
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5.1.1 NBE

This is discussed extensively elsewhere.
51.2 PO Ltd TIP System

This will need updating to handle NBS transactions.
51.3 MIS & Financial Reporting

The processes that Pathway has in place to report on transaction volumes, Service
Level Agreements and so on, will need to be augmented to include the NBS

transactions.
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Chapter 6 -
User Interface

6.1 GENERAL

This Chapter defines the principles that affect the dialogues conducted with users, and
shows how these dialogues make use of the styles defined in the Style Guide. The
Counter dialogues will be defined in [CNTRDLG], which is being developed in
conjunction with PO Ltd and takes precedence over any details listed in this
Document.

6.2 SUMMARY OF REQUIREMENTS

The NBS Counter application must use the existing application user interface and shall
conform to the Horizon Style Guide ([STYLE]) (which will be enhanced to reflect the
use of PIN Pads). [NBR448, NBR493]

The existing Horizon System is compliant with [STYLE], and any extensions to the
HCI for NBS should be in accordance with the principles of that style guide. It will be
necessary to revise [STYLE] to reflect the use of PIN Pads. [NBR028, NBR159]

The input of NBS transaction data by the Counter Clerk will be supported by use of
the touch screen and the keyboard. At appropriate points in the dialogue, the system
may provide prompts for the Clerk to instigate activities such as obtaining a signature
or input of a PIN via a PIN Pad. [NBR438, NBR439]

The installation of PIN Pads is outside the scope of this SDS, though the development
of the software needed to support PIN Pads is included. [NBR066]

6.3 DIALOGUE DESIGN

The basic functions to be provided by NBS are listed in Section 3.3.4. This Section
discusses the principles of the desktop service that will encapsulate the interface by
which these transactions are presented to the Counter Clerk.

The Horizon Desktop Service provides the “front end” through which the Counter
Clerk accesses the business functions on the Counter. It provides log-on facilities, and
enables the user to navigate around the menu hierarchy. NBS is included in the “Serve
Customer” part of the Desktop Service, and hence is available without any further
need for user authentication. [NBR449]

NBS is invoked when the Clerk swipes a magnetic card for which the 1IN falls into the
range associated (by Reference Data) with NBS, or chooses the appropriate menu
Button on the Desktop.

A Customer session comprises the range of activities that a Counter Clerk dealing with
a Customer at the Counter normally carries out from the start of the first Transaction
through to completion of the last Transaction and scttlement of the session. This is
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more fully defined in [GENAPI]. Multiple NBS Transactions (using the same or a
different token) may be carried out within a Customer session. [NBR329]

However, each NBS Transaction is separate, such that if a Customer wishes to make a
deposit and a withdrawal, this would be via two transactions with no system
relationship between them. [NBR151]

6.3.1 Desktop Presentation

The Desktop Presentation presents to the Counter Clerk the appropriate Desktop
Panels, Menus and Pick Up Lists, and encompasses the Desktop Controls such as Bin,
Receipt and Quantity. It displays a hierarchy of menus including those for NBS. It then
controls the sequence of menus, dialogs and data capture screens for NBS. It
encapsulates the “business process” of the Outlet, i.e. the sequence of activities that
the Counter Clerk performs through the Desktop. These facilities will be extended to
encompass NBS. [NBR450]

The screen dialogues will follow the standard Horizon style of icons and navigation as
set out in [STYLE], with the standard context sensitive help facility. [NBR02E,
NBR159]

Pathway notes the requirement that existing front-end processes are to be reviewed,
modified if required and the PPDs updated, in order to support the NBS functionality.
[NBR463]

The NBS Service is invoked under Serve Customer mode. During the NBS transaction
session, Desktop Presentation encapsulates the rules that govern whether the user can
return to the home menu, a previous menu or suspend the current session and start
another session. The user can also abandon the transaction and cancel or change the
details of one or more transactions on the Product Stack.

The Counter system will support the capability for printing receipts in English and
Welsh. This will extend to boilerplate information and to response messages generated
from response code supplied by the NBE. In both cases, the text to be printed will be
provided as Reference Data by PO Ltd. Free text information provided in responses
from the NBE will not be translated by Horizon. [NBR149]

All Counter transactions are conducted under a common Access Control regime. Once
the Clerk has logged on to the Horizon system, with their UserID and password, it is
not necessary to log on again to use NBS transactions.

6.3.2 Transaction Handling at the Counter

NBS transaction types are listed in Table 2 in Chapter 3.
6.3.2.1 Data Capture

Each transaction is initiated at the Counter by presentation of a magnetic stripe Token
(or by manual entry of the same) within Serve Customer mode. The Token must
conform to the existing standards supported by Horizon ([ISO 7810], [ISO 7811],
[ISO 7812] and [ISO 7813]), i.c. must be a standard plastic magnetic stripe debit card.
[NBROOI, NBR394, NBR395, NBR396, NBR397, NBR501]
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Supported cards, and their issuers, will be identified by PO Ltd Reference Data. This
will also indicate the transactions permitted on that IIN or IIN range. This allows PO
Ltd to map Universal Bank transactions as required. [NBR006, NBR403, NBR429,
NBR431]

Where manual entry is required, and is permitted by the card scheme as defined by
Reference Data, the Clerk must enter first the PAN, then other card details as
determined by PO Ltd Reference Data (normally that embossed on the front of the
card e.g. PAN, Date Valid from, and Expiry Date). [NBR164, NBR401, NBR404,
NBR486]

Different cards may require different fields to be entered, and it may not be permitted
to enter details manually for certain card types. Once the manual entry is complete, the
transaction flow is the same as for a successfully swiped card, although the system
must record that the entry was manual rather than automatic.

The system now presents a selection of the transactions available. The Clerk selects the
transaction type required and enters the appropriate financial amount (cash deposit and
cash withdrawals only). [NBR451]

The NBS will only support single account Tokens (including multiple account cards
which automatically default to a single account in the absence of any further
instruction).

The cash withdrawal options are to be available to all Customers using NBS.
Transactions are verified by either Signature or PIN as described below.

PIN based transactions are wholly separate from the corresponding signature-based
transactions because of the different dialogue structures, and will be developed
separately. If PIN verification is required, and the PIN Pad is unavailable, the Clerk
should either move to another Counter position or decline the transaction. [NBR488]

The NBS transactions supported are all On-Line (except for Recovery and Receipt of
Card at Outlet).

Note that there are no restrictions on the use of the same card several times within the
same Customer session. [NBRO19]

The Recovery of NBS Transactions process is described in Section 5.4.3.4.

Note that Smart Card tokens are not supported by the developments described in this
Document, though their future support is not constrained. [NBR063]

6.3.2.2 Identification and Authentication of Token

Details of the Token are parsed and validated against rules set out in local Reference
Data, identified by 1IN and the Token is either rejected or accepted for subsequent
processing. This validation will include the following checks. [NBR033, NBR405]

The 1IN is supported

“From date” is valid (if applicable)

“Expiry date” is valid (if applicable)

LUHN on PAN is valid

“Issue number” provided if required

Longitudinal Redundancy Check (LRC) digit is valid
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The System will prompt the Clerk to advise the Customer if the card is rejected.
[NBROO7, NBR164]

6.3.2.3 Transaction Processing

Details of the required Transaction are checked against Business Rules held in local
Reference Data against each product, for minimum, maximum, multiple amounts,
(subject to being supported by locally held Reference Data). [NBR240, NBR168]

Note that the multiple and minimum transaction limits will not be enforced for
‘Withdrawal of Entire Balance With Balance Report’ transactions. If this rule is only to
apply to the POCA cards, then this must be enforced via the PO Ltd Reference Data
supplied to Pathway defining which transactions can be supported (identified by IIN).
[NBR166, NBR430]

Following successful validation of the card, the Clerk will be prompted to perform
various APACS 40 standard checks. If any of these checks fail, PPDs will instruct the
Clerk as to the steps to be taken. These are likely to include declining the Transaction
and retaining the card. A receipt will be generated if a transaction is declined at this
point, but will not indicate that the card has been rectained. [NBRO14, NBRI161,
NBR337]

6.3.24 Identity and Verification Check of Customer

If appropriate, the Clerk will verify the Customer’s right to use the card, either by
comparing the Customer’s signature with that on the card, or by the Customer using a
PIN Pad, depending on the transaction type selected by the Clerk, and the IIN. The
verification to be undertaken will be indicated by Reference Data for that IIN and
transaction type. It may indicate that verification by signature is acceptable if there is
not, and has never beenss, a PIN Pad installed and available for use at that Counter.
Fallback to signature verification will not be permitted in any other circumstance.
[NBR250, NBR406]

There is no support for extended verification procedures, whereby an On-line
interaction with the FI brings up additional, Customer specific questions to verify the
Customer.

6.3.2.4.1 Magnetic Stripe Card with Signature

In the absence of a PIN Pad, and where permitted by Reference Data, the Clerk
obtains a specimen signature from the Customer and compares it with that on the card.
The Clerk must acknowledge that this has been successful on the system (e.g. by a
check box) before the transaction can proceed.

If the signature does not match, then the system will display a message that could, for
example, ask the Counter clerk to do one of the following, depending upon the FI
requirements (this is to be set out in PO Ltd Reference Data, identified by IIN).
[NBR251]

m  Obtain a second signature from the Customer on a second Office Receipt
m  Decline the Transaction and retain the card
m  Decline the Transaction and return the card to the Customer [NBRO0S]

35 This avoids the risk of fraud by unplugging or otherwise disabling the PIN Pad.
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This signature verification check is carried out at the end of the Transaction, after the
[A] has been received from the FI. The result of this signature verification will be
recorded in the [C]. [NBR173]

Note that if different logic paths are required for different FI requirements, then these
need to be represented as different Transaction logic types — it is not something that
can be controlled purely through the text of Reference Data messages.

6.3.24.2 Magnetic Swipe Card with PIN

Functionality to support the selected PIN Pad (Hypercom HFT117; see [PPSPEC]) is
to be developed, tested and ready for implementation at the Counters, along with the
ability to disable this functionality.

PIN Pads will be installed in Outlets in a “phased rollout”. The PIN Pad will be
situated on the Customer side of the Counter. A different Counter dialogue will be
developed to support verification using PIN Pads. Signatures will not be required on
PIN Pad Transactions, and thus different receipt formats will be used. Verification
takes place at the start of the dialogue, before the [R] is generated, as the PIN Block is
contained in this message.

Any decision as to whether the verification process used depends on the physical
presence and availability of a PIN Pad must also be taken at the start of the transaction
(i.e. affect the Impulse handling), as different dialogue flows will be required.

6.3.2.5 Transaction Request and Authorisation

If validation is successful, and the link to the Campus is available, the Counter
application will generate an On-line [R] to the FI as a priority message. (If the link is
not available, the “Off-Line Indicator” will be displayed on all Counters in the Outlet.
The application displays an appropriate message, the transaction is terminated, and the
Clerk informs the Customer that the transaction cannot be processed at this time. No
[R] is generated and no record of the attempted transaction is recorded.) [NBRO009,
NBRO38]

Details of the Customer’s bankcard are transmitted along with the stipulated amount,
and the Counter waits for the result of the request. The Clerk will be asked to
undertake the APACS checks while awaiting the response. The resulting [A] may be
an authorisation for the transaction, which will result in its completion, or a decline, or
an inferred decline initiated by a timeout from the NBE or Horizon Campus. In the
latter case, the Clerk will refer to the relevant PPD to determine how to proceed.
[NBR020]

For the transaction to proceed, a positive authorisation is required from both the FI
and the Clerk. [NBRO10]

There is no local override facility for a Decline response on the [A]. The Authorisation
must be either for the same amount as requested or zero, except in the case of a
Request for a Cash Withdrawal of Entire Balance With Balance Report. [NBR156]

The Counter application will wait for up to a Maximum System Wait Period (MSWP)
before abandoning the transaction. This global wait period is configurable by local
Reference Data, with Pathway’s agreement, and prevents the Counter sitting idle if the
[A] is not received within an acceptable time. [NBR221]
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The outcome is written to the EPOSS stack. Every Transaction will be identifiable to
an individual Counter Clerk and stock unit. [NBR 182, NBR239]

6.3.2.6 Cash Withdrawal of Entire Balance With Balance Report (“Withdraw Limit”)

For these special transactions, the amount of the Withdrawal is returned by the NBE
along with the remaining outstanding balance, limiting the amount of the Withdrawal
to the maximum permitted amount. This maximum cannot be over-ridden locally.
[NBR430]

6.3.2.7 Declined Transactions

The Counter application allows the Clerk to decline the transaction once it has
commenced in accordance with standard Counter procedures (e.g. in suspicious
circumstances). If this occurs before the [R] is generated, there is no record of the
attempted transaction. [NBROOg]

In this case, or if the [A] is a Decline, or if the Clerk declines the transaction, then an
appropriate message is displayed and a zero-value [C] is written including the reason
for the Decline. [NBRO10, NBR263]

In all these cases, the system will produce a receipt, which the Clerk gives to the
Customer. The reason for the decline is printed on the receipt. In the case of an
attempted cash deposit, the Clerk returns the cash along with the receipt. The
application will present the Clerk with a message requesting acknowledgement that the
monies have been returned.

6.3.2.8 Abandoned, Voided and Contra Transactions

An Abandoned transaction is one that is cancelled by the Counter Clerk prior to the
issue of the [R1] message. No record of such transactions is kept by the system.
[NBR167]

Any NBS transaction may be so abandoned. However, once the [R1] is issued, the
transaction must complete or be voided by the Clerk and an appropriate zero-value
[C1] generated. The Clerk will be prompted to invalidate any receipts printed.
[NBR263]

A Voided Transaction is one that is cancelled by the Clerk (for example at the
Customer’s request) at any point where the Clerk can Decline the transaction. Such
voided transactions are added to the EPOSS stack as a zero-value item and will
contain the appropriate result code. (If the voiding occurs before receipt of the [A3],
the [A3] is ignored.) The application will prompt the Clerk to manually invalidate any
receipts that may have been printed. [NBR480]

Pathway notes the requirement that the system shall allow transactions to be voided
according to rules set within PO Ltd Reference Data, but is unaware of any such rules.
[NBR458]

6.3.2.9 Printing of Signature Receipt

Counter receipts are generic across all FIs and are documented in [CNTRDLG]. The
layout is governed by Reference Data. Part of the content of the receipt is taken from
the [A3]. [NBR029, NBR030, NBR032]
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Note that the transaction time is heavily influenced by the amount of data printed on a
receipt. [NBR447]

Normally, only a single receipt is produced for an NBS Transaction. This is a
Customer Receipt. It is printed on the Counter’s Tally Roll printer. It may be printed in
English or, for Outlets defined by POL Reference Data as being in Wales, in English
and Welsh. Fl-provided data may be printed within prescribed formats. [NBR149,
NBR238]

For transactions authorised by signature, an additional Office Receipt is required. This
is again printed on the Counter’s Tally Roll printer. The Counter Clerk will obtain the
customer’s signature in a “signature box” on the Office Receipt for all transactions
authorised by signature. The Clerk must verify that the Customer’s signature is
correct. The Customer Receipt is printed for the customer only after the transaction is
completed. [NBR0O30, NBR540]

In the case of Balance enquiries authorised by signature, the Office receipt is a slip
containing a subset of the card ficlds, that the Clerk passes to the Customer to sign.
This slip is not retained at the Outlet. [NBR237]

The contents of other Outlet and Customer receipts will contain much of the same
information, but will differ in detail. In summary, they will contain:

= A main heading (e.g. Post Office Ltd.) followed by the address of the Outlet
[NBR539]

m Title (e.g. Cash Withdrawal, Cash Deposit, Refund the Cash Withdrawal, Refund
the Cash Deposit) or similar

m  FI name (from Reference Data)

m  PAN (At least five digits will be masked by an asterisk for security purposes, e.g.
4929 1234 **** *567 8901) [NBR539]
Expiry Date of card, Issue Number (if applicable)
Whether swiped or manually keyed
Value of transaction (GBP)
FAD code, Stock Unit (Office Receipt only)
Date and time of Transaction (local time to be printed in hh:mm:ss format). The
date-time stamp will be carried through any dialogue with the FI on [R], [A], [C] messages) and
the Customer (receipts) to ensure consistency. [NBR157, NBR539]

m Transaction Identifier [NBR539]

m  Any authorisation code allocated by the FI

m  Free Text space for message from FI within prescribed format (Customer receipt
only). [NBRO31]

m  Outcome message (e.g. reason if declined) [NBR539]

m  Whether PO Ltd’s copy or the Customer’s copy

For Cash Withdrawal With Balance and Withdraw Limit transactions, the balance held
on the account after the transaction will be printed on the Customer Receipt only if the
Transaction is successful. This will be determined by the NBE. [NBR429]

6.3.2.10 Session Settlement

After one or more sale items have been selected and placed on the Product Stack, the
Counter Clerk can initiate the payment phase via the Finish Button. Settlement is part
of EPOSS and is primarily responsible for the settlement of a Customer Session.
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Specifically it is concerned with the final settlement, validation and committal of the
transaction stack.

6.3.2.11 Messages for Clerk and Customer

The [A] received from the NBE may contain error or other messages that are to be
displayed to the Clerk (e.g. request to retain card), or to be printed on the Customer
receipt (or both). A message requesting a card is to be retained must be unambiguous.
This message is held in Reference Data. [NBR252]

Pathway notes that the message codes are the responsibility of the NBE, and that PO
Ltd (BSM) will provide matching message texts, in Reference Data, and verify that
messages are unambiguous as part of the OBC process. Error codes and the
corresponding message texts are documented in [CNTRDLG]. [NBR219, NBR423]

The transaction may display messages to the Customer on the PIN Pad as part of the
PIN capture process. These messages are also documented in [CNTRDLG]. [PPRO11,
PPRO21, PPR023]

6.3.2.12 Transaction Fees

The Counter application will be able to display a message to the Clerk to advise the
Customer concerning any fees chargeable to the FIs for the transaction. The Customer
may then elect to abandon the Transaction without incurring any Customer fees, or
accept the Transaction with the fees as advised. [NBR150]

The collection of fees is an FI to Customer issue and is not included in NBS.
6.3.2.13 Change of PIN

On-line change of PIN at the PIN Pad is supported. It enables the Customer to specify
a PIN value that they can more casily remember, or to change a value that they believe
has been compromised. [NBR431]

6.3.2.14 Card Operation Services

Card Operation services are required for POCA cards. The delivery of cards to an
Outlet (or Customer), any pick up notice, and any notification to the Customer of the
initial PIN, are outside the Pathway operational domain. Pathway notes there is no
requirement for card reporting or redirection, and that the issue of POCA cards has no
implications for Reconciliation or Settlement.

6.3.2.14.1 Receipt of Card at Outlet
Card receipt will be acknowledged at the Outlet via an APS bar-code transaction.

POCA cards will be sent to the nominated Outlet, from details supplied by the
Department for Work and Pensions (DWP), for collection by the account holder. This
has no impact on Pathway.

The POCA cards will be issued in envelopes having unique bar codes on the envelope,
which the card issuer can relate to the issued card. The envelope contains both the card
and other information that may be used to verify the Customer’s identity. This has
fraud risks and [DPA] implications that are outside the Pathway operational domain.

[NBRO61]
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The Post Office Manager scans the bar-coded envelopes when it is received, to
acknowledge receipt of the cards. The message contains the FAD code of the Outlet.
[NBR432]

For the avoidance of doubt, this process is subject to a separate CR and is outside the
scope of this SDS.

6.3.1.1.2 Activation of a POCA Card

Card activation will be handled via a normal transaction, typically a Balance Enquiry
transaction, with special processing at the Universal Bank to recognise this is the first
use of the card.

Mechanisms to inform the Customer that a card is available for collection are outside
Pathway’s operational domain. Upon receipt of such a notification, the Customer goes
to the indicated Outlet and requests his or her card. The Counter Clerk selects the
envelope, and takes out the EVP questions and answers. Subject to receiving a correct
answer to the EVP questions from the Customer, the Clerk performs a standard
Balance Enquiry on the card.

The Universal Bank determines that this is the first use of the card, and checks that the
Outlet is the same as that to which the card was issued. [NBR432]

It is assumed that the NBE will support transfer of FAD codes to the Universal Bank.

6.4 PIN PADs

The PIN Pad will be situated on the Customer side of the Counter. The Counter
dialogue when using PIN Pads will be sufficiently different to that when using
signature verification that completely separate dialogues may need to be developed,
although the principles described above will apply. Signatures will not be required on
any PIN Pad Transaction thus different receipt formats will be required. [NBR509]
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Chapter 7 -
Information Management

7.1 GENERAL

This Chapter summarises the handling of information within the NBS. It covers:

m Data flows between and within Components
m Interfaces
m Databases and their properties

7.2 REQUIREMENTS SUMMARY

The principal data flows are identified Figure 5. This Chapter elaborates on the data
items that are needed on each flow.

7.3 DATA FLOWS AND INTERFACES

This section considers each of the main data flows listed in Section 3.3, and provides
the basis from which the detailed AISs can be produced. The technical interfaces (i.e.
details of the physical connections and the protocols used) are covered in Chapter 10.

The following interfaces are considered:

m  Counter Data Interfaces into the Network Banking Counter Application (NBCA)
from the Operation Launch Application and to and from the Framework functions (see
Section 7.3.1)

m  Riposte message flows between the Counter and the Agents ([R1], [A3], [CO] and
[C1]) (see Section 7.3.2)

m  Request and Authorisation Interface between the NBS Authorisation Agent and
NBE ([R2] and [A2]) (see Section 7.3.3)

m  Confirmation Interface between the NBS Confirmation Harvester Agent and DRS
([C12]) (see Section 7.3.4)

m  Confirmation Interface between NBS Expedited Confirmation Agent and NBE
([CO]->[C2]) (see Section 7.3.5)

Return interface from NBE to DRS ([C4] and [D]) (see Section 7.3.6)
TPS Harvester interface to TPS Host ([C11]) (see Section 7.3.7)

TPS Host to Data Warchouse Interface

TPS Host to DRS Interface ([C112]) (see Section 7.3.8)

TPS Host to TIP Interface (J[C111]) (see Section 7.3.9)

DRS to TIP Interface (see Section 7.3.10)

These are discussed separately below. The purpose of this Chapter is to define the
information that is required across cach interface. Detailed design of the data
structures is the subject of the HLDs and will be recorded in any relevant AISs.
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This Document defines the fields that are included in each message type at each
interface. The meaning, nature, content, size and format of each field are as defined in
[NBEIFS].

7.31 Counter Interfaces to and from NBCA

There are a number of aspects of this interface. They are:

m  Definition of the impulse definition information passed to the NBCA from the
Operation Launch application

" Data returned from the /nitialise function to the NBCA

m  Data to be passed to and from the /nmput function for communication with the
PINPad

m Data to be passed across to the RequestReply function for inclusion in the [R1]
message

m Data to be returned from the RequestReply function from the [A3] message

m  Definition of the body of the receipts to be printed using the Output function

" Data stored in the Recovery message to enable automatic recovery to be
completed following a terminal failure

m  Network Banking specific data to be passed across to the Finalise function for

inclusion in the [C1] message

Details are given in [NBEIFS].
7.311 Impulse Definition

This is a definition of the Impulse passed to the NBCA from the Operation Launch
application. It identifies the mapping of data from the impulse to NBCA variables.

7.3.1.2 Interface to the Initialise Function from NBCA

The Initialise Function is passed the Impulse as received from the Operation Launch
application from which it extracts the variables required by the NBCA, which it returns
to the NBCA. It also stores the fields required by the other Framework functions for
their later use.

Finally, it generates the Horizon Txn Num and returns that value for use by the /nput
Function.

7.3.1.3 Interface to Input Function from NBCA

This is a definition of the Data passed between the NBCA and the /nput Function,
which communicates with the PIN Pad.

7.31.4 NBCA Part of the [R1] Message
This is the data structure passed from the NBCA to the RequestReply hook as input.
7.3.1.5 NBCA Part of the [A3] Message

This is the data structure returned to the NBCA from the RequestReply hook.
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7.3.1.6 Receipt Body Data

This is the definition of the Receipt Data passed from the NBCA to the OQutput
function.

There are a number of such receipt layouts, corresponding to the various receipts that
are produced.

These will be defined in [CNTRDLG].

7.3.14.7 Recovery Information

Once the Receipt has been successfully printed, Recovery information is written to the
message store to enable the Outcome of the Transaction to be automatically recovered
should the terminal fail. In the event that this Outcome could differ from what the
bank has Authorised, then this information is also used to generate the [CO] message
which is sent to the NBE as soon as possible.

7.3.1.8 NBCA Part of the [C1] Message
This is the data structure passed from the NBCA to the Finalise hook as input.

7.3.2 Counter Application Interfaces

7.3.21 [R1] Message

This is a message generated by the NBS Counter Application. It includes for following

ource

RequestReply function
Agent_Timeout RequestReply function
Amount_Requested NBCA
Clerk_ldentity Riposte at Counter [NBR541]
Client_Id Initialise function (from Impulse)
Container Initialise function
Currency Initialise function (from Impuilse)
Digital_Signature RequestReply function
Encrypt RequestReply function

Entry _Method

Initialise function (from Impulse)

Expiry_Date

Initialise function (from Impulse) Included in Encrypt

Financial Transaction

Generated by Initialise function

Group_Id

Riposte at Counter

Horizon_Txn_Num

Generated by Initialise function

Issue_Number

Initialise function (from Impulse) Included in Encrypt

Issuer_Scheme |d

Initialise function (from Impulse)

Language Code

Initialise function (from Impulse)

Maximum_Withdrawal NBCA

Message Type RequestReply function
Node_Id Riposte at Counter

PAN Initialise function (from Impulse)
PIN_Blob_1 NBCA (from Input function)
PIN_Blob_2 NBCA (from Input function)

Product_Number

Initialise function (from Impulse)

Receipt_Transaction_Date

Generated by Initialise function

Receipt_Transaction_Time

Generated by Initialise function

Routing_Gateway

Initialise function (from Impulse)

Signature_Type

RequestReply function

Start_Date

Initialise function (from Impulse) Included in Encrypt
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Track_2_Image Initialise function (from Impulse)

Included in Encrypt

Txn_Type Initialise function (from Impulse)

Version Number RequestReply function

Table 4 — [R1] Message Contents
7.3.2.2 [A3] Message

This is a message generated by the NBS Authorisation Agent when handling an [A2]

message from the NBE.

The following table lists all the fields included in the [A3] message:

Agent_Error If present passed to Error_Text field in Transaction XML

Agent_Diagnostic Ignored (diagnostic use only)

Agent_SLA_Info Pass through to [C1]

Amount_Authorised Pass through to [C1]

Auth_Code Pass through to [C1]

Balance

Bank_Transaction_Id Pass through to [C1]

Counter_SLA_Info This is calculated by the RequestReply function for inclusion in

the [C1] for SLA purposes

Currency For RequestReply function to check it is as expected.

Digital_Signature For RequestReply function to check it is correct.

Fee Pass through to [C1]

Horizon_Txn_Num For RequestReply function to check it is as expected.

Message Type For RequestReply function to check it is as expected.

Receipt_Text Pass through to [C1]

Receipt_Transaction_Date For RequestReply function to check it is as expected.

Receipt_Transaction_Time For RequestReply function to check it is as expected.

Response Code Pass through to [C1]

Settlement_Date Pass through to [C1]

Signature_Type For RequestReply function to check it is correct.

Version Number For RequestReply function to check it is as expected.
7.3.2.3 Recovery / [C0] Message

A single message is written normally as a Recovery message, however if a [CO] is
required, then the additional [CO] ficlds are also included. Note that not all Recovery
fields are required in the [CO] message, however they will be included in the message
so that it may still be used for recovery purposes should the need arise.

Agent_Hash Yes Value used in original [R1]
Agent_SLA_Info Yes Value returned in [A3]
Amount_Confirmed Yes Yesi6 Amount actually transacted
Amount_Requested Yes Value used in original [R1]
Auth_Code Yes Value returned in [A3]
Bank_Transaction_|Id Yes Yes Value returned in [A3]
Card_Impounded Maybe Flag to indicate if the Card was Impounded
Probably not required.
Clerk_ldentity Yes Yes Riposte at Counter [NBR541]
Client_Id Yes Yes Value used in original [R1]
Counter_SLA_Info Yes Calculated by RequestReply function
Currency Yes Yes Value used in original [R1]

36 Always zero for a [CO]
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Digital_Signature Yes Calculated as the message is written
Entry_Method Yes Value used in original [R1]
Fee Yes Value returned in [A3]
Group_lId Yes Yes Riposte at Counter
Horizon_Txn_Num Yes Yes Value used in original [R1]
Issuer_Scheme_Id Yes Yes Value used in original [R1]
Message Type Yes Yes
Node_Id Yes Yes Riposte at Counter
PAN Yes Yes Value used in original [R1]
Receipt Transaction Date | Yes Yes Value used in original [R1]
Receipt_Transaction_Time | Yes Yes Value used in original [R1]
Recovery Flag Yes Setto 1
Response Code Yes Value returned in [A3]
Routing_Gateway Yes Yes Value used in original [R1]
Settlement_Date Yes Value returned in [A3]
Signature_Type Yes Indicates that [CO] is sighed as an Attribute
Grammar string
Transaction_Result_Code Yes Yes This defines the Clerk’s view of the outcome
of the transaction
Txn_Type Yes Yes Value used in original [R1]
Version_Number Yes Yes Version of Recovery message structure in
use.
Table 5 — Recovery /[C0] Message Contents
7.3.2.4 [C1] Message

:Agent Hash ”

This is constructed by the Finalise function. It contains the following fields.

Remef‘néeféd from the

[R1]
Agent_SLA_Info Remembered from the [A3]
Amount_Requested Remembered from the [R1]
Auth_Code Remembered from the [A3]

Bank_Transaction_Id

Remembered from the [A3]

Client_Id

Remembered from the /nitialise function

Counter_SLA_Info

Calculated by RequestReply function

Currency

Remembered from the Initialise function

Digital_Signature

This will sign that part of the [C1] message that is to be passed to the
NBE (in the [C2] message) in Attribute Grammar.

Fee

Remembered from the [A3]

Financial_Transaction

Remembered from the /nitialise function

Horizon_Txn_Num

Remembered from the /nitialise function

Issuer_Scheme_|d

Remembered from the /nitialise function

Message Type

Original_Clerk_ldentity

Clerk_ldentity of the original transaction when a Recovery transaction
is written (possibly by a different user)37 [NBR541]

PAN

Remembered from the Initialise function

Receipt_Transaction_Date

Remembered from the [R1]

Receipt_Transaction_Tim
e

Remembered from the [R1]

Recovery Flag

Only included if generated by the Recovery Application

Response_Code

Remembered from the [A3]

Routing_Gateway

Remembered from the /nitialise function

Settlement_Date

Remembered from the [A3]

Signature_Type

Indicates that [C1] is signed as an Attribute Grammar string

Txn_Type

Remembered from the /nitialise function

Version Number

Version of [C1] message structure in use.

Table 6 — [C1] Message Contents

37 This should certainly be recorded for audit purposes. Is there any need to harvest it to TPS or DRS?
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It will also include all the standard £POSSTransaction fields, which will be populated
from the FPOSSProduct Reference Data as for normal EPOSS Products.
: EPOSS Tag Commen
Amount SaleValue
Entry_Method EntryMethod Also included in [C12]
Product_Number ProductNo Also included in [C12]
Product_Number_Version PVer
Quantity Qty
Cross_Reference CrossReference | Is this actually required?
Linked_Transactions LkdTxns Is this actually required?
BlackBoxData Is anything needed here?
TxnData Standard data added by Retail Broker
TranType
Primary Mappings PM Needed for EPOSS Accounting
Secondary Mappings SM Needed for EPOSS Accounting
Debit / Credit
Table 7 — [C1] EPOSS Fields
In addition, since the [C1] will be a standard Riposte message, then the following fields
will be included:
Frold - 3 - — r
Clerk_ldentity l.e. User [NBR541]
Group_Id FAD Code without check character
Node |d Within FAD i.e. Counter Position
Table 8 — [C1] Message Additional Fields
7.3.3 Request and Authorisation Interface to NBE
7.3.31 [R2] Message
Information in the [R2] is derived from the [R1] (see Section 7.3.2.1 unless indicated
otherwise.
Messa
Agent_Date Yes Added in by Agent
Agent_Hash No
Agent_Time Yes Added in by Agent
Agent_Timeout No
Amount_Requested Yes NBCA
Clerk_ldentity Yes [NBR541]
Client_Id Yes
Container No Ignored by Agent
Currency Yes
Digital_Signature No
Encrypt Yes
Entry _Method Yes
Expiry_Date Yes
Group_lId Yes
Horizon_Txn_Num Yes
Issue_Number Yes
Issuer_Scheme_|Id Yes
Language Code Yes
Maximum_Withdrawal Yes
Message Authentication_Code | Yes Added in by Agent
Message Type Yes
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Node_Id Yes

PAN Yes

PIN_Blob_1 Yes

PIN_Blob_2 Yes

Product_Number No Ignored by Agent

Receipt_Transaction_Date Yes

Receipt_Transaction_Time Yes

Routing_Gateway Yes

Signature_Type No

Start_Date Yes

Track_2_Image Yes

Txn_Type Yes

Version Number Yes Added in by Agent. Identifies Protocol Version in use

Table 9 — [R2] Message Contents

7.3.3.2 [A2] Message

Data in the [A3] is derived from the [R1] unless otherwise indicated.

BT ; 7 ] ‘ P

Agent_Diagnostic No

Agent_Error No

Agent_SLA Info No

Amount_Authorised Yes

Auth_Code Yes

Balance Yes

Bank_Transaction_Id Yes

Currency Yes

Digital_Signature No Generated by agent

Fee Yes

Horizon_Txn_Num Yes

Message Authentication_Code | Yes Checked by Agent and discarded

Message_Type Yes Implicit

Receipt_Text Yes

Receipt_Transaction_Date Yes

Receipt_Transaction_Time Yes

Response_Code Yes

Settlement_Date Yes

Signature_Type No Indicates that [A3] is signed as an Attribute
Grammar string

Version Number Yes Identifies Protocol Version in use

Table 10 — [A2] Message Contents

7.3.4 Confirmation Interface to DRS

This interface consists of the Data being harvested for processing within the DRS.
The Data will be harvested into a single logical table.

The following table shows the data fields in the [C1] message that are relevant to the
DRS in the [C12] message:

Y

;Mﬂ-é‘s"w"" i
Amount_Confirmed Included in [C2]
Amount_Requested May be relevant if the transaction was declined
Auth_Code
Bank_Transaction_Id Included in [C2]
Card_Impounded
Clerk_ldentity [NBR541]
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Client_Id Included in [C2]

Currency Included in [C2]

Entry_Method

Fee

Group_lId

Horizon_Txn_Num Included in [C2]

Issuer_Scheme _Id Included in [C2]

Message Type

Node_Id

Product_Number

PAN Included in [C2]

Receipt_Transaction_Date | Included in [C2]
Receipt_Transaction_Tim | Included in [C2]
e

Recovery Flag
Response _Code
Routing_Gateway Included in [C2]
Settlement_Date
Transaction_Result_Code | Included in [C2]

Txn_Type Included in [C2]
Version_Number
XML [C2] data for passing through to the NBE

Table 11 — [C12] Message Contents

In addition to the [C12] message, the Agent will pass the following information to the
DRS:

_Fal : me
Agent_Error_Code
Agent_Error_Message
Agent_Host_Name
Agent_Id
Application_Type “NBA” or “DCA”
Record Status

Table 12 — Additional Data passed to DRS

7.3.5 Confirmation Interface to NBE

Normal [C1] messages are not passed to the NBE. Instead, [CO] messages that signify
a different outcome from that in the [A] message are passed to the NBE as a [C2] by
the NBS Expedited Confirmation Harvester Agent. They contain the following fields,
derived principally from the [CO].

~Mess: ient n

Amount_Confirmed Yes

Bank_Transaction_Id Yes

Clerk_ldentity Yes [NBR541]

Client_Id Yes

Currency Yes

Digital_Signature No

Group_ld Yes

Horizon_Txn_Num Yes

Issuer_Scheme_|d Yes

Message Authentication_Code | Yes Added in by Agent

Message Type Yes Added in by Agent

Node_Id Yes

PAN Yes

Receipt_Transaction_Date Yes

Receipt_Transaction_Time Yes
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Routing_Gateway Yes
Signature_Type No
Transaction_Result_Code Yes
Txn_Type Yes
Version Number Yes Identifies Protocol Version in use
Table 13 — [C2] Message Contents
7.3.6 Return interface from NBE
There are two separate data flows from the NBE to the DRS:
m  Confirmation Receipt ([C4])
m Discrepancy messages ([D])
Both are transmitted in a set of batch files at the NBE’s End of Day.
7.3.6.1 Confirmation Receipt ([C4])
The following table shows the data fields in the [C4] message:
| Message Element
Amount_Confirmed
Bank_Transaction_lId
Client_Id
Currency
Group_Id
Horizon_Txn_Num
Message Type
PAN
Receipt_Transaction_Date
Receipt_Transaction_Time
Routing_Gateway
Settlement_Date
Txn_Type
Version Number
Table 14 — [C4] Message Contents
7.3.6.2 Discrepancy Messages ([D])

The following table shows the data fields in the [D] message:

sage Element omment

Amounf Authdrise

Amount_Confirmed

Amount_Discrepancy

Amount_Requested

Bank_Transaction_Id

Clerk_Identity [NBR541]

Client_Id

Currency

Discrepancy_Reason_Code

Group_ld

Horizon_Txn_Num

Message _Type

Node _Id

PAN

Receipt_Transaction_Date

Receipt_Transaction_Time
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Routing_Gateway
Settlement_Date
Txn_Type
Version Number
Table 15 — [D] Message Contents
7.3.7 TPS Harvester Interface to TPS Host
This will be a new Interface table into the TPS Host. It will consist of all the normal
EPOSSTransaction fields (including those associated with Reversals in readiness for
implementing reversals in the future) plus the following Banking specific fields:
Agent_SLA_Info n y
Amount_Requested y n
Auth_Code y y
Bank_Transaction_Id y y
Card_Impounded y y
Client_Id y y
Counter_SLA_Info n y
Currency 2 y
Fee y n
Financial_Transaction y n
Horizon_Txn_Num y y
Issuer_Scheme_lId y y
PAN y Y
Receipt _Transaction Date |y y
Receipt_Transaction_Time |y y
Recovery Flag y n
Response_Code n y
Routing_Gateway y y
Settlement_Date y y
Transaction Result Code y y
Txn Type y y
Table 16 — TPS Host Data Fields
Note that the DRS will only utilise the values received by this route if they have not
already been received from the [C12] message.
NB: although all items are marked as “y” in the Data Warehouse column, some may
not strictly be required, however it is considered to be simpler to pass all data to the
Data Warehouse in case it is considered to be useful at a later time.
7.3.8 TPS Host to DRS Interface
This is covered by Section 9.5.1.1 and consists of a View of the TPS Database made
available to DRS..
7.3.9 TPS Host to TIP Interface

This is unchanged.
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7.3.10 TPS Host to Data Warehouse Interface

TPS Host will send details of all NBS transactions, both successful and unsuccessful,
to the Data Warehouse. The existing interface will be expanded to pass data in a set of
flat files in the same manner as EPOSS, APS and OBCS transactions are currently.
The interface will be fully defined in [DWTPSAIS].

7.3.11 DRS to TIP Interface

This is covered by Chapter 8.

7.4 ORACLE

The DRS will be implemented on the Host Central Server as an additional Oracle
application with its own Oracle database.

This application and database will be implemented using Oracle 8i. This is to permit
exploitation of new facilities needed to provide the required performance.

The RDMS and Reference Data Distribution Service (RDDS) applications will also be
upgraded to Oracle 8i. The TPS, APS, LFS and OBCS databases will remain on
Oracle 7.

It is not believed that there are any significant issues with running two versions of
Oracle on the same platform, though the disk space available on the Host Central
Servers will need to be increased to cater for the extra software.

7.5 SQL SERVER

The applications running on SQL Server (Key Management Application (KMA),
ACDB, OCMS) will be upgraded from SQL Server V6.5 to V2000. This is in line with
Pathway’s strategy of moving to a later, fully supported release when there is a need
for significant development to an existing application.

Each SQL Server application runs on a dedicated platform, so there are no co-
existence issues with this upgrade strategy.

The Audit Checksum Database, which is significantly enhanced at BI3, is migrated
from Access to SQL Server and appropriate licences will be required. The enhanced
service will run on the Audit Server.
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Chapter 8 -
Reference Data

8.1 GENERAL

Reference Data provides the source of business and system parameters that are used to
configure the Horizon System. It is used by System applications or services, and is
controlled outside of changes to the application or service to which it pertains.

The Pathway Reference Data Management Service (RDMS) provides the components
and processes that receive, control, manage, verify and deliver that data to the system
processes that use it. The introduction and change of Reference Data is subject to
Operational Business Change (OBC) processes within PO Ltd. RDMS is one of the
Pathway services that interacts with and implements the outcome of OBC.

NBS introduces some major changes to the requirements for Reference Data.

There are established OBC procedures governing the distribution of PO Ltd Reference
Data and these will be extended to handle WebRiposte and web application
parameters. [NBRO25]

The PO Ltd Reference Data changes are categorised according to risk and complexity
and validated accordingly. The time taken for data to be authorised for distribution to
Counters depends on the category and complexity of the change, though once data
arrives, in most cases it is subject to Temporal control (i.e. it is distributed with a
“commencement date” and “expiry date”. [NBR407]

8.2 SUMMARY OF REQUIREMENTS
It is a requirement that NBS shall be driven by Reference Data such that new account
types and new Fls can be added with minimal impact on the system.

Changes that are outside the OBC procedure will require to be handled via contractual
Change Control procedures.

Specific requirements include additional Business Attributes to manage and configure
NBS Transactions

It also provides for:

m Service Management control of additional Reference Data
m  System Management control of Reference Data delivery to the estate

Requirements for the operation and management of Reference Data include:

m  The increased use of Reference Data and the impact on volumes (particularly the
number of Persistent Objects held on the Counter), and the control and timely
distribution of these to the estate. This will impact on the Maestro schedule for

NBS
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m  The changes to Reference Data and the underlying systems used to handle it must
not impact the quality of service for supporting existing systems. The design and
release strategy must encompass solutions that climinate any compromise to
quality of service.

m  The introduction of NBS will be activated at pilot Outlets first, followed by the rest
of the estate. RDMS must be capable of supporting the phased activation of
Outlets whilst also allowing the early distribution of NBS Reference Data to all
Outlets so as to maximise the speed with which an Outlet can be activated

8.3 SERVICE DESCRIPTION

8.3.1 General

Reference Data is used by System applications or services but is controlled outside of
changes to the application or service to which it pertains.

The introduction of NBS significantly extends the use to which Reference Data is put.
The specific and principle change is the ability to introduce new services (transactions)
that themselves are defined as Reference Data. In consequence, these services are
themselves released, controlled and configured from outside the environment in which
they are used.

8.3.2 End-to-End Service Boundaries

The following diagram shows the context of Pathway Reference Data and its
relationship to four external entities: the Post Office, Pathway (Development), the
(Pathway) Host Servers and Correspondence Servers

m  The Counter Application development will be carried out by Pathway for NBS
s PO Ltd supply PO Ltd Reference Data including configuration data for NBS
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NBS Transaction Definitions

PON Reference Data
ICL Pathway

Configuration Dma‘\

Other Reference
Data \

Counter Message
Store Ref Data

Reference Data Files

Reference Data View

Figure 12 — Reference Data Context Diagram

8.3.3 External entities

The following entities are defined in the above diagram.

m  Post Office represents the operational part of PO Ltd responsible for Reference
Data management. Reference Data under their control will be distributed via PO
Ltd’s Reference Data Service (RDS)

m  Pathway itself also provides Reference Data. Pathway Data Management (whether
Customer Services or Development) is responsible for the provision and
enrichment of certain classes of Reference Data prior to delivery to the Counter.

m  The Correspondence Server represents the primary destination for the delivery of
Reference Data. Data held in these is replicated to the Counter messages stores
where it can be accessed by Counter applications.

m  Pathway Host Systems also use Reference Data, for example TPS.

PO Ltd BSM and the Pathway System Management Domain are treated as
components of Pathway Reference Data Management for the purpose of this
document.

8.3.4 Data Flows

The following logical data flows are shown in the above diagram. They are described
in alphabetical order.
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n  Counter Message Store Reference Data — The primary data store for Reference
Data is the Counter message store. Data for use by Counter applications and
Riposte, including NBS, resides here. Counter Message Store Data includes
Business Rules, system parameters and Outlet configuration data. It is delivered to
the Correspondence Server for onward replication by WebRiposte to the Counters.

m  NBS Transaction Definitions — The ability for PO Ltd to take-on new Clients and
market the offerings available for Banking Services requires them to be notified of
all Banking Transactions supported by the system. The available NBS Transactions
are notified to PO Ltd for use in product and Client introduction.

m  Other Reference Data — not all Reference Data available for use resides in the
Counter message store. For example, Icon files are delivered as files that are
accessed directly by Riposte Infrastructure to display the appropriate Icon.
Similarly, the Global Objects Report Definition file is delivered as part of the
EPOSS product set and is accessed by EPOSS. Such data, whilst on the fringes of
the definition of Reference Data, nonetheless provides data that ‘drives’ (or
configures) system operation, has to be tested as such and in some cases is
validated and verified as part of OBC.

m PO Ltd Reference Data — as required by the existing Horizon applications. It will
be enhanced with additional products that represent the NBS transactions to be
accounted for. It includes product specification data and Cash Account mapping
data and will be enhanced for NBS to include data that configures the Counter
application to support particular Fls and particular account types. This is likely to
include the rules or constraints that apply to the account types operated by each FI,
such as: minimum and maximum deposit, floor limit for fallback working, etc.

m  Riposte Configuration Data — Escher Products use Reference Data. The data is
delivered as part of the product or is required by the product. Some data is
configurable and must be enriched by Pathway. The introduction of WebRiposte
extends the use of Riposte Configuration Data.

m  Reference Data Files — PO Ltd Reference Data is not only used by the Counter
applications. It is also made available to other Pathway Host Systems through
Interface files provided by the Pathway Reference Data Management System. The
Data Warchouse uses this data flow.

m  Reference Data View — PO Ltd Reference Data is not only used by the Counter
applications. It is also made available to other Host Systems through Views to the
Pathway Reference Data Management System. DRS will use this data flow.

8.4 PRODUCT AND TECHNICAL INTERFACES

There are a number of interfaces identified in Figure 12. Each is under Pathway’s
control. The following interfaces between Pathway and external parties need to be
formally defined and agreed via AISs.

m  Between Pathway and PO Ltd
The remaining interfaces are between components of the Horizon System.
m Interfaces from the Pathway RDMS to the Counter and Correspondence Server

m Interfaces between the Pathway RDMS and other Host Systems
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m Interfaces between the Pathway Agents and the Systems Management Domain.
The existing Reference Data Acknowledgement Agent interface with the Data
Warehouse will be replaced by a new interface into the Operational Management
Database (OMDB). The Reference Data Acknowledgement Agent harvests
acknowledgements from the delivery of Reference Data to the Outlets. An
additional interface between the OMDB and the Systems Management Database
will be introduced to allow views into the estate Reference Data Inventory. This is
part of the design and implementation of the System Management Domain

All these interfaces can be considered at a number of levels.

m  Physical — in terms of the connectivity and communications protocols used.
m  Logical — in terms of the application level protocols carried.
m  Data — in terms of the data flows carried.

The following summarises each of these interfaces separately.
8.4.1 Between Pathway and PO Ltd

This is an enhancement to the existing RDS-to-RDMS interfaces. [NBR202]

A new interface will be defined between RDMS and PO Ltd OBC for the receipt of
transaction definitions.

8.4.2 Interfaces between Host Systems

This is the existing interfaces provided between Pathway’s RDMS and other Host
systems. An enhancement to this interface will be required for the introduction of the
DRS.

8.4.3 Interfaces from the RDMS to the Agents
This is the normal flow between the existing Campus and the Counter.
8.44 Interfaces from the Agents to the System Management Domain

The existing Reference Data Acknowledgement Agent interface with the Data
Warehouse will be replaced by a new interface into the OMDB, to record the delivery
of Reference Data to the Outlets.

An additional interface between the OMDB and the Service Management DataBase
(SMDB) will be introduced to allow views into the estate Reference Data Inventory.

8.5 DESIGN PRINCIPLES AND ASSUMPTIONS

8.5.1 General

The principles taken to the development of enhanced Horizon Reference Data and an
enhanced RDMS are as follows.
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m  Provide an enhanced OBC process that minimises Time to Market for changes to
Reference Data
m  Implement a Reference Data Model so that the integrity of data is assured
m Stage the implementation to minimise the impact on the Horizon infrastructure and
SLAs
Minimise the cost of the enhancements
Minimise the disruption caused by the enhancements to RDMS

8.5.2 Summary of Design Changes

Enhancements are required to the Horizon Reference Data handling in the following
areas.

m  The Counter and Campus infrastructure will be upgraded to use later versions of
many of the commodity products currently in use. Specifically, the RDMS
applications will be supported on a later version of Oracle

m  The RDMS will be enhanced to receive additional Reference Data entity types and
attributes from PO Ltd through a changed interface, for example to support the PO
Ltd organisational structure required for MIS reporting [NBR483]

m  The RDMS will be enhanced to include additional integrity checking of Reference
Data

m A new RDMS process will be developed to receive and register new and changed
NBS Configuration Data through a new interface between Pathway and PO Ltd

m  Remaining Reference Data Views will be enhanced to make available additional
data types and attributes in support of transactions posted by NBS Transactions

m  The Host Counter Reference Data View will be enhanced to deliver additional data
types and attributes to the Counter

m A new Pathway OBC process will be developed to manage the receipt, and
consequential testing, verification, signing and release of Reference Data
comprising different types, specifically NBS Configuration and PO Ltd Reference
Data

m  New Processes will be introduced to support the receipt of data associated with the
different Riposte Products and distribute in an orderly manner.

m  Enhancements will be made to the Pathway Development Reference Data
Production and enrichment processes to support the addition of NBS
Configuration Data

m  Enhancements will be made to the Pathway Release Management Processes for
Reference Data to ensure the appropriate controls in the release and testing of
changes to the system are managed and assured.

m  Changes will be required to Tivoli, the OMDB and the SMDB to hold the
inventory picture of Reference Data delivered to the Outlets and provide views for
accessing that data

m Improvements will be made to the SLA measurement processes through
enhancements utilising the SMDB and Data Warechouse
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m A new Pathway Process will be developed to control and assure the
interdependence of changes to Reference Data in its domain

m  Pathway Testing processes will be enhanced to enable business assurance testing
where required, in response to changes to Reference Data comprising ‘code’
sourced from a third party

8.5.3 Release Profile and Migration

The principle of the release profile for RDMS revolves around the following factors:
m  Maintaining OBC for the existing Counters throughout

m  Providing three phases of RDMS upgrade allowing fallback contingency positions
to be taken in the event of problems, ensuring coordination of dependencies with
PO Ltd to be satisfied at all times, yet allowing parallel development and test
capability

m  Allowing graduated introduction of new data

The RDMS changes to support new and changed Reference Data will mainly be made
in BI3. Delivery of new Reference Data supported by the changes and the processes
for its control, will also be a part of BI3, prior to activation of the applications that use
that data. As a consequence, there is a need to incorporate sub releases within BI3 to
recognisc and accommodate the specific Reference Data increments and dependencies,
together with their coordination with the introduction and activation of the NBS
Counter applications.

m The host Reference Data Systems will be upgraded to Oracle 8i

m  An enhanced RDMS will be introduced to allow new PO Ltd Product Reference
Data (Type A, B and C) to be received and ‘held’, in support of the PO Ltd RDS
data model implemented through an enhanced interface with PO Ltd

m The Pathway Enrichment Process will be similarly upgraded to support the
enrichment of new or changed data.

m  An enhanced RDDS will be introduced to allow new PO Ltd Product Reference
Data to be released to the existing Counters. This stage will also introduce a new
OBC Process in support of the new data model

m  New Type A, B and C Reference Data may now flow from PO Ltd to the existing
Counters under enhanced OBC. This process is necessary to enable OBC to
continue throughout implementation of NBS.

m  The enhanced Reference Data Release Management and Verification Processes and
Service will be introduced to coordinate the release, validation and signing of new
classes of Reference Data and their interdependencies, before allowing the live
release of data.

m Reference Data Activation objects will be implemented under OBC to ‘release’
NBS Transactions to the estate. Activation Objects are any temporal item that
allows a transaction to be ‘executed’; i.c. they activate use of a transaction.
Activation objects are not new, they are merely a label to existing objects that do
something specific in terms of initiating NBS transactions.

m  Full OBC commences
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8.6 REFERENCE DATA ARCHITECTURE

This Section describes the end-to-end architecture of the enhanced Pathway RDMS in
order to support NBS. It elaborates on Figure 12.

8.6.1 Reference Data Classifications

Reference Data takes many forms, and is used by Host systems and Counters alike.
The main channels for accessing Reference Data are the Riposte Message Store for the
Counter and Correspondence Servers, and Database Views or Data Files from the
RDMC for other Host applications.

Reference Data defines a variety of aspects of the system and arrives from a number of
sources. For example:

m  Product definitions are sourced by PO Ltd and delivered by RDMS for use on the
Counter
Menu Buttons are specified by PO Ltd but built by Pathway
Riposte Configuration Data is sourced within the Riposte Product, customised by
Pathway and delivered into the Correspondence Server Message Store directly

A number of Reference Data classifications have been introduced to differentiate
between these provenances and usages. The full set of classifications is now as follows.

m  7ype A: Temporal data transmitted electronically over an automated interface from
the PO Ltd RDS system, and loaded automatically into the RDMS. It includes
product specification data and Cash Account mapping data. It is enhanced for NBS
to include data that configures the Counter application to support particular Fls
and particular account types, and also to include the products that represent the
NBS transactions for accounting purposes. Type A Reference Data is not
configured by Pathway

m  7ype B: Temporal data transmitted clectronically over a non-automated interface
from PO Ltd RDS to the RDMS, enriched by data loaded manually by Pathway.
Examples are Migration Data. This, too, is enhanced to include products that
represent the NBS transactions

m  7ype C: Temporal data prepared by Pathway in response to PO Ltd requests or as
a result of system changes, loaded by manual processes into RDMC. It includes
Menu Button Definitions and Primary Mappings, and is enhanced with the
additional products that represent the NBS transactions. Type C Reference Data is
also used to configure the EPOSS and LFS Counter products. It will be further
enhanced to handle the temporal control objects that are used to manage
application activation

m  7ype D: Data prepared by Pathway, mainly non-temporal build dependent
definitions. It is not loaded into RDMC. New Type D data will be required to
define the new Counter applications (such as Operation Launch)

The type of Reference Data to which an object pertains can significantly influence the
amount of acceptance testing required when that object is introduced or is changed.
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8.6.2 Logical Processing Model

The following diagram extends the logic of Figure 12 to show the different handling
for different types of Reference Data.

Post Office
Type B Data HQ
Riposte
Configuration — V¥

Data L Pathway - System Reference Type A Data
y | Reference Data : Data
System Data | Enrichment
Man a gement Tvpe C Data

Enriched Data  Pathway Reference

- Data Management
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Pathway

Development Type A, B and C Data

Type D Data
Temporal
e Type A, B and C Data Reference Data
~ System
 Configuration
Data Loader -
- — S osts’ Views
Temporal
_ Data Loader

Hosts Files

Figure 13 — Reference Data Logical Structure

The same external entities are shown, and the data flows to and from them remain the
same. The logical representation, however, shows the Reference Data processes
responsible for the receipt, control and delivery of Reference Data and the data flows
between them.

8.6.3 Processes

m  Pathway Reference Data Enrichment represents that part of the Pathway
Development Directorate that is responsible for processing manually received data
(for example changes to menu Buttons) in response to OBC or system changes

m  Pathway Reference Data Management represents the RDMC that processes PO
Ltd Reference Data changes and releases authorised changes to the Counter or
other Host systems. It provides the primary means of managing Reference Data,
ensuring a single source for all PO Ltd data available to the rest of the system

m  System Data Management represents the existing process to receive and manage
release of Reference Data that is required as an integral part of the Escher Product
Set.

m  Temporal Data Loader represents the existing process for loading Reference Data
to the Correspondence Server from the RDDS for replication to the Outlets. No
enhancements are required
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m  System Configuration Data Loader represents the existing process for loading
Reference Data directly at the Correspondence Server for replication to the Outlets

The overall process of Receipt, Distribution and Activation of Reference Data is
subject to OBC and Release Management and is managed by Pathway Customer
Services. The Pathway entities represent the ‘system’ processes or activities to capture
or enrich and manage Reference Data.

8.6.4 Logical Data Flows

Many of the data flows in this diagram are the same as in Figure 12. New or modified
data flows are as follows.

m  Riposte Configuration Data This encompasses data that is Type D, for example
the existing Application Dynamic Linked Libraries (DLL) Registration Objects are
Type D, as are the Riposte Signature Objects

m  FEnriched Data — Some Reference Data arrives or is specified in raw form that
requires conversion or ‘enrichment’ before it can be released. Responsibility for
this enrichment falls within Pathway Development. All enriched data is submitted
to Pathway Reference Data Management for release to the Counter.

m  7ype D Data — the existing Type D data flow provides the configurable elements of
the Escher Product Set to the Counter

m  7Type A Data — as required by the existing Horizon applications and enhanced as
described above

m  [ype B Data — as required by the existing Horizon applications and enhanced for
NBS

m  7ype C Data — as required by the existing Horizon applications and enhanced for
NBS

m  Host Views — PO Ltd Reference Data is made available to other Host applications
through database “Views” to the RDMC

m Host Files — PO Ltd Reference Data is also made available to other Host
applications through data files produced by the RDMC

8.6.5 Reference Data Changes at the Host Layer

8.6.5.1 Overview

The RDMC acts as a repository for the receipt of Reference Data, from ecither PO Ltd
(Type A) or Pathway Development (Type B and C), the latter being enriched within
the Pathway Reference Data enrichment process. RDMC will be enhanced to take
responsibility for changes in the Type A data interface, and for the management of
NBS Configuration Data.

Enhancements will be required to the Reference Data Enrichment process within
Pathway Development to process additional data attributes and data types.

Counter applications may be received from different sources and there is a tight
interdependency between the different types of data. RDMC includes a process that
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checks that these dependencies have been satisfied, and that version control is
followed.

Processes outside RDMC handle the testing, inventory management, release
management and operational business change of new applications. These will be
enhanced as necessary.

8.6.6 Reference Data Changes at the Counter Layer
It is not envisaged that existing Counter applications require to change as a result of

NBS.

Specifically additional data that is provided in support of NBS Transactions will be
delivered as new Riposte temporal persistent object Collections or changes (additions)
to existing Collections.

The structure of existing current Reference Data will not be changed, only additional
attributes or Collections added.

New Collections and new attributes on existing Collections will both exist and be
benign to existing applications.

8.7 HANDLING OF NBS CONFIGURATION DATA

8.7.1 Business Rules and Parameters

Business Rules and Parameters will be extended for NBS. Additional entities and
attributes will be required and will form new elements of the PO Ltd Reference Data
Model and interface. These will require extensions to the existing interface with PO
Ltd. These changes are of two types:

m  Changes to existing Reference Data
m  The introduction of new Reference Data.

8.71.1 Changes to Existing Reference Data Flows

These are:

s Menu Buttons
m  Product Data
»  Impulses

8.7.1.11 Menu Buttons

Pathway Reference Data is used to define the menu hierarchy, based on information
supplied by PO Ltd. This is then used by the MenuBuilder application during desktop
initialisation to define the full menu hierarchy. This approach will continue.

8.71.1.2 Product Data

Product Data comes directly from PO Ltd. Each NBS Transaction will be associated
with an appropriate Product to tie in with the accounting system. This in turn will
require links into the accounting structures such as CAMappings and EPOSSNodes.
However, this is similar to the introduction of any new product.
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87113 Impulses

Each bankcard Type will need to have an appropriate Impulse defined, to route the
impulse through to the correct NBS transaction (and to differentiate these from APS
or other token-based applications).

8.7.1.2 New Reference Data Flows

The following data will be provided by PO Ltd via RDS. [NBR045]

8.7.1.2.1 FI Details

Each FI for which PO Ltd supports NBS Transactions is registered in Reference Data,
together with the different schemes that they operate. A scheme defines the set of
common characteristics which each service that the FI offers possesses. New
Reference Data is required to support this.

8.71.22 Outlet Groupings

Outlets may be grouped into sets, by defined criteria such as geographical locations or
branch types. An Outlet may fall within a number of groupings.

The concept of Outlet groupings extends the current implementation of Outlet and
organisational data. It is used for grouping of NBS transactions as described in
[NBSMIS]. These groupings will be made available in the Data Warchouse.

8.7.1.2.3 Fl Operations

There is a defined unique set of bank operations that will be supported by NBS
transactions. A specific operation may be appropriate to one or more Fls

87124 Authorisation Details

There may be different authorisation routes for a transaction. Each possible transaction
is linked to one and only one such route, for example LINK.

In undertaking an operation, the outcome of the transaction (dictated by different
authorisation responses) may be designated by a distinct Outcome, recorded on the
transaction.

8.7.1.25 Verification Details

This defines the procedural process that will be adopted to verify a Customer’s identity
upon requesting a transaction, for example signature or PIN.

8.7.1.2.6 Method of Entry

Defines the permissible means of initiating a transaction, for example swipe or keyed.
Certain tokens could potentially be inhibited from being entered by certain processes,
¢.g. manually.

8.71.2.7 Card Usage Checks

Defines the physical checks that the Counter Clerk should make when presented with a
token. These depend on the card scheme, for example check hologram present on
card.

The deployment of card checks is a new concept required for NBS and is assumed to
be based upon APACS checks. [NBR161]
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8.7.1.2.8 Account Details

There are currently no requirements to support account details

8.7.1.2.9 Card Types

Defines the cards that are valid and able to conduct NBS transactions, and the services
each supports. This extends the use of tokens already supported within Horizon.

8.71.3 Reference Data to Control Application Definitions

The following diagram shows the relationship and navigation between the various
entities involved in the model.

i Operation Launch

FTImpulses Identifies IssuerSchemes FTTxnModules
i Is available in l Suppm'fxl Is processed byT
: - Has processing
FTServices FTOperations defined in FTTxnDefs
Transacts
ProductModes Is available in EPOSSProducts Is presented as ProductStackAttributes

Figure 14 — Reference Data to Support the Framework

The following are the key points that arise from the data model in terms of implications
for soft-centred applications such as NBS. The points are expanded on in the following
section, which takes a more detailed look at the Data Model.

m  All Reference Data Collection objects are temporal

m  The application must be prepared for essential Reference Data to be missing (for
example following operational errors). In such cases, it needs to fail gracefully with appropriate
guidance to the Clerk

m The impulse identification process must restrict its matching to F7Impulses
Collection objects for the current impulse type, e.g. magnetic card, and for the current service,
¢.g. NBS. It must support IIN range validation

m  The impulse identification process must return issuer scheme, full card image,
individual card element values and whether entry is swipe or manual

m  Many /7Tmpulses Collection objects may exist for the same IssuerScheme. There
must be a direct navigation route from the F77mpulses Collection to the parent IssuerScheme
Collection

m  The F1Impulses Collection objects identify the application (i.e. NBS or EFTPoS)
to be invoked

m  Each IssuerScheme may have many F7Operations. There must be a direct
navigation route from the IssuerScheme Collection to the child F7Operations Collection objects.
A new IssuerScheme can be introduced by the distribution of the appropriate Reference Data
[NBR024]

m Different F'7Operations will exist for PIN and signature verification. Business

Rules must be defined for:

o Visibility of PIN operations where no PIN Pad exists
o Availability of signature operations where PIN Pads exist
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o Fall back to signature operation where PIN operation is unsuccessful

m  The presented list of /'7Operations for the IssuerScheme must exclude operations
that are not supported by the current method of card entry (swipe or manual).
m  The list of F7Operations for the IssuerScheme must be presented in the sequence
defined by PO Ltd RDS
m PO Ltd RDS will provide Reference Data that defines the operations that they
require for each IssuerScheme. Pathway Reference Data will define which functions will support
the transacting of each operation. Operation definitions will be maintained within RDMC and the
system will validate that the PO Ltd Reference Data is consistent with the Operation to be
invoked [NBR0O06]
m  The FTOperations Collection identifies the function that is to be invoked
m  Each F7TOperations Collection object enables the transacting of a specific product.
There must be a direct navigation route from the /7Operations Collection to the EPOSSProducts
Collection
m  Currently, all NBS products are deemed to be core — available at all Outlets.
However, migration requirements and potential Customer change of requirements demand that the
solution supports non-core banking products (i.e. only available at selected Outlets)
n  FTImpulses, IssuerScheme and F'TOperations Collections are core — distributed to
all Outlets. FEPOSSProducts, ProductModes and ProductStackAttributes
Collections are non-core — distributed only to Outlets where the product is
available. The design must cater for:

o Selection of an operation where the associated product is non-core and thus
not available at the Outlet — an appropriate message should be produced and the operation
aborted

o Selection of an operation where the associated product is not valid in the

current mode (Serve Customer). An appropriate message should be produced
and the operation aborted

However, in both cases such checks should ideally take place before the operation
is presented to the clerk and the operation should not be displayed if such checks
fail.

8.7.2 Activation Objects

Activation objects, or trigger objects provide the vehicle to ‘enable’ transactions.

Activation objects provide the ability to ensure dependencies between data flowing
along the external interface between PO Ltd’s RDS and the NBE are not compromised
and as that data is expired.

They are held in the message store as normal Temporal Persistent Objects, thus
allowing a timed migration to new versions of an application definition.

Activation Objects will initially be defined as non-core data, allowing PO Ltd to
manage Pilot introduction of NBS. However, given the volumes of Reference Data
that are likely to be involved, it would be sensible to move these to Core Reference
Data for full rollout. [NBR235]

© 2003 Fujitsu Services Ltd COMMERCIAL-IN-CONFIDENCE Page 124 of 312

File: NBSDS007_E2E_SDS.doc Printed on 06/03/2002 16:17 by GIJ
This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



POL00115340
POL00115340

Fujitsu Services System Design Specification for Network Banking End-to- Ref.: NB/SDS/007

(Pathway)
Limited

End Service Version: 1.3
COMMERCIAL-IN-CONFIDENCE Date: 14/01/2003

8.8

8.8.1

8.8.1.1

8.8.1.2

SERVICE OPERATION AND MANAGEMENT

Operation and Management of the Pathway Reference Data Management Service is
encompassed within the OBC Processes.

In addition to changes to the OBC Process within Customer services, service
management activities will be defined within Pathway Development.

Service Management of Existing Reference Data

The following diagram represents the service management process for existing
Reference Data. The process itself will remain unaltered and may be used for changes
to (for example) introduction of a new IIN or changes to the treatment of an existing
IIN. [NBR411, NBR416]

However, its interdependence with Service Management of Configuration Data
requires to be defined.

The diagram illustrates the joint responsibilities of Pathway and PO Ltd for the release
of Reference Data. The diagram does not show the involvement of other Host systems,
though Reference Data released to the live estate must be consistent with that used by
the other Host systems.
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Figure 15 — Current Operational Business Change Processes

Pathway Development

Pathway Development is responsible for the production of Type B and C Reference
Data using information provided by PO Ltd. This requires some enrichment before that
data is passed to the Campus.

Pathway Campus

RDMC receives Product Reference Data from PO Ltd’s RDS, encompassing product
data, item transaction modes, tokens and Cash Account data. Data provided by RDS is
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received across an existing automated interface and centrally stored within RDMC.
[NBR202]

RDMC also receives files from Pathway Development of changes to menu items,
primary mappings or system changes.

8.1.1.3 Pathway Customer Services (CS)

CS formulate sets of Business Changes from changes held in RDMC. These are
released to Pathway’s Reference Data Team (RDT) for verification, and then to PO
Ltd’s OSG for acceptance.

Acceptance is notified to Pathway whereupon Business Changes are released to the
Outlet estate and other Host systems.
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Chapter 9 -
Data Reconciliation Service

9.1 GENERAL

This Chapter discusses the Data Reconciliation Service (DRS), which is responsible
for reconciling all NBS transactions reported to the NBE, and calculating the
Settlement sums due to or from each FI.

This is discussed as a separate Chapter in the current SDS (and as a separate SDS in
its own right; see [SDSREC] because of the significance of the DRS and its potential
use for other applications such as EFTPoS.

9.2 ScoOPE OF DATA RECONCILIATION SERVICE

The DRS is an Oracle database application used to reconcile all parties’ views on NBS
transactions until all are agreed on the outcome. The shaded area in the diagram below
describes the scope of the DRS.

Cc1
T {within normal -
' NBS Confirmatiol EOD harvest)
_ Harvester Agen

Figure 16 — Scope of Data Reconciliation Service

The DRS Host Application runs on the existing Host Central Servers as a standard
Oracle databasc application. There is sufficient capacity on the Hosts throughout the
day to handle the regular calculation and transfer of Settlement data to the NBE.
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Running the DRS on the same platform as TPS also simplifies the integration with the
data feed to TIP. That is the assumption made in the rest of this Section.

m Input to the DRS comes from the Counters via the NBS Confirmation Harvester
Agent (see Section 5.7.4) and from the NBE via the NBS Gateway Servers
(Section 5.8). These operate by populating a set of Interface Tables in the DRS
Database.

m  The input to the DRS from TPS will be by allowing DRS a view of TPS tables and
is defined in [DRSIFS].

m  The reports output to TIP are a set of text files as defined in [DRSREP].

m Reference Data needed to generate the reports will be available by allowing the
DRS a view of RDDS tables (See Chapter 8 and [SDSRD])

| Note that [SDSRD] is significantly out of date and so has been withdrawn. |

m All transactions recorded by the DRS, and all information exchanged with the
NBE, will be archived to files that arc made available to the Audit Server for
auditing [HADDIS]. The reports sent to PO Ltd are also audited before they are
deleted from the DRS.

The DRS Workstation Application provides access to the DRS to enable Pathway
Customer Services” MSU to resolve exceptions. The requirements for this application
are defined in [DRSWS].

9.3 REQUIREMENTS SUMMARY

The DRS requirements are set out in [SRS] and are summarised below.

The DRS covers both Reconciliation and Settlement Reporting. Reconciliation is
handled in the sense of integrity checking and error detection, while Settlement
Reporting deals with the reporting required to support FI settlement, including
elucidation of timing differences.

9.3.1 Reconciliation Requirements

9.3.11 Overview
PO Ltd require an End-to-End Reconciliation service and procedures that will
highlight and resolve all reconciliation exceptions.
Reconciliation within the NBE and between the NBE and the FI(s) is the responsibility
of the NBE. For this purpose, LINK is a single Client.

9.3.1.2 Branching data-flows

The system will provide the ability to reconcile all branching data-flows. Within the
Pathway domain this will be met by the reconciliation of transaction elements arriving
at the DRS Host from three sources [NBR212]:

m  NBS Confirmation Agent (i.c. the [C12] messages generated at the Outlet)
» The NBE (i.c. the [C4], [D] transactions) [NBR294, NBR389]
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s TPS Host (i.e. the [C1] messages pickup up by the TPS Harvester and reformatted
as a [C112] messages for the DRS Host)

The Confirmations from the three sources are known as Confirmation Sets.

The DRS Host Application will build up a view of each transaction. A logical view of
the transaction tables is shown below.

NBS NBE TPS
Confirmation
Agent ‘ ‘
|
I | | |
Common [C12] [C4YI[D] [C112]
Fields Specific Specific Specific Reconciliation/ Settlement Totals

l Fields Fields Fields by Client/IIN (by Settlement Day)
> Settlement
> ™ TP

Transaction __ TIP Reconciliation Totals
Rows by Settlement Day (by CAP)

> > (TIP)

Exception
Processing

Figure 17 — DRS Logical Transaction Tables

The DRS transaction reconciliation function will monitor the Confirmation sets and
alert states which are:

m Intrinsically anomalous, in that their occurrence implies malfunction in the end-to-
end system

m  Anomalous in that an expected state has persisted for an unexpected duration (e.g.
[C4] present but [C112] has not arrived after an abnormal delay). The specification
of the "normal" duration of expected states shall be casy to change—(probably-

E‘eﬂH‘GHG d b_jz Pa%h“'&j R eﬁ,r SR i)a‘t‘a"}
The expected and exceptional transaction states are set out in the DRS Transaction
State Table (see Table 17).

A facility will be provided to enable anomalous states to be flagged as cleared
manually, so that they can be dropped from on-going reporting. Audit data relating to
the resolution will be captured.

The DRS shall report exceptions requiring human analysis by checking automatically
for conditions that would explain the exception as set out in [DRSREP]. For example
reporting (to Pathway Customer Service) as requiring immediate analysis the non-
arrival of a [C112] from an Outlet known to be non-polling would not be useful and
would generate a high volume of exceptions.

There is no requirement for new reporting to relate NBS transactions included in Cash
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Accounts to NBS transactions included in the Transaction files sent to TIP, as this will
be covered by the existing EPOSS/TIP reconciliation reporting and processes.

9.3.1.3 Complete Processing

The DRS will ensure that all data received is processed. This implies checking for
completeness of [C112]/[C2}/[C4](/[D]) sets and reporting exceptions for resolution.
[NBR227, NBR229]

It will not attempt to reconcile [R]s with [C]s, as the above checks will identify all
errors except the case of an [R] written at the Counter which did not reach the NBE
and which, because of some system failure, did not result in a [CO] being written at the
Counter. This will be picked up by the transaction recovery application at the user’s
next login.

9.3.14 Reconciliation Issues Notified by the NBE

In addition to reconciliation issues identified within the DRS, data will be received
from or via the NBE notifying detected exceptions [NBR278]:

m  Within the NBE or
m  Between the NBE and FIs (in this context LINK is an FT).

The DRS will receive a [D] message from the NBE when the settlement figure differs
from the [CO]/[A], for example because a [CO] was received too late to generate an
[E1] to the FI and so settlement has occurred for the original transaction value. The
DRS should not regard a transaction as complete until either a [C4] or a [D] has been
received from the NBE, or the transaction has been flagged as complete following
manual rectification agreed with PO Ltd.

9.3.2 Settlement Reporting

9.3.2.1 Overview

The DRS will send to PO Ltd daily summary reports (as per [DRSREP]) showing, at
Client/product/settlement-date level, a summary of the amounts due to each FIL
[NBR456]

The Settlement Date will be allocated by the FI (or failing that the NBE) and included
in both Authorisations and Confirmations. The [C4] could contain a Settlement Date
different from the [R]/[A]; for example if settlement was originally made without a
[C2] and subsequently successfully modified to zero (using [E1]/[E2]) during the next
Posting Day on receipt by the NBE of a [C2](decline).

Pathway notes that there is no requirement to list normal transactions (i.c. those which
progress to a normal state as set out in the State Table) in the settlement reports.
Inclusion in the summary figures is sufficient.

Abnormal transactions, whether identified by the DRS or notified to the DRS by the
NBE, will be detailed in the reporting if impinging on Settlement or Reconciliation.

9.3.2.2 Detailed Requirements

Two sets of data need to be sent to the TIP gateway for accounting purposes:
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m  Reporting to support settlement with FIs
= Reporting to support accounting within PO Ltd

9.3.2.1.1 Data to Support Settlement with Fis

The settlement feed from the DRS to TIP is the primary feed of settlement data to PO
Ltd. An exception is that transactions authorised via LINK will be settled by LINK,
and in this case, PO Ltd will use the DRS Host settlement feed to verify the settlement
data provided by LINK.

It is possible in the future that a particular FI may have both transactions that are
authorised (and hence settled) by LINK, and transactions that are authorised directly.
These would need accounting for separately in the settlement feed to PO Ltd, and
posting to different Cash Account lines. It could only be accomplished by using a
different Client ID for the two types.

It is noted that this can vary from FI to FI whether the basis of settlement is the FI
Settlement Date or Post Office Settlement Date. However, the DRS does not need to
understand this distinction, as the NBE will allocate a Settlement Date if not specified
by the FI. For FIs settled via LINK, settlement is based on the LINK day, which closes
at about 20:00. LINK will settle on the basis of an agreed view between it and the Fls
of [R]/[A] pairs as modified by [C2] messages received before cut-off. Receipt of a
[C4] from the NBE confirms to the DRS that the transaction is aligned with the FI and
has been (or will be) included in Settlement for the day. In addition, the NBE will
attempt to Reverse transactions for which it receives a [C2] message. If the settlement
fails, the result will be returned as a [D] message. If it succeeds, the relevant [C4]
message will be updated accordingly.

9.3.21.2 Data to Support Accounting Within PO Ltd

TIP needs to relate transactions settled to transactions taken into account via Cash
Accounts. [NBR230]

PO Ltd needs reporting which will reconcile the timing differences between two
different processes:

m PO Ltd's FI transaction ledgers will be fed from the values recorded on the Cash
Account. Ledgering will be at FI level for deposits and withdrawals. For Fls using
LINK, ledgering will be against a single FI, i.e. LINK. This will require appropriate
setting up of Cash Account lines and Cash Account mappings via Reference Data
(which is a PO Ltd responsibility).

m  Settlement, however, will be based on the value of transactions 'Authorised' within
an agreed settlement day (but ultimately reconciled and/or adjusted to Completed
transactions at the Outlet). Settlement is a PO Ltd responsibility.

Reporting is required to identify, by CAP, for each Settlement day, the transaction
total successfully delivered to TIP via Cash Accounts and the transaction total not yet
successfully delivered to TIP via Cash Accounts. This report is required once a week,
on a day to be defined by PO Ltd. As the CAP of a transaction will not be known by
the DRS until the [C112] is received from the TPS Host (which derives CAP from
EoD markers and adds it to the message) some transactions on the report will be
classified as having no known CAP. These will be reclassified when the [C112] arrives.
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9.3.3 DRS Transaction State Table
This Table is derived from [SRS] and defines the transaction state transitions to be
handled within DRS.
Notes:
m  Expected normal progression for a transaction is to move in order through states 1,
2,and 3
m In any state a value difference between [C112]/[C2]/[C4] would imply a system
malfunction
All records will be checked for corruption on arrival
Arrival of any duplicate record will require appropriate investigation
[C112] messages arrive only once per day, after TIP harvest. It is therefore only
useful to investigate missing [C112] messages if an EoD marker for the relevant
day has been found — i.e. the office is "polling"
s
State Input received from Implication and/or Action
No. "Confirmation | NBE | TPS
Agent Host
1 C12 - - This is normally the first state to be entered. This state signifies a
transaction that has not been confirmed by the Banking Host. The
transaction has not been harvested to TIP, but has been harvested by the
Confirmation Harvester. Investigation is required for a transaction in this
state as defined in. [RECIM].
Will move to state:
2 if NBE sends a [C4] message
6 ith [C112 wing TPS Harvest
i sends a [ ] mesge
2 c12 C4 - This state signifies a transaction that has been confirmed by the Banking
Host. The transaction has not been harvested to TIP, but has been
harvested by the Confirmation Harvester. Investigation is required for a
transaction in this state as defined in [RECIM]. . This is an illegal state for
EFTPoS.
Will move to state:
3 after match with [C112] following TPS Harvest
3 c12 C4 C112 This is a normal final state for NBS. This state signifies a transaction that
has been confirmed by the Banking Host. The transaction has been
harvested to TIP, and has been harvested by the Confirmation Harvester.
The transaction will be archived after 3 months. This is an illegal state for
EFTPoS.
4 - C4 - This state signifies a transaction that has been confirmed by the Banking
Host. The transaction has not been harvested to TIP, and has not been
harvested by the Confirmation Harvester. Investigation is required for a
transaction in this state as defined in [RECIM]. This is an illegal state for
EFTPoS.
Will move to state:
2 if match with [C12] is subsequently made
7 after match with [C112] following TPS Harvest
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- - c112 This state signifies a transaction that has not been confirmed by the
Banking Host. The transaction has been harvested to TIP, but has not
been harvested by the Confirmation Harvester. Investigation is required for
a transaction in this state as defined in [RECIM].
Will move to state:
6 if DRS receives a [C12] message
7 _if NBE sends an [C4] message

:

if /Bed aD] mesag

C12 - c112 This state signifies a transaction that has not been confirmed by the
Banking Host. The transaction has been harvested to TIP, and has been
harvested by the Confirmation Harvester. Investigation is required for a
transaction in this state as defined in [RECIM].
Will move to state:

3 if NB

- Cc4 c112 This state signifies a transaction that has been confirmed by the Banking
Host. The transaction has been harvested to TIP, but has not been
harvested by the Confirmation Harvester. Investigation is required for a
transaction in this state when it is listed individually on the reconciliation
exception report [DRSREP]. This is an illegal state for EFTPoS.
Will move to state:

3 de

B §
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12

This state signifies a transaction where the Banking Host has not been
able to agree settlement with the client The transaction has not been
harvested to TIP, and has not been harvested by the Confirmation
Harvester. Investigation is required for a transaction in this state as
defined in [RECIM]. This is an illegal state for EFTPoS.
Will move to state:

13 if match with [C12] is subsequently made

14 after match with [C112] following TPS Harvest

13

C12

This state signifies a transaction where the Banking Host has not been
able to agree settlement with the client The transaction has not been
harvested to TIP, but has been harvested by the Confirmation Harvester.
Investigation is required for a transaction in this state as defined in
[RECIM]. This is an illegal state for EFTPoS.
Will move to state:

15 after match with [C112] following TPS Harvest

14

D C112

This state signifies a transaction where the Banking Host has not been
able to agree settlement with the client The transaction has been
harvested to TIP, but has not been harvested by the Confirmation
Harvester. Investigation is required for a transaction in this state as
defined in [RECIM]. This is an illegal state for EFTPoS
Will move to state:

15 if match with [C12] is subsequently made

15

C12

D C112

This state signifies a transaction where the Banking Host has not been
able to agree settlement with the client The transaction has been
harvested to TIP, and has been harvested by the Confirmation Harvester.
Investigation is required for a transaction in this state as defined in

[RECIM]. This is an illegal state for EFTP , )

This state signifies a transaction where the Banking Host has reported an
expected future settlement position. Subsequently, the Banking Host has
confirmed the settlement. The transaction has not been harvested to TIP,
but has been harvested by the Confirmation Harvester. Investigation is
required for a transaction in this state as defined in [RECIM]. This is an
illegal state for NBS.
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[ 20
21
]

Table 17 — DRS State Transition Table

A number of Exception states will be used to signify a variety of errors including
duplicate transactions, non-matching values etc.

A corruption of a transaction identifier could prevent a match between [C112], [C12],
[C4], or [D] being recognised, in which case orphaned transaction elements will exist.

9.4 DRS DESIGN PRINCIPLES

The DRS will be an implementation of the Transaction State Table diagram above.
Each transaction will have its own state history, showing when it entered each state as
defined by the state table.

It is the nature of reconciliation that all transactions, including exceptions and
duplicates, must be reported and accounted for. Exception and duplicate transactions
are not exempt from this. By design, the DRS will receive exactly one copy of each
and every Transaction Element generated by the Counter and the NBE (formatted for
the DRS as [C112], [C12], [C4] and [D]). All duplicates will be treated as exceptions
for MSU resolution as they will have been generated by some system fault.

Data flow splits will be avoided to keep the reconciliation as simple as possible.

Making changes to the data in long-term storage should be avoided so as to minimise
Svmmetrix Remote Data Facility (SRDF) traffic
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All stored transactions will have read-only access to the transaction content. Only
audited DRS transaction state change will be allowable.

All modules on the DRS Host will be able to be re-started to provide failure recovery.

Any timestamps generated by the DRS will be recorded in Universal Coordinated
Time (UTC) with a local time offset. The DRS will calculate its own offset for any
timestamp it generates. Timestamps generated by the DRS that appear on human
interface outputs, e.g. report production date & time, will be presented in local time.
The DRS will not alter timestamps generated by any other components of the NBS,
¢.g. timestamps on transactions will remain unchanged.

Day to day operations will be scheduled by Maestro.
Application development will follow guidelines laid down in [HADDIS].
The DRS database design will be defined in Designer 6i.

9.5 SYSTEM COMPONENTS

9.5.1 Application Components

There are two application components:
m  The DRS Host Application, which

o Reports on Reconciliation and Settlement between major components of NBS
o Makes data available to the audit server

m  The DRS Workstation Application, which provides MSU with access to the DRS
Host for exception resolution.

9.5.1.1 The Data Reconciliation Host Application

The DRS must reconcile and report on:

[C12]s

[C4] and [D] messages sent to it from the NBE
[C112] messages viewed in the TPS Database
All reconciliation exceptions

To achieve this, the DRS must have all these Transaction Elements available in
Reconciliation Tables.

m  The DRS must ensure that all data that it processes and all data that passes from
the DRS to PO Ltd-and-al-data-that-passes-between-the-DRS-and-the-NBE 15
made available to the Audit Server.

An overview of the DRS architecture is given below.
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Figure 18 — DRS Application Architecture

[C12] messages will be made available to the DRS in input tables loaded using an
Oracle stored object as defined in [SDSAPP]. The DRS input tables will not be
constrained, thus allowing the Agents to load data regardless of its quality. The Agent
will be able to assign an error code and text to any [C12] message in the input tables to
advise the DRS of any error that the Agent found. The DRS will copy every [C12]
from the input tables to the reconciliation tables. This will take place in near real time,
with input table extraction and reconciliation table loading expected to take place in
direct response to Agent calling.

The [C4] and [D] messages arriving from the NBE will be controlled the same way as
the [C12]s arriving from the Counter, with the DRS application moving [C4] and [D]s
from the input tables to the reconciliation tables. Again, the Loader will be able to
supply an error code and text for any message for which it detects an error.

There is no requirement for the DRS to provide functionality to support auditing of
DCS related [C4] and [D] messages.

TPS will avoid splitting the data flow of the [C1]s en route from the Counter to TIP
(as [Cl111]s) by providing the DRS with a view of its tables (as [C112]s). The
harvesting information necessary for the reconciliation and settlement reports is
provided to the DRS in the same way. [DRSIFS ] will provide the details. Once a day,
after TPS harvesting, the DRS application will interrogate the TPS tables for [C112]s
thus making them available to the reconciliation tables.

The reconciliation and settlement reports will be generated once every day in text file
format and made available on the PO Ltd TIP gateway and to the MSU workstation by
08:00 following the previous day’s processing. The reports will be held on the DRS for
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ten days, and will be made available to the Audit Server before deletion. The
specification for the reports is given in [DRSREP]. Note that some reports will be
repeated for each Routing Gateway for each Transaction Type grouping. Where this is
the case, there must be a set of reports to provide for transactions for which the
Routing Gateway and/or Transaction Type is not known. No report will mix currency,
so if ever the transactions sclected to appear on a set of reports are not of a single
currency, then a separate set of reports will be produced for each currency. All the
amounts in a single transaction will always use the same currency.
If the amount field in a transaction element contains a corrupt (non numeric) value
then that value will be treated as a zero for any reports that use an aggregate of the
amounts.
The Cash Account Week, Client, and Product information necessary for the
reconciliation and settlement reports is provided to the DRS by a view of RDDS tables
[SDSRD].
Note that [SDSRD] is significantly out of date and so has been withdrawn. However the
information should be in the RDDS HLD.
The internal working of the DRS Reconciliation Tables will be an implementation of
the state table given in Table 17.
When
ctz|ci2]ca|pn|s
Prevalidation Arrives, then: pre-validate
On Incomplete/Corrupt error go to: E27 | E28 | E29 |E30|E31
Validate on entry to State (# means 'not equal to')
State | Conf | NBE| TPS When valid, go to State: Amount:Action Amount:Action Amount:Action Settlement Date:Action
Agent
S o 5 [ 1] 4 12]8
1 C12 6 E02 | 2 | 13|10
i C12 | C4 3 E02 | E04 |E09|E06 C12#C4:E23 C4 SettleDt # RecDt:E39
Final | 3 | C12 | C4 | C112 ET0 | E11 | E12|E13|ET4|  CTIZ6CIZEZ CT126CAED] C4 SeflleD!t # RecDLES9
] ca 7 | 2 | E04 |E09|E06
5 it E0T | 6 | 7 |14]9
6 C12 c112 EO1 EO2 | 3 |15 | 11 C112#C12:E20
7 C4 | C112 EO01 3 E04 | E09| EO6 C112C4:E21
§ § § | W | 7 |2[E
[N L IR SRR AL
12 D 14 13 | E08 |EO03|EQ7 D SettleDt # RecDt:E39
13 c12 D 15 E02 | E08 |E03|EO07 C12#D(C12):E26 D SettleDt # RecDt:E39
14 D | C112 EO1 15 | E08 | EO3 | EO7 C1124D(C12):E25 D SettleDt # RecDt:E39
15 c12 D | C112 E E03 C112#C12:E20
Exception States
EQ1 | Additional C112
EQ02 |Additional C12
E03 |Additional D
EO4 |Additional C4
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EO7 |
E08 |C4 after D
E09 |D after C4

E10

C112 after final state

E11 |C12 after final state

E12 |C4 after final state

E13 |D after final state

E2

>

Amount of C1124#C12

E21

P

7]

Amount of C1124C4

E23 | Amount of C126C4

E24

Amount of C12#S & C12#0

E25 | Amount of C112#D

E2

=

Amount of C124D

E27

Incomplete/Corrupt C112

E28

Incomplete/Corrupt C12

Incomplete/Corrupt C4

Incomplete/Corrupt D

\IMo 0

E34 |C1

12 arrived after state F99

C12 arrived after state F99

C4 arrived after state F99

D arrived after state F99

Settlement Date #
Reconciliation Date

MSU Resolved

Final

E34

E35 | E35|E36

E37

E38

Table 18 — DRS State Transition Table Implementation

Each transaction in the reconciliation tables will consist of the elements [C112], [C12],
[C4] or [D], and will have recorded on it its full transaction state history including a
date and time stamp for each state entered.

The normal course of operation is that a [C12] will arrive and cause a new transaction
to be recorded. The state will be set to 1. Some time later, the corresponding [C4] will
arrive from the NBE. The [C4] will be placed with the [C12] as part of the same
transaction, and the state will be set to 2. After TPS harvesting, the [C112] will be
available to the DRS Host Application, and the state will move to 3. This is the final
state, and signifies that all elements of the transaction have arrived. The reconciliation
and settlement reports will reflect this. The state history will show states 1, 2, 3 each
with a date and timestamp as to when that state was set.

On arrival of each transaction element ([C112], [C12], [C4] or [D]) in the input tables,
the transaction element will be pre-validated to check it is complete and not corrupt.

The validation will be applied according to the Table below.

Has Agent supplied an Yes: Fail Yes: Fail Yes: Fail Yes: Fail
error code? No: Pass No: Pass No: Pass No: Pass
Are Amount(s) numeric or | Yes: Pass Yes: Pass Yes: Pass Yes: Pass Yes: Pass
Null? No: Fail No: Fail No: Fail No: Fail No: Fail
Is Settlement Date - - Yes: Pass Yes: Pass Yes: Pass
present? No: Fail No: Fail No: Fail
If present, is Settlement Yes: Pass Yes: Pass Yes: Pass Yes: Pass Yes: Pass
Date a valid date format? | No: Fail No: Fail No: Fail No: Fail No: Fail

Table 19 — DRS Transaction Element Validation
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Validation will stop at the first failure, as it is not necessary to find every fault in a
transaction element.

A search of the reconciliation tables will try to find other Transaction Elements with
the same primary key for the incoming Transaction Element. If a match is found, the
new clement will be added to the matched transaction, otherwise the new Transaction
Element will be added to the table as a new transaction. The-search-will-abwayslook
for-a-matching-transaction—-states—to-23-E06-to-E09E13-to-E14-E18-E20-te-
E39-and F99-before-progressing-to-the-exeception-states EOto-EO05 E10-te E12-E15-
te—E—lrl—aﬂéEw—%as-—zﬁa—éu@hea%e—aaﬁsaeﬂeﬁ If a transaction with a duplicate

primary exists, the original copy will progress in preference.

If ever a Transaction Element arrives that has a duplicate primary key of a Transaction
Element that is already in the reconciliation tables, then that new element will be
entered as a new transaction with the-apprepriate an exception state (E0+-te-E05-E10-
to-E12-E15-to-E17—er-E19)-being set as determined by the state table. The already
existing element / transaction will remain unaltered.

If the pre-validation result is ‘Pass’, the state of the transaction will be set according to
the state table above.

If pre-validation fails, the state of the transaction will be set to the appropriate
exception state E27 to E31. Whenever states E27 to E31 are used, a suitable error
code and text will be associated with the transaction to indicate the reason for that
state being set. If an Agent has supplied a code and text, then that will be used.

Every time a transaction state (1 to 23) is set, value checking will take place as defined
in the state table above. Value checking will take place on the amount and settlement
date. For value checking on the amount:

m  The [D] has an amount authorised value and an amount confirmed value described
in the state table as [D](A) and [D](C12) respectively.
m  The use of 0 in the state table is used to mean either zero or null. E.g. ‘C112#0’ is
to be read ‘[C112] is not {zero or Null}’ i.e. ‘[C112] is not zero and [C112] is not Null’.
m The [C12] has two amounts associated with it, an Amount Confirmed (to be
passed to the NBE), and an EPOSS amount. It is the Amount Confirmed that will be used.
m  The [C112] has two amounts associated with it, an Amount Confirmed (to be
passed to the NBE), and an EPOSS amount. It is the EPOSS Amount that will be
used.

The-Reconeciliation—Date—is—the-date—attributed—to—a—transaction—to—allow—POL—to-
W&M%%%WMM%@HFB&%—&%—%%%

WM&M%W@%MWG%%W
Hewevef-eﬁce—& &aﬂs&eﬂe&h&%&e&aeeea&%eé#%%—a—ree@n&h&ﬁemep@ﬁ ~the-

The exception state will be set as defined in the state table if any value checking fails.

The Reconciliation Date is the date attributed to a transaction to allow PO Ltd to
reconcile. It will be set to the first available Bank Settlement Date from the transaction
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elements ([C112], [C12], [C4], [D]) that make up that transaction. If no Bank
Settlement Date is available, the Reconciliation Date will be set to the processing date
that the DRS first recorded any element of the transaction. If a Bank Settlement Date
subsequently becomes available, the first available Bank Settlement Date will replace
the processing date. However, once a transaction has been accounted for on a
reconciliation report, the Reconciliation Date will never change.

Transactions together with the full transaction state history will be held in the
transaction tables for 90 days from the Receipt Date, after which time they will be
made available to the Audit Server before deletion from the DRS. To make provision
for any future changes, the 90 day figure will be configurable.

9.5.1.2 The Data Reconciliation Workstation Application

The DRS Workstation Application provides MSU with secure access to view the suite
of NBS reconciliation reports and to allow real time processing of NBS exceptions. It
will be a new application on an existing platform (the MIS Client PC). [NBR042]

It will allow MSU to:

m  Seclect, view, format, print, and transfer to a floppy disk or Compact Disk (CD) the
reconciliation and settlement reports for up to 10 days after their generation. The
standard MS Office tool set will be provided to achieve this.

The tool set will allow MSU to adjust the reports, as they are a local copy only.
This facility may be used, for example, following investigation into system
exceptions and or failure. MSU will be responsible archiving any report they
produce in line with [SRS]

m  Select, view, print and transfer to a local text file transactions based on an entered
criteria so that MSU may generate a BIMS report. This facility will be available for
transactions up to three months after their generation. The criteria are defined in
[DRSWS]. Once transactions are in a local text file, the same facilities will be
available as for the reports. When a transaction is viewed, printed or copied into a
local text file, there will be an option to include the full transaction state history

m  Move a transaction from its current state to state F99 so that the transaction is no
longer reported as an exception. Any such state change will be recorded on the
transaction along with date and time stamp to maintain the full transaction state
history. When any transaction is moved to state F99, the user id of the DRS
workstation operator will be recorded in the state history to maintain traceable
accountability.

m  MSU may cause the state to change as defined in the Table below.

MSU Action
State | Counter | NBE | TPS Set state to
Start| 0 -
1 C12 F99
2 Cc12 C4 F99
Final | 3 c12 C4 |C112 -
4 C4 F99
5 C112 F99
6 C12 C112 F99
7 C4 |C112 F99
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9 § Fog
12 D F99
13 C12 D F99
14 D [C112 F99
15 C12 D [C112 F99
L R
AN R |
Exception
states
EO01 to E38 F99
Final | F99 [MSU resolved

Table 20 — MSU Action State Table

The workstation will not allow any part of any transaction in the DRS Reconciliation
Tables to be generated or updated other than the current state as defined by the table

above.
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Chapter 10 -
Network Infrastructure

10.1 GENERAL

This Chapter covers the enhancements needed to the Horizon network to support the
known business developments including NBS.

10.2 REQUIREMENTS SUMMARY

10.2.1 ISDN Network

The current Horizon network design is predicated on a predominant network usage
pattern of intermittent short calls carrying transaction traffic in batches from
approximately 18,000 Outlets to the two Campuses. This model of operation (ISDN,
both way dial on demand) is generally well suited to this requirement. There is a small
proportion (5% of all calls) where a real-time response is required, but the network
can handle this.

A number of major new PO Ltd applications will force a significant change in this
usage pattern.

m  NBS will generate many more interactive short calls. This will result in several
potential issues:

o The call rate across the entire network will increase substantially. Utilisation of
the central network components (ISDN Primary Rate Interface (PRI)
connections and Routers) will increase substantially, requiring significant
investment

o There is limited space available in the Horizon Campuses to contain any
additional equipment

m  EFTPoS and other new applications (e.g. mobile phone top-ups) will have a major
impact on Network requirements, with respect to on-line transactions.

The main implication, if the network infrastructure remains unaltered, is that network
usage based on a metered tariff will be too expensive, with respect to additional
equipment required (Pathway responsibility) and the actual costs of the metered NBS
calls (PO Ltd responsibility).

10.2.2 Communication with NBE

A high-bandwidth network is required to link the Horizon Campuses to the NBE sites
at IBM Warwick and Greenford.
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10.3 ISDN NETWORK

Pathway has investigated a number of options to improve the Horizon network
capability. These cover the requirements of both NBS and EFTPoS, and the potential
for the Horizon system to support the YG programme in a cost effective manner. The
chosen approach is to introduce a data network service using an "always-on"
connection over the existing ISDN2e service at a fixed usage tariff.

10.3.1 Network Congestion

There is evidence of network congestion within the ISDN network in certain areas at
certain times. One effect of this congestion is to cause Outlets to fail to connect to the
Campus when a call becomes due. This is not particularly significant where the traffic
is batch-based, but will have a significant impact on the availability of NBS, which
relies on real-time traffic.

10.3.1.1 Factors Limiting Network Availability

The factors that limit the service availability provided by ISDN include the following.

m  Call set-up failures due to congestion. Successful call set-up requires that
resources exist in the British Telecom (BT) and Energis networks

m  [ailure detection for long-term outages. One problem with a switched ISDN
network is that the service availability cannot be monitored proactively. It is only
the attempt at a WAN connection that detects a failure in ISDN Service. But with
a fixed network (where a data path is always expected to be available), a Network
Management function can be used to detect a lack of network service and initiate
repair

n  Call set-up failure due to Transient problems and handling these failures. For an
ISDN call set up to result in a usable data path requires that a number of layered
services are available

10.3.1.2 Availability Improvement Options

A number of options are available to improve the overall network availability. These
are not mutually exclusive, and in practice, the most cost-effective solution is a
combination of approaches.

n Differentiated service levels for Customer transactions
m  Permanent ISDN Connections based on move to non-metered access
n Differentiated service provider agreements

»  Dual network technology in Qutlets requiring high availability. For example, use
of ISDN and Satellite

m  Use of Managed Router type functionality at Qutlet

A number of the above options revolve around the use of a fixed price unmetered data
network service. OFTEL lay down the rules and charging arrangements for these,
under the heading of Fixed Rate Internet Access Call Origination (FRIACO).
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10.3.1.3 Asymmetric Networks

A data network is asymmetrical, in that calls can only be originated by the Outlet, not
by the Campus. There are a number of cases where the Campus needs to make a call to
the Outlet. Some of these can be modified such that the Outlet always makes the call.
This is especially true of permanent connections, where the call can be originated by
the Outlet and immediately reconnected if it is ever lost.

In other cases, forcing the call to originate at the Outlet is more difficult and involves
significant development. As a last resort, it would always be necessary to retain a voice
network capability to connect to any Outlet for support reasons.

However, despite these issues, there are significant benefits to using a FRIACO service
for at least a portion of the Outlets. The most significant is that the line between the
Outlet and the Campus can be left connected permanently, without substantial financial
penalty, where the business needs can justify this.

= One option is to provide permanent connections to all 18,000 Outlets. In the event
of the ISDN call “dropping out”, the Outlet will attempt to reconnect. The benefit
of this arrangement is that it saves both the call set-up time (around three seconds)
and the chance that a call request will fail

m  The second option is to use a permanent connection to around 10,000 Outlets,
with a FRIACO dial-in service for the remainder

m  The third is the same except that the FRIACO dial-in service is replaced by the
existing ISDN dial-in service.

m There is a significant cost advantage in not having the Outlets permanently
connected for 24 hours a day. Thus, a fourth option is a hybrid approach based on
having them connected during the core business day plus an overnight slot for
software and Reference Data distribution.

For Outlets where ISDN is unavailable, and which are currently connected by satellite
communications (Very Small Aperture Terminal, or VSAT), the network connection
will remain the same. However, the VSAT connected Outlets may be configured as
Riposte permanent neighbours at some stage in the future.

Outlets in the Kingston Telecommunications area (Hull), where no FRIACO service is
available, will continue to utilise metered ISDN for calls to the Campus.

The choice of Outlets to be permanently connected can be based on either the size of
the Outlet or the level of business transacted, if this is predictable in advance. The
latter option is preferred because the amount of business transacted in an Outlet is not
necessarily proportional to the number of Counters. In either scenario, the network
type (permanent or dial-in) will be configurable by Pathway, within the total number of
FRIACO ports purchased. The decision on which Outlets are ‘permanent connected’ is
based on a number of factors:

m  Volume of traffic through an Outlet which at this point in time can only be based
on current traffic and expected Network Banking traffic

m  Number of Counter positions and hence the potential increase in the volume of
Network Banking traffic

m PO Ltd nominated Outlets for whatever reason
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In is envisaged that a quarterly review will be held between Pathway and PO Ltd to
assess the mix of permanent and dial-in Outlets, and to agree on any modifications to
the mix of permanent and dial-in connected Outlets.

However, if only a portion of the Outlets are permanently connected, then:

m  The response time at some Outlets would be longer because of the connection time
(dial-in).
» Different performance SLAs will be required for the various types of connection

10.3.2 Required Service Characteristics

The characteristics of the required service are as follows.

m  QOutbound Call Mechanism — 1t is necessary that all Outlets can be called from the
Campus. Even in the case where all 18,000 Outlets are permanently connected,
there is still a requirement for outbound calling for diagnostic reasons, for example
if communication is lost. Outbound dialling should not take place to an Outlet if an
inbound call from that Outlet is in progress

m  Fixed IP address — Currently each Outlet has a fixed IP address for its ISDN
mterface. Moving away from this scheme would be highly disruptive to many
aspects of the Outlet-to-Campus communication mechanisms

m  Fixed charge per 64 Kbps port, allowing permanent connections where required at
busy Outlets

m  Access from existing ISDN2e service at Qutlets, providing end-end 64 Kbps
performance. The target throughput for a permanent 64 Kbps circuit will be
defined and expressed as the average throughput over an hour period as well as the
peak 5 minutes within the hour

m  National coverage to support usage from any of the existing ISDN2e connections.
A minimum coverage of 95% of all Outlets is required

m  Delivery to Pathway Campuses at Wigan and Bootle over a fibre infrastructure.
The presentation to the Campuses must not interfere with end-end IP Layer 3 and
associated Virtual Private Network (VPN)

m  Resilient dial in — alternative routing for avoiding single points of failure in
Network infrastructure

m [ase of migration — an efficient and reversible mechanism for moving Outlets
between different Network service classes (voice, dial-in, permanent)

m  Scalability — the Network must be demonstrated to be scalable. This is in order to
accommodated increased usage, for example more data throughput and/or more
ISDN calls per second

m  Network management to deliver an agreed (JoS. For example, a QoS on ISDN
dialling reaching dial ports will be required

n  Different QoS options at different times of the day.
10.3.3 Network Solution Issues

There are a number of issues with each of the options discussed above. They can be
summarised as follows.
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m  Voice network Dial-up and Leased Line connections will require extensive
additional equipment in the Campuses

m A technology refresh exercise will be undertaken at both Campuses to provide
additional space for NBS equipment.

m  The FRIACO service provided by Energis will utilise the existing standard ISDN2e
connection from the Outlets to the BT Digital Local Exchange (DLE) through
which al/l FRIACO traffic flows. There is one or more 2 Mbps links from each
DLE to the Energis network. There are around 750 DLEs in the UK, and hence in
many areas, Outlet traffic would take a significant part of the available bandwidth
of a single connection

The chosen solution is based around the use of FRIACO permanent connections for a
large number of Outlets, with use of the existing (metered) dial-up network for the
remaining Outlets.

10.3.4 Network Technology Terminology

10.3.4.1 Point to Point Tunnelling Service

The ISDN solution is based upon Point-to-Point Tunnelling Protocol (PPTP). A
Counter PC wishing to connect to a Campus from a remote location would normally
require a long distance telephone call, as shown here.

' Campus

Long distance
PPP links

Figure 19 — Remote Access Without Point-to Point Tunnelling Protocol (PPTP)

With PPTP, it connects instead with a local Internet Service Provider (ISP), as shown
below. The Counter then obtains a virtual connection to the Campus. Thus, only a
local call is made, via ISDN or the Public Switched Telephone Network (PSTN) to the
local DLE, and the call is forwarded to the data network of the supplier. This is
determined by the “destination” number being called.
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Figure 20 — Remote Access With Point-to Point Tunnelling Protocol (PPTP)

10.3.4.2 FRIACO service

With a FRIACO service, the primary protocol used is the IETF Layer 2 Tunnelling
Protocol (L2TP), which is derived from Cisco’s L2F (Layer 2 Forwarding) protocol.
A typical Internet connection for a dial up user involves the Point-fo-Point Protocol
(PPP). This allows users to run TCP/IP. The TCP/IP packets are put into PPP frames
for transport across the dial-up link to an ISP. The ISP then extracts the TCP/IP
packets and forwards them onto the Internet.

L2TP enhances PPP by providing a way for a remote user to extend a PPP link across
the Internet all the way to a target site. A tunnel is established from the ISP to the
Campus, and frames are transmitted through the tunnel. Once the tunnel is established,
the ISP is out of the picture and the user communicates with the target site over what
appears to be a direct dial-up connection.

Tunnelling is the key to L2TP (and other virtual dial-up services). With tunnelling,
protocol packets of one type of network are put inside or encapsulated in the protocol
packets of another network for transport across that network.

The network provider’s Remote Authentication Dial-In User Service (RADIUS)
authenticates the call and ascertains where the target Home Gateway Router (also
known as the L27P Network Server Router (LNS)) resides and how to get there. The
LNS Router connects onto the target site’s LAN onto which the Routers present the
data IP packets as initiated by the Counter PC.

The standard FRIACO service provides the following:

m Two connections to the host site, terminating with two LNS Routers, thus
providing resilience

m  Appropriate bandwidth as determined by the number of FRIACO ports purchased

m  Management of the LNS Routers

m  Management of the Network RADIUS server

m  Management of the IP Data network

Pathway would use an additional RADIUS server, to authenticate the in-bound call.
Figure 21 shows the management boundaries for the standard FRIACO service.
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Figure 21 — Standard FRIACO Service Offering

10.34.21 FRIACO L2TP service

This moves the management boundary, as the tunnel termination is now under the
control of Pathway and not the FRIACO service provider. The FRIACO service
provider provides the link from the WAN interface Router, which is owned and
managed by the service provider. The link may be of any size between 2 Mbps (E1) up
to 155 Mbps (OC-3), depending on the number of FRIACO ports purchased. Moving
the boundary into the Campus allows Pathway to implement and manage the LNS
Routers (which terminate the tunnels) in order that they will co-exist with the Campus
network and whatever local routing protocols are required. Pathway uses the Open
Shortest Path First (OSPF) protocol within the Campuses. Figure 22 illustrates the
shift in management boundaries.

L Ll '

Campus |

Figure 22 — FRIACO L2P Service Offering

10.3.4.2.2 L2TP Access Concentrator (LAC)

This is an L2TP device, that the client connects to directly, and whereby PPP frames
are tunnelled to the LNS. The LAC need only implement the media over which L2TP
is to operate to pass traffic to one or more LNSs. It may tunnel any protocol carried
within PPP. The LAC is the initiator of incoming calls and the receiver of outgoing
calls. It is analogous to the Layer 2 Forwarding (L2F) Network Access Server (NAS).
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10.3.4.1.3 L2TP Network Server (LNS)

This is the termination point for the L2TP tunnel, and the access point where PPP
frames are processed and passed to higher layer protocols. The LNS operates on any
platform capable of PPP termination. It handles the server side of the L2TP protocol.
L2TP relies only on the single media over which L2TP tunnels arrive. The LNS may
have a single LAN or WAN interface, yet still be able to terminate calls arriving at any
of the LAC Router’s full range of PPP interfaces (asynchronous, synchronous, ISDN,
V.120, etc.). A high-speed connection between the supplier’s data network and the
target site (typically 34 Mbps or 155 Mbps) terminates on the target site at a Feed
Router, which in turns feeds the LNS routers via a Fast Ethernet connection.

10.3.5 Network Connection Types

Currently there are two Outlet connection types: satellite and ISDN. With the advent
of NBS, a proportion of the ISDN dial-up connections will require to be permanently
on-line during the business day, while others will remain on ‘dial on demand’ albeit
into the Energis Data Network as opposed to the current Energis Voice Network. The
two variations on the ISDN service are defined as Si/ver and Bronze service levels.

m  Silver is defined as being an Outlet that requires to be permanently connected
during the normal PO Ltd business day, or in fact in some instances for 24 hours. A
‘Silver’ defined Outlet will, in the majority of cases, be connected via the FRIACO
service. However, not all Outlets requiring a Silver service will be capable of
exploiting a FRIACO connection, owing to the fact that Energis currently do not
provide a UK wide FRIACO service. In this scenario, a non-FRIACO Silver Outlet
will use the Energis RemoteConnect service, which is a metered call. The
RemoteConnect service utilises the Energis Data Network with call termination on
the LNS routers as per the FRIACO service. A separate range of telephone
numbers is used for the FRIACO and RemoteConnect services. If a Silver Outlet,
is deemed to be for PO Ltd Business hours only, then outside of the defined hours
of ‘day-time’ usage, the Outlet will be switched from a permanent connection to
‘dial on-demand’. The majority of FRIACO ports to be purchased from Energis are
for ‘day-time’ usage only. The Counter Network Infrastructure Manager (CNIM)
will switch the ISDN telephone number to be called for the FRIACO service to
that of the RemoteConnect ‘dial on-demand’ service. The ISDN number for the
Eicon card, on the Gateway PC, is switched via an API call, which instigates an
Eicon card reset in the process.

m  Bronze is defined as being an Outlet that does not require to be permanently
connected, as the volume of traffic does not justify the expense of having a
FRIACO service or a permanently connected RemoteConnect service. Thus,
Bronze Outlets utilise the ‘dial on-demand” RemoteConnect service. However
there is an additional requirement for Bronze Outlets to be capable of switching
from Bronze to Silver for pre-defined times of the day on pre-defined days of the
week. This is a cost reduction exercise where an Outlet on traffic volumes qualifies
as a Silver Outlet, but outside the peak hours (08:30 to 10:30) on say Mondays &
Tuesdays the volume of traffic is that of a Bronze Outlet. These sites are defined as
Silver Part Time with the capability of switching to Silver via the CNIM at the
appropriate time of day.
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Note that a third, Gold, service level is described in [SRS]. This would provide higher
availability levels by the use of additional connection routes to selected Outlets.
However, this service level will not be available in NBS Release 1.

At this point, it is virtually impossible to ascertain the exact split between the
permanently connected Outlets and those that ‘dial-in” on the metered service. The
split is dependent on a number of factors such as size of Outlet, location, cost of
FRIACO service (based on the number of ports purchased). However, the mix of
‘permanent’ and ‘dial-in” Outlets will be configurable within Pathway, based on close
monitoring of the live estate when FRIACO is introduced. The current projected split
is 12,000 ‘permanent’ connections and 1,500 ‘dial-in” connections, at completion of
the roll-out of NBS across the whole estate. With 1,500 ‘dial-in’ ports available for
5,500 Outlets (17,500 — 12,000 permanently connected Outlets), this provides a
contention ratio of 3.66:1 for port availability on a ‘dial-in’ connection. It is proposed
that the ‘permanently’ connected Outlets applies to pre-defined times of the day, i.c.
01:00 through to 17:30, Monday to Friday, 01:00 to 13:00 Saturdays, and 01:00 to
08:00 Sundays, as outlined in [SDSINF]. It is proposed that a quarterly review will be
established in order that the split between ‘permanently’ and ‘dial-in’ connected
Outlets can be modified if required. Input from to the review will come from two
sources, Pathway by way of Capacity Management analysis, and from PO Ltd, for
specific Outlet changes required for whatever reason.

10.3.5.1 Resilience and Availability

The standard FRIACO service delivers the IP packets to a single host site. At least two
LNS Routers are installed, depending on the number of FRIACO ports purchased.

m  7wo LNS Routers - may be run in parallel and load share, or run in “Hot Standby”
mode where a single Router handles the workload with the second in standby
mode. This is achieved by using Hot Standby Routing Protocol (HSRP) between
the Routers. The Routers are set up with independent IP addresses, with a virtual
IP address spanning both Routers on the same LAN. Traffic is directed to the
virtual IP address, which maps on to the active Routers’ IP address

m  Multiple LNS routers - In the Horizon scenario, there will be six LNS routers per
Campus. Resilience is provided by the fact that the Outlet will have more than one
ISDN number configured in the Eicon driver. Thus, on the initial FRIACO
connection attempt, if the call fails then the Eicon card will dial the second
FRIACO number which will be directed to another LNS router. Each LNS router
advertises routes (from Outlets), to the Summary Layer via the use of the OSPF
protocol

Dual Campus Access. The Horizon requirement is that IP packets can be delivered to
either Campus, in order to provide a fully resilient network. At present, the normal
network workload is shared across both Campuses, in that 50% of Outlets use Wigan
as their Home site and the other 50% use Bootle. In a disaster scenario, all traffic is
automatically redirected to the remaining Campus. This is achieved by the Gateway PC
having multiple ISDN telephone numbers, which it calls cyclically until one responds.
The sequence currently is Primary number (at Home site), Secondary number (Home
site — different router), followed by the Tertiary number, which resides at the other
Campus. The ISDN Eicon card requires four telephone numbers, and the fourth is set
to the primary number. The FRIACO service requires two sets of numbers, ‘Permanent
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FRIACO’ and ‘Metered Call’. The Sequence of telephone numbers allocated to the
Eicon card at each Outlet is therefore, depending on the FRIACO access method
defined for that Outlet, as shown in the Table below. Within the Energis network, if a
connection to an LNS router fails, for whatever reason, the network will attempt to
connect to a pre-defined alternative LNS router. This alternative LNS router is located
at the other Campus. With the network providing this level of fail-over, the need for
the Eicon card to employ Primary, Secondary and Tertiary ISDN numbers is removed.
However, the Eicon card still requires four telephone numbers to be assigned. The
sequence of telephone numbers for the two connection types is shown here.

)
Metered ‘dial-in’ No (1) Metered ‘dial-in’ No (2)
FRIACO ‘permanent’ No (1) Metered ‘dial-in’ No (1)
Metered ‘'dial-in’ No (1) Metered ‘dial-in’ No (2)

Table 21 — Dial Sequence with Eicon card

m  Dual LAN Connectivity for the LNS Routers - as with the current Pathway
implementation of ISDN Routers, each LNS in fact has two Fast Ethernet
connections to two independent Catalyst switches. This provides a “dual LAN”
capability with a further level of resilience. In addition, there will be two FRIACO
‘Feed’ routers at each Data Centre, these ‘Feed’ routers are provided by the
Network supplier as part of the FRIACO service.

e S S S S e e H ICL Pathway Management Boundary :

i Bootle

Figure 23 - Resilient Feeds to Two Campuses

10.4 DIAL AROUND FACILITY

A ‘dial around’ facility has been proposed by Energis, in order to overcome any
potential FRIACO network congestion problems. This ‘dial around’ occurs when a
‘Silver’ Outlet loses its FRIACO ‘nailed-up’ connection for whatever reason during
the day usage period, and cannot re-establish the service. A metered call is invoked at
a reduced rate to that offered on the standard RemoteConnect service. This facility is
only available during the day usage period; at all other times, the standard
RemoteConnect service is invoked. The number of ‘dial around’ ports required has
been assessed and is deemed to be 7.5% of the number of FRIACO ports. Thus, on the
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assumption that full roll-out will provide 12,000 FRIACO ports, there will be 900 ‘dial
around’ ports available during the day usage period.

10.5 NETWORK INFRASTRUCTURE AT THE CAMPUSES

Currently the Campus servers use 100BaseT connections to the Cisco Catalyst 5500
Switches. With the introduction of NBS, these switches will be upgraded to Cisco
6500s in order to provide additional port capacity. They will be further enhanced in the
future, when the NBE begins to support multiple channels, to include an /ntrusion
Detection System (IDS).

10.5.1 Intrusion Detection System

Intrusion detection will become necessary because of the increasing number of
connections to remote sites from the Campuses. A particular area of increased risk is
the NBE, which is expected in due course to support multi-channels including Internet
access. The need for high resilience for NBS means that it is necessary to provide more
sophisticated monitoring than previously. IDSs will provide “content aware”
monitoring of the data passing through the network. The IDS will be attached to the
switch and monitor all traffic through that switch, including any originating in the
outside world at the NBE sites or Outlets. The IDS module available for the Cisco
6500 catalyst switch is an integral function of the switch, thus bringing both switching
and security functionality onto the same chassis. [NBR588]

In summary, IDS systems provide the following:

m They analyse the packet data streams within the network, searching for
unauthorised activity, such as attacks by hackers, enabling users to respond
immediately to security breaches

m  On detection of unauthorised activity, the IDS module sends an alarm to the
Management Console with details of the detected event

m Pathway Security and/or the Network administrator specify the network traffic that
must be inspected by the IDS module

m The IDS module is transparent in operation, as it does not impact switch
performance

m [t is a passive monitoring module that inspects copies of packets and is not in the
switch-forwarding path

m The IDS module provides real-time, around-the-clock, network surveillance,
designed to address the increased requirements for security visibility, denial-of-
service protection, anti-hacking detection, and e-commerce business defences

m  The IDS module detects a wide range of attacks, and the signature engine on the
IDS module is easily updated with new “hacker signatures” without any impact on
the switch

m  The IDS module has the ability to monitor multiple VLANs simultaneously, using
cither the VLAN Access Control List (ACL), or Switched Port Analyser (SPAN)

functionality
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10.5.2 Campus Network Infrastructure for NBS

The basic Campus infrastructure to accommodate NBS is shown in Figure 24.

10.5.2.1 Campus Routers

10.5.2.11 LNS Routers

There are six of these per Campus. They are 7200 Routers, and replace the Cisco 7576
Campus ISDN Routers.

10.5.21.2 FRIACO Feed Routers
These are provided by the FRIACO service provider.

10.5.2.1.3 Qutward Call Routers

To retain an ISDN “dial out” capability for software distribution and support purposes
(see Section 12.6.1), three Cisco 5350 Routers are introduced per Campus. These are
1U in height, and contain two Fast Ethernet ports and two PRI ports (providing 60
ISDN ports per Router, or 180 channels per Campus).

10.5.2.2 Campus Servers

10.5.2.21 Cisco Secure Server

This new server is dedicated to monitoring all data transfers through the FRIACO
LNS Routers.

10.56.2.2.2 Cisco Syslog Server

This new server is dedicated to logging all data transfers through the FRIACO LNS
Routers.

10.5.2.2.3 RADIUS Server

The Radius Servers are called, by the LNS routers in order to provide Challenge
Handshake Authentication Protocol (CHAP) authentication for the FRIACO in-bound
calls. There will be three Radius servers per Campus. They all contain the same
authentication information. On an authentication request, if a call fails to a specific
RADIUS server the request will be repeated to another RADIUS server either at the
same Campus or the other Campus.

The RADIUS servers accept a data feed from the Auto Configuration Database Server
so that they know which Outlets to accept calls from.
10.5.2.3 Campus LANs

As can be seen from the diagram new LANS are introduced:

10.5.2.31 FRIACO LAN

This supports the FRIACO feed Routers as provided by the Network supplier. These
Routers are owned and managed by the network supplier. On the FRIACO LANs
reside the LNS Routers, which terminate the tunnels from the PO Outlets. The LNS
Routers internal to the Campus connect on to the PO Access LANs as do the ISDN
Routers, and Frame Relay Routers (connection to Milton Keynes for VSAT). The
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Routers on the PO Access LAN advertise routes (to the PO Outlets), to the Summary
layer by the use of the OSPF routing protocol. The Summary Routers and the
associated LNS Routers are in ‘cells” as per the current implementation of the ISDN
Routers. The RADIUS servers, which authenticates calls from Outlets that are
delivered to the Campus via a FRIACO call, and the ISDN 'dial out' routers, are also
resident within these cells.

10.5.2.3.2 NBS Internal LAN

This is a dedicated and isolated LAN that supports solely the NBS Agent Servers and
the NBS Firewall systems. The Servers communicate with both the internal
Correspondence servers and the NBE(s) at IBM Warwick and Greenford. In order to
safeguard the NBS Agent Servers and the rest of the Campus, the NBS Agent Servers
connection to the NBE is only through the Firewalls, where the firewall Rule-base(s)
restrict access through the use of Access Lists and protocol restrictions. Similar
firewalls are used to isolate the LAN from the rest of the Campus.

10.5.2.3.3 NBS External LAN

This is a dedicated and isolated LAN used solely for the external side of the NBS
firewall systems and their access to the NBE.

10.5.2.34 FRIACO Management LAN

This is a dedicated and isolated LAN that supports the Cisco Secure server and the
Cisco Syslog server.

As per standard practice within the Horizon infrastructure the Campus concept is
expanded to include two Catalyst 6500 Switches, and all servers are dual LAN
connected for resilience. This is shown below.

VLANIL,2
Campuis LAN

OCMS LAN

Tivoli Management LAN

NBS External LAN

NBS Internal LAN

Logical Campus

Routers (R17,18)
VLAN 16,17 VPN Clear LAN

Support calls

VLAN 12,13 Secure LAN

VLAN 18,19 Logical Access
VPN Crypt outers (R12,13)
LAN

Summary LAN

Summary
Routers
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“2(R10) |
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10.5.3

Figure 24 — Campus Infrastructure Layout at BI3

Summary Routers and Cells

Under the current implementation of ISDN, the ISDN Routers advertise routes
“learned” by the act of an Outlet “dialling-in”. The Routers advertise the routes to their
peers within a “cell”, or OSPF area. This cell is a replicatable unit and is the basis for
the network scalability. A cell is managed by a Summary Router and contains two LNS
Routers, one ISDN Router and a RADIUS server, as shown here.

OSPF Area 1

OSPF Area 2
— -

I

Figure 25 — Summary Layer with Resilience

However, this configuration is still vulnerable in that if the Summary Router layer is
lost at a Campus, all in-bound connections are also lost. Thus, the Summary Router
“pairs” are configured across the two Campuses, as shown here.
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Figure 26 — Summary Layer Cross-Campus Links

10.6 INTER-CAMPUS NETWORK

Currently no additional Routers or Asynchronous Transfer Mode (ATM (2)) links are
envisaged. There are two x OC-3 links (155 Mbps each), via Pathway’s managed
ATM switches. A number of the Campus LANs are carried across these links as
Permanent Virtual Circuits (PVCs) within ATM. For resilience, the FRIACO service
will also utilise this cross-Campus facility, as shown here.
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Figure 27 — FRIACO Service Across Campuses

10.7 NETWORK CONNECTION — HORIZON TO NBE

Links are required to the live and standby NBEs, located respectively at IBM Warwick
and IBM Greenford. [NBR285]

10.7.1 Link to NBE

The bandwidth required is expected to be in the region of 6 to 8 Mbps. Encryption is
required, which due to the high speed of the circuits cannot be standalone hardware
encryption. The alternatives are LAN encryption or encryption within the routers. The
Cisco routers proposed will employ hardware encryption utilising an Integrated
Service Adapter which provides IPSec Triple DES encryption. Similar Routers will be
located at cach NBE site. The Routers at each site must be resident on a common
LAN (cross-Campus VLAN) and advertise their routes to both Wigan and Bootle. In
this scenario, the fault tolerant firewall farms resident at each Campus must be party to
this Router VLAN, in order to ascertain which Router to use.
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Figure 28 — Secure Network Architecture —- DMZ

10.7.2 Boundary Protection — Horizon to NBE

The interface between the NBE and the Horizon security domains will be subject to a
Boundary Protection System. The purpose of this is to protect the Horizon
environment from unauthorised interactions with the NBE.3s [NBR571]

The elements of the Horizon system that directly interact with the NBE will be
contained within a secure component of the Campuses, called a De-Militarised Zone
(DMZ). The components of the DMZ are also shown in the diagram above. [NBR558]

The following sections refer to the items numbered in parenthesis in Figure 28

38 Note that there is no direct connection from the Horizon system to the Internet. This protection is to guard against
unauthorised public access via the NBE.
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10.7.21 NBS Agent DMZ (1)

The DMZ is a secure processing environment whose primary function is to protect the
Horizon environment from unauthorised interactions with the NBE.

As a secondary function, the DMZ will protect the NBE interaction from unauthorised
activity that may originate from within the Horizon system itself. The principle
characteristics of the DMZ are:

m [t is a separate network from the Horizon Campus Network

m  The NT Systems within the DMZ form their own NT Domain

m  All systems within the DMZ are Tivoli managed in accordance with current
practices (e.g. event forwarding). The Tivoli services will be configured to only use known port
numbers (i.e. no ephemeral ports)

m Systems are protected by fault tolerant firewalls

10.7.2.2 Sub-Network Separation (2)

Logically, there is no direct (data) network connection between the entry and exit from
the DMZ. Network connections 2a and 2b are separate. In physical terms, the network
components are set up as discrete VLANs whose interconnections are “policed” by the
Switch Router module and rule-base. Note there is a separate connection for network
management (3¢ & 3d) — see Section 10.7.2.5.

10.7.2.3 Fortified Switches and Routers (3)

Router functionality is provided either side of the systems within the DMZ, by the
Campus switches, and is used for both Networking and security purposes.

The characteristics of the these devices are as follows:

m They use a fortified configuration to protect them from unauthorised access
attempts (protocols, services and addresses)

m Filters are defined to only allow authorised protocols and services for identified
addresses (source and destination). Address ranges are validated according to the
following scheme.

o Switches 3a only allow communications between authorised Campus system
addresses and the NBS Agent Servers (or PDC/BDC or TME Gateway) addresses
o Switches 3b between NBS Agent Servers and Firewall addresses

s Network and Router management commands can only originate from the
authorised NMC workstations. All configuration changes are recorded and old
versions of the configuration are archived to tape

m  Switches 3b are “load balanced”

m There are separate circuits for network management (3¢ & 3d) and data flows.
Filters are defined on the Routers to preclude the unauthorised use of these
connections.

m  An Intruder Detection System (IDS) will be deployed on the Routers at 3b when
the NBE supports multi-channel access (internet/ WAP etc.). In physical terms, this
will be mounted in a separate card that that “slots” into the backplane of the
Router (Switch)
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Note: the Switches at 3a are used instead of Firewalls for two main reasons:

m  Mediating the interconnection via a firewall would raise performance problems
because of the higher message rates between the Correspondence Servers and the
NBS Agent Servers (multiple [R&C] messages)

m  The lower risk of the inter-connection between the DMZ and the Campus systems
as opposed to the connection to the NBE.

10.7.24 Strengthened NT Build (4)

The secure build of the NT system will be upgraded to reflect the potential risk arising
from external system connections. This will entail applying all reported and applicable
“hot fixes” after the Service Pack 6a release, and strengthening the security
configuration of the NT systems themselves. (This is applied across the Campus
servers, not just in the DMZ.)

10.7.2.5 Fault Tolerant Firewall Farm (5)

Firewalls are used to mediate the interactions between Horizon and the NBE. The
principle characteristics of the Firewall are as follows.

m  Applies filters to only allow authorised protocols and services for identified
addresses between Horizon and the NBE
m  Applies Network Address Translation (NAT) to conceal Horizon addresses from
the NBE
m  Uses Firewall clustering to provide a resilient and scalable solution (5a).
m  Audit files are to be transferred to the Firewall Enterprise Centre (5) where they
can be examined for Networking and Security purposes (WebTrends — Firewall
Audit Analysis software). Security reports from the analysis (Alerts, alarms and
responses) will be sent to Operational Security Management for review and
investigation

The following diagram shows the detailed implementation of the fault tolerant firewall
farm in the Campuses.

Level 2 processing is provided by the Catalyst 6500 switches

Levels 4-7 are provided by the Content Services Switch (CSS) 11050

The NBS Internal LAN is a cross-Campus VLAN as shown in Figure 24

The Firewalls are Cisco PIX 515URs

The WAN Router is a Cisco 7204V XR with an Integrated Service Adapter (ISA)
providing IPSec Triple DES encryption [NBR573]
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Figure 29 — Fault Tolerant Firewall Farm

10.7.2.6 Tivoli TME Gateway Server (6)

As described in Section 12.3.1.1, the standard Tivoli action is to use ephemeral port
numbers, which contravenes the Firewall requirement for use of fixed port numbers.
To permit Tivoli management of the NBS Agent Servers within the DMZ, a TME
Gateway Server is included within the DMZ. The management exchanges between the
central Tivoli Management system (TMR) and the TME Gateway Server will use fixed
ports.

10.8 NETWORK MANAGEMENT

Network Management can be divided into a number of categories namely:

»  LAN Management at the Campuses

»  WAN Management of the Routers

m  Management of the Network Infrastructure

m  Management of Counter Network Infrastructure
10.8.1 LAN Management

LAN Management Solution (LMS) is provided as part of the CiscoWorks2000 family
of products. LMS provides operational focused applications for configuration, fault
monitoring and troubleshooting fore the Campus networks. A browser interface
provides access to topology maps, configuration services and performance
information. A Resource Manager (Cisco Resource Manager) provides a Web-based
management tool for managing Inventory, configuration and software updates for the
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Cisco routers and switches. A Real Time Monitor (Genius Real Time Monitor) is
available which is a web enabled system delivering multi-user web access to network
wide, real time RMON information from the RMON enabled 6500 Catalyst Switches.

10.8.2 WAN Management

The Cisco Routed WAN Management Solution (WMS) is part of the CiscoWorks2000
product family, providing enterprise management applications to configure,
administrator, monitor, and troubleshoot routed wide-arca networks. In addition to a
Real Time Monitor and a Resource Manager (as per LMS) there is an Access Control
List (ACL) Manager function.

10.8.3 Management of the Network Infrastructure

The network infrastructure, i.e. the FRIACO and RemoteConnect services as provided
by Energis are managed and controlled by Energis. However, within Pathway there is a
need to monitor the network infrastructure in order to ascertain usage trends, hot spots
etc. Three functions are required with any Remote Access service: Authentication,
Authorisation and Accounting (AAA). The RADIUS servers located in the Campuses
perform these functions, namely:

m Verification of the user dial-in name and password, (Authentication)
m  Controls access to services, (Authorisation)
m  Record details about each call, (Accounting)

The RADIUS servers collect many details about the data sessions. However, they do
not provide any trend analysis, such as:

Usage patterns

Duration of calls

Number of DNIS ports used

Variations in connectivity during the day
Variations in connectivity over the week

In order to provide full trend analysis, a separate platform will be employed which will
obtain the call logging information from the RADIUS servers located at both
Campuses.

10.8.4 Management of Counter Network Infrastructure

With the developments described in this Section, it is necessary to ensure that an
Outlet (a) knows what type of network connection it is expected to use, (b) be capable
of changing the connection type at various times of the day, and (¢) monitors that
connection to provide the necessary degree of availability.

10.8.4.1 Counter Network Information Monitor

A new software component, the Counter Network Information Monitor (CNIM) will
be developed and installed in the Gateway PC at each Outlet. This is introduced at BI2
and enhanced at BI3. It will carry out the following tasks.

m  Understand the type of network available at that Outlet, as recorded in the
Gateway PC’s registry. The types are:
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o ISDN voice - calls can be originated in both directions

o Metered dial-in (Bronze) - calls are made when required and closed when no
longer needed)

o FRIACO permanent (Silver) - calls are made when required and are not closed
unless or until the service availability window closes

o Metered permanent (Silver) - calls are made when required and are not closed
unless or until the service availability window closes. This is employed in those areas where the
FRIACO service is not available

o Meftered permanent (Silver part time) — calls are made when required and are

not closed until the service availability window closes (08P30 to 10:30)

m  Make calls as required in support of application requests

m  Within a time span that may be specified by a calling application, reject a call to the
Outlet from the Campus and immediately make an inward call to the Campus (“call
reversal”)

m  Keep the call live as dictated by the network type and availability window, and
close it when no longer required

m  Report on the availability of the network to application level processes that wish to
know. Classes are:

o Network unavailable (tried to connect and couldn’t)
o Network available but not connected (last call attempt succeeded)
o Network available and connected

A Comms Status DLL is provided, and is invoked by the CNIM when a network
status change occurs

m  Following a detected network outage, attempt to make regular calls to the Campus
until service is resumed. (This is the only circumstance in which the CNIM will
make a call on its own volition, rather than following a request by a calling
application)

m  On request, gather network statistics and trace data according to a supplied trace
level, and make the relevant trace and log files available to Systems Management
processes

The CNIM provides interfaces (via a CNIM client .dll) to allow the current network
status to be checked and also to provide notifications of any future changes. In
particular it will provide details of network availability from the Outlet to the Campus,
and whether the current call (if there is one) is Optimal.

In some cases, although the Outlet is configured as a Silver Service Outlet, the connection may
not be of the required quality and cost, and so CNIM should be able to drop the connection and
try and obtain a better quality connection when it is not in use by Riposte. This means it need
make the connection quality available to its callers.

On 1nitialisation, CCS will check the current Network Status and ensure that this is
reflected in the Network Status Object. It then registers itself for any future
notifications of Network Status changes. Should any such change occur, it updates the
Network Status Object and the way in which it handles Riposte connections.

The position of the CNIM within the Counter architecture is as shown here.
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Figure 30 — Counter Network Information Monitor

It is invoked by the Outlet Software Distribution Scheduler to define the beginning and
end of the software distribution window. During this window, the CNIM should reject
calls from the Campus and immediately make a return call, as described in
Section 12.6.1.4
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Chapter 11 -
Platforms Infrastructure

1.1 GENERAL

This Chapter covers the impact of NBS on the platforms that constitute the Pathway
live estate. It addresses:

New platforms introduced to support NBS
Platforms that require hardware upgrades to support NBS
Platforms reconfigured to increase the resilience in response to NBS requirements
m  Upgrades to commodity software products required as a consequence of the
implementation of NBS
m  Other software upgrades required to existing platforms.

It focuses on the changes required. Their sequencing is covered in Chapter 19.

The platforms or upgrades described in this Chapter are deemed sufficient to support
the NBS volumes as described in [SRSVOLS] [NBR459]

11.2 REQUIREMENTS SUMMARY

The following requirements arise from Pathway’s established approach to the
provision of and sizing of platforms for Horizon.

It should not be necessary to upgrade the Counter hardware

PIN Pads are required on the Counter PC population

It is Pathway’s practice, for support reasons, to use the same version of a product
across all platforms on which it is installed. Thus, a set of similar upgrades is
required on the Campus platforms.

11.3 GENERAL PLATFORMS CHANGES

This Section describes the generic changes that are made to a number of different
Platform types across the Horizon estate. A later Section discusses the changes that
are made, over and above these, to particular Platform types.

11.3.1 Platform Locations

This Section is written on the assumption that:

m  Only two Campuses are required to support NBS
m  Sufficient space can be found in the existing Campuses to support the platforms
needed for NBS, for example by reducing the space used by existing systemsso

39 This may require changes to power and/or air conditioning to support the higher density of systems
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s PO Ltd will provide a primary and a standby NBE system, and the capability to
create a Disaster Recovery system at a separate site. None of these is located
within an Pathway Campus

11.3.2 Commodity Software Product Upgrades

A number of the third party software products that will be in use in Horizon at S10 are
no longer supported by their suppliers. These cover the Counters and all NT, Solaris
and Dynix platforms at the Campuses. In these cases, the supplier’s usual approach to
any support issues is to advise an upgrade to the latest available version.

This may be appropriate in some cases, but needs to be approached with care. There
are a number of complex interdependencies between the versions of many of the
products used. An upgrade of one product may well require an upgrade to the version
of the NT service pack used on that platform, and this can have a knock-on effect on
many other product versions.

The approach to software versions taken during the development of Horizon was
based on the following principles.

m  Use the latest version of NT (4.0) and Service Pack (SP3) available when a
decision needed to be taken as to the version used

m  Use the same SP across all workstations and servers platforms

m  Use the latest stable versions of other products that ran on this SP

Pathway has now agreed with PO Ltd that the BIl and BI2 Releases will include
upgrades to major system components where these can be justified.

11.3.21 Upgrade Strategy

In making these upgrades, it is sensible to adopt the same approach, viz:

m In general, upgrade to the latest available version of the SP
m  Upgrade all products to the latest stable versions that run on this SP
m  Resolve any difficulties that this approach throws up

The upgrades described are those needed within the timescale of the introduction of
NBS. Some are required to meet explicit requirements relating to NBS. Others are
required to ensure that the underlying infrastructure remains up-to-date and
supportable.

11.3.2.2 NT Operating System Versions

11.3.2.2.1 Current Service Pack Situation

The current Horizon system (in particular the Counter PC) uses NT 4.0 SP3. The
decision to use this SP was taken as late as possible prior to National Rollout, in the
knowledge that it would be exceedingly difficult to switch to a later SP during the
Rollout.

However, that baseline is now significantly out of date. NT 4.0 itself has been followed
by Windows 2000, and SP3 by Service Packs 4, 5 and 6a+0.

40  SP6 was replaced rather hurriedly by SP6a
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11.3.2.2.2 Benefits of a Service Pack Upgrade

Now that the rollout is virtually complete, moving to a later Service Pack is a sensible
and positive move that, in Pathway’s view, is a sine qua non for the increased
resilience and availability requirements of NBS and EFTPoS (sece [EFTPoS]). The
consequence of moving to a later Service Pack will be to prevent future recurrences of
the following classes of problem.

m  Better memory management. There are a number of “memory leakage” fixes in
cach of SP4, SP5 and SP6a. Most of these fix problems where the virtual memory
available to applications progressively decreases over time until the system is
rebooted. There is evidence that Counter systems are suffering from memory
leakage problems. Although all Counters are installed with 128 Mb of memory,
WebRiposte will increase the memory footprint by up to 30 Mb and thus there is
considerable benefit to be gained by installing any available memory leak fixes

m  Reduced number of “blue screen” events. The Microsoft Blue Screen of Death
(BSOD) occurs with depressing regularity on an ill-constructed system, less
frequently on NT and is not particularly a problem with Windows 2000. SPs 4, 5
and 6a each remove a number of instances where the system can stop with the
BSOD. While the Counter infrastructure is particularly stable, BSODs do occur
more frequently than Pathway would like, and there is considerable benefit in
reducing the number of instances of these by installing a later SP.

n  [mproved Counter Stability. There are instances of problems where the Counter,
or components of it such as the touch-screen driver, can “hang” either for a time or
until the Counter is rebooted. A number of causes of this type of problem are fixed
in SP4 and later. These conditions are particularly prevalent in communications
stacks including TCP/IP and ISDN.

m  [mproved Security. There are instances of problems where excessive access rights
are granted to users by certain system functions

m  Data or Line Loss. There are instances of data loss (for example, a prematurely
terminated file transfer)

11.3.2.2.3 Which Service Pack?

There are considerable difficultics associated with any upgrade to the Service Pack
level on the Counters. A system reboot is required to implement the new SP. The
speed at which it can be implemented is affected by this, and it takes longer to
implement a fix that requires a reboot than one that does not. However, the complexity
of this migration is not increased by the identity of the target Service Pack. It is no
more complex to upgrade to SP6a than to SP4. Thus, Pathway’s position is that once
the decision to upgrade the SP level on the Counters is taken, the upgrade should be to
the latest stable SP upon which stable versions of each of the third party products are
available. This implies SP6a.

A further consideration is that the same SP should be used across the whole estate —
servers as well as Counters — to simplify the support procedures and diagnostic skills
required in the Systems Management Centre (SMC). This argues in favour of SP6a
across the estate.
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11.3.2.24

11.3.2.2.5

11.3.2.3

11.3.24

11.3.2.41

11.3.24.2

Implications of a Service Pack Upgrade

A number of third party products will need to be upgraded because of a move away
from SP3. This is because the current versions of these products are not supported on
any later SPs.

Recommendations

In the light of the support problems that are already being experience on the live estate,
and the greater stress that NBS will place on the ISDN network and the memory
occupancy of Counter PCs, Pathway’s recommendation is that an upgrade to SP6a is
made across the estate as part of BI2.

Recommended Upgrades

The following upgrades are proposed for the BI1 and BI2 Releases. Many are a
consequence of the upgrade to SP6a.

Ideally, all of these upgrades could be carried out in one stage. That may not be
possible, and it may in some cases (particularly on Counter PCs) be necessary to carry
out a number of partial upgrades, separated by reboots, and spread over a period of
time, to arrive at the desired configurations. The introduction of the facility to invoke
unattended reboots, introduced at S10, will greatly facilitate these complex upgrades.

There are in fact a set of factors (described below) that make it necessary to split the
BI1 and BI2 Releases into a number of Service Improvement Packages (SIPs), as was
done at CSR+, to limit the scope of each change and arrive at a sensible and realistic
set of smaller upgrades, rather than one unmanageable, interminable and error-prone
“big bang”. These issues are discussed in Section 19.3, which defines the Release
names used below.

The following Sections list all the commodity products used on each platform type,
and the upgrades proposed, if any. Following each recommended upgrade is an
indication of the Release or Increment at which it should be performed.

Counter PCs

Platforms Affected
This includes all categories of Counter PC, that is:

Counter PC — Gateway
Counter PC — Non-Gateway
Counter PC — Standalone
Counter PC — Mobile

Workstation

V4.0 o No change

Riposte
Message
Service

6.0.3.nn

V6.2.nn WebRiposte (mandated by PO Ltd) replaces BI120B
(WebRiposte | Riposte Message Service. V6.2.5 of Riposte

) Message Service is V2.0.2 of WebRiposte

Riposte
Desktop

B223/nn

B223/mm B226 is significantly different from B223, and BI20B
Escher have promised that any changes made to
support WebRiposte will be retrofitted to B223.

Counters will thus stay on B223, though at a later
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(as yet unknown) build level.
Internet Cut down | IE5.5 SPn IE5 is needed to support WebRiposte BI20OA
Explorer IE4.0
SP2
NT 4.0 SP3 with | SP6a plus all | Fixes included in SP6a are needed to improve BI20OA
Service Pack | W2K Hot Fixes Counter stability and to handle the increased
fixes memory footprint of WebRiposte
Sapher V1.30.4 V1.31 V1.31 was introduced on Campus platforms at BI120B
Layer7 S10.
Utimaco V2.39.5.2 | V2.39.5.5 This upgrade is to be made on Campus platforms | BI2OA
SGVPN at S10, but the Counter upgrade is deferred to
BI20
Microtouch V4.3 V5.53 Likely to need to be updated for SP6a BI20B
Screen
drivers
Specialix V1.0 Likely to need to be updated for SP6a BI20B
drivers
Visual Studio | V5 V5 and V6 Code compiled with V5 can co-exist with code BI20B
run-time compiled with V6, so applications will be upgraded
to V6 only where it is necessary to recompile them
for any reason
Eicon ISDN 100-62 ?? 101-64 is installed on the Boot Server at M1R. BI20B
Drivers
Europa test ??? No change BI20B
software
Smart Card ??7? ?7? Not know if an upgrade is required (BI2OA)
drivers
Sysinternals | V1.0 ?? Not known if an upgrade is required (BI2OA)
Blue Save
Athene ?7?7? ?? Not known if an upgrade is required (BI2OA)
Performance
Monitoring
Client
ACFs These are generated by ACDB and will need to be | BI2OB
refreshed to support the Counter changes in
BI20B
Table 22 — Counter Software Upgrades
11.3.24.3 Notes
11.3.24.4 VPN
It is necessary to introduce VPN on the LAN as part of the NBS upgrade (BI2OB).
Further security upgrades may also be required once the full set of NBS requirements
are clarified.
11.3.2.4.4.1 Drivers
As well as the Specialix drivers listed above, by the time NBS is deployed there are
likely to be additional Counter drivers for:
m Talexus smart card read/writers (if required)
m  PIN Pads (see Section 11.5.1.1)
11.3.2.4.4.2 Upgrades to Common File Set

These are required as a consequence of the above. The current Common File Set
includes components from NT 4.0, SP3, Riposte Desktop and the VB and VC
runtimes.
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11.3.2.4.4.3 Upgrades to NT Secure Build
These are required as a result of improvements to the security policy and the
introduction of new Protection domains.
11.3.2.5 Other Workstations
11.8.2.51 Platforms Affected
This applies to all NT 4.0 Workstations installed in the Campuses or at Pathway
support sites including Feltham, Stevenage and Bracknell. The set of platforms
affected is:
m  Audit Workstation
m  Auto Configuration Database Client
m  Business Support Unit Client Workstation
m  CA Workstation (part)
m  DRS Support Workstation (new at BI3)
m  Generic Support Workstation
m  Horizon Help Desk Terminal
m  MIS Client PC
n  KMA Workstation
. KMS Admin Workstation
m  Migration Training Counter
m  OCMS Client Workstation
m  One Time Password Workstation
m Performance Management Console
s RDMC Administrator Workstation
m  SecurlD Admin Workstation
m  SSC Support Workstation
m  Systems Management Access Workstation
m Tivoli Support Workstation
m VPN Loopback Workstation
11.8.2.5.2 Upgrades Proposed
NT V4.0 No change
Workstation
Riposte V6.0.3 WR V2 Replaced by WebRiposte Bi2C
NT 4.0 SP3 with | SP6a Bl2C
Service Pack | W2K plus all
fixes Hot
Fixes
Oracle Client | V7.3.45 | V8i In line with proposed Oracle server upgrades. This BI2C
Software upgrade may be phased such that it is applied first to
Workstations accessing an Oracle 8i database
Legato V5.5.1 V6.0.2 See below Bi2C
ADO V2.1 V2.6 Required to support access to SQL Server 2000 BI2C
(MDAC
2.6)
Seagate V7 V8.5 Only version supported with SQL Server 2000 (see BI2C
Crystal below)
Reports
PKZIP VV2.04g V4.0 o
Tivoli V3.6/7 MANLCF: No further upgrade required
SecurlD V4.2 V4.4 V4 .4 is only version supported on NT SP6a Bl2C
Agent
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Maestro V6.1.150 | V6.1.170 BI3
Hummingbir | V6.1 - -
d NFS
Internet IE4.0 IE5.5 Bl2C
Explorer SP2 SPn
ODBC V2.65 3.6 BI2C
Visual Studio | V5 V6 Bl2C
run-time
SQLS Client | V6.5 V2000 Depends on SQL Server databases (ACDB, OCMS, BI3

SP5 KMS) being upgraded to V2000. Interception at BI3 is
easier than at BI2
Business V4.1.10 V4.1.10 is not actually formally supported on SP3, and | ---
Objects Horizon should be using V4.1.7 at present. No further
upgrade is required. V4.1.10 is supported on SP6a.
Adaptec 2940 - No upgrade required
Drivers
lomegaWare | --- - No upgrade believed to be required -
Jaz Drive
Software
QNG Device | V1.0 -- No upgrade required -
Drivers
TextPad V4.1 — No upgrade required -
WinZip V7.0 -~ No upgrade required --n
Table 23 — NT Workstation Software Upgrades
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11.3.2.6 NT Servers
11.3.2.6.1 Platforms Affected

m  [Generic] Agent Server

m AP Client Gateway — Local

m AP Client Gateway — Remote

m  Audit Server

m  Auto Configuration Database Server

m  Auto Configuration Delivery Server

m  Auto Configuration Signing Server

m  Boot Server

m  Capacity Management Server

m  CM Signing Server

m  Correspondence Server (plus existing “wing” servers)

m  Domain Controller

m  General Purpose FTMS Gateway — Local

m  General Purpose FTMS Gateway — Remote

m  Horizon Help Desk Gateway — Local

m  Horizon Help Desk Gateway — Remote

s KMA Server

m  OCMS Server

m  Outsourcing Software Depot

s POCL APS Gateway Server — Local

s  POCL APS Gateway Server — Remote

m  POCL Standby Gateway — Remote

m  POCL TIP Gateway Server — Local

s  POCL TIP Gateway Server — Remote

m Service Management Database Server

m  SSC Support Server

m Staging Server

m VPN Exception Server

m VPN Policy File Management Server

m VPN Server
11.3.2.6.2

Proposed Upgrades

| Product 10 gr lote |
NT Server V4.0 No change
Riposte V6.0.n.n | V6.2.n Replaced by WebRiposte BI2C
Message
Service
NT 4.0 SP3 with | SP6a Retain consistency with Counters Bl2C
Service Pack | W2K plus all
fixes Hot
Fixes
Legato V5.5.1 V6.0.2 Significant performance improvement for Audit; Bl2C
needed because of increased audit volumes caused by
NBS. (These are Improved index handling with a
claimed 300% improvement; and Removal of 2Gb
saveset size limit where any larger saveset is
converted to 2Gb linked chunks Approx 50% Of our
backups exceed this 2Gb limit.)
SQL Server V6.5 V2000 See Notes below BI3
SP5
ADO V2.1 V2.6 Required to support SQL Server 2000 BI2C
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(MDAC
2.6)
Tivoli V3.12 V3.6/7 MANSYS -> MANNTEP BI1C
SecurlD V4.2 V4.4 V4 .4 is only version supported on NT SP6a BI2C
Agent
Hummingbir | V6.1 - -
d NFS
EMC V2.0 7?7 Upgrade required for new hardware cabinet BI2C
Software
Internet V4.01 V5.5 Required for consistency with Counters Bi2C
Explorer SP2 SPn
Maestro V6.1.150 | V6.1.170 BI3
Scheduler
Oracle V7.345 | V8i Used for OMDB BI2C
Server for NT
DAO V2.1 V3.6 BI2C
Visual Studio | V5 V5 and BI2C
run-time V6
Oracle for V7.345 | V8i BI2C
NT
Microsoft Va7 - No upgrade -
Office
Athene ??7? ?? Not known if an upgrade is required (BI2C)
Performance
Management
Agent
Eicon ISDN V220UP | --- No upgrade believed to be required -
Drivers
Sapher V1.31 - No upgrade required -
Layer7
Utimaco SG | V2.39.5. | - No further upgrade required -
VPN 5

Table 24 — NT Server Software Upgrades

11.3.2.6.3 Notes

11.3.2.6.3.1 SQL Server

The assumption in this Document is that all the existing SQL Server databases (KMA
in particular, but also ACDB & OCMS) are upgraded to SQL Server V2000 in BI3, at
the same time as major change are made to these applications. Again, the client
software is upgraded to Back Office 2000 variants at the same Release, and again
there is the option of not upgrading the client software until a later release.

It is understood that the new Audit Checksum Database (see Section 13.5.3) will be
built using SQL Server

11.3.2.7 DYNIX Servers

11.3.2.71 Platforms Affected
This encompasses the following Platforms.

m  Host Central Server
m Data Warchouse Server

11.3.2.7.2 Upgrades Proposed

Upgrade | N ~
Dynix V4.4.8 V4.4.9 This is required to support new processor types Bi2C
Oracle V7.34.5 | V8i See Notes below; upgrade does not apply to all Bl2C
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applications at this stage
Tivoli V3.1 V3.6/7 MANSEQ: Upgrade to same level as on Counters. BI2
However, this is done in BI2 rather than Bl1
Maestro V6.1.150 | V6.1.170 BI3
Scheduler
EMC Driver V3.2.2 7?7 Upgrade believed to be required to support new BI2C
Software cabinets, but no details available as yet
SecurlD Agent V4.2 V4.4 BI2C
BMC Patrol V3.4.00 --- No upgrade required -
Agent
Patrol Console V3.4.00 — No upgrade required o
Alexandria tape V4.50.70 | --- No upgrade required ---
management
software
Hytec Sonnet V2.11.02 | - No upgrade believed to be required -
FTF Software
Performance - - No upgrade required -—
Measurement
System
Proxima --- - No upgrade required -
LogManagerKM

Table 25 — Dynix Server Software Upgrades

11.3.2.7.3 Notes

11.3.2.7.3.1 Oracle

Both Dynix platforms currently run under Oracle 7.3.4.5, which is somewhat out of
date and no longer supported by Oracle.

Oracle 81 introduces support for Parallel Queries, which is required by the DRS
application. This database is introduced at BI3 and will be based on Oracle 8i.

Existing Oracle databases and associated Clients remain on Oracle V7.3.4.5 at BI3
unless there are significant application upgrades. This applies only to RDMC/RDDS,
and hence these applications will be upgraded to V8i.

This approach causes some issues with the Client applications that access these
databases. Given the approach adopted, this would only be an issue if existing MIS
Client PCs were to have a requirement to access the DRS database. It is proposed that
new Workstations are required to meet any such need, and that at BI2 the MIS Client
PCs will specifically nof be able to access the DRS. All existing Oracle client software
on NT Workstations will remain at Oracle 7.3.4.5 for now. Agents (including the new
NBS Agents) will use Oracle client V7.3.4.5.

11.3.2.8 Solaris Servers

11.3.2.8.1 Platforms Affected

Firewall Management Server

Firewall Module

Network Management Server

SecurlD ACE Server

TME Event Server

Tivoli Gateway Server (introduced at BI1)

11.3.2.8.2 Upgrades Proposed
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Pro 1] Upgrade | No T ,
Solaris V2.6 No change, though at some stage the Solaris servers -
should be upgraded to V8
ACE/Server V3.3.1 V5.0 This upgrade is the subject of CP2963 (currently Bl2C
suspended)
Tivoli V3.1 V3.6/7 MANSOL will include a mix of V3.6 and V3.7B Bi2C
products.
TACACS ??? No upgrade believed to be required o
Firewall V4.0 7?7 No upgrade believed to be required -
Management
Software
HP V3.2 - No upgrade believed to be required -
OpenView
Network
Management
Table 26 — Solaris Server Software Upgrades
1.4 NEwW PLATFORMS
A number of new Platform types are introduced in support of NBS.
11.4.1 NBS Agent Server
This supports the NBS Authorisation Agent (see Section 5.7.2), which handles the
[R}/[A]/[CO] interactions to the NBE
This process needs hardware cryptographic support for signature checking and
verification.
In live running, four instances of the server at one Campus will be scheduled to run
NBS Authorisation Agents. Four instances at the other Campus will act as “hot
standbys”.
11411 Hardware

The basic hardware unit of scalability will be a Compaq ProLiant ML350 NT server
with the following minimum configuration.

Minimum Form Factor (dependent on number of PCI cards required). The Compaq

ML350 allows six PCI cards and is a SU high rack mount server

2 x 1.5 GHz Intel Pentium 4 Processor
512 Mb of memory
Internal PCI Hardware Security Module (HSM) for hardware checking or creation

of MAC codes; hardware encryption of the sensitive data in the [R] and for PIN Block translation

Four Network ports. One is used to connect to each of two Correspondence

Servers, and two for connection to the NBE and its standby
m  No significant storage is required on this system — standard system disk will be
sufficient

The target configuration for these Agents is six per Campus, which equates to one
server per Correspondence Server Cluster for the NBS Authorisation Agent and NBS
Expedited Confirmation Agent, and two running the NBS Confirmation Agent and
other Agents. In the event of a server failure, these processes may be redistributed
across the working servers.
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11.4.1.2 Software

The software set of the NBS Agent Servers is the same as for the existing Generic
Agent Servers with the addition of new Agent applications to support NBS as defined
in Section 5.7

11.4.1.3 Configuration

The Riposte services on these servers will connect to the Correspondence Servers in
the same way as the existing Generic Agent Servers.

11.4.1.4 Networking Services

Four network cards are provided. Each NBS Agent Server will be configured to
connect to the Host Central Server though a different network path. It will also
connect to each Correspondence Servers in its Cluster located at the same Campus via
different paths. A separate nctwork path is used to connect to the NBE and to its
standby.

11.41.5 Resilience

Each instance of the NBS Authorisation Agent will support a proportion of the Outlet
estate. This Agent is a single instance Agent, and as such, its failure will result in loss
of service to 25% of the estate, assuming one Agent per Cluster. Each active Agent
has a hot standby at the other Campus, and use a form of “heartbeats” is used between
those instances so that the standby server will take over if the active server fails.

11.4.1.6 Other Impacted Areas

m  Tivoli enhancement to support the new platforms

m Inclusion of the platforms in the Host fail over procedures (if required)

m  Maestro dynamic scheduling needs to change to understand about the new type of
Agent Servers

11.4.2 HSM Key Generation Workstation

This is introduced to support initial key loading on the HSM modules used in the NBS
Agent Servers and KMA Workstation. See Section 13.4.6.

11.4.21 Hardware

This is a standard Fujitsu ErgoPro PC. It operates in conjunction with the hand held
Atalla Secure Configuration Terminal (SCT), which generates the HSM keys. The
SCT is connected to it via a standard RS232 cable.

11.4.2.2 Software
This platform is a standard NT Workstation running the Atalla Key Loading Software
tool.
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11.4.2.3 Resilience

There are two instances of this platform, located in the Feltham and Bracknell secure
areas.

11.43 Support Terminal Servers

This is a new platform, introduced at BI3, which enables SSC and other support staff
to access and diagnose Counter problems via a Microsoft Terminal Server type
interface rather than via the Correspondence Server. It is a standard NT Server
running Microsoft Terminal Server

11.4.4 Vulnerability Detection Server

This is a new Compagq server that hosts the new WebTrends master console. It collects
information from the WebTrends analysis software running on the platforms in the
DMZ, and produces appropriate reports.

11.4.5 Cisco Syslog Servers

This is a new platform, introduced to support the FRIACO service, as described in
Section 10.5.2.2.2. It is a Compaq ProLiant DL360 NT server.

11.4.6 Cisco Secure Servers

This is a new platform, introduced to support the FRIACO service, as described in
Section 10.5.2.2.1. It is a Compaq ProLiant DL360 NT server.

11.4.7 RADIUS Servers

This is a new platform, introduced to support the FRIACO service, as described in
Section 10.5.2.2.3. It is a Compaq ProLiant DL360 NT server.

11.4.8 Qutward Call Router

This is a new platform, introduced to support continued outward calls from the
Campus to Outlets, for example to initiate inward connections for software distribution
purposes. See Section 10.5.2.1.3. It is a Cisco 5350 Universal Router.

11.4.9 NBE Gateway Server — Local

This is a standard FTMS Gateway server configured to handle the batch file flow
between the Horizon Campuses and the NBE. One instance is located at each Campus.
Files received from the NBE will be delivered to the DRS Host via NFS.

The platform contains an HSM crypto co-processor, and Crypto libraries and support
software to enable the FoD File MAC Checker process to verify the integrity of files
after they are copied to the DRS Host.
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11.4.10 NBE Gateway Server — Remote

This is a standard FTMS Gateway server configured to handle the batch file flow
between the Horizon Campuses and the NBE. Two instances are located at each NBE
site. As well as the standard FTMS software, this server supports an FTP Server that is
used by the NBE to transfer files to the Gateway Server. FTMS is then used to
transmit files between the Local and Remote Gateway servers.

11.5 SPECIFIC PLATFORM CHANGES

This Section discusses changes that apply to particular platform types that existed prior
to BI3. All of the following descriptions assume that the relevant commodity product
upgrades described in Section 11.3.2 are applied, cither as an upgrade to an existing
platform or as part of the build for a new platform.

Note that this Chapter discusses the particular characteristics of single instances of the
Platforms described. Their interconnections and replication for resilience reasons are
discussed in Chapter 14.

11.5.1 Counter PCs

11.5.1.1 Hardware Changes

A Hypercom HFT117 PIN Pad will be added to each Counter position in a phased
rollout. See [PPSPEC].

There is no expected need for changes to disk or processor. There is sufficient free
capacity on the Counter disks for the increased NBS load. Thus, at this stage, the
current Counter hardware specification is expected to prove adequate to meet the
requirements of NBS. However, there are two provisos.

m  The addition of a PIN Pad will require a visit to the Outlet, possibly preceded by a
survey to determine where the PIN Pad is to be located at each Counter position,
and how it is to be connected to the Counter PC.

m  The Counter PC specification includes 128 Mb of memory. This has proved
adequate for desktop applications up to and including M1. However, WebRiposte
and NBS, will increase the memory footprint of the combined application set. Early
indications are that this increased footprint will still fit within the available memory
without excessive paging activity. This will be confirmed by stringent performance
tests to ensure that any performance shortfalls that may occur, particularly with the
performance of existing applications such as EPOSS or OBCS, are identified in
time to rectify them. In addition, as described in Section 11.3.2.2 above, Pathway’s
recommendation is that the Counter population is upgraded from SP3 to SP6a as
part of BI2. This is intended largely to exploit a number of memory-related fixes
that have been issued by Microsoft since SP3. These will improve the handling of
memory within NT.

11.5.1.2 Software

In addition to the Commodity Software upgrades described above, there are a number
of changes to or additions to the Counter software baseline, including the following.
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11.5.1.21 VPN on the LAN

BI2 will introduce the use of encrypted communication between Counters on the same
LAN as well as between the Gateway PC and the Campus. This is to increase the
security of the Horizon system.

11.51.2.2 PIN Pad Test Software

Software is provided on each Counter to enable the engineer to test the operation of a
PIN Pad once one is installed.

11.5.1.3 Configuration

The configuration of Riposte on the Gateway PC will change to “know” about four
Correspondence Servers, rather than the two that each Outlet knows about at S10.

Changes to Reference Data for the Counter Call Scheduler are also needed to remove
the need for bulk outward connections from the Correspondence Servers to the
Outlets.

11.5.1.4 Resilience

As described in Section 14.3.1, Outlets will be progressively assigned to one of two
classes of Outlet, depending on the availability requirements.

m The Bronze service represents the current service and availability levels, based
upon metered dial-up

m  The Silver service switches to a permanent FRIACO network connection, using
the current ISDN circuit. Counter software will ensure that a connection to the
Campus is re-made as soon as possible should it be lost

11.5.2 Host Central Servers

The main change to the Host Servers for NBS is an increase in processing power and
disk storage to provide capacity for the DRS.

11.5.2.1 Hardware

It is Pathway’s intention to locate the DRS within the existing Host Central Servers.
There are two reasons for this.

m Spare capacity exists within the daytime schedule and early morning schedule
where most DRS activity will take place.
m  DRS will require access to the TPS and other databases, and this is best provided
(under controlled conditions) if they are all located within the same platform.

The EMC Disk Arrays that hold the major Oracle databases and KMA Database will
be enhanced to cater for the DRS database, the extended MIS database and the
increased space requirements of the KMA Database.

In addition, it is necessary to upgrade the Host Central Server to accommodate the
DRS workload at full volumes. It is expected that the existing server will be sufficient
for NBS up to April 2003 at the earliest.
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11.5.211 Processor Power

The processor board on the Host Central Server will need to be upgraded to the latest
specification available (900 MHz) to provide sufficient processing power for the
additional DRS service. (IBM have indicated that the 900 MHz board is the last
NUMA-Q they will be making. Manufacture will stop in Q4 2002). An operating
system upgrade is required to support these new processors and is made at BI2C.

The hardware upgrade needs to be done by around April 2003, to accommodate the
increase in NBS transactions. The actual time will depend on the growth of volumes,
and results seen in testing.

11.5.21.2 Memory

There is sufficient memory (2 Gb) on the live Host Servers (at least 800 Mb free) to
support the DRS without change. However, some test systems (particularly those used
for performance and scalability testing) will need to be upgraded to support this new
application. These are currently 1 Gb systems.

11.56.21.3 Disk Capacity

The main area of change is the EMC disk array. It is estimated that between 100 Gb
and 300 Gb of slower speed devices is required to support the three-month online
storage required for DRS data and 50 Gb of high-speed storage to support the
reconciliation function.

The current EMC cabinets have no spare disk capacity and will therefore need to be
upgraded. The Host cabinet will be upgraded separately from the Data Warchouse
cabinet.

11.5.2.2 Resilience and Recovery

The DRS application will follow the same approach to resilience and recovery as
existing Host applications, as defined in [HADDIS]:

m  All DRS data filestore will be locally mirrored within the EMC array

m All DRS data filestore will be mirrored using the EMC SRDF product to the array
located at the alternate Campus

m  Nightly cold backups will be taken, the backup tapes being cloned to ensure they
can be read, as well as providing a second copy of the data. Note that this is a
change to the current approach of taking two backup copies of the data. Due to
time and resource restrictions on the Host, this approach will be employed on the
other Host databases. Note that the whole 350 Gb of DRS data storage will not be
backed up every night. The 50 Gb of active DRS filestore, plus any new data
added to the long-term storage, will be backed up nightly. Any long-term storage
that is unchanged since the previous backup will not be backed up. Backups tapes
for long-term storage will be recycled after the three months

m  As data drops out of the long-term storage (as it is over three months old) it will
need to be archived onto permanent tapes

m  Archive redo logs will be employed to speed up the recovery process
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11.5.3 Data Warehouse Server
11.5.31 Hardware

The processor on the Data Warchouse will be upgraded in line with that on the Host
Central Server and at the same time. This provides additional processing power for any
new reports and SLA calculations for NBS.

A memory upgrade is not required, as there is sufficient free on the existing system.

To provide additional storage capacity, the existing EMC cabinet will need to be
upgraded. The Data Warchouse will continue to use a separate EMC cabinet from the
Host Server.

11.5.3.2 Software

Changes to the MIS application will be required to support NBS SLA calculations (see
Section 5.11 and [SDSAPP]).

11.5.4 Correspondence Servers

The number of active Correspondence Servers (those communicating with Outlets and
Agents) in each Riposte Cluster will be increased from two to four, as described in
Section 14.5.1. The main justification for this is to provide the resilience needed for
NBS. There are a number of consequences of this change. In addition, other software
changes will need to be made to the Correspondence Servers.

11.5.4.1 Hardware

11.56.4.11 Compaqg Recovery Option

The Compaq recovery option on the existing active Correspondence Servers will be
removed. The eight servers that are freed up by this (four per Campus) will then be
used to provide the processing platforms for the additional Correspondence Servers in
cach Cluster.

The existing wing Correspondence Servers will be upgraded to a faster processor
using the servers freed from the removal of the Compaq Recovery option. The
Compagq disk array that is freed will be used for the new Bootle Correspondence
Servers. New Compaq Disk arrays will need to be purchased for the new Wigan
Correspondence Servers. These will need to be the same specification as the existing
Bootle wing.

Performance enhancements may be required, dependent on testing.
11.5.4.2 Software

The software build for the new Correspondence Servers will be identical to the existing
ones, except for differences in hardware drivers and the changes to the Common File
Set and NT Secure Build made to all NT platforms.

The following change also need to be made to all Correspondence Servers:

m Introduce the Legato Networker Client software
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11.5.4.3 Configurations

The Riposte Message Stores on the Correspondence Servers will be configured so that
they are all neighbours of cach other, in a fully meshed configuration. Dual network
paths will be configured for each Correspondence Server neighbour.

The new Correspondence Servers in each Cluster will be configured so that the Audit
Agent does not run on them. All other Correspondence Server-based Agent software
runs as normal.

11.5.4.4 Networking Services

The Correspondence Servers will continue to have dual network paths between them.
To support a single IP address per Correspondence Server at the Outlet, the network
route to the Outlets will be pre-configured to only use one of the network paths.

The two Correspondence Servers on each Campus for a Cluster should be configured
to use a different network path to the Outlets to maintain resilience against network
failure.

Agent Servers will be configured to use the opposite network path to the one that the
Outlets use, in order to spread the load across the two different LANs.

11.5.4.5 Resilience

The Correspondence Server layer is highly resilient to failure. However, there are a
number of areas where enhancements are needed to support NBS. The new real-time
service requires enhanced protection against failure, including Campus failure. This
coupled with change in the profile of the data volumes introduced by NBS,
necessitates the move to four Correspondence Servers per Cluster, all in active
communication with Outlets.

The NBS will be operational 24 hours per day, 7 days per week, every day of the year.
Pathway has operation requirements to take Correspondence Servers out of service for
maintenance activities. The addition of two active Correspondence Servers to ecach
Cluster provides the necessary operational flexibility, allowing a Correspondence
Server to be removed from the Cluster for maintenance without impinging on the
resilience of the Correspondence Server messaging layer, and therefore reducing the
risk to loss of availability of NBS to the Outlets. [NBR245]

The resilience offered by Riposte will remain unchanged, that is messages received by
one Correspondence Server will be reliable replicated to other servers within the
Cluster, over either of two network routes. Single network failure will not stop a
Correspondence Servers within the Cluster replicating to servers at the other Campus.
Failure of a Correspondence Server’s default gateway will have stopped
communication with Counters therefore there is no risk of delaying or impacting the
[R]/[A] message flow.

11.5.5 Generic Agent Servers (were Agent Servers)

The term “Generic” is used to differentiate these from the new NBS Agent Server
platforms, which have particular security requirements that make it inappropriate to
run them on the existing platforms. These servers will be upgraded to provide
additional processing power.
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11.5.51 Hardware

To provide additional processing capacity for the harvesting of confirmation messages
and to reduce harvesting time, the existing (Generic) Agent Servers will be upgraded.
This upgrade should be required no earlier than April 2003, and is therefore targeted at
BI4.

The specification for these platforms is:

Minimum Form Factor (1U Compaq Servers).

2 x 1.5 GHz Intel Pentium 4 Processor (or faster)

512 Mb memory

2 Network Ports

No significant storage is required on this system — standard system disk will be
sufficient.

11.5.5.2 Software
The NBS Confirmation Harvester Agent (see Section 5.7.4) will run on this platform.
11.5.5.3 Configuration

The four Generic Agent Servers at each Campus will be configured so that two will
use the existing Correspondence Server and two will use the new Correspondence
Server on that Campus as shown in Figure 42.

The configuration of the existing Interactive Agents need to understand the new
Correspondence Server configuration. This is done by changes to the Look Up Cluster
(LUC) software.

The Riposte services on the Agent Servers will be changed to connect to the same four
IP addresses that the Counters use — one per Correspondence Server.

11.5.54 Networking Services

The Agent Bulk Servers will continue to use a single network path to the
Correspondence Server. They will be configured to use the opposite network path to
the Correspondence Server to the one that the Outlets use, in order to spread the load
across the two different LANs. This is to make the network easier to understand and
implement. In the event of a network failure, one Correspondence Server is effectively
“dead”, with the other taking the full workload.

11.5.5.5 Resilience

By splitting the Agent load on each Campus across two Correspondence Servers, the
Generic Agent Servers are inherently more resilient.

The NBS Confirmation Harvester Agent has been specifically designed as an
Interactive Agent to protect against the performance impact of pulling messages from
the Correspondence Server disk. Adversely long delays in recovering the Agent will
result in the recovered process needing to pull a significant number of messages from
Correspondence Server disk filestore.
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11.5.5.6 Other Impacted Areas

Tivoli Agent & Correspondence Server Resilience & Recovery (ACRR) will be
updated to reflect the new Agent/Correspondence Server configuration.

11.5.6 VPN Servers

11.5.6.1 Hardware

To deal with the expected increase in network traffic in peak periods, the VPN Servers
need to be upgraded. The new specification needs to be:

m Fastest single processor Intel Processors available, that have the desired form

factor

m  Dual Network Cards
m 256 Mb memory
= Minimum on board disk storage (standard system disk will be sufficient).
s Minimum form factor (1U Compaq Servers).
Note that this change will save an estimated two 19” racks per Campus.

11.5.7 KMA Server
The KMA server needs to be able to support an increased number of keys for NBS,
and to distribute these to the NBS Agent Servers and NBE Gateway Server — Local
platforms.

11.5.71 Hardware
No change is expected in the current processor or memory of the KMA server. In
order to support the significant increase in keys for NBS, more disk capacity is
required in the new EMC disk array for the Host system.

11.5.7.2 Software

In support of the upgrade of the KMA Database to SQL Server 2000, a number of
workarounds introduced for CSR+ need to be removed.

11.5.8 Audit Server
This platform will be provided with additional disk storage to deal with the additional

audit streams. (BI3)

The enhanced Audit Checksum Database (see Section 13.5.3) will be built using SQL
Server, so the software required to support this needs to be added to the platform.

Add a Tape Silo as described in Section 13.5.4.3, and appropriate silo management
software.

11.5.9 SSC Support Server

This platform will be provided with additional disk storage to deal with the additional
support requirements. (BI3)
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11.5.10 Domain Controllers

The NBS Agent Servers will operate in a separate security domain (PWYPUB). A
PDB and a BDC is required for each Campus. These are low-specification NT servers.

11.5.11 Firewall Modules

Eight additional Firewalls are required, two pairs per Campus, to surround the DMZ
(see Section 10.7.2.5).

11.5.12 Campus LAN Switch

These are upgraded to Cisco 6513 Routers as described in Section 10.5. There are two
switches at each Campus.

11.6 OTHER PLATFORMS

The IBM site at Warwick contains a pair of S/390 Computer Systems that provide the
NBE service. They are in a clustered (Sysplex) configuration running (in Main-Main
mode of operation) the Connex software package which supports the interface
between the NBS Agent Servers and the Financial Institutions, via LINK or directly.

A standby single S/390 system is provided at IBM Greenford. This is normally
assigned to other work It will require around 30 minutes to close down and reload as
an NBE in a disaster situation.

1.7 PLATFORM INTERCONNECTIONS

The full set of Platforms installed at BI3 is as shown here. This diagram is derived
from the [TED], and will be used to update that document in due course.
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Figure 31 — Horizon Platform Interconnections at BI3
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Chapter 12 -
Systems & Estate Management
Infrastructure

12.1 GENERAL

This Chapter discusses the enhancements to the Horizon Systems Management
products and toolkits needed to support NBS.

12.2 REQUIREMENTS SUMMARY

m  Changes are required to the software distribution mechanisms to handle the
introduction of FRIACO network technology, in particular the fact that this is a
dial in-only network

m Estate Management changes and bulk migration tools are needed to support the
new network types for FRIACO

m  PIN Pads must be included in the systems management facilities

m  The enhancements to the Horizon application architecture introduced by the use of
WebRiposte cause various changes to the configuration of the Counters. Counter
configuration information is held within ACDB and “replayed” when a new
Counter is introduced or when substantive changes are required. ACDB itself must
change to accommodate the changes introduced for NBS, and all configuration
mformation will be replayed as a result

= A number of new platform types are introduced at BI3. These require management
in the same way as other Campus platforms

12.3 IMPACT ON EXISTING TOOLSET

Pathway has developed an extensive Systems Management infrastructure to support
the complexity and scale of the Horizon infrastructure. These core services include the
following.

Time synchronisation
Event management
Software distribution
Remote operations
Distributed monitoring
Estate Management

These services are provided within management domains using a range of management
products and bespoke software. These domains are:

m  The Counter estate, comprising the Counter PCs in Outlets
m  Campus NT platforms and remote FTMS platforms
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Campus Dynix platforms
Campus Solaris platforms, firewalls
The network infrastructure (ISDN and other routers)

The management products deployed in these domains are as follows.

The enterprise level product is Tivoli
The Counter estate management product is Tivoli
The Campus NT server and remote FTMS platforms management product is Tivoli
The Campus Dynix domain management product is BMC Patrol. A gateway is
provided to enable overall management by the Tivoli enterprise management product

m  The Solaris domain management product is Tivoli

m  The network infrastructure is managed by HP OpenView. A gateway is provide to
enable overall management by the Tivoli enterprise management product

These domains and the products used continue unchanged for NBS.

12.3.1 Tivoli Management Framework

12.3.11 Tivoli Scalability

Extra Tivoli management platforms will be added for NBS commensurate with the
reduction in software distribution windows, so that software distribution concurrency
can be increased.

12.3.1.2 Tivoli Security

The NBS Agent Servers are protected from the main Campus platforms by firewalls.
The firewall rules mandate the use of fixed TCP ports. Tivoli, in its standard
deployment, uses ephemeral ports and so the port allocation number is unpredictable.
The standard Tivoli approach to this is to deploy a TME Gateway Server on the same
side of the firewall as the managed platform and enforce fixed ports in the management
exchanges between the central Tivoli Management system (TMR) and the TME
Gateway Server. This will be adopted and validated for NBS.

12.3.2 BMC Patrol

There will be a need for a new Knowledge Module for the DRS applications and
databasc.

12.3.3 Maestro

This is upgraded to Version 6.1.170 to fix a number of outstanding PinICLs. Versions
beyond V6.1 ecither remove support for facilities that we use, or are no longer
supported on Dynix.

Maestro scripts will be enhanced to support scheduling of new NBS platforms.
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12.3.4 HP OpenView
12.4 TIME SYNCHRONISATION

The existing solution is based on GPS satellite receivers in the Campuses as the
primary time source. Campus platforms poll for the time in UTC and convert to local
time using native operating system facilitiecs. The Counter estate uses time
synchronisation capabilities inherent in the Riposte replication protocol. This continues
unchanged for NBS and new platforms (such as NBS Agent Servers) will conform to
this architecture.

12.5 EVENT MANAGEMENT

The basic event management architecture consists of selected events being forwarded
from individual platforms to a central complex of TME Event Servers (aka 7ivoli
Event Console, or TEC). They are stored in the OMDB. The TEC platforms are used
by the System Management Centre to process events that require human intervention.
The OMDB provides both SQL access and a web interface for use by browsers.

This basic architecture continues unchanged, and new platforms will conform to it.
This will include the NBS Agent Servers that communicate with the NBE. Existing
platforms will be reviewed as to the selection of events to be forwarded to the central
event system.

NBS introduces many new real time components into the Horizon system. Selected
events from NBS applications will be provided with an enhanced presentation
paradigm over the current TEC interface. Further discussion can be found in
Chapter 20.

12.6 SOFTWARE INVENTORY AND DISTRIBUTION TOOLSET

The existing software distribution facilities will be used for the new platforms
introduced in support of NBS; principally the NBS Agent Servers.

ISD (with Pathway) have developed an extensive set of bespoke facilities on top of
these standard products, particularly to support Software Distribution. These include a
Web enabled repository (using Oracle) that records:

Events from all platforms

Details of all Outlets and Counters

Software inventory for each Counter (and Campus platforms)
Details for automated estate management (roll out and steady state)
Details of all Campus platforms (and remote FTMS platforms)

This is known as the Operational Management Database (OMDB). It is exploited
by a layer of bespoke software that sits above the Tivoli software distribution
product. This software component (the Automatic Targeting Engine, or ATE)
aims to minimise the time taken to distribute new or upgraded software to the
Counter estate by optimising the use of the ISDN network. It will be enhanced to
handle the move towards a FRIACO-based network as described in Chapter 10
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12.6.1 Software Distribution in a FRIACO Based Network

This Section describes the changes that need to be made to the Software Distribution
mechanisms to support the FRIACO-based network described in Chapter 10. The
principal feature of this is that the new network will be based around an asymmetric
paradigm in which the vast majority of Outlets communicate with the Campuses solely
by means of Outlet-initiated ISDN. This is in contrast to the current service, where
ISDN calls may be established at the Campus or Counter with no difference in financial
cost or quality of service.

12.6.1.1 Current Software Distribution Model

The current ATE system controls and optimises the use of ISDN lines from the
Campus, and therefore assumes it is in control of call establishment. It is Campus-
centric, in that all distributions are “pushed” from the Campus. It control the targeting
of end systems, based on the current network architecture and is designed to optimise
the use of the existing 1,440 ISDN lines. The 7ivoli Management Regions (TMRs) are
replicated across a number of TME Management Servers, and Outlets are allocated to
these TMRs such that effectively the network resource is partitioned between them.

At BI1, there is a single TMR (with warm standby) that contains persistent
management information for each Counter. In addition, there are 20 TME Gateway
Servers. These support most management operations between the endpoint (a
Counter) and the central management system. At any one time, an Outlet is known to a
single TME Gateway Server (and in fact has a preferred gateway). It may roam to
other gateways under failure conditions. The process of returning to the home gateway
is straightforward.

Thus, each gateway services:

= 900 Outlets
2,100 Counters
m 72 concurrent ISDN lines

With this configuration, any increase in ISDN lines would require the deployment of
extra TME Gateway Servers.

The software inventory (part of OMS) is developed by Pathway. It relies upon
analysing the Tivoli logs for a particular distribution, and updating the OMDB with
package installation details for each Counter.

12.6.1.2 Basic Requirements for a New Model

Any new model must meet the following constraints.

m Use Tivoli, though new versions may be acceptable subject to commercial
constraints

»  Minimise the disruption to existing management organisations and processes
(including ISD SMC, ISD MSS, Pathway Release Management, Pathway installation script
production (IPDU))

m  Be available in good time to support the introduction of the new network topology

m  Support all existing Operational Level Agreements (OLAs) and SLAs in this area

m  Minimise bespoke development
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m  Exploit the new network architecture and its capability for cost reduction but retain
agility for emergency situations

12.6.1.3 Characteristics of the New Model

From the Software distribution perspective, the network service can be characterised
as:

m  Connectionless network service over [P
m  Secure network level provided by VPN

There are three types of underlying ISDN Layer 2 service:

n  Symmetric ISDN service. There are no restrictions at Campus or Counter on call
set up except the number of PRI lines available and the QOS of the backbone
network service. This is the current ISDN service, but at BI3 will see a drastic
reduction in the number of ISDN lines

m  FRIACO service — Dial in. This is an asymmetric ISDN service where the Outlet
can call into the Campus but the Campus cannot call out to an Outlet. The
concurrency of calls is dictated by the number of ports purchased from the TELCO

m  FRIACO service — Permanently Connected. Again the Outlet can dial in but the
Campus cannot dial out to an Outlet. However, this service allows the Outlet to
keep the line permanently open at a reasonable cost. Each connected Outlet
consumes a single dedicated port

There will be differences between the QoS of each service, but is assumed that these
will not be apparent to a (primarily) TCP based application like Tivoli, and that once
established the ISDN call can sustain a data rate of 0.3 Mb/minute (the end to end data
rate currently seen in software distribution).

The exact mix of services to be purchased is the subject of current negotiation.
12.6.1.4 Operation of the New Model

It is very much more efficient to continue with the scheduling located in ATE rather
than adopt a Counter centric polling strategy. This also minimises the amount of
redevelopment needed in response to the changed network architecture. Thus, a
facility will be provided in the Counter to provide an ISDN call back capability. A
small number of ISDN PRI lines will be retained in the Campus, and these can be used
by the ATE to initiate a call to a dial-in FRIACO Outlet. The Gateway PC in the
Outlet will be set to reject any such call and immediately calls back the Campus. The
application (i.e. Tivoli software distribution) will sees a successful TCP connection,
and proceeds with its distribution.

The ATE can thus also continue to handle permanent FRIACO Post Offices as in the
current implementation.

The ATE changes are therefore constrained to the connection scheduling subsystem,
where the algorithm will be changed to take account of the new network types. The
type of network available will be held within the system management data for an
Outlet. The components involved are as shown below.
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Figure 32 — Software Distribution with Call Reversal

The logical components are as follows.

m  Qutlet Software Schedule. This indicates, from the Counter viewpoint, when it
should accept software distribution by call reversal. There is one Schedule per
Outlet. Normally, it will indicate merely the standard software distribution
window(s), but there will be cases (pilot, emergencies etc) where the schedule may
be modified by a number of other considerations

n  Qutlet Software Schedule Definition. This component defines the Schedule.

m  Qutlet Software Schedule Distribution. This is the transport mechanism to update
the schedule at the Outlet, and represents the existing infrastructure for software
distribution using Outward calls from the Campus

m  Distribution Definition. This uses the Inventory (part of OMDB) to enumerate the
Counters to be updated for a single change, and generates a Distribution List. The
current Pathway product is the ATAD

m At well-defined periods (the Software Distribution Schedules) the ATEs are
activated and start processing the outstanding Distribution Lists. Each ATE
services a portion of the estate. It looks in the Distribution Lists for Counters it
services, and batches up a set of software distributions to give to Tivoli. The size
and content of each batch is such that it does not overload the network or the
platform on which the Tivoli distribution engine resides. Software distributions
may run with quiet data transfer periods longer than the ISDN inactivity timer, and
so to avoid the ISDN call being dropped a “Keep Alive” acknowledgement service
is started that generates a continual stream of small packets (Keep Alive
Acknowledgements) that is directed to a IP port where they are discarded. This
port is the Keep Alive Reception

m  When the ISDN calls reach the Outlet, it must be rejected but then the Outlet must
immediately call back at the ISDN layer such that the call reversal is transparent to
the ATE. This mechanism is implemented by the Counter Network Information
Monitor (CNIM; see Section 10.4).

»  Distribution then proceeds as in the current model.
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The attraction of this approach is that there are no major changes in the Campus
components. The principal change is enhancement of the Health Check algorithm to
batch the checks. The batch size will be determined by the number of (retained)
outward call lines divided by the number of ATEs. The Qutlet Software Scheduler
informs the CNIM function when it is to perform the call reversal, and when it is to
cease to do so.

12.6.1.5 Scheduling

Initial implementation will maintain the current number of TME Management Servers,
which are sufficient to drive 1,440 ISDN lines as in the current solution. This is
sufficient for normal software distribution needs if the current overnight windows
remain the same. However, the introduction of a large number of permanently
connected Outlets does provide the potential to increase the number of TME
Management Servers and thus reduce the software distribution window. Each
additional server can handle up to 100 lines.

12.6.2 Management of PIN Pads

Software distribution facilities will be provided for PIN Pad software to exploit the
facilities supported by the firmware, and to enable update of this firmware, of the
Hypercom HFT117. The serial numbers of PIN Pads will be recorded in the OMDB
inventory, and associated with the Counter to which they are attached. [PPR031]

12.7 REMOTE OPERATIONS

Within the Tivoli management system, remote operations are handled through the
provision of Tivoli tasks. These provide the ability for a Tivoli user to execute a
nominated script on a selected platform under Tivoli management. Role control can be
applied to the Tivoli user and the scope of the nominated platforms. Auditing is also
automatically performed on script invocation.

The task infrastructure continues to be available and will be further exploited for NBS
diagnosis and repair. Chapter 20 identifics some of the new requirements in detail.

12.8 DISTRIBUTED MONITORING

Distributed monitoring provides a framework within which specified scripts can be
periodically executed on a platform. These scripts can return status or other conditions
that can be forwarded to the central Tivoli systems. This permits the status of the
nominated resources to be monitored.

New resources and scripts will be developed as required for new platforms and
applications. Chapter 20 discusses some changes.

12.8.1 Agent and Correspondence Server Monitoring

The NBS Agent resilience strategies defined in Section 5.7 require extensive
enhancements to the current monitoring model. This will be built around the Sentry
monitors on these platforms writing status information into a new decision processing
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engine, rather than (as at present) the central TME software carrying out extensive
monitoring of these platforms.

12.8.2 Performance Monitoring Service

Performance monitoring of the live system needs to be improved to support the On-
line nature of the NBS workload.

Changes are TBA.
12.8.3 Counter Network Monitoring

The new Counter Network Information Monitor (CNIM) operates at Level 2. It
implements the Outlet’s network connection type policy (voice, FRIACO dial-in or
FRIACO permanent), and monitors the status of the network connection for interested
applications. It also gathers and provides network information which is sent to Tivoli
via the CCS which places it in the Riposte Message Store, from whence it is harvested
to the OMDB.

12.8.4 PIN Pad Monitoring

PIN Pads will be brought under the distributed monitoring architecture according to
the facilities of the supplier’s management API. At minimum, this will include low
battery conditions and total unit failures. The support tools and services to be provided
will enable Pathway to monitor major failures and report them to the support centre
for immediate action. [NBR534, PPR029]

12.9 ESTATE MANAGEMENT

12.9.1 Introduction

The Estate Management infrastructure provides services to manage change throughout
the Counter estate of over 30,000 individual Counters located in over 18,000 Outlets.
The infrastructure consists of the following key components:

m  Qutlet Change Management Service (OCMS) — this captures and validates
requested changes to an Outlet or the installation of a new Outlet. It passes these
requests to the Autoconfiguration subsystem and System management, together
with data provided by bodies outside Pathway (e.g. ISDN numbers, FAD code,
number of Counters)

»  Autoconfiguration Database (ACDB) — is used to personalise new Counters when
they are first installed in Outlets, either following the introduction of a new Outlet
or when introduced as a spare replacement in an existing Outlet. It generates and
stores the Counter configuration data (known as an Autoconfiguration File, or
ACF) for all Outlets. The ACF is passed to the System management service and is
used at Counter install time to automatically configure all subsystems with Outlet
and Counter specific data. Subsequently, many changes to the system that affect
the properties or configuration of Counter PCs arc made by modifications to and
replay of these stored ACFs. The ACDB has algorithms to automatically allocate
many subsystems parameters (e.g. IP addresses).
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m  System Management. The bespoke software added to the Tivoli product includes a
suite of processes that takes requests from OCMS and ACEF(s) from ACDB and
uses this data to automatically configure or re-configure many Campus subsystems
with new or updated information on an Outlet. It also maintains a central store of
data relating to each Outlet.

For NBS, Estate Management needs to encompass:

New or modified change requests

New parameters

Configuration of new Campus platforms

Changes to configuration of existing platforms
Changes to configuration of the Counter subsystems

The most significant change arise from the introduction of FRIACO network services,
as these introduces changes such as:

New network types (dial-in only, permanent)

Changes to the ACF (phone numbers, Riposte parameters)
New Routers and Router configurations

New platforms (NBS Agent Servers)

Riposte configuration also changes to increase the number of Correspondence Servers
to four per Cluster.

The following Sections look at each Estate Management component.
12.9.2 Auto Configuration

A number of such changes are required to support NBS.
12.9.21 Auto Configuration Database Server

All Counter ACFs will be affected by one or more of these changes, and hence all will
need to be replayed as part of the introduction of NBS.

Introduction of WebRiposte and consequential Riposte configuration parameters
Addition of IP addresses for the new Correspondence Servers
Change to Correspondence Server neighbour definitions for Gateway PCs in

Outlets

Change to Outlet neighbour definition for Correspondence Servers

Recognition of new network types (FRIACO dial-in and permanent)

Change to ISDN phone numbers at the Outlet, for example to switch to a FRIACO
service

m  Changes to the call characteristics at certain Outlets, for example to leave the
ISDN line permanently connected
m  Possible changes to the Eicon settings at the Outlet

New feeds will be required from OCMS to initiate some of these changes.

The ACDB must feed CHAP information to the new Radius Server (see
Section 10.5.2.3.4) to enable it to authenticate incoming calls from Outlets.
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12.9.3 Auto Configuration Counter Component

New (and changed) data fields in the ACF need to be actioned. This will include:

m  New ISDN numbers (e.g. to initiate a change of network type)
m  New Riposte parameters
m  New Eicon parameters

12.9.4 Cluster Lookup Service

This is strictly part of the Agent subsystem. Configuration will need to be changed to
support a four-Correspondence Server model. This is a configuration-only change.

12.9.5 Maestro Schedule

Changes to the Maestro schedule are needed for the following.

m  Know about the additional Correspondence Servers

m  Know about the additional NBS Agent Server platforms, and reschedule new Agent
instances on failure to meet NBS SLAs

m  Changes to the scheduling of index rebuilds and archiving on the Correspondence
Servers

m  Removal of outward call windows at 02:00, 11:00 and 14:30.

A consequence of this is that some of the associated Riposte configuration changes
(for example MaxMarkerBurst and MaxClientConnections) can be set back to fixed
values.

12.9.6 Operational Management Database (OMDB)

This will be enhanced to recognise the new network types within the ACF, and to store
the relevant data. The Web presentation interface will be enhanced to indicate an
Outlet’s network type.

Riposte configuration updates for a Cluster will need to be extended to cater for the
new Correspondence Server in each Cluster.

In a subsequent Release, OMDB will also handle the SLA monitoring of Reference
Data delivery, and provide a data feed to the DW (as described in Chapter 8)

12.9.7 Outlet Change Management Service (OCMS)
This is enhanced to support new network types (FRIACO services), both on initial
installation of an Outlet and to initiate a change to a different service type«
These changes need to be fed through to ACDB and Tivoli.
In addition, the OCMS database is upgraded from SQL Server V6.5 to V2000

12.9.8 Service Management Data Base (SMDB)

This mirrors part of the OMDB, and enables access to service data by users who are
not permitted to access the OMDB directly. Its data feed from the OMDB will be

41  Bulk changes needed as the FRIACO service is progressively introduced across the estate are handled by OMDB.
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enhanced to include new network type data, and the Web presentation data will be
enhanced to include this.
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Chapter 13 -
Security Infrastructure

13.1 GENERAL

NBS has unique security properties and requires a specific secure operational
environment over and above that applicable to the existing Horizon system. Horizon
will be enhanced for NBS to provide customer initiated real time financial transactions,
and as such requires conformance to additional standards and practices. This Chapter
provides the outline design of how conformance to these standards is to be achieved
and the additional operational procedures that are needed. [NBR567]

For the security requirements of EFTPoS, see [EFTSDS].

13.2 REQUIREMENTS SUMMARY

NBS requires a level of security similar to a retail banking system. It also imposes
security requirements on all organisations developing and maintaining the system.

The additional security needed for NBS is determined by the differences between the
current Horizon security policies and the requirements, listed in [SOR], imposed by:

Applicable Legislative and Regulatory obligations
Current Contractual arrangements and Schedules for NBS
PO Ltd specific requirements and constraints
Certification and Acceptance criteria

13.2.1 Legal and Regulatory Controls

NBS should adhere to the requirements of the law and of the financial services
industry.

Pathway has requested formal notification by PO Ltd of the exact nature of this
requirement. [NBR503]

Pathway assumes that the relevant laws and standards are defined in [SOR], which
states that Pathway and the Horizon system are required to conform to the following
Laws and Regulations:

m  The Computer Misuse Act

m  The Electronic Communications Act

m  The Regulation of Investigatory Powers Act

m  The Data Protection Act (1998) ([DPA]) [NBRO61]

In addition, [CANO1] states that compliance is required with:
m  The Regulation of Investigatory Powers Act 2000 ([RIPA])

and that this overrides any provision in [CA].
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Any additional security measures arising from contractual agreements between
Consignia and partner FIs (especially the Universal Bank) will be reflected as a Change
Control item to the Horizon system.

13.2.2 Current Contract and Schedules for NBS

[CA] contains several clauses that require Pathway to provide for the secure operation
of the Horizon system and thus ensure the integrity, confidentiality and availability of
the contained data and system against fraud and unauthorised access. The additional
schedules for NBS (e.g. [CANO1]) do not reduce or mitigate these contractual
requirements.

13.2.3 PO Ltd specific requirements

13.2.31 Audit

All transactions must be fully auditable, including voided transactions (i.e. after a [R]
Request has been generated) [NBR0O16, NBR536]

The Audit Trail must conform with Banking Standards, PO Ltd Information Security
Policy and [SECCOP]. [NBR441]

The confidentiality, integrity, validity and completeness of data has to be maintained
throughout e¢.g. storage, processes and transmissions, including during periods of
service failure and recovery from service failure. [NBR445]

Data held in Outlets can be accessed to enable PO Ltd and Consignia audit
requirements to be met. Also, assistance has to be provided during the life of the
contract and for six years afterwards to allow information to be accessed to fulfil
obligations to supply information for Parliamentary, judicial or administrative
purposes. (This implies that NBS will not require any additional audit reports to be
available at the Counter). [NBR443]

Access to archived transactions (i.e. over three months old but within seven years)
must be available within 24 hours of any request. [NBR260, NBR315]

Pathway notes that a Fraud Risk Management Service is outside the scope of the NBS.

Pathway will ensure that the relevant information is produced by the system, at PO
Ltd.'s request, in support of prosecutions. [NBR446]

The system should be capable of supporting:

29 million NB transactions in year 2002/03

270 million NB and Universal Bank (UB) transactions in year 2003/04
532 million NB and UB transactions in year 2004/05

638 million transactions in years 2005/06 and 2006/07 [NBR459]

The current Audit subsystem has functioned well since it was first implemented.
However, it is operating at its limits and will not, in its current guise, continue to meet
the new, increased operational requirements brought about by NBS. A number of
enhancements are required, as described in Section 13.5
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13.2.3.2 Security Standards

Pathway will provide System Security in line with existing Horizon Security Standards.

Pathway will ensure that the Horizon system adheres to the relevant parts of PO Ltd’s
security standards and requirements, listed in the following [NBR501]:

m  Social Security IT Security Standards ([DSSSEC]) — to the extent applicable to
OBCS and the PO Ltd infrastructure necessary to deliver OBCS

m  Post Office Counter Information Systems Security Policy ([POLISSP])

m A Code of Practice for Post Office Information Systems Security ([SECCOP])

13.2.4 Testing, Acceptance and Certification Criteria

13.2.1.1 Testing and Acceptance

Security testing will be defined in a detailed Test Strategy, which will be agreed and
approved by all parties. The detailed security tests will demonstrate that all security
requirements within the Pathway operational domain meet the agreed acceptance
criteria. [NBRO59, NBR474, NBR549, NBR550]

13.21.2 Certification (Acceptance)

It is Pathway’s understanding that three further levels of acceptance or certification are
required for NBS:

m  BS7799 Policy and System Audit: (see [BS7799]) An external audit of the policy
and systems within each of the domains will be performed to validate conformance to BS7799
[NBR479, NBR501]

m  LINK Acceptance: Prior to System Live Operation the end-to-end NBS Service
will be required to pass the criteria identified within the document LINK Test Strategy (seec
[LINKTS])

m LINK Compliance: Annual renewal of the LINK Compliance Certificate.

PO Ltd reserves the right to carry out such checks as are deemed necessary to ensure
that the specified requirements have been implemented, and the resultant systems and
services are secure.

13.3 DESIGN PRINCIPLES

The following principles have been adopted in the development of the NBS security
solution.

m  To build on the existing Horizon system and to only require developments where
they are required for the NBS project

m To minimise timescales and costs by rc-using or cxtending existing Pathway
systems or components wherever appropriate

m  To provide facilities for managing cryptographic keys that are simple and cost-
effective to operate and that meet all security requirements

m  To provide secure, reliable components that have no single point of failure such
that the predicted peak loads can not be handled

© 2003 Fujitsu Services Ltd COMMERCIAL-IN-CONFIDENCE Page 201 of 312
File: NBSDS007_E2E_SDS.doc Printed on 06/03/2002 16:17 by GIJ
This is a Working Document as defined by the Codified Agreement, and has no Contractual standing.



POL00115340

POL00115340
Fujitsu Services System Design Specification for Network Banking End-to- Ref.: NB/SDS/007
(Pathway) End Service Version: 1.3
Limited COMMERCIAL-IN-CONFIDENCE Date: 14/01/2003

m  Applications operating and or using security facilities will be required to conform
to the design principles.

13.4 NBS SECURITY ARCHITECTURE

13.4.1 Security Domains

From a security view point the NBS system can be viewed as a set of intersecting
security domains as shown in Figure 33. The major security issues are concerned with
preserving the following properties when information transits the Horizon domain, the
interfaces between Horizon and the other domains and when it is held and permanent
data stores within Horizon (e.g. audit logs):

m Integrity

m  Confidentiality

m  Availability

For NBS, this means transition to and from:

m  The Horizon and NBE domains
m  The Horizon and PO Ltd domains.

The security aspects of the domains with which Pathway has no direct connection are
beyond the scope of this document.

Figure 3 above shows the Operational Domains that exist within the end-to-end NBS
system. The following diagram claborates on this, and shows the Security Domains and
how they map onto the operational structure.
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Figure 33 — NBS Security Domain Structure
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13.4.2 Horizon NBS Security Architecture

The Horizon NB Security Architecture is concerned with the following components:

m  The Counter and PIN Pad [NBR509]
m  The Horizon NBS Security Infrastructure Services
m  The Horizon-NBE boundary

..........................................................................
Horizon
Security

- Domain
PIN Pad ]

. NBS Security Services Infrastructure

Horizon-NBE

Counter ,
. Boundary

Figure 34 — Horizon NBS Security Architecture

The Counter provides a secure environment for the execution of the NBS applications.
The NBS Security Services Infrastructure provides a secure environment for:

Transferring and receiving business transactions between the Counter and the NBE
Management of the secure environment

Generation, distribution and storage of cryptographic keys

Remote management of secure software and firmware components

Providing secure facilities for the DRS and Auditing of the business transactions
Management and use of PIN Pads at the Counters

The Horizon-NBE boundary provides a secure environment for:

m  The exchange of information with the NBE
m Distribution of cryptographic keys (if required)

Within the Horizon Security Domain, any key that could directly or indirectly expose
plain text PIN values and any keys used in association with MACs will be managed in
accordance with the principles established in [ISO 8732] or [ISO 11568] [NBR506].

13.4.2.1 NBS Counter Security Architecture
The developments for NBS will follow the principles of [ISO 17799]. Note that
Pathway is registered for ISO 9001. [NBR501, NBR559, NBR560]
The Counter Transactions have four specific security requirements:
1. Authorisation of all customer transactions
2. Protection of sensitive or confidential data
3. Ensuring the Integrity and Authenticity of all NBS transactions
4. Protection against replay of PIN Pad authorisations.
13.4.211 Verification

All NBS transactions will be authorised by the Customer prior to their completion,
using cither of the following mechanisms: [NBR250]
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m  PIN Entry. If a PIN Pad is available at the Counter, the Customer will authorise the
transaction by entry of their PIN42. The customer entered PIN will be securely
captured and protected by the Horizon system.

m  Customer Signature. Reference Data may permit the Customer to authorise the
transaction by signing one copy of an Office Receipt. This depends on the
transaction type and 1IN, and may be a blanket process for that transaction/IIN
combination, or permitted only where there is no PIN Pad installed and active at
the Counter position. The signed copy of the Office Receipt will be retained by the
Clerk and another receipt passed to the customer. This authorisation process is
outside of Horizon and is not the responsibility of Pathway or the Horizon system.
A central facility outside of the responsibilities of Horizon and Pathway for the
storage of receipts will be provided.

The Request [R], including the method of authorisation and any supporting data (e.g.
PIN Block) will be transmitted to the NBE for onward transmission to the applicable
FI for validation. [PPR0O0O1, PPR002]

13.4.2.1.2 Protecting Sensitive and Confidential Data

Sensitive and/or Confidential data recorded within NBS only relates to information
that can be used to execute a fraudulent transaction. There is no personal data
recorded that falls within the scope of [DPA]. [NBR061]

Sensitive and/or Confidential data is only processed within an [R] and consists of two
classes of information:

Customer PIN — entered at the PIN Pad

Card Details — Discretionary data held on Track 2 of the card (captured when the
card is swiped at the Counter) or card information (Start Date, Expiry Date and/or
Issue Number) entered by the Clerk when the card cannot be swiped at the
Counter. Note the PAN is not regarded as confidential information since it cannot
be used, by itself, to execute a fraud

The mechanisms for the protection of this data are:

m  PIN: Customers will authorise their transactions by entering their PINs at a PIN
Pad. The PIN Pad is a specialized device that is connected to the Counter PC.
Application transactions will interface to the PIN Pad via Riposte Peripheral
Broker. The PIN Pad has a number of specific security features that include tamper
resistant and/or tamper evident construction, non-echo of PIN entry and
cryptographic capabilitiecs. When entered, the PIN will be cryptographically
encoded (according to the standards of [ISO 9564]) within the PIN Pad. The
encoded PIN is combined with other information within a specific structure and
format, and transmitted to the Counter PC together with the Key Serial Number
(KSN)43. The application will include the PIN Block and the KSN (as part of the
PIN_Block 1) within the [R] passed to the Campus. The cryptographic mechanism
used, Derived Unique Key Per Transaction (DUKPT), will provide a unique
cryptographic key value for every PIN encoding request. [NBR575, NBR576]

42 If the customer doesn’t have a PIN or does have a PIN but for some reason is not able to enter it then customer signature
could be used.

43 The KSN reveals to the recipient which PIN Pad was used and which BDK the PIN Block encryption key is based on, as well
as a transaction sequence number
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m  Card Details: The Card details are captured either when the Clerk swipes the Card
or when it is manually keyed. This information is sent to the NBE within the [R]
message. The sensitive data is encrypted prior to passing the message outside the
Counter.

Encryption is carried out by the Crypto APIL. This interface will be enhanced for
NBS. The encryption algorithm used is Red Pike and will employ a single key that
is applicable across the whole estate. [NBR538]

The purpose of this encryption is to prevent the card details being visible to any
person with access to the Horizon systems through which it passes.

13.4.2.1.3 Integrity and Authenticity

Across the Horizon infrastructure, NBS transactions are potentially exposed to a
number of different attacks; for example change of message content or insertion of
false messages. Countermeasures to forestall these threats are to ensure the Integrity
and Authenticity of messages that originate at the Counter.

At the application level, these requirements will be met by digitally signing (and
verifying) all [R], [A] and [C] messages exchanged between the Counter and the NBS
Agents. For messages generated in the Outlet, the signature is generated and applied in
the Request/Reply hook (for [R] messages) and the Finalise hook (for [C] messages)
and is applicable to the XML content of the message i.e. the XML attributes and
values, including the PIN Block (if applicable) and encrypted data values (if
applicable). For messages generated in the Campuses, the signature is verified when it
is returned to the Request/Reply hook at the Counter. Transaction messages that fail
the signature verification will be cause a “decline” [A] to be returned, and an
associated security and application event will be recorded in the System Log files (for
onward forwarding to the Security and System management authorities). The signature
mechanism (for messages from Outlets to the Campus) uses the Digital Signature
Algorithm (DSA) with an Outlet unique (private) signing key (OCPR). This key
applies to all Counters within an Outlet. A similar key will sign messages from the
Campus to the Outlets, however there will only be one such key (COPR). Further
details on the cryptographic features are provided in Section 13.4.3.

13.4.2.1.4 Protection against Replay

The communications link between the PIN Pad and the Counter does not employ any
specific protection mechanism e.g. encryption. As such, it is possible to tap this
connection and mount a Replay attack, at the same or another Counter at the Outlet,
using the recorded value of the encrypted PIN and KSN. To forestall this threat
security relevant features will be added to the PIN Pad Driver in the Counter:
[NBR580, NBR581]

m  When the PIN Pad is first installed, the Driver will record and securely store the
PIN Pad Serial Number and transaction sequence count

m  On every subsequent interaction with the PIN Pad, the Driver will check all return
values to ensure that the PIN Pad Serial number is the same as the stored value and
that the returned Transaction Sequence count is greater than the stored value. If
either of these checks fails then an error code will be returned to the calling
application that will abort the transaction and report the error in both the Security
and Application Log Files for onward reporting to the Security and System
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management authorities. Note for a successful transaction the stored sequence
count will be updated with the received sequence value

m  The stored values will be held under an appropriate protection mechanisms+

m  Under certain conditions (e.g. OBC — for Multi-Counter Offices) it is possible that
the pairing of the Counter PC and PIN Pad could be “mixed” within the Outlet. On
boot up, code within the Counters will validate the presence of their initially
installed PIN Pad. If this validation fails, then the engineer will be requested to
perform a process to confirm installation of new PIN Padss. See Section 12.6.2.

13.4.2.2 Message Processing Security Architecture

13.4.2.21 Authentication Message Processing

Figure 35 illustrates the major architectural components of the secure Counter to NBE
environment for processing [R]s and [A]s. It shows how:

m  Messages in transit are protected by a Digital Signature between the Counter and
the NBS Authorisation Agent, and then by a MAC from the NBS Authorisation
Agent to the NBE [NBR228, NBR570]

m  PINs are protected by hardware encryption.
This architecture assures:

m  The Integrity, Authentication and Non-repudiation of NBS Transaction across the
Pathway Infrastructure
m  The Integrity and Authentication of exchanges with the NBE.

e VETTY [R],
Sign [A]

MAC

Sign[R] |
L Veriy [A]

s V&Y [R] gt
Sign [A]

ICL Pathway
Digital Message Store
Signature (DS4) rep lication H
(FIPS 186-2) i
Hardw are PIN
Sign [R] encryption within
= \lerify [A] PIN Pad

Figure 35 — Protection of Authentication Messages

44 The mechanism for protecting these values will be determined as part of the design activity for supporting PIN Pads

45 This proposal is subject to detailed design investigations.
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The HSM in the NBS Agent Server is used to meet LINK and other requirements on
the translation of the encrypted PIN value between the Horizon and NBE domains. In
addition, the HSM is used for MAC authentication and verification, and re-encryption
of sensitive data in messages exchanged with the NBE.

The message content may be considered as shown in Figure 36, which illustrates that
certain messages attributes are encrypted, and the whole message digitally signed. All
fields (including the digital signature) are represented by XML constructs.

_ [R] Message

| Application XML
Statements

PIN Block
Sensitive Data
(encrypted)

Figure 36 — Logical [R] Message Content — Security Perspective

13.4.2.2.2 Confirmation Message Processing

Note the more complex architecture for processing [C]s and [D]s messages, as shown

here.
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Figure 37 — Confirmation Message Processing

The [CO] message will be signed and verified during transit of the Horizon
infrastructure in a similar manner to [R1] messages,

Files of [C4] and [D] messages received from the NBE will be copied to the DRS
Host, and then verified by an FoD File MAC Checker process running on the NBE
Gateway Server — Local. This platform will be provided with an HSM and the relevant
Crypto libraries and supporting software.

Once the MACs are confirmed, the files can be loaded into the DRS and used in the
reconciliation process.

13.4.2.3 Boundary Protection — Horizon to NBE

The interface between the NBE and the Horizon security domains will be subject to a
Boundary Protection System. The purpose of this is to protect the Horizon
environment from unauthorised interactions with the NBE. The detailed network
configurations are described in Chapter 10.

13.4.3 Key Management Model

The Key Manager will view the task of key management from an understanding of the
Pathway technical environment and the business functions it supports. He will
therefore think in terms of keys under his management control. Each of these divisions
is a “Protection domain”.
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Within one protection domain, the cryptographic functions implement a particular
“Cryptographic algorithm” (e.g. DSA, Red Pike). Conversely, one algorithm may be
employed in several domains.

Within one protection domain there may be many separate “Cryptographic
relationships”. For example, every individual Outlet is accountable for the AP
transactions that it conducts. Therefore, the AP Transaction Harvester must be able to
distinguish the digital signature of one Outlet from those of another. That is to say that
each Outlet has a separate relationship with the Harvester within the AP protection
domain.

A cryptographic relationship is distinguished by the fact that the participants share a
unique “Key set”. At first sight, one might therefore expect a 1:1 relationship between
“Cryptographic Relationship” and “Key Set”. However, the entity relationship takes
into account the fact that the keys in a particular relationship will be changed at routine
intervals, or in case of compromise. So, over time, one cryptographic relationship will
use a series of key sets. A cryptographic relationship may also use more than one key
set at the same time. [NBR574]

The protection domains for NBS are described in Table 27 and use the following
convention4s.

Names are 5 characters or less

“NB”’ in the first 2 characters denotes a Protection Domain applicable to NBS
“O” denotes Outlet

“C” denotes Campus

“P” denotes PIN Pad

”TD” denotes Transaction Data

“MC” or “MAC” denote Messages Authentication Code

a ,
NBOC NBS: Outlet DSA1 Counter signs OCPR, 20,000 2 years
to Campus NBS Authorisation Agent OCPU (aka
verifies [NBR569] APPR,
APPU)
NBCO NBS: DSA1 NBS Authorisation Agent COPR, 1 2 years
Campus to signs COPU
Qutlet Counter verifies [NBR558,
NBR569]
NBC2N NBS: MAC Triple Transient key NBMCC 1 per NBS 24 hours
Campus to DES NBS Authorisation Agent Agent Server
NBE generates [NBR569,
NBR570]
NBS Transient key NBTDC
Transaction NBS generates
Data NBE Translates [NBR569,
NBR570]
NBMCN NBS: MAC Triple Transient key NBMCN 1 24 hours
NBE to DES NBE generates [NBR569,
Campus NBR570]
NBPO NBS: PIN DES PIN Pad encrypts NBPO 1 per PIN Current
Block NBS Authorisation Agent (derived Pad transaction
encryption decrypts/translates3 using
(Qutlet) DUKPT)
46 This convention is a guideline and not an enforced rule.
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NBPC NBS: PIN Triple Self-authenticating NBPC 1 per NBS 24 hours
Block DES transient key4 Agent Server
encryption KMA/NBS Agent generates
(Campus) NBE decrypts [NBR558]
NBLE NBS-NBE link | Not known | Hardware2 link NBLE 1 N/a
encryption encryption/decryption on
the dedicated comms link
between the Campus and
the NBE site [NBR573]
NBTDO NBS Red Pike Counter application NBTDO 1 1 month
Transaction encrypts selected
Data transaction data
NBS Agent decrypts
NBTDC NBS Triple Transient key. NBTDC 1 per NBS 24 hours
Transaction DES KMA/NBS Agent generates Agent Server
Data NBE translates
NBZMK Key Encryption Key (KEK) | ZMK 2 6-12
held by Horizon & NBE. months
Used to encrypt NBS Keys
in messages interchanged
between Horizon and NBE

Table 27 — Protection Domains

Notes:

1. Proposed use of DSA gives the ability for Counter NBS application to usec existing
Pathway Crypto software

2. E.g. Zergo Rambutan or Racal Datacryptor

3. The decryption/encryption between the NBPO and NBPC domains are carried out
as a single translation, so that the PIN Blocks do not appear in clear except in the
HSM [NBR577]

4. These keys are encrypted under the current Zone Master Key (ZMK) and included
in the message itself. The keys are transient in that new keys could be used for each
message. However, for efficiency reasons, each key will be used over a period of
time up to its lifetime.

Note also that keys used for PIN encryption (NBPO) is not used for any other

purpose. [NBR578]

13.4.4 NBS Messages Flows and Security

The NBS Financial Transaction Data Flows (the RAC Model) is shown in Figure S.
There are security issues surrounding the [R], [A], [C] and [D] message flows (in both
directions) between the Counters and the Campus (the NBS Authorisation Agent and
NBS Confirmation Harvester Agents) and between the Campus and the NBE.

[NBR564]

For the Counter-Campus flow the security requirement is for:

m  Authentication
m Integrity
m  Non-repudiation

For the Campus-NBE flow, the requirement is for:
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m  Authentication
m Integrity

The Crypto API provides interfaces that enable the relevant application components to
sign, verify, encrypt and decrypt message portions.

13.4.41 Keys Used in Message Transfers

The following diagram shows which keys are used when processing [R] messages. In
this case, certain material comprising the messages originates at the PIN Pad.
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Figure 38 — Use of keys in [R] and [C0]/[C2] Messages

The following diagram shows the simpler structure used when processing [C]
messages. In this case, the material comprising the messages originates at the Counter
and does not contain the PIN etc.
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Figure 39 — Use of keys in [C] Messages

The following diagram shows which keys are used when processing the [A] messages.
In this case, messages arec only sent from the NBE to the Counters via the,
(appropriate) Agent layer.
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Figure 40 — Use of keys in [A] MessagesE3dr§ption of
Working Keys

Working Keys are the keys used by the HSM to translate PIN values and for other
purposes. They will be encrypted as specified in [ISO 8732]. Each working key will be
represented as a 128-bit string with odd parity prior to encryption. The ZMK used to
encrypt the Working Key may be modified by a variant prior to use. [NBR501,

NBR582]
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13.4.6 HSM Key Management

The Compaq Atalla HSM cards will need to be initialised with their first set of keys
before deployment.

Keys are generated using the Atalla Secure Configuration Terminal (SCT). This is
directly connected (via RS232) to a bespoke free-standing NT workstations7, the HSM
Key Generation Workstation (see Section 11.4.2) onto which is loaded the Atalla key
loading software tools. Each Atalla card is installed in this workstation in turn, and its
initial keys established. It is then removed and installed on the target platform (NBS
Agent Servers or KMA Workstation).

None of this process requires any bespoke Horizon software to be developed.

13.4.7 Platforms and Connections
Figure 38 and Figure 39 show the principal platforms involved in the security
architecture.

The Platform Types in the existing Horizon system are:

Counter PC

KMA Server
KMA Workstation
Audit Server

For NBS the following new Platform Types are defined:

NBS Agent Servers

Network Banking Engine (NBE)

PIN Pad and HSM Key Generation Workstations

PIN Pad Key Priming Platforms (if needed, proposal below uses Counter PCs for
this).

It is assumed that the NBS Agent Servers support a Riposte service and that this can
be used for key distribution.

13.4.8 NT Domains

The Horizon NT Domain Structure needs to be enhanced to include the new platform
types identified above. The design principles applied to this update are:

Maximise security configuration applied to the NBS Agent Servers
Maximise reuse of existing security configuration

Minimise disruption to the existing NT Domain structure

Minimise changes to operational management and support processes

With these aims in mind, the following NT Domain structure changes are proposed:

m Introduce a new Resource Domain dedicated to contain the new NBS Agent
Server platforms. This domain will span both Bootle and Wigan Campuses

m Set up a one-way trusting trust relationship with the existing PWYDCS Master
Account authentication domain

47  Located in the Pathway Secure Area
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m  Configure access to the NBS Agent Server platforms for a subset of the existing
Horizon secure roles

13.4.8.1 New Resource Domain

The name of this new domain will be PWYPUB. It will contain the following servers:

s 1 x Primary Domain Controller located in Bootle
m 1 x Backup Domain Controller located in Wigan
m 12 x NBS Agent Servers, six each in Bootle and Wigan

All servers in this Domain will run the WebTrends vulnerability analysis software, with
reports fed to a server in the Pathway Secure Area.

13.4.8.2 Trust Relationships

The new Resource Domain must trust the PWYDCS Master Authentication Domain,
which holds the Horizon Human User Secure Roles.

Connections between the existing Correspondence Servers and Generic Agent Servers
located in the BOPSS and WOPSS Resource Domains and the new NBS-Agent
Servers will be via Riposte. The same is true for connections between the NBS Agent
Servers and the KMA Server located in the PWYKMS Authentication Domain. No
trust relationships are required between the new Resource Domain and PWYKMS,
BOPSS and WOPSS to support Riposte message transfer connections.

Maestro will access the NBS Agent Servers to control the scheduling of the Agents.
The Agents themselves connect to Oracle on the DRS Host, and have Remote
Procedure Call (RPC) links into Riposte on the Correspondence Servers. No
additional trust relationships are needed to support these access routes.

13.4.9 Security Policy

The Pathway Security Policy ([SECPOLY]) describes:

The general Pathway NBS security philosophy

Standards for security and metrics to determine how these standards are being met
What is to be protected — software, hardware, data etc.

Who (i.e. which unit) is responsible for protecting these items

How the items are to be protected

The full Community Security Policy is defined in [NBSCSRS], to which the Security
Architecture specified in this document conforms. The Pathway Security Policy will be
updated to reflect the requirements of NBS. [NBR556]

13.4.10 Other Protection Domains

13.4.101 Audit Server

The proposals of Section 13.4.3 above assume that no new cryptographic functionality
is required on the Audit Servers. This precludes offering a function on the Audit
Server allowing the auditor to view or select on the in-clear sensitive transaction data
that is protected in transit through the system in the NBTDO protection domain. The
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key management for that protection domain as described above is not appropriate for
data to be held encrypted in long-term storage for future decryption.

A facility to give auditors access to the sensitive transaction data would require:

A securely managed data-encryption key for use on the Audit Servers
Application-controlled encryption/decryption of the sensitive data (field-level or
file-level)
m  Application-controlled re-encryption of a// audit data when the data-encryption
key is changed

13.5 AUDIT

This Section describes the changes required to the Horizon Audit system as a result of
the new data that requires retention for Audit purposes, and the change to the length
of time for which certain categories of Audit data are retained.

Note that many existing Horizon data flows, including all Riposte messages, arc
already captured automatically for audit purposes, and these facilities will be retained
and can be exploited for NBS data. [NBR453]

Wherever an additional interface is created, or additional data flows across an existing
interface that is already captured for audit purposes, the minimum changes required are
as follows.

 Componet i ‘Description of Change
Audit Data C gu Documentation of new Audit Data
Audit Configuration Gathering & processing Audit Data
Audit Sizing Model Update for increased data volumes

Table 28 — Basic Changes Required for Audit

13.5.1 Horizon to NBE Interface

The interface to the NBE is deemed a Horizon boundary and all data crossing the
boundary must be retained for audit purposes. This interface uses TCP/IP via a
Sockets interface. This provides no appropriate audit facilities, and hence the message
traffic across this interface will be captured for Audit purposes by the NBS Agents.

13.5.1.1 [RV/[A] Interface

For [R] and [A] messages, a time-stamped copy of the messages will be written as a
pair to the Correspondence Server message store and hence will be collected for audit
purposes. [NBRO16, NBR441, NBR536]

13.5.1.2 [C4] and [D] Interfaces

Files of [C4] and [D] messages received from the NBE are archived nightly to the
Audit Server to provide data for audit purposes. [NBR0O16, NBR441]
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13.5.2 DRS to PO Ltd Interface
13.5.21 Settlement Support Interface

The interface whereby the DRS sends settlement data to PO Ltd is a Horizon boundary
and is thus subject to audit data capture. It is expected that this interface will utilise a
new or existing FTMS services that can be configured to support the collection of
Audit Data. [NBR016, NBR441]

13.5.2.2 Additional TIP Data

Data transferred to TIP via FTMS is already gathered for audit purposes. No
additional changes are required.

13.5.2.3 Additional RDS Data

Data transferred to or from RDS via FTMS is already gathered for audit purposes. No
additional changes are required. [NBR045, NBR202]

13.5.3 Extension of Audit Archive Retention Period to Seven years

NBS transaction data must be retained for seven years. This requirement has
significant implications for the audit system. Holding audit data for seven years
imposes a significant additional data storage requirement. In addition, it is necessary to
capture the supporting systems management data that verifies that the Horizon system
was performing correctly at the point of capture of the data.

The current audit system stores checksum information on file content in an Audit
Checksum database. The current database will not support the increase in file volumes
and will require replacement. The new database will be built using SQL Server.
[NBR260, NBR315, NBR542, NBR544]

13.5.4 Performance & Usability Enhancements

This section details the changes required for the Audit system such that the current
performance is not degraded by the additional loadings and that an increase in retrieval
requests capacity may be considered subject to adequate Resourcing.

NBS requirements specify that PO Ltd may request data relating to an NBS
transaction at any point during the seven-year period for which such data may be
retained. During the first 90 days after the transaction was committed, this data may be
retrieved from the DRS. After this, it may be retrieved from the Audit Server. There
are contractual limits on the number of queries that may be requested; see [CANO1]

One of the major limitations on the number of retrievals that can be serviced is the
extraction process itself and the architecture of the Audit Server and Audit
Workstation.

There are two stages to the retrieval process.

m Data files are retrieved from DLT and placed into directories on the Audit Server
m  Relevant records are extracted from files on the Audit Workstation, analysed and
written to CD
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For non-Riposte files, the transition from the first to the second stage is usually
achieved by “dragging” the files across the network. However, for Riposte Journals it
is necessary to filter out the required Outlet FAD code(s) and date range(s) by
generating a pseudo Correspondence Server message store. This work has to take
place on the Audit Server, and it is not possible to run more than one such filter
exercise concurrently.

This restriction is affecting the throughput of retrieval requests, and these are taking
considerably longer than originally anticipated.

The current Audit Server and Workstation architecture is as follows.

------------------------------------------

Figure 41 — Audit Workstation & Server Architecture

The workstations at Wigan and Bootle exist for resilience purposes and anticipated use
by North based audit staff. In reality, these have never been used in anger and one
could be moved to Feltham to provide a dual capability. However, the need to run the
filtering activities on the Audit Server mitigates against any real benefit being derived
from this arrangement, and hence changes are proposed to this as described below.

The current Archive and Storage implementation of the audit solution is a balance
between the cost of storage and the frequency with which data has to be retrieved.
Based upon the agreed number of retrievals, a solution based upon DLTs was
implemented.

Since then two further categories of retrieval request have emerged.

m Retrievals in support of internal support requests, usually made by BSU or SSC.
SSC requests have diminished greatly since they introduced their own rolling six-
month support data store. BSU requests are exceptional and only occur when they
cannot source information from the Data Warehouse.

m PO Ltd Security Investigations. This group require data to support their
investigations and ultimately prosecutions for fraud. Originally they did not express
any requirements for access to audit data so were not taken into account.
Historically, they were to obtain their data from the Fraud Risk Management
Service (FRMS), a BA service that disappeared when BA withdrew from the
Horizon contract. They are now the main requesters for audit data and have stated,
but not substantiated, a continuing need for ~500 retrievals per year.
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The debate surrounding these latter requirements has been escalated back to the
Contract and both sets of solicitors have been involved. Following meetings in May
2000 and March 2001, a letter has been sent to PO Ltd accepting that Pathway will
perform 50 retrievals per rolling 12-month period. Although accepted at the March
meeting, attempts to get agreement to CCN759, which would change Requirement
699 to reflect this, have been rejected. The situation remains unresolved, though it is
expected that the NBE requirements for increased data retention and increased
numbers of retrievals per annum will be reflected in changes to [CA].

13.5.4.1 TMS Data Storage

Riposte (TMS) Data is currently stored in a series of files per Correspondence Server
per day. Each file contains a configurable number of messages. Retrieval operations
extract the entire file before filtering it for the required Outlets. With the increase in
retrieval volumes, this will become impractical.

The proposed change will store this data in a considerably larger number of files, cach
holding data for an average of 450 Outlets. Non-Outlet related data will be held in an
additional volume. This change to the storage mechanism (introduction of a tape silo)
will ensure that there is no degradation of current retrieval times and provide
considerable ‘future proofing’. [NBRO57]

13.5.4.2 Extractor File Selection

The additional data volumes for NBS transactions and the increase in retention time
will seriously degrade the performance of the file selection process in the Audit
Extractor. Changes have been identified that will improve the current performance,
thus allowing for the increased volumes. [NBR0O57]

13.5.4.3 Extractor File Retrieval

The additional data volumes for NBS transactions and the increase in retention time
will seriously degrade the performance of the file retrieval process in the Audit
Extractor.

In addition, the handling of tapes for data retrieval is currently a manual process.

The additional number of DLT tapes within the system due to increased volume and
retention period dictates that the manual handling is no longer a viable solution and
automated ‘near line’ DLT storage is required in the form of tape silos.

The performance improvement will be met by migrating to a later version of Legato
(with improved index and tape handling performance) as described in Section 11.3.2.6,
by changes to the Audi Extractor for tape recognition and identification, by changes to
the mechanism for seal verification on retrieval, and by removal of the manual tape
handling. [NBR0O57, NBR444, NBR542]

13.54.4 Data Extraction — Multithreading

The current Audit extraction implementation only permits a single user connection to
each Campus at any time. This effectively limits the concurrency of data retrievals to
two, and thus the overall number that can be achieved to the current limit of 50 per

annum.
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To increase this limit, changes will be required to the Audit Architecture to remove the
restrictions on the concurrency of retrievals. The changes will comprise:

Enabling multithreading between the Extractor Client and Server
Removal of locking restrictions on access to the checksum database
Enabling filtering on the Audit Workstations instead of the Audit Server
Changing filestore mapping to be exclusive to an RFI

[NBRO57, NBR542, NBR546]

13.54.5 Audit Extractor Usability Issues

There are currently several identified usability issues with the Audit Extractor. While
these are containable with the current limit of 50 retrievals per annum, any increase in
this limit dictates that they should be resolved to enable an efficient service to be
provided.

The current issues that require addressing are as follows.

m Inadequate user notification of errors, requiring Help Desk support for even the
simplest problem of an incorrectly entered FAD code

= No facilities to cancel file selection, retrieval or status checking once invoked

» Inadequate facilities for file management on completion of an RFI

m  No reporting of the files used and the seal status for an RFI (possibly required for

prosecution purposes)
m Inadequate facilities for maintaining the file selection list and identifying files not
required for the RFI

[NBR260, NBR315]
13.5.4.6 Extractor Activity Logging

There is a requirement, for prosecution support purposes, to provide a log of the
activities undertaken in processing an RFI, Currently this is a manual logging process
which will not support any increase in volume of retrieval requests above the current
limit of 50 per annum.

This can be achieved automatically by logging user interaction with the Audit
Extractor and providing a report on completion of the RFI. [NBR260, NBR315,
NBR445]

13.5.4.7 TMS Attribute Grammar Catalogue

R-Query is the utility used in the extraction process to interrogate the pseudo
Correspondence Server generated on the Audit Server following retrieval from the
DLT. The tool provides parameter driven filtering based on the Riposte attribute
grammar and export facilities to MS Excel or MS Access.

NBS will introduce new attribute grammar to the Horizon system that must be
interpretable by both Pathway and PO Ltd audit staff.

TMS records contain a huge amount of detail whose meaning is defined through the
attributes associated with it. Partial catalogues for applications exist in isolation but
there is a need to consolidate these into a single Attribute Grammar Catalogue with a
searchable interface. Without this, it is difficult to determine which attributes are the
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appropriate ones for filtering and almost impossible to decipher a TMS record to
determine what the content actually means. This is particularly so for casual users.
[NBR260, NBR315]

13.5.4.8 Increase in Retrieval Requests

The sections above identify performance and usability enhancements required to
support an increase in retrieval volumes. There are no requirements for changes to the
Audit Retrieval service to provide any additional retrieval or search facilities at this
Release. However, without the changes identified above, the current retrieval limit of
50 per annum would be severely compromised by the additional data volumes and
increased timeframe for data retention. With the above changes, an increase in
Retrieval requests can be contemplated but the limiting factor then becomes the
number of staff required to perform the labour intensive operations involved. Each
user would require their own Audit Workstation to perform data retrievals, and thus
this number would then dictate the number of retrieval requests that can be achieved
per annum. [NBR260, NBR315]

13.54.9 Non-Audit Use of Audit Server

The Audit Server is used as a back-up server for a number of key servers within the
Horizon system. These include the Correspondence Servers, ACDB, OCMS Server
and KMA Server. This secondary usage was introduced at a time (CSR) when the
Audit Server had spare capacity to support this role.

However, there are now a number of issues with this arrangement.

m  Now that full data volumes are being experienced, there are pressures on the
Maestro Schedule to be able to complete all Correspondence Server backups in
time for the primary Audit Solution work to take place

m  The number of Legato drives (six per site) was not increased to accommodate the
Correspondence Server backup work

m  The full impact of increases in audit data volumes on the backup activity is not
known

The advent of NBS and the experience to date suggests that the use of the Audit
Server for non-audit work should be reconsidered. It is noted that this problem is likely
to be mitigated through the introduction of a fully automated tape silo, and hence no
further action is proposed at this Release.

13.6 SYSTEM COMPONENTS

13.6.1 New Components

See Section 16.2.5.2.

13.6.2 Key Generation Tools and Processes
A set of associated processes is needed in order to enable generation of the following
keys:
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m  Superkey (SKEY) for the Compaq Atalla PCI crypto co-processor (HSM)
MEFK for the crypto processor

Similar procedures are likely to be required for the following keys used in conjunction
with PIN Pads.

s BDK (Base Derivation Key for The DUKPT algorithm)
GKLK (for generating the PIN Pad BKLKSs)

The key generation mechanism will minimise the amount of paper-based keys and
operator typing. Where operator typing is required, check digits will be used to enable
all typing to be checked.

In outline, the key generation processes will be as defined in the following sections.
13.1.1.1 Superkey (SKEY), MFK and KEK

Tool generates and displays/prints multiple parts with check digits. Operators type the
parts into the Compaq card management tool (SCT) and check the check digits. Paper
copies preserved.

The keys will need to be input to an SCT to confirm correctness.
13.1.1.2 DK and GKLK

It is anticipated that these will be produced as multiple parts on paper.
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Chapter 14 -
Resilience & Availability Strategy

14.1 GENERAL

This Chapter outlines the architectural enhancements made by Pathway to the Horizon
system to meet the significant additional resilience requirements of NBS.

It does not cover the service operation and SLA management aspects of the need for
increased availability. These are covered in detail in Chapter 20.

Component and Platform failures are the most likely cause of service level breaches.
Components that have a high impact on the availability of NBS have been designed to
be resilient to the majority of failure conditions. In addition, certain critical
components are outside the Pathway Operational Domain. The major example is the
NBE, where a failure will cause loss of service to all Counters.

This Chapter thus focuses on the steps taken to provide resilience at a hardware level
within the overall Horizon system.

14.2 COUNTER RESILIENCE

The Counter environment will be resilient to failure in the same way as for current
applications, namely: [NBR505]

m Card information can be keyed manually following a Card reader failure (though
this may be prevented for some cards by means of Reference Data) [NBR486]
m All Data should be capable of being entered either via the keyboard or the touch
screen, thus allowing each to back the other up [NBR484, NBR485]
m  Any Printed output can be displayed on the screen, thus allowing receipts to be
written manually should the Printer fail (including those used for customer
signature)

There is no resilience to PIN Pad failure, other than to use an alternative Counter if
there is one.

14.3 NETWORK RESILIENCE & AVAILABILITY

As discussed in Chapter 10, the ISDN network between the Campus and the Outlet
will be enhanced such that some Outlets are permanently connected. This will reduce
the number of situations in which a call fails due to congestion in the ISDN network.

14.3.1 Silver and Bronze Qutlets

Chapter 10 discusses the options being addressed to improve the cost-effectiveness
and availability of the ISDN network.
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Thus, starting at BI3, Outlets will be assigned to either a Si/ver or Bronze levels of
service, depending on the needs of the Outlet and (in some cases) the time of day.
[NBRO53]

14.3.1.1 Bronze Service Outlets

The Bronze service represents service and availability levels based upon metered dial-
up. Outlets with this service level are not expected to be in locations where an outage
would have exceptionally high impact, nor carry out a large number of NBS
transactions, and hence cannot justify the cost of an upgrade to a permanently
connected network.

All Outlets will be initially configured with a Bronze Service.
14.3.1.2 Silver Service Outlets

The Silver service will introduce a permanent FRIACO network connection to the
Campus during scheduled hours, using the current ISDN circuit. The Counter CNIM
will ensure that a connection to the Campus is made, and re-made as soon as possible
should it be lost, within this period. If unable to do so, it will make a permanent dial-up
connection. This reduces the response time for calls to the Campus, and avoids the risk
of failing to make an ISDN call.

There arc two main reasons that an Outlet will be given a Silver Service:

m They are doing enough business that they justify a permanent connection (for
example they spend more than 50% of their time connected in the busy periods)
m PO Ltd wish the Outlet to be moved to Silver Service to reduce response times or
improve connection availability

14.3.2 Outlet Availability

Outlet Availability will be measured at a transaction level, as the sum of “failed”
transactions against the sum of the total number of transactions. Only those failures
within the Pathway domain will be counted. A “failed” transaction is any NBS
transaction for which an On-line request [R] has been submitted but for which no
corresponding Authorisation [A] has been received (at the Counter) prior to the
termination of the transaction. Thus, transactions initiated while the Off-Line Indicator
is set will not count.

14.4 HORIZON SYSTEM RESILIENCE

The Horizon system is designed to provide a high level of resilience. All Outlets
connected to services running within two Campuses, located at Bootle and Wigan. All
services are replicated within these Campuses, and either of them is able to support the
full Horizon workload. Critical components are replicated within the Campuses as well
as between them. Each Campus supports two independent LANs, and major servers
are connected to both. There are two independent external links to each Campus.

In the event of a site disaster, existing processes will ensure that the workload is
switched in its entirety to the other Campus. These processes are regularly rehearsed.
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These facilities will be used and extended as necessary to support NBS. [NBR036,
NBR472]

14.5 RESILIENCE WITHIN THE HORIZON CAMPUS

The existing Campuses are populated and configured such that there is no single point
of failure that can cause the NBS to fail in the event of any one component, or an
entire Campus, being unavailable.

14.5.1 Agent and Correspondence Server Architecture

14.5.1.1 Correspondence Servers

The current Correspondence Server configuration contains three servers per Cluster.
Two of these are in Bootle, and one in Wigan. In addition, there is a standby
Correspondence Server for each Cluster at each Campus. This is invoked via the
Compaq Recovery Option in the event of failure of the live server.

The enhanced resilience requirements for NBS will require a move towards a
configuration of four active Correspondence Servers per Cluster. The Compaq
recovery option on the existing active Correspondence Servers will be removed. The
eight servers that are freed up by this (four per Campus) will then be used to provide
the platforms for the additional Correspondence Servers in each Cluster.

The existing “wing” Correspondence Servers will be removed from Bootle. The
Compagq disk array that is freed will be used for the new Bootle Correspondence
Servers. New Compaq Disk arrays will be purchased for the new Wigan
Correspondence Servers. These will need to be the same specification as the existing
Bootle wing servers.

This Correspondence Server configuration should have sufficient capacity for the
initial NBS workload. As the workload increases, it may be necessary to upgrade the
hardware of the Correspondence Servers. During testing and initial live use of NBS,
the performance of the Correspondence Servers will be monitored. It is assumed that a
hardware upgrade is required to support the full NBS volumes, and is scheduled for
BI4. The actual timing of this will depend on the results of live monitoring, and how
well the Correspondence Servers perform during testing.

By moving to four Correspondence Servers per Riposte Cluster, the following
consequential changes are also needed.

m  Outlets will need to send connection requests to all four Correspondence Servers
in their Cluster. This is needed to spread the workload across the Correspondence
Servers and provide resilience against Correspondence Server failure. A single
network address will be used per Correspondence Server (rather than the current
two) to keep the number of priority messages sent by each Outlet to four.

m  The work generated by the existing Generic Agent Servers will need to be spread
across the Correspondence Servers in each Cluster. This gives improved harvesting
performance and resilience in case of Correspondence Server failure.
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14.5.1.2 Agent Servers

At present, there is a ten- to twenty-minute gap after a failure of an OBCS Stops
Agent before it is restarted on the same or a different platform. This will be inadequate
for NBS Agents.

The increasing number of real-time messages requires a review of the availability of the
Agent processes that handle these messages.

The diagram below shows the Campus configuration, and represents the viewpoint of
a single Cluster. Each Campus on its own is capable of supporting the NBS load in a
resilient way.
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